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Abst ract

Thi s docunent specifies protocol enhancenents for allow ng the |oca
mobility anchor in a Proxy Mbile I Pv6 domain to asynchronously
notify the nobile access gateway about changes related to a nmobility
session. These Update Notification nessages are exchanged using a
new Mbility Header nessage type specifically designed for this

pur pose.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the I ETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc7077
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1.

I nt roducti on

In sone situations, there is a need for the local nobility anchor
(LMA) to send asynchronous notification nessages to the nohile access
gateway (MAG in the course of a nobility session. These situations
i nclude changes to nobility session paraneters and policy paraneters.
In this context, "Asynchronous nessages" is used to nean nessages
that are not synchronous with the Proxy Bindi ng Update and Proxy

Bi ndi ng Acknowl edgement messages of the base Proxy Mobile |IPv6
specification [ RFC5213]. The base Proxy Modbile | Pv6 specification
does not have a provision for sending unsolicited Update Notification
messages fromthe |local nmobility anchor to the nobile access gateway.

Proxy Mobile I Pv6 [ RFC5213] is a network-based nobility managenent
protocol. It is designed to provide IP nobility management support
to a nobile node without requiring the participation of the nobile
node in any IP nobility-related signaling. The protocol defines two
mobi ity managenent entities: the LMA and the MAG These entities
are responsible for managing I P nobility nmanagement support for a
mobil e node in a Proxy Mobile | Pv6 domain. The setup of the mobility
session is initiated by the mobil e access gateway by sending a Proxy
Bi ndi ng Update nessage and acknow edged by the local nobility anchor
in the Proxy Binding Acknow edgenent nessage. Once the mobility
session is set up, currently there is no mechanismfor the |oca
mobility anchor to informthe nobil e access gateway about changes to
the mobility session or any paraneters related to the nmobility
session. However, there are mechanisns in the Proxy Mbile |Pv6
protocol that allow a local nobility anchor to send signaling
nmessages to the nobil e access gateway asynchronously, as defined in
the Proxy Mobile | Pv6 Heartbeat nessage [ RFC5847] or in the Binding
Revocati on nmessage [ RFC5846], but these signaling nessages are
designed for a very specific purpose and are not sufficient for
supporting a notification framework.

One such scenario where such a nechanismis needed is when the | oca
mobility anchor wants to informthe nobile access gateway that it
needs to re-register the nobility session for a nobile node. It is
possible to achieve a sinmilar effect by using a short lifetime for
the mobility sessions, but in several networks this results in an
unaccept abl e, and nostly unnecessary, increase in the signaling

| oad and overhead. A nore suitable scenario would be to enable
demand- based signaling fromthe local nobility anchor to one or nore
mobi | e access gateways. Another exanple is when there is a change in
a QS policy [PMPv6-QS], an IP flow nobility policy

[ PM Pv6- FLONM MOB], or an IPv4 traffic offload policy [RFC6909] for a
mobility session. In this case, the local nobility anchor wants to
request that the nobil e access gateway performre-registration of the
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mobility session in order to update the policies associated with the
mobility session of a nobile node.

Thi s docunent defines a new Mobility Header nmessage for allow ng the
| ocal nmobility anchor to send notification nessages to the nobile
access gateway and a corresponding Mbility Header nessage for the
mobi | e access gateway to acknow edge the notification nessage. The
purpose of the notification nessage is twofold: (1) to enable the

| ocal nmobility anchor to notify the nobile access gateway about the
updat ed session paraneters and (2) to enable the local nmobility
anchor to request that the npbile access gateway renegotiate the
sessi on paraneters.

2. Conventions and Term nol ogy

2.1. Conventions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2.2. Term nol ogy
Al the nmobility-related terns used in this docunent are to be
interpreted as defined in the base Proxy Mbile |Pv6 specifications
[ RFC5213] and [ RFC5844].

3. Notification Message - Usage Exanpl es

Use Case 1: Consider a use case where the local nobility anchor wants
the nmobil e access gateway to re-register a specific nobility session.

VN MAG LMA

[------ >| | 1. Mobile Node Attach

| [------- >| 2. Proxy Binding Update

| | <------- | 3.  Proxy Binding Acknow edgenent

| | ========| 4. Tunnel / Rout e Setup

I I I

| | <------- | 5. Update Notification (FORCE- REREG STRATI ON)
| [------- > 6. Update Notification Acknow edgement
I I I

| [------- >| 7. Proxy Binding Update

| | <------- | 8. Proxy Binding Acknow edgenent

I

Figure 1: Update Notification: FORCE- REREA STRATI ON
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Use Case 2: Consider a use case where the local nobility anchor wants
to notify the nobile access gateway of the updated session
paraneters, for exanple, an updated QoS profile or an updated |Pv4
of fl oad policy.

VN MAG LMA

[------ >| | 1. Mbile Node Attach

| [------- >| 2. Proxy Binding Update

| | <------- | 3.  Proxy Binding Acknow edgenent

| | ========| 4. Tunnel / Rout e Setup

I I I

| | <------- | 5. Update Notification

| | | ( UPDATE- SESSI ON- PARAMVETERS)

| [------- >| 6. Update Notification Acknow edgenent
| + | 7. MAG applies the new policy option
I

Figure 2: Update Notification: UPDATE- SESSI ON- PARAMVETERS
4. Message Formats
4.1. Update Notification (UPN)
The Update Notification is a Mbility Header nessage that has an M
Type value of 19. It is used by the local nobility anchor to notify
the mobil e access gateway that some paraneters related to the

mobil ity session have changed.

The format of the Update Notification nmessage is as follows:

0 1 2 3

012345678901234567890123456789¢01
T i i P I Y S S T S S S
| Sequence # |

T S S T i o S S e i e S I S i S

| Notification Reason | Al O Reserved |
R et e s i o e s i i
Mobility options

I T S S S e S S S S S Sup S Sup S S S

Figure 3: Update Notification Message
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Sequence Number
This 16-bit unsigned integer is used by the local nmobility anchor
to match the received Update Notification Acknow edgenment nessage
with this Update Notification nmessage. This Sequence Nunber coul d
be a random nunber and can be nanaged under the sane variabl e used
in Proxy Mbile I Pv6 signaling nessages [ RFC5213].
I mpl ement ati ons MUST ensure that there is no collision between the
Sequence Nunbers of all outstanding Update Notification nessages
at any tine.

Noti ficati on Reason
This 16-bit unsigned integer indicates the Notification Reason
code. This code corresponds to the reason that the local mobility
anchor sent the Update Notification to the nobile access gateway.
This field does not contain any structure and MJST be treated as
an enuneration. The reason code can indicate a vendor-specific
reason if the semantics of the Update Notification nessage are to
be based on the attached vendor-specific options, not solely from
the reason code. These attached options can be depl oynent
specific and are not specified in this docunent. The follow ng
Notification Reason values are currently defined:

(0) - Reserved
This value is currently reserved and cannot be used.

(1) - FORCE- REREG STRATI ON
Request to re-register the session by sending a Proxy
Bi ndi ng Update for the nobility session

(2) - UPDATE- SESSI ON- PARAMETERS
Request to apply the updated session paramneters obtained
fromthe nmessage on the nobility session

(3) - VENDOR- SPECI FI C- REASON
This Notification Reason is for vendor-specific use.
The processing rules are to be based on the
Vendor - Specific Mbility option(s) [RFC5094] present in
t he message.

(4) - ANI - PARAMS- REQUESTED
Request to send currently known Access Network
Identifier (ANI) [RFC6757] paraneters for the nobility
sessi on.

(255) - Reserved
This value is currently reserved and cannot be used.
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4.

2

Acknowl edgenent Requested Flag ((A) Flag)

When this flag is set to a value of (1), it is an indication that
the local mobility anchor is requesting that the nobile access
gateway send an Update Notification Acknow edgenent nessage. Wen
this flag is set to a value of (0), it is an indication that the

| ocal mobility anchor is not requesting any Update Notification
Acknowl edgenent nessages.

Retransmt Flag ((D) Flag)

When this flag is set to a value of (1), it is an indication that
the nessage is a retransnitted nessage and has the same Sequence
Nunber and ot her nessage contents as in the previously sent
message. The (D) flag is set for retransmtted request nmessages,
to aid the reliable detection of duplicate requests at the

recei ver of the request nessage. It is set when originating
requests that have not yet been acknow edged, as an indication of
a possible duplicate due to a retransmission. This flag MJST be
cl eared when sending a request for the first time for a given
Sequence Nunber; otherw se, the sender MJST set this flag.

Reserved

This field is unused for now The value MJST be initialized to O
by the sender and MJST be ignored by the receiver

Mobility Options

This variable-length field is of such Iength that the conplete
Mobility Header is an integer nmultiple of 8 octets |long; the Padl
and PadN options [ RFC6275] can be used for padding. This field
contains zero or nore TLV-encoded nmobility options. Any of the
Mobi lity Header options, including Vendor-Specific Mbility
options [ RFC5094], can be included here. The receiver MJST ignore
and skip any options that it does not understand. These mobility
options are used by the nobile access gateway to identify the
specific binding for which the Update Notification nessage is
sent.

Update Notification Acknow edgenent (UPA)

The Update Notificati on Acknow edgenent is a Mbility Header nessage
that has an MH Type value of 20. The npbile access gateway sends
this nessage in order to acknow edge that it has received an Update
Notification nessage with the (A flag set and to indicate the status
after processing the nmessage.
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The format of the Update Notification Acknow edgenment message is as

fol |l ows:

0 1 2 3

01234567890123456789012345678901
i I S i S M D
| Sequence # |

B i aT T e e o S o S S S I T et sl o ST S S S S S S

| St at us Code | Reserved |
el i I e i it T e e e e i i T o S e e S e T R R

I
Mobility options .
|

i S S T i S S e S AT i S S

Figure 4: Update Notification Acknow edgement Message

Sequence Number
This 16-bit unsigned integer is copied fromthe Update
Notification nessage and is used for matching the Update
Notification Acknow edgenment message with the Update Notification
nmessage.

St at us Code
This 8-bit unsigned integer indicates the status code and
specifies the result of the processing of the Update Notification
nmessage.
processing of the Update Notification nessage, and codes between
128 and 255 signify that an error occurred during processing of
the Update Notification nessage. The follow ng status code val ues
are currently defined:

(0)

(128) -

(129) -

Kri shnan,

et al.

St atus codes between 0 and 127 signify successful

SUCCESS
The nobil e access gateway successfully processed the
recei ved Update Notification nessage.

FAI LED- TO- UPDATE- SESSI ON- PARAVETERS

The nobile access gateway was not able to apply the
session paraneters sent by the local nobility anchor in
the Update Notification nessage.

M SSI NG VENDOR- SPECI FI C- OPTI ON

The received Update Notification nessage does not have
the required Vendor-Specific Mbility option(s) needed
for handling the nessage.
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Reserved
This field is unused for now The value MJST be initialized to O
by the sender and MJST be ignored by the receiver

Mobi lity Options
This variable-length field is of such Iength that the conplete
Mobility Header is an integer multiple of 8 octets |long; the Padl
and PadN options [ RFC6275] can be used for padding. This field
contains zero or nore TLV-encoded nobility options. Any of the
Mobi lity Header options, including Vendor-Specific Mbility
options [ RFC5094], can be included here. The receiver MJST ignore
and skip any options that it does not understand. These nobility
options are used by the nobile access gateway to identify the
specific binding for which the Update Notification Acknow edgenent
message i s sent.

5. LMA Consi derations

o The local nobility anchor sends the Update Notification nmessage in
response to a condition that is specified in the Notification
Reason field. The Notification Reason field in the Update
Notification nessage MIUST be set to a specific value that
identifies the reason for which the Update Notification nessage is
being sent. The Notification Reason, based on the chosen val ue,
may require a specific action that the nobile access gateway needs
to perform (for exanple, requiring re-registration of a mobility
sessi on).

0 The Update Notification nessage MUST include either the Mbile
Node Identifier option [ RFC4283] or the Mobile Node G oup
Identifier option [ RFC6602].

* |f the Mobile Node ldentifier option is present, it indicates
that the Update Notification nessage is sent for that specific
mobi lity session

* |f the Mobile Node Goup lIdentifier option is present, it
i ndicates that the Update Notification message is sent for the
set of mobility sessions identified by the Goup ldentifier
The Group ldentifier is negotiated as part of the initial Proxy
Mobile I Pv6 signaling. |If the Goup ldentifier is not
negotiated in the initial Proxy Mbile | Pv6 signaling, a value
of (1) for the Goup lIdentifier can always be used. The G oup
Identifier value of (1) identifies all the nobility sessions
est abli shed between that l[ocal mobility anchor and the nobile
access gateway.
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o0 The Update Notification nessage MAY contain a nodified session
paraneter in the formof a mobility option (e.g., an IPv4 traffic
of fl oad option or a QoS option), so the nobile access gateway can
apply themon the identified nobility session.

5.1. Constructing the Update Notification Message

The local mobility anchor, when sending the Update Notification
message to the nobile access gateway, has to construct the nessage as
speci fied bel ow

o For requesting an Acknow edgenent nessage and an indi cati on about
the result of processing the nessage fromthe nmobile access
gateway for the Update Notification message, the (A) flag in the
Update Notification message MJST be set to a value of (1);
otherwise, it MJIST be set to a value of (0). However, if the
Notification Reason is set to a value of (1)

" FORCE- REREQ STRATI ON' or (4) "AN - PARAMS- REQUESTED', then it is
RECOMVENDED t hat the (A) flag be set to a value of (0). For
certain general notifications that are informational in nature,
the Il ocal mobility anchor may choose not to request

acknow edgenent for the Update Notification nmessage.

0 The Sequence Nunber field of the nmessage MJUST be initialized to a
random nunber and increased nonotonically for subsequent nessages.
Once the Sequence Nunber hits the maxi numvalue, it should be
wr apped around to 0. Furthernore, if the nessage is a
retransm ssion of a previously sent nessage, then the Sequence
Nunber val ue is not changed.

0 \When using I Pv4 transport, the source address in the |IPv4 header
MJST be set to the local nmobility anchor’s | Pv4 address
(I'Pv4-LMAA), and the destination address in the | Pv4 header MJST
be set to the | Pv4-Proxy- CoA (Care-of Address) of the nobile
access gateway. The Mobility Header (w thout the |Pv6 header)
containing the Update Notification message is encapsulated in a
UDP header with the destination port of 5436 [RFC5844]. |If |Psec
Encapsul ati ng Security Payl oad (ESP) [ RFC4303] is used to protect
signaling, the packet is processed using transport node ESP

o The format of the Update Notification nessage sent over |Pv4 and
protected using ESP is shown bel ow

| Pv4 header (src=lPv4-LMAA, dst=I Pv4- Proxy- CoA)
ESP header (in transport node)
UDP header (sport=5436, dport=5436)
Mobi lity Header (Update Notification)
(one or nore Mobility Header options)
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o When using I Pv6 transport, the source address in the | Pv6 header
MJUST be set to the local nmobility anchor’s | Pv6 address (LMAA).
The destination address in the | Pv6 header MJIST be set to the
Pr oxy- CoA of the nobile access gateway. The Mobility Header is
part of the |Pv6 headers.

o The format of the Update Notification nmessage sent over |Pv6 and
protected using ESP i s shown bel ow

| Pv6 header (src=LMAA, dst=Proxy- CoA)
Mobi lity Header (Update Notification)
ESP header (in transport node)
(one or nmore Mobility Header options)

5.2. Receiving the Update Notification Acknow edgenent Message

o If the local mobility anchor does not receive an Update
Notification Acknow edgenment nessage fromthe nobil e access
gateway for the Update Notification nmessage with the (A) flag set,
then the local nmobility anchor MJUST retransmit the nmessage. The
rel ated considerations are as foll ows:

* \When retransmitting an Update Notification nmessage, the
Sequence Nunber val ue and ot her nessage contents MJST be the
same as in the original nmessage. The (D) flag in the nessage
MJST be set to a value of (1).

*  There MUST be a m ni num del ay of
M N_DELAY_ BETWEEN UPDATE_NOTI FI CATI ON_REPLAY (Section 7), with
a default value of 1000 m|!liseconds, between two retransmt
nmessages.

* The message MJST be retransmitted up to the number of tines
defined by the configuration variable
MAX_UPDATE_NOTI FI CATI ON_RETRANSM T_COUNT (Section 7), with a
default value of (1). |If there is no Update Notification
Acknowl edgenent nessage after the retransm ssion count reaches
the val ue defined by the configuration variable
MAX_UPDATE_NOTI FI CATI ON_RETRANSM T_COUNT, then the nessage MJST
be di scarded, and the event SHOULD be | ogged.

o |If the local nobility anchor receives a Binding Error nessage with
the Status field set to 2 as described in [RFC6275], this
i ndi cates that the nobile access gateway does not support the
Update Notification message, and hence the local nobility anchor
MUST NOT send any further Update Notification nmessages to that
nmobi | e access gateway unless an administrative action is taken.
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6

When receiving an Update Notificati on Acknow edgenent message, the
I ocal nmobility anchor MUST verify the Mbility Header as descri bed
in Section 9.2 of [RFC6275]. |If the packet is dropped due to
failure of any of the Mobility Header test checks, the |oca
mobi l ity anchor MJST follow the processing rules as described in
Section 9.2 of [RFC6275].

Upon receiving the Update Notification Acknow edgenent nessage,
the Il ocal nmobility anchor MJUST verify that the received nessage is
protected by the security association that is being used to
protect the other signaling nessages between those two peers. For
example, if the Proxy Binding Update and Proxy Binding

Acknowl edgenent nessages are protected using an | Psec security
associ ation [ RFC4301], then the Update Notification

Acknowl edgenent nessage MJUST have the | Psec protection with the
currently established | Psec security association that is being
used for protecting the other Proxy Mbile |Pv6 signaling
nmessages.

If the local nobility anchor receives an Update Notification
Acknow edgenent nessage with a failure status and a val ue of 128
or greater, then it SHOULD | og an error.

If the Sequence Nunber in the received Update Notification
Acknowl edgenent nessage does not match any of the Update
Notification nessages that the |ocal nmobility anchor sent, then
the message MJST be di scarded, and the nessage shoul d be | ogged.

If the local nobility anchor receives an Update Notification
Acknowl edgenent nessage fromthe nobile access gateway for an
Update Notification message that did not have the (A) flag set,
the I ocal mobility anchor MUST process the received nessage in the
same way as a response to an Update Notification nmessage with the
(A) flag set.

MAG Consi der ati ons

Recei ving the Update Notification Message

When receiving an Update Notification nessage, the nobile access
gateway MUST verify the Mbility Header as described in

Section 9.2. of [RFC6275]. |If the packet is dropped due to
failure of any of the Mdbility Header test checks, the nobile
access gateway MJST foll ow the processing rules as described in
Section 9.2 of [RFC6275].
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o Upon receiving the Update Notification message, the nobile access
gateway MJST verify that the received packet is protected by the
security association that is being used to protect the other
signal i ng nessages between those two peers. For exanple, if the
Proxy Bi ndi ng Update and Proxy Bi ndi ng Acknowl edgenent nessages
are protected using an | Psec security association, then the Update
Notification nessage MJUST have the | Psec protection with the
currently established | Psec security association that is being
used for protecting the other Proxy Mbile IPv6 signaling
messages.

o |If the received Update Notification nessage is a retransmn ssion of
a previously received nessage, as identified by the Sequence
Nunber, then the nobile access gateway MJST NOT handl e the nessage
as a new request. The (D) flag is used as an indication of a
retransmtted request, e.g., due to | ost nessages or the |loca
mobi | ity anchor not seeing the requested update actions. |f the
mobi | e access gateway has not seen the (potentially lost) initia
request message, it MJST treat the received Update Notification
message (with the (D) flag set) as an initial request and continue
processing based on that. |If the nobile access gateway detects
that the request is a retransm ssion based on the (D) flag and the
Sequence Nunber, then it SHOULD redo the requested update action,
e.g., when the Acknow edgenent Requested ((A)) flag is not set.
The nobil e access gateway MJST al ways respond to the retransmitted
request if the (A) flag is set.

o Upon accepting the Update Notification nessage, the nohile access
gat eway MJST process the nessage and performthe actions based on
the Notification Reason

* |If the (A) flag in the message is set to a value of (1), the
mobi | e access gateway MJUST send an Update Notification
Acknowl edgenent nessage with the status code field set based on
the result of processing the Update Notification nessage.

* |f the Notification Reason is set to a value of (1)
" FORCE- REREAQ STRATI ON', then the nobil e access gateway MJST
send a Proxy Binding Update message to the local mobility
anchor and obtain the updated session paraneters for that
mobi lity session

* |f the Notification Reason is set to a value of (2)
" UPDATE- SESSI ON- PARAMETERS", then the nobil e access gat eway
MUST apply the session paranmeters that are obtained fromthe
Update Notification nessage in the formof nobility options.
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However, if the nobile access gateway is unable to apply the
recei ved session parameters, then the nobile access gateway
MUST apply the foll owi ng considerations:

+ |f the received Update Notification message has the (A) flag
in the nessage set to a value of (0), then the nobile access
gateway MJST drop the received Update Notification nessage
and log the error.

+ |If the received Update Notification nmessage has the (A) flag
in the nessage set to a value of (1), then the nobile access
gateway MJUST send an Update Notification Acknow edgenent
message with a status code val ue of 128
( FAI LED- TO- UPDATE- SESSI ON- PARAMETERS)

If the Notification Reason is set to a value of (3)
"VENDOR- SPECI FI C- REASON', then the npbil e access gateway MJST
apply the considerations related to handling of the
Vendor - Specific Mbility option [ RFC5094] that is carried in
the Update Notification nessage. However, if there is no
Vendor - Specific Mbility option present in the nessage, the
nmobi | e access gateway MJUST apply the foll ow ng considerations:

+ |f the received Update Notification nmessage has the (A) flag
in the nessage set to a value of (0), then the nobile access
gateway MJST drop the received Update Notification nessage
and log the error.

+ |f the received Update Notification message has the (A) flag
in the nessage set to a value of (1), then the npobile access
gateway MJUST send an Update Notification Acknow edgenent
message with a status code val ue of 129
(M SSI NG VENDOR- SPECI FI C- OPTI ON) .

If the Notification Reason is set to a value of (4)

" ANl - PARAMS- REQUESTED', then the nobil e access gateway MJST
send a Proxy Binding Update nmessage to the local mobility
anchor with the Access Network ldentifier option [RFC6757].

The Access Network Identifier option MIST reflect the current
access network paraneters for that nobility session as known to
the nobil e access gateway at the time of sending the Proxy

Bi ndi ng Updat e nessage.

For other Notification Reason values not reserved by this
docunent, the processing required on the nmobil e access gat eway
is out of scope for this docunent and will be specified for
each Notification Reason defined by other docunents.

et al. St andards Track [ Page 14]



RFC 7077 Update Notifications Noverber 2013

6. 2.

Constructing the Update Notification Acknow edgenment Message

The nobil e access gateway, when sending the Update Notification
Acknowl edgenent nessage to the local nobility anchor, has to
construct the nessage as specified bel ow

(0]

The Sequence Number MJST be the same as the Sequence Nunber from
the received Update Notification nmessage.

The Status field of the Update Notification nessage MJST be set to
a value that reflects the status of the processing of the Update
Notification request. A value of 0 (SUCCESS) indicates that the
handl i ng of the Update Notification nessage was successful.

The Update Notificati on Acknow edgenent nessage MUST contain
either the Mbile Node ldentifier option or the Mbile Node G oup
Identifier option, copied fromthe Update Notification nessage.
Furthernore, the nobile access gateway MAY include other Mbility
Header opti ons.

The source address in the | P header of the Update Notification
Acknowl edgenent nessage MUST be set to the destination |IP address
of the received Update Notification nmessage.

The destination address in the | P header of the Update
Notification Acknow edgenment nmessage MJST be set to the source
address of the received Update Notification message.

If IPsec ESP is used to protect signaling, the packet is processed
usi ng transport node ESP.

The format of the Update Notification Acknow edgenment nessage sent
over | Pv4 and protected using ESP is shown bel ow

| Pv4 header (src=lPv4-Proxy-CoA, dst=IPv4-LMAA)
ESP header (in transport node)
UDP header (sport=5436, dport=5436)
Mobility Header (Update Notification Acknow edgenent)
(one or nmore Mobility Header options)

The format of the Update Notification Acknow edgenent nessage sent
over | Pv6e and protected using ESP is shown bel ow

| Pv6 header (src=Proxy-CoA, dst=LMAA)
Mobility Header (Update Notification Acknow edgenent)
ESP header (in transport node)
(one or nore Mobility Header options)

Krishnan, et al. St andards Track [ Page 15]



RFC 7077 Update Notifications Noverber 2013

7

Prot ocol Configuration Variabl es

This specification defines the follow ng configuration variabl es that
control the Update Notification feature.

The nobility entities, the local mobility anchor, and the nobile
access gateway have to allow these variables to be configured by the
system managenent. The configured val ues for these protoco

vari abl es have to survive server reboots and service restarts

MAX_UPDATE_NOTI FI CATI ON_RETRANSM T_COUNT

This variabl e specifies the maxi mum nunber of tinmes a | oca

mobil ity anchor can retransmit an Update Notification nessage
before it receives an Update Notification Acknow edgenent nessage.
The default value for this paraneter is 1. The suggested range of
configured values for this variable is between 0 and 5.

M N_DELAY_BETWEEN_ UPDATE_NOTI FI CATI ON_REPLAY

This variable specifies the mninumdelay in seconds before an
Update Notification nessage is retransmtted. The default val ue
for this paraneter is 1000 mlliseconds. The suggested range of
configured values for this variable is between 500 and

5000 nilliseconds.

Security Considerations

The Update Notification protocol described in this specification is
for use between a local nobility anchor and a nobil e access gateway.
Thi s specification defines two new Mbility Header nessages: Update
Notification nessages and Update Notification Acknow edgenent
messages. These Mbility Header nessages are to be protected using
the sane security nmechanismthat is used for protecting the Proxy
Mobi l e | Pv6 signaling nessages exchanged between a given | oca
mobi | ity anchor and nobil e access gateway.

If IPsec is used, the I Psec security association that is used for
protecting the Proxy Binding Update and Proxy Bi ndi ng Acknow edgenent
al so needs to be used for protecting Update Notification and Update
Notification Acknow edgenment nmessages. A Proxy Mobile |Pv6

i npl ementation and the I Psec layer are typically able to conmunicate
wi th each other through an inplenentation-specific interface, for
exanpl e, to exchange configuration and notification information

The traffic selectors associated with the Security Policy Database
(SPD) entry for protecting Proxy Binding Update and Proxy Bi nding
Acknowl edgenent nessages (Section 4.2 of [RFC5213]) have to be
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10.

extended to include the Mbility Header Type val ues 19 and 20, which
have been allocated for Update Notification and Update Notification
Acknowl edgenent nessages, respectively. Furthernore, any tinme there
is rekeying of the IPsec security association between the nobile
access gateway and the local nobility anchor, the newy established
| Psec security association will be used for protecting the Update
Notification and Update Notification Acknow edgenment mnessages.
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I ANA Consi derati ons
| ANA has taken the follow ng actions.

o This specification defines a new Mbility Header Type message,
Update Notification. This Mbility Header nmessage is described in
Section 4.1. The type value 19 for this nessage has been
all ocated fromthe "Mbility Header Types - for the MH Type field
in the Mobility Header" registry at
<http://ww.iana. org/ assi gnment s/ nobi | i ty- paranet er s>.

o This specification defines a new Mbility Header Type message,
Update Notificati on Acknow edgenent. This Mbility Header nessage
is described in Section 4.2. The type value 20 for this nessage
has been all ocated fromthe "Mbility Header Types - for the M
Type field in the Mbility Header" registry at
<http://ww.iana. org/ assi gnment s/ nobi | ity-paraneters>.

o This specification defines a new registry for Notification
Reasons. It is called the "Update Notification Reasons Registry".
This registry has been created under the "Mbile | Pv6 Paraneters"”
registry at <http://ww.iana.org/assignments/ nobility-paraneters>.
The Notification Reason is a field in the Update Notification
message (Section 4.1). The nunber space for the Notification
Reason field needs to be managed by | ANA, under the "Update
Notification Reason Registry". This specification reserves the
followi ng type values. The allocation policy for this field is
"Specification Required" [RFC5226].
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| Val ue| Descri ption | Ref erence |
[ e bumbeeb = fusesboms e s s ool e s
| O | Reserved | [ RFC7077] |
[E sl s oo oo s e e e e e e s s s s s e s e e s s e
| 1 | FORCE- REREG STRATI ON | [ RFC7077] |
| 2 | UPDATE- SESSI ON- PARAVETERS | [ RFC7077] |
& ool =bomsbomsfomsfusesbossoefsosesossesosssospsesospsesospsesossessfsesssespssespsesfespesfespeesspe
| 3 | VENDOR- SPECI FI C- REASON | [ RFC7077] |
[E sl s oo oo s e e e e e e s s s s s e s e e s s e
| 4 | AN -PARAVS- REQUESTED | [ RFC7077] |
| 255 | Reserved | [ RFC7077] |
& ool =bomsbomsfomsfusesbossoefsosesossesosssospsesospsesospsesossessfsesssespssespsesfespesfespeesspe
o0 This specification defines a newregistry for Status. It is

called the "Update Notification Acknow edgement Status Registry".
This registry has been created under the "Mbile | Pv6 Paraneters"”
registry at <http://wwv. i ana. org/ assi gnment s/ nobi |l ity-paramneters>.
The status is a field in the Update Notification Acknow edgenent
message (Section 4.2). The nunber space for the Status field
needs to be nmanaged by | ANA, under the "Update Notification

Acknowl edgenent Status Registry". This specification reserves the
followi ng type values. The allocation policy for this fieldis
"Specification Required". Status codes between 0 and 127 signify

successful processing of the Update Notification nmessage, and
codes between 128 and 255 signify that an error occurred during
processing of the Update Notification nessage.

| Val ue| Descri ption | Reference |
[ ettt e —————————(——(—————————(———— Ll p—p————r
| O | SUCCESS | [RFC7077] |
[ bty e sy ety o}
| 128 | FAI LED TO- UPDATE- SESSI ON- PARAMETERS | [ RFC7077] |
| 129 | M SSI NG VENDOR- SPECI FI C- OPTI ON | [RFC7077] |
[ ettt e —————————(——(—————————(———— Ll p—p————r
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