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1.

I nt roducti on

Hi storically, many Internet protocols have operated between

unaut henticated entities. For exanple, an email nessage’s author
field (From) [MAIL] can contain any display nane or address and is
not verified by the recipient or other agents along the delivery
path. Sinmilarly, a server that sends email using the Sinple Mail
Transfer Protocol [SMIP] trusts that the Domain Name System [ DNS] has
led it to the intended receiving server. Both kinds of trust are
easily betrayed, opening the operation to subversion of sone kind,

whi ch nakes spam phishing, and other attacks even easier than they
woul d ot herw se be.

In recent years, explicit identity authentication nechani sns have
begun to see w der deploynent. For example, the Domai nKeys
Identified Mail [DKIM protocol pernmits associating a validated
identifier to a nessage. This association is cryptographically
strong, and is an inprovenent over the prior state of affairs, but it
does not distinguish between identifiers of good actors and bad.

Even when it is possible to validate the domain nane in an author
field (e.g., "trustworthy.exanple.com in

"john. doe@rustworthy. exanpl e.cont’), there is no basis for know ng
whether it is associated with a good actor who is worthy of trust.

As a practical matter, both bad actors and good adopt basic

aut henti cati on mechanisnms like DKIM In fact, bad actors tend to
adopt them even nore rapidly than the good actors do in the hope that
some receivers will confuse identity authentication with identity
assessnent. The former nerely neans that the nane is being used by
its owner or their agent, while the latter nakes a statenent about
the quality of the owner

Wth the advent of these authentication protocols, it is possible to
satisfy the requirenent for a nechani smby which nmutually trusted
parties can exchange assessnent information about other actors. For
these purposes, we nmay usefully define "reputation" as "the
estimation in which an identifiable actor is held, especially by the
community or the Internet public generally". (This is based on the
definition of "reputation" in [ RANDOVHOUSE].) W may call an
aggregation of individual assessnents "reputation input”.

Wil e the need for reputation services has been perhaps especially
clear in the email world, where abuses are comonpl ace, other
Internet services are coming under attack and may have a simlar

need. For instance, a reputation mechani smcould be useful in rating
the security of web sites, the quality of service of an Internet
Service Provider (1SP), or an Application Service Provider (ASP).
More generally, there are nany different opportunities for use of
reputation services, such as custonmer satisfaction at e-comerce
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sites, and even things unrelated to Internet protocols, such as

pl unmbers, hotels, or books. Just as human beings traditionally rely
on the recomendations of trusted parties in the physical world, so
too they can be expected to nmake use of such reputation services in a
variety of applications on the Internet.

A full trust architecture enconpasses a range of actors and
activities, to enable an end-to-end service for creating, exchanging,
and consuming trust-related informati on. One conponent of that is a
query nechanism to permt retrieval of a reputation. Not all such
reputation services will need to convey the sane information. Sone
need only to produce a basic rating, while others need to provide
underlying detail. This is akin to the difference between check
approval and a credit report.

An overall reckoning of goodness versus badness can be defined
generically, but specific applications are likely to want to describe
reputations for nmultiple attributes: an e-conmerce site m ght be
rated on price, speed of delivery, customer service, etc., and m ght
receive very different ratings on each. Therefore, the architecture
defines a generic query mechani smand basic format for reputation
retrieval, but allows extensions for each application

Oritted fromthis architecture is the means by which a reputation-
reporting agent goes about collecting such data and the method for
creating an evaluation. The mechani sm defined here nmerely enabl es
asking a question and getting an answer; the renai nder of an overal
service provided by such a reputation agent is specific to the

i npl ementation of that service and is out of scope here.

2. Overview

The basic prem se of this reputation systeminvolves a client that is
seeking to evaluate content based on an identifier associated with
the content, and a reputation service provider that collects,
aggregates, and nmakes avail able for consunption, scores based on the
collected data. Typically, client and service operators enter into
some kind of agreement during which sone paraneters are exchanged,
such as: the location at which the reputation service can be reached,
the nature of the reputation data being offered, possibly sone client
aut hentication details, and the like.

Upon recei pt of some content the client operator w shes to evaluate
(an Internet message, for exanple), the client extracts fromthe
content one or nore identifiers of interest to be eval uated.
Exanmpl es of this include the domain nanme found in the From field of
a nmessage, or the dommin nane extracted froma valid DKIM signature.
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Next, the goal is to ask the reputation service provider what the
reputation of the extracted identifier is. The query will contain
the identifier to be evaluated and possi bly some context-specific
informati on (such as to establish the context of the query, e.g., an
emai | nessage) or client-specific information. The client typically
folds the data in the response into whatever |ocal evaluation |ogic
it applies to decide what disposition the content deserves.

3. Rel at ed Docunents

Thi s docunent presents a high-level view of the reputation
architecture.

For the purposes of sending and receiving reputation information,

[ RFC7071] defines a nedia type for containing responses to reputation
queries, and a serialization format for these data (with exanples).

It also creates the registry for specific reputation contexts and the
paraneters related to them

[ RFC7072] describes how to construct and issue reputation queries and
replies in the context of this architecture using the Hyper Text
Transport Protocol (HTTP) as the query protocol

Finally, [RFC7073] defines (and registers) a first, common,
reputation application, nanmely the evaluation of portions of an enail
message as subjects for reputation queries and replies.

4. High-Level Architecture

Thi s docunent outlines the reputation query and response mechani sm
It provides the follow ng definitions:

o Vocabulary for the current work and work of this type;

o0 The types and content of queries that can be support ed;

0 The extensible range of response information that can be provided;
o Query/response transport conventions.

It provides an extrenely sinple query/response nodel that can be
carried over a variety of transports, including the Domai n Nane
System (Al though not typically thought of as a 'transport’, the DNS
provi des generic capabilities and can be thought of as a nechani sm
for transporting queries and responses that have nothing to do with

I nternet addresses, such as is done with a DNS Bl ockLi st [ DNSBL].)
Each specification for Repute transport is independent of any other
speci fication.
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The preci se syntaxes of both the query and response are application
specific. An application within this architecture defines the
paraneters available to queries of that type, and it also defines the
data returned in response to any query.

4.1. Exanple of a Reputation Service Being Used

A reputation nechani smfunctions as a conponent of an overall

service. A current exanmple is that of an email systemthat uses DKIM
[DKIM to affix a stable identifier to a nessage and then uses that
as a basis for evaluation:

. + S +
| Sender | | Recipient |
S + R +
| AN
v I
. + S +
MBA VDA |
o m e e e oo - + Fomm e oo - +
| N
I I
| R +
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| | Filter |
| S +
| N
I I
| R + R +
| | Reputation |<=====>| l|dentifier |
| | Service | | Assessor |
| R + R +
| N
v I
A + Responsible Identifier A +
| ldentifier |. . . . . . . . . . . . . .> ldentifier |
| Si gner | (DKIM | Verifier |
Fomm e oo - + Fomm e oo - +
| N
v I
e + [~~~ \ S RS +--mna +
MIA | ----- >( other MIAs )------ >| MIA |
- + \ ~~~~~——— / . +

Figure 1: Actors in a Trust Sequence Using DKIM
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5.

5

5.

See [ EMAI L- ARCH] for a general description of the Internet nessaging
architecture. |In particular, the terms Message Subni ssion Agent
(MSA), Message Delivery Agent (MDA), and Message Transfer Agent (MIA)
are described there.

In this figure, the solid lines indicate the flow of a nmessage; the
dotted line indicates transfer of validated identifiers within the
message content; and the double |line shows the query and response of
the reputation information

Here, the DKIM Service provides one or nore stable identifiers that
is the basis for the reputation query. On receipt of a nessage from
an MIA, the DKIM Service provides a (possibly enpty) set of validated
identifiers -- domain nanes, in this case -- that are the subjects of
reputation queries nmade by the Identifier Assessor. The ldentifier
Assessor queries a Reputation Service to determne the reputation of
the provided identifiers, and delivers the identifiers and their
reputations to the Handling Filter. The Handling Filter makes a
deci si on about whether and how to deliver the nessage to the
reci pi ent based on these and other inputs about the nmessage, possibly
i ncludi ng eval uati on mechanisnms in addition to DKIM

Term nol ogy and Definitions
This section defines terns used in the rest of the docunent.
1. Application

An "Application" is a specific context in which reputation queries
are nade. Some obvi ous popul ar exanpl es include restaurants, novies,
or providers of various services.

Applications have different sets of attributes of interest, and so
the subjects of queries and the resulting responses will vary in
order to describe the reputations of entities in their respective
contexts. For exanple, the Application "nmovies" would have a
different set of properties of interest and associated ratings (see
below) from"restaurants". It is therefore necessary for themto be
formal |y defi ned.

2. Response Set
A "Response Set" is a representation for data that are returned in
response to a reputation query about a particular entity within the
context of an Application. A Response Set will always contain at
| east the foll owi ng conmponents:

o the nane of the entity being rated;
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0 the Assertion (see Section 5.3);
o the Rating (see Section 5.3).

The full content of the Response Set is specific to the Application;
though all Applications have these few key Response Set fields in
common, some of the reputation data returned in the eval uation of
emai |l senders would be different than that returned about a novie,
restaurant, or baseball player. The specific neaning of a Rating is
al so specific to an Application

A Response Set is declared in a specification docunent, along with a
synmbol i ¢ nanme representing the Application. The specifying docunents
will include the details of query parameters and responses particul ar
to that Application. The synbolic nanes and correspondi ng specifying
docunents are registered with 1ANA in the "Reputation Applications”
registry in order to prevent name collisions and provi de conveni ent
references to the docunents.

| ANA registries are created in [ RFC7071].
5.3. Assertions and Ratings

One of the key properties of a Response Set is called an "Assertion"
Assertions are clains made about the subject of a reputation query.
For exanple, one mght assert that a particul ar restaurant serves
good food. 1In the context of this architecture, the assertion would
be "serves good food".

Assertions are coupled with a numeric value called a "Rating", which
is an indication of how much the party generating the Response Set
agrees with the assertion being made. Ratings are typically
expressed as a floating point value between 0.0 and 1.0 incl usive,
with the fornmer indicating no support for the assertion and the
latter indicating total agreenent with the assertion

The docunents that define future applications will also specify the
type of scale in use when generating ratings, to which all reputation
service providers for that application space nust adhere. This wll
allow a client to change which reputation service provider is being
queried without having to |l earn through sone out-of-band nethod what
the new provider’s ratings nean. For exanple, a registration night

state that ratings are linear, which would nean a score of "x" is
twice as strong as a value of "x/2". It also allows easier
aggregation of ratings collected fromnultiple reputation service
provi ders.
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5.4. Reputon
A "reputon” is an object that conprises the basic response to a
reputation query. It contains the Response Set relevant to the
subject of the query in a serialized form |Its specific encoding is
|l eft to docunents that inplenent this architecture.

6. Information Represented in the Protocol
Regardl ess of the transport selected for the interchange, the basic
information to be represented in the protocol is fairly sinple, and
normal ly includes at |east the follow ng data:
In the query:
o0 the subject of the query;

o the nane of the reputation context ("Application"; see
Section 5.1);

o optionally, nane(s) of the specific reputation assertions of
interest.

Different transports, or different reputation contexts, mght need
addi tional query paraneters

In the response:
o the identity of the entity providing the reputation infornmation;
o the identity of the entity being rated;

o the application context for the query (e.g., emmil address
eval uation);

o the overall rating score for that entity.

Beyond this, arbitrary amounts of additional information m ght be

i ncluded for specific uses of the service. The entire collection of
data found in the response is the Response Set for that application
and is defined in specifying docunents as descri bed above.

For exanple, a specification night be needed for a reputation
Response Set for an "emmil -sendi ng-domai n"; the Response Set mi ght
include informati on on how often spam was received fromthat domain.

[ RFC7071] defines a nedia type and format for reputation data, and
[ RFC7072] describes a protocol for exchanging such data.
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7

8.

8.

Information Flow in the Reputation Query Protoco

The basi c Response Set could be wapped into a new M ME nedia type
[MME] or a DNS Resource Record (RR), and transported accordingly.
It also could be the integral payload of a purpose-built protocol
For a basic request/response scenario, one entity (the client) wll
ask a second entity (the server) for reputation data about a third
entity (the subject), and the second entity will respond with those
dat a.

An application mght benefit froman extrenely |ightwei ght mechani sm
supporting constrai ned queries and responses, while others m ght need
to support larger and nore conpl ex responses.

Privacy Consi derations
1. Data in Transit

Sone reputation exchanges can be sensitive, and should not be shared
publicly. A client naking use of this framework is explicitly
revealing that it is interested in particular subjects, and the
server is revealing what its information sources have reported about
those subjects (in the aggregate). |In the email context, for
exanple, aclient is revealing fromwhomit receives enmail, and the
server is revealing what it (based on its aggregated data) believes
to be true about those subjects.

These can be sensitive things that need to be secured, particularly
when a client is talking to a server outside of its own

adm ni strative domain. Furthermore, certain types of reputation
information are typically perceived as nore sensitive than others;
movi e ratings, for exanple, are much |less damaging if | eaked than a
person’s credit rating.

For interchanges that are sensitive to such exposures, it is

i nperative to protect the information from unauthorized access and

vi ewi ng, and possibly add the capability to do object-level integrity
and origin verification. Not all transport options can be adequately
secured in these ways. |In particular, DNS queries and responses are
entirely insecure. Services need to use a transport nethod that

provi des adequate security when privacy-sensitive data are invol ved

The architecture described here neither suggests nor precludes any
particul ar transport mechanismfor the data. An HITP nechanismis
defined in [ RFC7072], and enuil -based nechani sns are al so envi si oned.
For HTTP, use of HTTP over Transport Layer Security [HTTP-TLS] is
very strongly advised. For enmmil, mechani sns such as QpenPGP

[ OPENPGP] and SIMME [SM ME] are simlarly advised.
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8.2. Aggregation

The data that are collected as input to a reputation cal cul ation are,
in essence, a statenment by one party about the actions or output of
anot her. What one party says about another is often neant to be kept
in confidence. Accordingly, steps often need to be taken to secure
the submi ssion of these input data to a reputation service provider

Mor eover, although the aggregated reputation is the product provided
by this service, its inadvertent exposure can have undesirabl e
effects. Just as the collection of data about a subject needs due
consideration to privacy and security, so too does the output and
storage of whatever aggregation the service provider applies.

8.3. Collection of Data

The basic notion of collection and storage of reputation data is
obviously a privacy issue in that the opinions of one party about
another are likely to be sensitive. Inadvertent or unauthorized
exposure of those data can |ead to personal or commercial damage

8.4. (Queries Can Reveal Infornmation

When a client asks a service provider about a particular subject, the
service provider can infer the existence of that subject and begin
observing which clients ask about it. This can be an unanti ci pated

| eak of private information.

8.5. Conpronised Rel ati onshi ps

Reputation services that linmit queries to authorized clients can
cause private information, such as the reputations thenselves or the
data used to compute them to be revealed if the client credentials
are conpromised. It is critical to safeguard not only the

i nterchange of reputation information, and the information once it
has been delivered to the client, but the ability to issue requests
for information as well.

An inportant consideration here is that conprom sed credentials are

mai nl y an exposure of sone third party (whose reputation is
i nproperly reveal ed) rather than the client or the server
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9

9

1.

2

Security Considerations

Thi s docunent introduces an overall protocol architecture, but no
i npl ementation details. As such, the security considerations
presented here are very high level. The detailed analysis of the
various specific conponents of the protocol can be found in the
docunents that instantiate this architecture.

Bi ased Reputation Agents

As with [VBR], an agent seeking to make use of a reputation reporting
service is placing sonme trust that the service presents an unbi ased
"opi nion" of the object about which reputation is being returned.

The result of trusting the data is, presumably, to guide action taken
by the reputation client. It follows, then, that bias in the
reputation service can adversely affect the client. dients
therefore need to be aware of this possibility and the effect it

m ght have. For exanple, a biased systemreturning a reputation
about a DNS donain found in email messages could result in the

adm ssion of spam phishing, or malware through a mail gateway (by
rating the domain nane nore favorably than warranted) or could result
in the needless rejection or delay of mail (by rating the domain nore
unfavorably than warranted). As a possible nitigation strategy,
clients mght seek to interact only with reputation services that

of fer some disclosure of the conputation nmethods for the results they
return. Such disclosure and evaluation is beyond the scope of the
present docunent.

Simlarly, a client placing trust in the results returned by such a
service might suffer if the service itself is conprom sed, returning
bi ased results under the control of an attacker without the know edge
of the agency providing the reputation service. This nmight result
froman attack on the data being returned at the source, or froma
man-in-the-mddle attack. Protocols, therefore, need to be designed
so as to be as resilient against such attacks as possible.

Mal f or med Messages

Both clients and servers of reputation systens need to be resistant
to attacks that involve nal formed nessages, deliberate or otherw se
Mal f or mati ons can be used to confound clients and servers alike in
terns of identifying the party or parties responsible for the content
under evaluation. This can result in delivery of undesirable or even
dangerous content.
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9. 3.

10.

Furt her Di scussion

Involving a third party (in this case, a reputation service provider)
that can influence the handling of incom ng content involves ceding
sonme anount of control to that third party. Numerous other topics
related to the nanagenent, operation, and safe use of reputation
systenms can be found in [ CONSI DERATI ONS] .
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