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Abst ract

The framework for Operations, Adm nistration and Mintenance (OAM
within the MPLS Transport Profile (MPLS-TP) describes how the

Mai nt enance Entity Group Internediate Points (MPs) nay be situated
wi thin network nodes at incomng and outgoing interfaces.

Thi s docunent el aborates on inportant considerations for internal MP
addressing. More precisely, it describes inportant restrictions for
any nechani smthat specifies a way of form ng OAM nessages so that
they can be targeted at MPs on either incom ng or outgoing
interfaces and forwarded correctly through the forwarding engine.
Furthernmore, the document includes considerations for node

i npl ement ati ons where there is no distinction between the inconing
and outgoing MP.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the I ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc7054.
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1. Introduction

The framework for Operations, Adm nistration and Mintenance (OAM
within the MPLS Transport Profile (MPLS-TP)(the MPLS-TP QAM
Framewor k, [RFC6371]) distinguishes two configurations for the

Mai nt enance Entity Group Internediate Points (MPs) on a node. It
defines per-node MPs and per-interface MPs, where a per-node MP is
a single MP per node in an unspecified |ocation within the node and
per-interface MPs are two (or nore) M Ps per node on each side of
the forwardi ng engine.

I n-band OAM nessages are sent using the Generic Associ ated Channe

(G ACh) [RFC5586]. OAM nessages for the transit points of

pseudowi res (PWs) or Label Switched Paths (LSPs) are delivered using
the expiration of the MPLS shimheader Tine-to-Live (TTL) field. OAM
messages for the end points of PW and LSPs are sinply delivered as
nor mal .

Farrel, et al. I nf or mat i onal [ Page 2]



RFC 7054 Internal M P Consi derations Novenber 2013

OAM nessages delivered to end points or transit points are

di stinguished fromother (data) packets so that they can be processed
as OAM  In LSPs, the nechanismused is the presence of the Ceneric
Associ at ed Channel Label (GAL) in the Label Stack Entry (LSE) under
the top LSE [ RFC5586]. In PWs, the nmechanismused is the presence of
the PW Associ ated Channel Header (PWACH) [ RFC4385] or the presence of
a GAL [ RFC6423].

If multiple MPs are present on a single node, these mechani snms al one
provide no way to address one particular MP out of the set of M Ps.
A mechani sm that addresses this shortcom ng has to obey a few

i mportant design considerations, which are discussed in this
docunent .

2. Term nol ogy

In this docunment, we use the termin-MP (incoming MP) to refer to
the MP that processes OAM nessages before they pass through the
forwardi ng engi ne of a node. An out-MP (outgoing MP) processes OAM
messages after they have passed the forwardi ng engi ne of the node.

The two together are referred to as internal MPs. The term
"forwardi ng engine" is used as defined in [ RFC6371].

Note that the acronym"OAM' is used in conformance with [ RFC6291].
3. Sunmary of the Probl em Statenent

Figure 1 shows an abstract functional representation of an MPLS-TP
node. It is deconposed as an inconming interface (labeled "In"), a
forwardi ng engine (FW, and an outgoing interface (|l abeled "Qut").

As per the discussion in [RFC6371], MPs nmay be placed in each of the
functional interface components.

| MP | | MP |
I I I I

----- > In |->| FW[->] Qut |->----
| i/ | ---- | i/ |

Figure 1: Abstract Functional Representation of an MPLS-TP Node
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Several distinct OAM functions are required within this architectura
nmodel for both PW and LSPs, such as:

0 Connectivity Verification (CV) between a Miintenance Entity G oup
End Point (MEP) and a M P

o traceroute over an MPLS-TP LSP and/or an MPLS- TP PW cont ai ni ng
M Ps

0 data-plane | oopback configuration at a MP
o diagnostic tests

The M Ps in these OAM functions may al so be the MPs at the inconing
or outgoing interfaces.

Per-interface M Ps have the advantage that they enable a nore
accurate |ocalization and identification of faults and di agnostic
tests. In particular, the identification of whether a problemis

| ocat ed between nodes or on a particul ar node and where on that node
is greatly enhanced. For obvious reasons, it is inmportant to narrow
down the cause of a fault quickly to initiate a tinely and wel |l -
directed nai ntenance action to resune normal network operation

The following two figures illustrate the fundanental difference

bet ween usi ng per-node and per-interface MEPs and M Ps for OAM
Figure 2 depicts OAM using per-node MPs and MEPs. For reasons of
exposition, we pick a location for the MPs on the nodes but the
standard does not nmandate the exact |ocation for the per-node nodel.
In the figure, a bidirectional LSP is depicted where in the forward
(FWD) direction MEP1, MP1, and MEP2 are |ocated on the ingress
interface. In the backward (BWD) direction MEPL', MPl and MEP2

are located on the egress interface, i.e., the same interfaces. S1
in the figure denotes the segnent fromPEL In to P1 In and S2 denotes
the segnment fromPEL In to P2 In. Figure 3, on the other hand, shows
the sane basic network, but per-interface naintenance points are
configured for OAM operations. Note that these figures are nerely
exanples. It is inmportant to note that per-interface MEPs or per-
interface MPs nust |logically be placed at a point before (for
in-MP) or after (for out-MP) passing the forwardi ng engi ne as
defined in [RFC6371]. Al traffic associated with the MEP/ M P nust
pass through or be terminated at that point.
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Cust oner | Qperator’s Administrative | Customner
Domain | Donai n | Dorrai n
------ P R R T D I G
CEl | T- PE/ PE1 S- PE/ P1 T- PE/ PE2 | CE2
| Commmmma > Commmmma > Commmmma > |
-+ | -t -+ -+ +-4+ -+ -+ +-+ -+ -+ +-- -+
Y S Y Y Y I I (O IO
[ I (O IO
-+ | -+ -+ -+ +-+ -+ -+ -+ -+ -+ | +-- -+
| I'n FW Qut In FW Cut In FW Qut |
I I
FWD PW LSP | (o R T > |
| A R V |
| MEP1 M P1 MEP2 |
BWD PW LSP | R I 0 |
I I
| VEP2' |
S
S

Figure 2: Exanple of OAM Relying on Per-Node M Ps and MEPs

To illustrate the difference between these two nodes of operation, we
use fault detection as an exanple. Consider the case where the
client traffic between CEl and CE2 experiences a fault. Also assune
that an on-demand CV test between PE1 and PE2 was successful. The
scenario in Figure 2 therefore | eaves the forwardi ng engi ne (FW of
PE2, the out-going interface of PE2, the transm ssion |ine between
PE2 and CE2, or CE2 itself as a potential location of the fault as
on-dermand CV can only be perfornmed on segnment S2. Note that in this
scenario, the PW or LSPs are to be understood as two exanpl es (not
one), i.e., the figures do not show the |ayer structure of PW and
LSPs.

The per-interface nodel in Figure 3 allows nore fine-grained OAM
operations to be perfornmed. At first, CV on segnent S'4 and in
addition CV on segnent S'5 can help to rule out, for exanple, the
forwardi ng engi ne of PE2. This is of course only a single exanple,
and other QOAM functions and scenarios are trivially conceivable. The
basic nmessage is that with the per-interface OAM nbdel, an operator
can configure smaller segnents on a transport path to which OAM
operations apply. This enables a nore fine-grained scoping of OAM
operations, such as fault localization and performance nonitoring,
whi ch gives operators better information to deal with adverse
net wor ki ng condi ti ons.
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4.

Cust oner | Qperator’s Administrative | Cust omrer
Domain | Donai n | Domai n
------- N e R D] LG
CEl | T- PE/ PE1 S- PE/ P1 T- PE/ PE2 | CE2

| Commmmem > Commmmem > Commmmem > |
-+ | -t -+ -+ +-+ +-+ +-+ +-+ -+ -+ +---+
N T I A I O e
N e T T A O N
-+ | -+ -+ -+ +-4+ -+ +-+ -+ -+ -+ | +---+

| I'n FW Qut In FW Qut In FW Qut |

I I

FWD PWLSP | 0------mmmmm i m e e m e oo > |

I I

I I

I I

I I

I

Figure 3: Exanmple of OAM Relying on Per-Interface MPs and MEPs
Requi rements and Desi gn Considerations for Internal-MP Addressing

OAM nessages for transit points of PW or LSPs are delivered using
the expiration of the TTL field in the top LSE of the MPLS packet
header. OAM nmessages for the end points of PW and LSPs are sinply
delivered as normal. These messages are distingui shed from ot her
(data) packets so that they can be processed as GAM In LSPs, the
mechani smused is the presence of the GAL in the LSE under the top
LSE [ RFC5586]. In PWs, the nechanismused is the presence of the PW
Associ at ed Channel Header [ RFC4385] or the presence of a GAL

[ RFC6423]. In addition, two sets of identifiers exist that can be
used to address M Ps, which are defined in [ RFC6370] and [ RFC6923]

Any solution for sending OAM nessages to the in- and out-M Ps nust
fit wthin these existing nodels of handling OAM

Additionally, many MPLS-TP nodes are inplenented in a way that all
queui ng and the forwardi ng function are perforned at the incom ng
interface. The abstract functional representation of such a node is
shown in Figure 4. As shown in the figure, the outgoing interfaces
are mnimal and for this reason it nay not be possible to include
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M P functions on those interfaces. This is the case for existing
depl oyed i nmpl enentations in particul ar.

Any solution that attenpts to send OAM nessages to the outgoing
interface of an MPLS-TP node nust not cause any probl ens when such
i npl ementations are present (such as |eaking OAM packets with a TTL
of 0).

|
FRAET R
----- > In | FW] |-->Qut-]|->---
| i/f ---- ] i/
I

Figure 4: Abstract Functional Representation of
Sone Existing MPLS-TP Nodes

OAM nust operate on MPLS-TP nodes that are branch points on point-to-
mul tipoint (P2MP) trees. This nmeans that it nust be possible to
target individual outgoing MPs as well as all outgoing MPs in the
abstract functional representation shown in Figure 5, and to handle
the P2MP node i npl enentati ons as shown in Figure 6 w thout causing
probl ens.

Figure 5: Abstract Functional Representation of an
MPLS- TP Node Supporting P2MP
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| ->-Qut-|->----

I | i/t

ERERTETERERS | |

I || I

| MP —-- ] |

I I | |- I
----- >-| In | FW]| |--->Qut-|->---

| i/ | | |- i/t

I SRR I

I (I I

[EERCETTEPREE | |

I | Qut |

| >/ f-]->----

Figure 6: Abstract Functional Representation of
Sone Existing MPLS-TP Nodes Supporting P2MP

In sunmary, the solution for OAM nessage delivery must behave as
fol | ows:

0 Delivery of OAM nessages to the correct MPLS-TP node.

0 Delivery of OAMinstructions to the correct MP within an MPLS-TP
node.

o Forwardi ng of OAM packets exactly as data packets.

o Packet inspection at the incom ng and outgoing interfaces nust be
m ni m zed.

The first and second bullet points are obvious. However, the third

bullet point is also vital. To illustrate the inportance, a rejected
solution is depicted in Figure 7. In the figure, all data and non-
local OAMis handled as normal. Local OAMis intercepted at the

incomng interface and delivered to the MP at the incoming

interface. If the CAMis intended for the incomng MP, it is
handl ed there with no issue. |If the OAMis intended for the outgoing
MP, it is forwarded to that M P using sone internal nmessagi ng system
that is inplenentation specific.
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I
|ocal OAM ----- >| MP |----- So----- | MP |
I I - I I
dat a :::::>:| I n :>:| FWl :>:| Cut | =>==== dat a
non-| ocal OAM ~~~~~ >~ i/ | ~>~ | ~>~| i/f | ~>~~~~ non-1ocal OAM

Figure 7: OAM Control Message Delivery Bypassing
t he Forwardi ng Engi ne

This solution is fully functional for the incoming MP. It also
supports control of data | oopback for the outgoing MP and can
adequately perform sonme OAM features such as interface identity
reporting at the outgoing MP.

However, because the OAM message is not forwarded through the
forwardi ng engi ne, this solution cannot correctly perform OAM

| oopback, connectivity verification, LSP tracing, or perfornmance
nmeasur enent .

The last bullet point is also an inportant requirenent for any
solution to the internal -M P addressi ng problem Since OAM packets
that target an out-MP need to be sent through the forwardi ng engine
and treated exactly as regul ar data packets, the deternination of
whet her to forward the packet or process it at the incom ng MP needs
to be fast; therefore, the processing overhead nust be kept to a
mnimum In addition, there are a few OAM procedures that operate at
line rate such as OAM | oopback. This adds to the requirenent of

m ni mal processing overhead for both the in-MP and out-MP.

Most of the above superficially appears to be an inplenentation
matter local to an individual node; however, the format of the
nmessage needs to be standardized so that:

0 A MEP can correctly target the outgoing MP of a specific MPLS-TP
node.

o0 A node can correctly filter out any OAM nessages that were
i ntended for its upstream nei ghbor’s outgoing MP, but which were
not handl ed there because the upstream nei ghbor is an
i mpl erentati on as shown in Figures 4 and 6

Note that the last bullet point describes a safety net in case OAM
messages | eak beyond their intended scope, but inplenmentations should
take care that nessages do not |eak so that the safety net does not
need to be used.
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5.

7.

7.

Security Considerations

OAM security is discussed in [RFC6371] and security aspects specific
to MPLS-TP in general are outlined in [ RFC6941].

OAM can provi de useful information for detecting and tracing security
att acks.

OAM can al so be used to illicitly gather information or for denial-
of -service attacks and other types of attack. |Inplenentations
therefore are required to offer security nechani sns for OAM

Depl oynents are therefore strongly advised to follow the security
advi ce provided in RFCs 6371 and 6941.

M xi ng of per-node and per-interface OAM on a single node is not
advi sed as OAM nessage | eakage could be the result.
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