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1. I ntroduction and Probl em St at ement

In I Pv6, an extension header is any header that follows the initia
40 bytes of the packet and precedes the upper-Ilayer header (which

nm ght be a transport header, an | CMPv6 header, or a notional "No Next
Header").

An initial set of IPv6 extension headers was defined by [ RFC2460],
whi ch al so described how they shoul d be handl ed by internediate
nodes, with the exception of the Hop-by-Hop Options header

...extension headers are not exam ned or processed by any node

al ong a packet’s delivery path, until the packet reaches the node
(or each of the set of nodes, in the case of nmulticast) identified
in the Destination Address field of the | Pv6 header

Thi s provision meant that forwardi ng nodes should be conpletely
transparent to extension headers. There was no provision for
forwardi ng nodes to nodify them renmove them insert them or use
themto affect forwardi ng behaviour. Thus, new extension headers
could be introduced progressively and used only by hosts that have
been updated to create and interpret them [RFC6564]. The extension
header mechanismis an inportant part of the IPv6 architecture, and
several new extension headers have been standardi sed since RFC 2460
was publ i shed.

Today, |Pv6 packets are not always forwarded by straightforward |IP
routing based on their first 40 bytes. Sone routers, and a variety
of internedi ate nodes often referred to as niddl eboxes, such as
firewalls, |oad bal ancers, or packet classifiers, m ght inspect other
parts of each packet. Indeed, such m ddl ebox functions are often
enbedded in routers. However, experience has shown that as a result,
the network is not transparent to | Pv6 extension headers. Contrary
to Section 4 of RFC 2460, m ddl eboxes sonetines exani ne and process
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the entire | Pv6 packet before making a decision to either forward or
di scard the packet. This means that they need to traverse the chain
of extension headers, if present, until they find the transport
header (or an encrypted payload). Unfortunately, because not al

| Pv6 extension headers follow a uniform TLV fornmat, this process is
clumsy and requires know edge of each extension header’'s format. A
separate problemis that the header chain may even be fragnented

[ HEADER- CHAI N] .

The process is potentially slow as well as clunsy, possibly
precluding its use in nodes attenpting to process packets at line
speed. The present docunent does not intend to solve this problem
whi ch is caused by the fundanmental architecture of |Pv6 extension
headers. This document focuses on clarifying how the header chain
shoul d be handled in the current |1Pv6 architecture.

If they encounter an unrecogni sed extensi on header type, sone
firewalls treat the packet as suspect and drop it. Unfortunately, it
is an established fact that several wi dely used firewalls do not
recogni se sone or all of the extension headers standardi sed since RFC
2460 was published. It has al so been observed that certain firewalls
do not even handle all the extension headers standardised in RFC
2460, including the fragnent header [ FRAGDROP], causing fundanental
probl ems of end-to-end connectivity. This applies in particular to
firewalls that attenpt to inspect packets at very high speed, since
they cannot take the time to reassenble fragmented packets,
especi al |y when under a deni al -of -service attack

O her types of niddl eboxes, such as | oad bal ancers or packet
classifiers, mght also fail in the presence of extension headers
that they do not recognise.

A contributory factor to this problemis that because extension
headers are nunbered out of the existing IP Protocol Nunber space,
there is no collected list of them For this reason, it is hard for
an inplementor to quickly identify the full set of standard extension
headers. An inplenmentor who consults only RFC 2460 will miss al

ext ensi on headers defined subsequently.

Thi s combi nation of circunstances creates a "Catch-22" situation
[Heller] for the deploynent of any newy standardi sed extension
header except for local use. |t cannot be wi dely depl oyed because
exi sting m ddl eboxes will drop it on many paths through the Internet.
However, nost mi ddl eboxes will not be updated to allow the new header
to pass until it has been proved safe and useful on the open
Internet, which is inpossible until the m ddl eboxes have been

updat ed.
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The uni form TLV format now defined for extension headers [ RFC6564]
will inprove the situation, but only for future extensions. Sone
tricky and potentially malicious cases will be avoided by forbidding
very |long chains of extension headers that need to be fragnented

[ HEADER-CHAIN]. This will alleviate concerns that statel ess
firewal | s cannot | ocate a conpl ete header chain as required by the
present docunent.

However, these changes are insufficient to correct the underlying
problem The present docunent clarifies that the above requirenent
from RFC 2460 applies to all types of nodes that forward | Pv6 packets
and to all extension headers standardi sed now and in the future. It
al so requests that | ANA create a subsidiary registry that clearly

i dentifies extension header types and updates RFC 2780 accordi ngly.
Fundanent al changes to the | Pv6 extension header architecture are out
of scope for this docunent.

Al so, hop-by-hop options are not handl ed by many hi gh-speed routers
or are processed only on a slow path. This docunent al so updates the
requirenents for processing the Hop-by-Hop Options header to make
them nore realistic.

1.1. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

In the renai nder of this docunent, the term "forwardi ng node" refers
to any router, firewall, |oad bal ancer, prefix translator, or any

ot her device or mddl ebox that forwards | Pv6 packets with or w thout
exam ni ng the packet in any way.

In this document, "standard" |Pv6 extension headers are those
specified in detail by |IETF Standards Actions [ RFC5226].
"Experinmental " extension headers include those defined by any

Experi mental RFC and the header values 253 and 254 defined by

[ RFC3692] and [ RFCA727] when used as experinmental extension headers.
"Defined" extension headers are the "standard" extension headers plus
the "experinental " ones.
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2. Requirenent to Transmit Extension Headers
2.1. Al Extension Headers

As nentioned above, forwarding nodes that discard packets containing
ext ensi on headers are known to cause connectivity failures and

depl oynent problens. Therefore, it is inportant that forwarding
nodes that inspect |Pv6 headers be able to parse all defined

ext ensi on headers and deal with them appropriately, as specified in
this section.

Any forwardi ng node al ong an | Pv6 packet’s path, which forwards the
packet for any reason, SHOULD do so regardl ess of any extension
headers that are present, as required by RFC 2460. Exceptionally, if
a forwarding node is designed to exam ne extension headers for any
reason, such as firewalling, it MJST recogni se and deal appropriately
with all standard | Pv6 extension header types and SHOULD recogni se
and deal appropriately with experinmental |Pv6 extension header types.
The list of standard and experinmental extension header types is

mai ntai ned by | ANA (see Section 4), and inplenmentors are advised to
check this list regularly for updates.

RFC 2460 requires destination hosts to discard packets contai ning
unrecogni sed extension headers. However, internediate forwarding
nodes SHOULD NOT do this, since that might cause themto

i nadvertently discard traffic using a recently standardi sed extension
header not yet recognised by the internmedi ate node. The exceptions
to this rule are discussed next.

If a forwardi ng node di scards a packet containing a standard |Pv6
ext ensi on header, it MJST be the result of a configurable policy and
not just the result of a failure to recogni se such a header. This
means that the discard policy for each standard type of extension
header MJUST be individually configurable. The default configuration
SHOULD al | ow al | standard extension headers.

Experinmental |Pv6 extension headers SHOULD be treated in the sane way
as standard extension headers, including an individually configurable
di scard policy. However, the default configuration MAY drop
experinmental extension headers.

Forwar di ng nodes MJST be configurable to allow packets containing
unr ecogni sed extension headers, but the default configuration MAY
drop such packets.

The 1 Pv6 Routing Header Types 0 and 1 have been deprecated. Note

that Type 0 was deprecated by [RFC5095]. However, this does not nean
that the I Pv6 Routing Header can be unconditionally dropped by
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forwardi ng nodes. Packets containing standardi sed and undeprecat ed
Rout i ng Headers SHOULD be forwarded by default. At the tine of
witing, these include Type 2 [RFC6275], Type 3 [RFC6554], and the
experinmental Routing Header Types 253 and 254 [RFC4727]. O hers may
be defined in the future.

2.2. Hop-by-Hop Options

The 1 Pv6 Hop-by-Hop Options header SHOULD be processed by

i ntermedi ate forwardi ng nodes as described in [ RFC2460]. However, it
is to be expected that high-performance routers will either ignore it
or assign packets containing it to a slow processing path. Designers
pl anning to use a hop-by-hop option need to be aware of this likely
behavi our.

As a reminder, in RFC 2460, it is stated that the Hop-by-Hop Options
header, if present, nust be first.

3. Security Considerations

Forwar di ng nodes that operate as firewalls MJST conformto the
requirenents in the previous section in order to respect the |Pv6

ext ensi on header architecture. |In particular, packets containing
standard extensi on headers are only to be discarded as a result of an
intentionally configured policy.

These changes do not affect a firewall’s ability to filter out
traffic containing unwanted or suspect extension headers, if
configured to do so. However, the changes do require firewalls to be
capabl e of permitting any or all extension headers, if configured to
do so. The default configurations are intended to allow normal use
of any standard extension header, avoiding the connectivity issues
described in Sections 1 and 2. 1.

As noted above, the default configuration m ght drop packets
contai ni ng experinental extension headers. There is no header |ength
field in an I Pv6 header, and header types 253 and 254 ni ght be used
either for experinental extension headers or for experinmental payl oad
types. Therefore, there is no generic algorithmby which a firewal
can distinguish these two cases and anal yze the remai nder of the
packet. This should be considered when deciding on the appropriate
default action for header types 253 and 254.

When new ext ension headers are standardised in the future, those

i mpl ementing and configuring forwardi ng nodes, including firewalls,
will need to take theminto account. A newly defined header will
exerci se new code paths in a host that does recognise it, so caution
may be required. Additional security issues with experinmental val ues
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or new extension headers are to be found in [RFC4727] and [ RFC6564] .

As aresult, it is to be expected that the depl oynent process wll be
slow and wi |l depend on satisfactory operational experience. Unti
depl oynent is conplete, the new extension will fail in sone parts of

the Internet. This aspect needs to be considered when deciding to
standardi se a new extension. Specific security considerations for
each new extension shoul d be docunented in the document that defines
it.

4. | ANA Consi derati ons
I ANA has added an extra colum titled "IPv6 Extension Header" to the
"Assigned I nternet Protocol Nunbers" registry to clearly mark those
val ues that are also | Pv6 extension header types defined by an | ETF
St andards Action or | ESG Approval (see list below). This also
applies to | Pv6 extension header types defined in the future.
Additionally, I ANA has closed the existing enpty "Next Header Types"
registry to new entries and is redirecting its users to a new "Il Pv6
Ext ensi on Header Types" registry. This registry contains only those
protocol nunbers that are al so marked as | Pv6 Extension Header types
in the "Assigned Internet Protocol Nunbers" registry. Experinental
values will be marked as such. The initial list will be as foll ows:
o 0, IPv6 Hop-by-Hop Option, [RFC2460]
0 43, Routing Header for |IPv6, [RFC2460], [ RFC5095]
0 44, Fragnent Header for |Pv6, [RFC2460]
o 50, Encapsul ating Security Payl oad, [RFC4303]
0 51, Authentication Header, [RFC4302]
0 60, Destination Options for |Pv6, [RFC2460]
0 135, Mbility Header, [RFC6275]
0 139, Experinental use, Host ldentity Protocol [RFC5201]
0 140, sShinb Protocol, [RFC5533]
0 253, Use for experinentation and testing, [RFC3692], [RFC4727]
0 254, Use for experinentation and testing, [RFC3692], [RFC4727]

This list excludes type 59, No Next Header, [RFC2460], which is not
an extension header as such.
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The references to the I Pv6 Next Header field in [ RFC2780] are to be
interpreted as also applying to the | Pv6 Extension Header field, and
the "I Pv6 Extension Header Types" registry will be managed
accordingly.
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