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1.

1.

I nt roducti on

In 2009 and 2010, nany browser vendors ([M crosoft-X-Frame-Options],

[ CLI CK- DEFENSE- BLOG, and [ Mozill a- X- Franme- Qptions]) introduced the
use of a non-standard HTTP [ RFC2616] header field "X-Frame- Options"
to protect against clickjacking [Cickjacking]. HIM-based web
applications can enbed or "frane" other web pages. dickjacking is a
type of attack that occurs when an attacker uses multiple transparent
or opaque layers in the user interface to trick a user into clicking
on a button or link on another page fromserver B when they were
intending to click on the sane place of the overlaying page from
server A.  Thus, the attacker is "hijacking" clicks nmeant for page A
and routing themto page B. The attacker is tricking the user (who
sees the overlaying user interface content frompage A) into clicking
specific locations on the underlying page fromserver B, triggering
sonme actions on server B and potentially using an existing session
context in that step. This is an attack on both the user and on
server B. In addition, server A may or nay not be the attacker

Thi s specification provides informational docunentation about the
current use and definition of the X-Frame-Options HITP header field.
As described in Section 2.3.2.2, not all browsers inplenent

X-Frame- Options in exactly the same way, which can | ead to unintended
results. And, given that the "X-" construction is deprecated

[ RFC6648], the X-Frane-Options header field will be replaced in the
future by the Frame-Options directive in the Content Security Policy
(CSP) version 1.1 [CSP-1-1].

A study [ FRAME-BUSTI NG denpnstrated that existing anti-clickjacking
measures, e.g., frame-breaking JavaScript, have weaknesses that allow
their protection to be circunvented.

Short of configuring the browser to disable frames and scripts
entirely, which massively inpairs browser utility, browser users are
vul nerable to this type of attack.

The use of "X-Franme-QOptions" allows a web page fromhost B to declare
that its content (for exanple, a button, links, text, etc.) nust not
be displayed in a frame (<frame> or <ifrane>) of another page (e.qg.
fromhost A). This is done by a policy declared in the HITP header
and enforced by browser inplenentations as docunented here.

1. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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2.  X-Franme- Options Header

The X- Frane-Options HITP header field indicates a policy that

speci fies whether the browser should render the transmitted resource
within a <frame> or an <ifranme>. Servers can declare this policy in
the header of their HTTP responses to prevent clickjacking attacks,
whi ch ensures that their content is not enbedded into other pages or
franes.

2.1. Syntax
The header field nane is:
X- Frame- Opti ons

There are three different values for the header field. These val ues
are nutual ly exclusive; that is, the header field MJST be set to
exactly one of the three val ues.

DENY
A browser receiving content with this header field MJST NOT
display this content in any frane.

SAMEORI G N
A browser receiving content with this header field MJST NOT
display this content in any frame froma page of different origin
than the content itself.

If a browser or plugin cannot reliably determ ne whether or not
the origin of the content and the frane are the same, this MJST be
treated as "DENY".

Pl ease note that current inplenentations vary on the
interpretation of this criteria. In some, it only allows a page
to be framed if the origin of the top-level browsing context is
identical to the origin of the content using the X-Frane-Qptions
directive; in others, it may consider the origin of the framng
page instead. Also see Section 2.3.2.2 for nore details on the
nesting of frames and variations in the handling of this header
field by different browsers. 1In addition, refer to Section 4,
paragraph 2 for the resulting potential security problens.

ALLONM FROM (followed by a serialized-origin [ RFC6454])
A browser receiving content with this header MJUST NOT display this
content in a frame fromany page with a top-Ievel browsing context
of different origin than the specified origin. Wile this can
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expose the page to risks by the trusted origin, in sone cases, it
may be necessary to allow the fram ng by content from other
domai ns.

The neaning of the term"serialized-origin" is given in [ RFC6454].
If the ALLOMFROM val ue is used, it MJST be followed by a valid
origin [ RFC6454] (as a subset of the URI [RFC3986]).

Any data beyond the domain address (i.e., any data after the "/"
separator) is to be ignored. The algorithmto conpare origins from
[ RFC6454] SHOULD be used to verify that a referring page is of the
same origin as the content (in the case of SAMECRIA N) or that the
referring page’s origin is identical with the ALLOV FROM seri al i zed-
origin (in the case of ALLOMFROVM). Though in conflict with

[ RFC6454], current inplementations do not consider the port as a
defining conponent of the origin; i.e., existing inplenentations
differ with [RFC6454] in that origins with the same protocol but

di fferent port values are considered equival ent.

Wl dcards or lists to declare multiple domains in one ALLOMFROM
statenment are not permtted (see Section 2.3.2.3)

2. 2. Augnent ed Backus- Naur Form ( ABNF)

The RFC 5234 [ RFC5234] ABNF of the X-Frame-Options header field val ue
is the foll ow ng:

X- Frame- Qpti ons = " DENY"
/ "SAMEORI G N
[ ( "ALLOM FROM' RW5 SERI ALI ZED- ORIG N )

RWs = 1*( SP/ HTAB)
; required whitespace

with serialized-origin as defined in [ RFC6454] and required
whi t espace (RW5) as defined in [HITPbis-P1].

RWS is used when at | east one |linear whitespace octet is required to
separate field tokens. RW SHOULD be generated as a single space
(SP). Miltiple RA5 octets that occur within field-content SHOULD
either be replaced with a SP or transforned to all SP octets before
interpreting the field value or forwarding the nessage downstream

SP and horizontal tab (HTAB) are as defined in Appendix B.1 of RFC
5234 [ RFC5234].

The val ues are specified as ABNF strings; therefore, they are case-
i nsensitive.
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2.2.1. Exanples of X-Frame-Options
X- Frame- Opti ons: DENY
X- Franme- Opti ons: SAMECORI G N
X- Frame- Opti ons: ALLOW FROM htt ps://exanpl e. cont
2.3. Design Issues
2.3.1. Enable HTML Content from O her Domai ns
There are a nunber of main direct vectors that enable HTM. content
from ot her domai ns, and browser inplenentations of X-Franme-Qptions
cover all of them
o | FRAME tag
o Frane tag
0o Object tag (requires a redirect)
o Applet tag
o Enbed tag
Besi des these, other ways to host HTM. content can be possible. For
exanpl e, sone plugins nmay host HTM. views directly. |If these plugins
appear essentially as franes (as opposed to top-level w ndows), the
plugi ns must conformto the X-Frame-Options policy as specified in
thi s docunent as well.

2.3.2. Browser Behavior and Processing

To all ow secure inplenentations, browsers nmust behave in a consistent
and reliabl e way.

If an X-Frame-Options HITP header field prohibits fram ng, the user
agent of the browser MAY i medi ately abort downl oadi ng or parsing of
t he docunent.

2.3.2.1. Violation of X-Frane-Qptions

When a browser discovers that | oaded content with the X-Frame-Options
header field would be displayed in a frame against the specified
orders of the header, the browser SHOULD redirect to a "NOFRAVE"' page
as soon as possible. For exanple, this can be a noframe. htnl page
that also states the full URL and hostname of the protected page.
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The NOFRAME page coul d provide the user with an option to open the
target URL in a new w ndow.

I mpl enentations of this vary: some browsers will show a nessage that
all ows the user to safely open the target page in a new w ndow,
whereas other inplenmentations will sinply render an enpty frane.

2.3.2.2. Variation in Current Browser Behavi or

There are currently variations in the inplenentation of the

X- Frame- Opti ons header. For exanple, not all browsers support the
"ALLOW FROM' option. "ALLOMFROM was initially an Internet Explorer
extension and, at the time of witing, has not been uniformy

i mpl ement ed by ot her user agents.

Furthernore, the criteria for the SAMEORIA N (and ALLOW FROW
directive may not be eval uated unani nously either: the known

i npl ementations in Appendi x A evaluate the SAMEORIA N directive based
on the origin of the framed page and the top-Ilevel browsing context,
whil e other inplementations mght evaluate it based on the framed
page and the fram ng page, or the whole chain of nested franes in

bet ween.

To illustrate the difference between the comparison of the "fram ng
page" and the "top-level browsing context", consider the follow ng
scenari o: web pages may enbed franmes with other pages that, in turn,
enbed franes with other pages as well, and so on. 1In theory, this
can result in an infinite nesting of franed pages. For exanple, web
page A nay contain web page B in a frane, and web page B nmay contain
web page Cin a frane.

Web page A
<htm >

<f .rérre src="https://URl _of web page B" />
</htm >

Web page B
<htm >

<f .rérre src="https://URl _of web page C' />
</htm >

and so forth.
In this exanple, for the nested franes with the inner-franmed web page

C, the npst outer web page A would be the "top-Ievel browsing
context", and web page B would be the "fram ng page".
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These potential variations in the evaluation of the header by
different inplementations inpair the usage and reliability of this
HTTP header and have security inplications as described in Section 4.
A revised version of X-Franme-Options in the formof a Frane-Options
directive in CSP 1.1 [CSP-1-1] will unify the behavior, and it is
expected that newer inplenmentations will use it rather than the
nmechani sms docunented here

2.3.2.3. Usage Design Pattern and Exanple Scenario for the ALLOW FROMV
Par anet er

As the "ALLOW FROM' field only supports one serialized-origin, in
cases when the server wishes to allow nore than one resource to frame
its content, the follow ng design pattern can fulfill that need:

1. A page that wants to render the requested content in a frane
supplies its own origin information to the server providing the
content to be framed via a query string paraneter.

2. The server verifies that the hostnane neets its criteria, so that
the page is allowed to be franed by the target resource. This
may, for exanple, happen via a | ookup of a whitelist of trusted
domai n nanes that are allowed to frane the page. For exanpl e,
for a Facebook "Like" button, the server can check to see that
the supplied hostnane mat ches the hostnane(s) expected for that
"Li ke" button.

3. The server returns the hostnanme in "X-Franme-Options: ALLOWM FROW
if the proper criteria was nmet in step #2.

4. The browser enforces the "X-Frane-Options: ALLOMFROM' header
2.3.2.4. No Caching of the X-Frane-Options Header

Caching the X-Frane-Options header for a resource is not recomended.
Caching the X-Frane-Options response could result in problens
because:

1. For every http-request of the resource, the browser has to check
whet her the X-Frame-Options header has been set and then act
accordingly, as a resource itself mght be created dynamically
and t he header could change with it, too.

2. Aso, as outlined in Section 2.3.2.3, servers may generate
X- Frame- Opti ons header responses dependi ng on the request.
Exanpl e case: Considering that we have only one serialized-origin
in the ALLOW FROM directive, imagine a user has multiple pages
open in his browser tabs with web page 1 fromdonain A and web
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page 2 fromdomain B, and both franme the sane page fromdonain C
with the ALLOMWFROM directive. In that case, the page needs to
reply to both requests with different X-Frane-Options headers,
with the first pointing to origin A and the second pointing to
origin B.

However, we found that none of the major browsers listed in
Appendi x A cache the responses.

3. | ANA Consi derati ons
I ANA has included the specified HTTP header in the "Pernmanent Message
Header Field Nane" registry as outlined in "Registration Procedures
for Message Header Fiel ds" [RFC3864].

3.1. Registration Tenpl ate
Per manent Message Header Field Nanmes Tenpl at e:
Header field nanme: X-Frame-Qptions
Applicable protocol: http [ RFC2616]
Status: Informationa
Aut hor/ change controller: |ETF
Speci fication docunment(s): RFC 7034
Rel at ed i nformation: None

4. Security Considerations
The introduction of the X-Franme-Options HITP header field inproves
the protection against clickjacking. However, it is not self-
sufficient enough to protect against all kinds of these attack
vectors. It nust be used in conjunction with other security mneasures
i ke secure coding (e.g., input validation, output encoding, etc.)
and the Content Security Policy version 1.0 [CSP].
It is inportant to note that current inplenentations do not check the
origins of the fram ng resources’ entire ancestor tree of frames, and
this may expose the resource to attack in multiple-nested scenari os.
The browser inpl enentations evaluate based on the origin of the

franmed page and the top-level browsing context (i.e., the nbst outer
frane):
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If a resource fromorigin A enbeds untrusted content fromorigin B
that untrusted content can enbed another resource fromorigin Awth
an "X-Frane-Options: SAMEORIGA N' policy, and that check woul d pass
when the user agent only verifies the top-level browsing context.
Therefore, web devel opers shoul d be aware that enbedding content from
other sites can |leave their web pages vulnerable to clickjacking even
if the X-Frane-Options header is used.

Furt hernore, X-Frane-QOptions nust be sent as an HITP header field and
is explicitly ignored by user agents when declared with a neta
http-equiv tag.

4.1. Privacy Considerations
There are two kinds of potential data | eakage to consider

1. Using X-Frane-Options with the paraneter ALLOWMFROM al | ows a page
to guess or infer information about who is framng it. A web
server may answer requests with the "X-Frame-Options: ALLOM FROW
header and thus deternine which other page is framng it. This
is inherent by design, but it may | ead to data-| eakage or data-
protection concerns.

2. The web server using the ALLOWFROM directive effectively
discloses the origin specified in the header. |If a web server
wi shes to reduce this | eakage, it is recommended to generate the
ALLOWV FROM header for each request based on the design pattern as
described in Section 2.3.2.3.
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Appendi x A.  Browsers That Support X-Frane-Qptions

o Internet Explorer 8+

o Firefox 3.6.9+

o0 Opera 10.5+

o Safari 4+

o Chrome 4.1+
Appendi x B. Description of a dickjacking Attack

A nore detail ed explanation of clickjacking scenarios foll ows.
B.1. Shop

An I nternet marketpl ace/ shop offering a feature with a link/button to
"Buy this" gadget wants their affiliates (who could be malicious
attackers) to be able to stick the "Buy such and such from XYZ"

| FRAMES into their pages. There is a possible clickjacking threat
here, which is why the nmarketplace/online shop needs to then

i medi ately navigate the main browsing context (or a new wi ndow) to a
confirmation page that is protected by anti-clickjacking protections.

B.2. Online Shop Confirm Purchase Page

The "Confirm Purchase" page of an online shop nust be shown to the
end-user without the risk of an overlay or nisuse by an attacker
For that reason, the confirmati on page uses a conbi nati on of
anti-CSRF (Cross Site Request Forgery [CSRF]) tokens and the

X- Frame- Opti ons HTTP header field, mitigating clickjacking attacks.

B.3. Flash Configuration

Macronedi a Fl ash configuration settings are set by a Flash object
that can run only froma specific configuration page on Macromnedi a’'s
site. The object runs inside the page and thus can be subject to a
clickjacking attack. 1In order to prevent clickjacking attacks

agai nst the security settings, the configuration page uses the

X- Frame- Options directive.
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