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I nt roduction

Thi s docunent profiles certificate enrollment for clients using
Certificate Managenent over CM5S (CMC) [ RFC5272] nessages over a
secure transport. Enrollment over Secure Transport (EST) describes
the use of Transport Layer Security (TLS) 1.1 [RFC4346], 1.2

[ RFC5246], or any future version) and Hypertext Transfer Protoco
(HTTP) [ RFC2616] to provide an authenticated and authorized channe
for Sinple Public Key Infrastructure (PKI) Requests and Responses

[ RFC5272] .

Architecturally, the EST service is |located between a Certification
Authority (CA) and a client. It performs several functions
traditionally allocated to the Registration Authority (RA) role in a
PKI. The nature of communication between an EST server and a CAis
not described in this document.

Pritikin, et al. St andards Track [ Page 3]



RFC 7030 EST Cct ober 2013

EST adopts the Certificate Managenent Protocol (CWP) [RFC4210] nodel
for CA certificate rollover, but it does not use the CVMP nessage
syntax or protocol. EST servers are extensible in that new functions
may be defined to provide additional capabilities not specified in
CMC [ RFC5272], and this docunent defines two such extensions: one for
requesting Certificate Signing Request attributes and another for
requesting server-generated keys.

EST specifies how to transfer nmessages securely via HITP over TLS
(HTTPS) [RFC2818], where the HTTP headers and nedia types are used in
conjunction with TLS. HTTPS operates over TCP; this docunent does
not specify EST over HTTP/ Dat agram Transport Layer Security/ User

Dat agr am Prot ocol (HTTP/DTLS/UDP). Wth a suitable specification for
combi ni ng HTTP, DTLS, and UDP, there are no EST requirenments that
woul d prevent it fromworking over such a stack. Figure 1 shows how
the layers build upon each ot her

EST Layeri ng:

Pr ot ocol s:

| EST request/response nessages |

Figure 1
1.1. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and

"OPTIONAL" in this docunment are to be interpreted as described in
[ RFC2119] .
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It is assuned that the reader is famliar with the terns and concepts
described in Public Key Cryptography Standard (PKCS) #10 [ RFC2986],
HTTPS [ RFC2818], CMP [ RFC4210], CMC [ RFC5272][ RFC5273] [ RFC5274], and
TLS [ RFC4346] .

In addition to the terns defined in the term nology section of CMC
[ RFC5272], the following terms are defined for clarity:

EST CA: For certificate issuing services, the EST CAis reached
through the EST server; the CA could be logically "behind" the EST
server or emnmbedded within it.

Third-Party Trust Anchor: Any trust anchor (TA) that is not
authoritative for the PKI hierarchy for which the EST server is
provi di ng services.

Explicit Trust Anchor: Any TA that is explicitly configured on the
client or server for use during EST TLS authentication; for
exanple, a TA that is nanually configured on the EST client or
boot st rapped as described in Section 4.1.1. (See nore details in
Sections 3.6 and 6.)

Implicit Trust Anchor: Any third-party TA that is available on the
client or server for use during TLS authentication but is not
specifically indicated for use during EST TLS authentication; for
exanpl e, TAs commonly used by web browsers to authenticate web
servers or TAs used by servers to authenticate manufacturer-
installed client credentials (such as certificates populated into
cabl e nodens or routers in the factory). The authorization nodel
for these TAs is different fromthe authorization nodel for
Explicit Trust Anchors. (See nore details in Sections 3.6.1,
3.6.2, and 6).

Certificate-Less TLS: Certificate-less TLS cipher suites provide a
way to performnutual authentication in situations where neither
the client nor server have certificates or are willing to use
them The credential used for authentication is a word, phrase,
code, or key that is shared between the client and server. The
credential nust be uniquely shared between the client and server
in order to provide authentication of an individual client to an
i ndi vi dual server.

2. Operational Scenario Overviews

This section provides an informative overview of the operationa
scenarios to better introduce the reader to the protocol discussion
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2

1.

Both the EST clients and server are configured with information that
provi des the basis for nmutual authentication and for authorization
The specific initialization data depends on the nethods available in
the client and server, but it can include shared secrets, network
service nanes and |l ocations (e.g., a Uniform Resource ldentifier
(URI') [RFC3986]), trust anchor information (e.g., a CA certificate or
a hash of a TA's certificate), and enroll ment keys and certificates.
Dependi ng on an enterprise’s acquisition and networ k managemnent
practices, some initialization may be perforned by the vendor prior
to delivery of client hardware and software. |n that case, the
client vendor nmay provide data, such as trust anchors, to the
enterprise via a secure procedure. The distribution of this initial
information is out of scope.

Distribution of trust anchors and other certificates can be effected
via the EST server. However, nothing can be inferred about the
authenticity of this data until an out-of-band nmechanismis used to
verify them

Sections 2.1-2.3 very closely mirror the text of the Scenarios
Appendi x of [RFC6403] with such nodifications as are appropriate for
this profile. Sections 2.1-2.6, below, enunerate the set of EST
functions (see Figure 5) and provide an infornmative overview of EST' s
capabilities.

The general client/server interaction proceeds as foll ows:

The client initiates a TLS-secured HTTP session with an EST
server.

A specific EST service is requested based on a portion of the UR
used for the session

The client and server authenticate each ot her

The client verifies that the server is authorized to serve this
client.

The server verifies that the client is authorized to nake use of
this server and the request that the client has nade.

The server acts upon the client request.
otaining CA Certificates
The EST client can request a copy of the current EST CA

certificate(s) fromthe EST server. The EST client is assuned to
performthis operation before perform ng other operations.
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2

2

Throughout this docunent we assunme the EST CA has a certificate that
is used by the client to verify signed objects issued by the CA,
e.g., certificates and certificate revocation lists (CRLs), and that
a different certificate than the one used to verify signatures on
certificates and CRLs is used when EST protocol comrunication

requi res additional encryption

The EST client authenticates and verifies the authorization scope of
the EST server when requesting the current CA certificate(s). As
detailed in Sections 3.3.1 and 3.3.3, avail able options include:

o Verifying the EST server’s HTTPS URl agai nst the EST server’s
certificate using Inplicit TAs (simlar to a comobn HTTPS
exchange). This allows the EST server and client to | everage
exi sting TAs that m ght be known to the EST client.

o0 The client can leverage a previously distributed trust anchor
specific to the EST server. This allows the EST client to use an
existing, potentially older, CA certificate to request a current
CA certificate.

0 For bootstrapping, the EST client can rely upon nanua
aut hentication performed by the end-user as detailed in
Section 4.1.1.

o The client can |l everage the binding of a shared credential to a
specific EST server with a certificate-less TLS ci pher suite.

Client authentication is not required for this exchange, so it is
trivially supported by the EST server

Initial Enroll ment

After authenticating an EST server and verifying that it is

aut horized to provide services to the client, an EST client can
acquire a certificate for itself by submitting an enroll nent request
to that server.

The EST server authenticates and authorizes the EST client as
specified in Sections 3.3.2, 3.3.3, and 3.7. The nethods descri bed
in the normative text that are discussed in this overview incl ude:

0 TLS with a previously issued client certificate (e.g., an existing
certificate issued by the EST CA);

0 TLS with a previously installed certificate (e.g., manufacturer-
installed certificate or a certificate issued by sone other

party);
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0 Certificate-less TLS (e.g., with a shared credential distributed
out - of - band) ;

0 HTTP-based with a usernane/password distributed out-of -band
2.2.1. Certificate TLS Authentication

If the EST client has a previously installed certificate issued by a
third-party CA, this certificate can be used to authenticate the
client’s request for a certificate fromthe EST server (if that CAis
recogni zed by the EST server). An EST client responds to the EST
server’'s TLS certificate request nessage with the existing
certificate already held by the client. The EST server will verify
the client’s existing certificate and authorize the client’s request
as described in Section 3.3.2.

2.2.2. Certificate-Less TLS Aut hentication

The EST client and EST server can be nutually authenticated using a
certificate-less TLS ci pher suite (see Section 3.3.3).

2.2.3. HITP-Based dient Authentication

The EST server can optionally also request that the EST client submt
a user nane/ password using the HTTP Basic or Digest authentication

met hods (see Section 3.2.3). This approach is desirable if the EST
client cannot be authenticated during the TLS handshake (see

Section 3.3.2) or the EST server policy requires additiona

aut hentication information; see Section 3.2.3. In all cases,

HTTP- based client authentication is only to be perfornmed over a
TLS-protected transport (see Section 3.3).

2.3. dient Certificate Reissuance

An EST client can renew rekey its existing client certificate by
submitting a re-enroll nent request to an EST server

When the current EST client certificate can be used for TLS client
aut hentication (Section 3.3.2), the client presents this certificate
to the EST server for client authentication. Wen the to be reissued
EST client certificate cannot be used for TLS client authentication,
any of the authentication nethods used for initial enrollnment can be
used.

For exanple, if the client has an alternative certificate issued by

the EST CA that can be used for TLS client authentication, then it
can be used.
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The certificate request nessage includes the same Subject and
Subj ect Alt Nane as the current certificate. Nane changes are
requested as specified in Section 4.2.2.

2.4. Server Key Generation

The EST client can request a server-generated certificate and key
pair (see Section 4.4).

2.5. Full PKlI Request Messages

Ful | PKI Request [RFC5272] nessages can be transported via EST using
the Full CMC Request function. This affords access to functions not
provided by the Sinple Enrollment functions. Full PKI Request
messages are defined in Sections 3.2 and 4.2 of [RFC5272]. See
Section 4.3 for a discussion of how EST provides a transport for

t hese nmessages.

2.6. Certificate Signing Request (CSR) Attributes Request

Prior to sending an enroll nent request to an EST server, an EST
client can query the EST server for a set of additional attributes
that the client is requested to use in a subsequent enroll nent
request .

These attributes can provide additional descriptive information that
the EST server cannot access itself, such as the Media Access Control
(MAC) address of an interface of the EST client. Alternatively,
these attributes can indicate the kind of enroll ment request, such as
a specific elliptic curve or a specific hash function that the client
is expected to use when generating the CSR
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3. Protocol Design and Layering

Figure 2 provides an expansion of Figure 1, describing howthe |ayers
are used. Each aspect is described in nore detail in the sections
that follow.

EST Layeri ng:

Prot ocol s and uses:

+
I
| Message types:

| "Sinmple PKI" nmessages

| (i ncorporates proof-of-possession)

| - CAcertificate retrieva

| - "Full PKI" nessages (OPTI ONAL)

| (i ncorporates proof-of-possession)

| - CSR Attributes Request (OPTI ONAL)

| - Server-generated key request (OPTI ONAL)
I

I
| HTTP:

| - HTTP headers and URIs for contro

| - Content-Type headers specify nmessage type
| - Headers for control/error messages

| - URIs for selecting functions

| - Basic or Digest authentication (OPTI ONAL)

I

I

| TLS for transport security:

| - Authentication of the EST server

| - Authentication of the EST client (OPTIONAL)

| - Provides comunications integrity

| and confidentiality

| - Supplies channel -bi ndi ng [ RFC5929] i nformation
| to link proof-of-identity with message-based

| pr oof - of - possessi on ( OPTI ONAL)

I

Fi gure 2
Speci fying HTTPS as the secure transport for enroll nent nessages

i ntroduces two "layers" to communi cate authentication and contro
messages: TLS and HTTP
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The TLS layer provides integrity and confidentiality during
transport. The proof-of-identity is supplied by TLS handshake

aut hentication and optionally also by the HITP | ayer headers. The
nmessage type and control/error nmessages are included in the HITP
headers.

CMC ([ RFC5272], Section 3.1) notes that "the Sinple PKI Request MJUST
NOT be used if a proof-of-identity needs to be included". Since the
TLS and HTTP | ayers can provide proof-of-identity for EST clients and
servers, the Sinple PKI nessage types are used.

The TLS layer certificate exchange provides a nmethod for authorizing
client enrollment requests using existing certificates. Such
certificates may have been issued by the CA (fromwhich the client is
requesting a certificate), or they may have been issued under a
distinct PKI (e.g., an |EEE 802. 1AR Initial Device Identifier
(IDeviD) [IDevlDl credential).

Pr oof - of - possession (POP) is a distinct issue fromproof-of-identity
and is included in the Sinple PKI nmessage type as described in
Section 3.4. A method of |inking proof-of-identity and

pr oof - of - possession is described in Section 3.5.

Thi s docunent al so defines transport for CMC [ RFC5272] that conplies
with the CMC Transport Protocols [RFC5273]. CMC s POP and

proof-of -identity mechani snms are defined in CMC, but the nechani sns
here can al so be used in conjunction with those mechanisns in "Ful
PKI " nmessages.

During protocol exchanges, different certificates can be used. The
follow ng table provides an informative overview. End-entities can
have one or nore certificates of each type listed in Figure 3 and use
one or nore trust anchor databases of each type listed in Figure 4.
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Certificates and their correspondi ng uses:

EST server
certificate

EST server
certificate

| Third-party
| EST client

| certificate
I
I

| EST client

| certificate
I
I

End-entity
certificate

Pritikin, et al

I
+
The CA served by |
the EST server |
I
I

A CA |
aut henti catabl e by |
a third-party TA, |
e.g., a web server |

I

A CA |
aut henti catabl e by |
a third-party TA, |
e.g., a device |
manuf act ur er |

The CA served by |
the EST server |
I
I

The CA served by
t he EST server

Fi gure 3

St andards Tr

Presented by the EST server
during the TLS handshake.

Section 3.3.1

Presented by the EST server
during the TLS handshake.

Section 3.3.1 and
Security Considerations

Presented by the EST client
to the EST server by clients
that have not yet enroll ed.
Section 3.3.2

Presented to the EST server

during future EST operations.

Section 3.3.2

Clients can obtain certs
that are intended for

non- EST uses. This includes
certs that cannot be used
for EST operations.

Section 4.2.3
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Trust anchor dat abases and their correspondi ng uses:

I
+
EST server | EST servers use this TA database to authenticate
Explicit | certificates issued by the EST CA, including EST |
TA database | client certificates during enroll/re-enroll |
| operations. |
I I
I I

Section 3.3.2

EST servers use this TA database to authenticate
certificates issued by third-party TAs;
e.g., EST client certificates issued by a device

EST server | |
| |
| manufacturer. |
I I
I I
I I

Implicit
TA dat abase
An Inmplicit TA database can be disabl ed.

Section 3.3.2

EST client EST clients use this TA database to authenticate
Explicit certificates issued by the EST CA, including EST

I I I
| | s i |
| TA database | server certificates. |
I I I
| | Sections 3.1, 3.3.1, 3.6.1, and 4.1.1 |

EST client
Implicit
TA dat abase

| EST clients use this TA database to |
| authenticate an EST server that uses an externally |
| issued certificate. |
| An Inmplicit TA database can be di sabl ed. |
I I
I I
I I

Sections 3.1, 3.3.1, 3.6.2, and
Security Considerations

Fi gure 4
3.1. Application Layer

The EST client MJST be capabl e of generating and parsing Sinple PK
messages (see Section 4.2). Generating and parsing Full PKI nessages
is OPTIONAL (see Section 4.3). The client MJST also be able to
request CA certificates fromthe EST server and parse the returned
"bag" of certificates (see Section 4.1). Requesting CSR attributes
and parsing the returned list of attributes is OPTIONAL (see

Section 4.5).
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Details of the EST client application configuration are out of scope
of the protocol discussion but are necessary for understanding the
prerequisites of initiating protocol operations. The EST client is
RECOMVENDED to be configured with TA dat abases for Section 3.3.1 or
with a secret key for Section 3.3.3. Inplenmentations conformng to
this standard MJUST provide the ability to designate Explicit TAs.

For human usability reasons, a "fingerprint" of an Explicit TA

dat abase entry can be configured for bootstrapping as discussed in
Section 4.1.1. Configuration of an Inplicit TA database, perhaps by
its inclusion within the EST client distribution or available from
the operating system provides flexibility along with the caveats
detailed in Section 6. Inplenentations conformng to this standard
MUST provide the ability to disable use of any Inplicit TA database.

The EST client is configured with sufficient information to formthe
EST server URI. This can be the full operation path segnent (e.g.,
https://ww. exanpl e. conl . wel | - known/ est/ or

https://ww. exanpl e. cont . wel | - known/ est/arbitrarylLabel 1), or the EST
client can be configured with a tuple conposed of the authority
portion of the URI along with the OPTIONAL | abel (e.g.,

"www. exanpl e. com 80" and "arbitrarylLabel 1") or just the authority
portion of the URI.

3.2. HITP Layer

HTTP is used to transfer EST nessages. URIs are defined for handling
each nmedia type (i.e., message type) as described in Section 3.2.2.
HTTP is also used for client authentication services when TLS client
aut hentication is not available, due to the lack of a client
certificate suitable for use by TLS (see Section 3.2.3). HITP

aut hentication can also be used in addition to TLS client
authentication if the EST server wi shes additional authentication
information, as noted in Section 2.2.3. Registered nmedia types are
used to convey EST nessages as specified in Figure 6

HTTP 1.1 [ RFC2616] and above support persistent connections. As
described in Section 8.1 of RFC 2616, persistent connections may be
used to reduce network and processing | oads associated with multiple
HTTP requests. EST does not require or preclude persistent HITP
connecti ons.
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3.2.1. HITP Headers for Control

The HTTP Status value is used to conmuni cate success or failure of an
EST function. HITP authentication is used by a client when requested
by the server.

The nedi a types specified in the HTTP Content-Type header indicate
whi ch EST nmessage is being transferred. Media types used by EST are
specified in Section 3.2.4.

HTTP redirections (3xx status codes) to the sanme web origin (see

[ RFC6454]) SHOULD be handl ed by the client without user input so |ong
as all applicable security checks (Sections 3.3 and 3.6) have been
enforced on the initial connection. The client initiates a new TLS
connection and perforns all applicable security checks when
redirected to other web origin servers. Redirections to other web
origins require the EST client to obtain user input for non-CET or
HEAD requests as specified in [RFC2616]. Additionally, if the client
has al ready generated a CSR that includes linking identity and POP
information (Section 3.5), then the CSRwill need to be recreated to
incorporate the tls-unique fromthe new, redirected session. Note:
the key pair need not be regenerated. These are processing and
interface burdens on the client. EST server adm nistrators are
advised to take this into consideration.
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3.

2.

2. HITP URIs for Control

The EST server MJST support the use of the path-prefix of "/.well-
known/" as defined in [RFC5785] and the registered nane of "est".

Thus, a valid EST server URI path begins with

"https://ww. exanpl e. conl . wel | -known/ est". Each EST operation is
i ndicated by a path-suffix that indicates the intended operation:

Qperations and their correspondi ng URl s:

o e e e e e e oo oo oo o e e e e oo o e e e e oo +
| Operation | Operation path | Details |
| Distribution of CA | /cacerts | Section 4.1 |
| Certificates (MJST) | | |
o e e e e e e e e oo o - o e e e oo o e e e o +
| Enroll nment of | /sinmpleenroll | Section 4.2 |
| Cdients (MJST) | | |
e e e e e oo o e e oo o e e oo s +
| Re-enrollnment of | /simplereenroll | Section 4.2.2 |
| Cients (MJST) | | |
o e e e e e e e e oo o - o e e e oo o e e e o +
| Full CMC (OPTI ONAL) | /fullcnt | Section 4.3 |
Fom e e e e a e e oo o e e e oo o e e o s +
| Server-Side Key | /serverkeygen | Section 4.4 |
| Generation (OPTIONAL) | | |
o e e e e e a oo o e e e e oo - o e e e e oo oo +
| CSR Attributes | /csrattrs | Section 4.5 |
| (OPTI ONAL) | | |
Fom e e e e a e e oo o e e e oo o e e o s +

Figure 5

The operation path (Figure 5) is appended to the path-prefix to form
the URI used with HTTP CGET or POST to performthe desired EST
operation. An exanple valid URI absolute path for the "/cacerts"
operation is "/.well-known/est/cacerts". To retrieve the CA's
certificates, the EST client would use the foll owi ng HTTP
request-1ine:

CGET /.wel |l -known/est/cacerts HITP/ 1.1

Li kewi se, to request a new certificate in this exanple schene, the
EST client would use the follow ng request-1line:

POST /. wel | -known/ est/sinpleenroll HITP/1.1
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The use of distinct operation paths sinplifies inplenmentation for
servers that do not performclient authentication when distributing
/ cacerts responses.

An EST server MAY provide service for multiple CAs as indicated by an
OPTI ONAL additional path segnent between the registered application
name and the operation path. To avoid conflict, the CA | abel MJST
NOT be the sane as any defined operation path segment. The EST
server MJST provide services regardl ess of whether the additiona

path segnent is present. The following are three exanple valid URIs:

1. https://ww. exanpl e. con . wel | - known/ est/ cacerts
2. https://ww. exanpl e. conf . wel | -known/ est/arbi trarylLabel 1/ cacerts
3. https://ww. exanpl e. com . wel | - known/ est/ arbi trarylLabel 2/ cacerts

In this specification, the distinction between enroll and renew rekey
is explicitly indicated by the HTTP URI. \When requesting /fullcnc
operations, CMC [ RFC5272] uses the sane nessages for certificate
renewal and certificate rekey.

An EST server can provide additional services using other URlSs.
3.2.3. HITP-Based dient Authentication

The EST server MAY request HITP-based client authentication. This
request can be in addition to successful TLS client authentication
(Section 3.3.2) if EST server policy requires additiona

aut hentication. (For exanple, the EST server may require that an EST
client "knows" a password in addition to "having" an existing client
certificate.) O, HITP-based client authentication can be an EST
server policy-specified fallback in situations where the EST client
did not successfully conplete the TLS client authentication. (This
mght arise if the EST client is enrolling for the first tine or if
the certificates available to an EST client cannot be used for TLS
client authentication.)

HTTP Basi c and Di gest authentication MJST only be performed over TLS
1.1 [RFC4346] or later versions. NULL and anon cipher suites MJST
NOT be used because they do not provide confidentiality or support
mutual certificate-based or certificate-less authentication,
respectively. As specified in "Certificate Managenent over CMB
(CMO): Transport Protocols" [RFC5273], the server "MJST NOT assumne
client support for any type of HITP authentication such as cookies,
Basi ¢ aut hentication, or Digest authentication". Cients SHOULD
support the Basic and Di gest authentication nmechani sm
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Servers that wish to use Basic and Di gest authentication reject the
HTTP request using the HITP-defi ned WWV Aut henti cate response- header
([ RFC2616], Section 14.47). The client is expected to retry the
request, including the appropriate Authorization Request header

([ RFC2617], Section 3.2.2), if the client is capable of using the
Basic or Digest authentication. |If the client is not capable of
retrying the request or it is not capable of Basic or D gest

aut hentication, then the client MIUST term nate the connecti on.

A client MAY set the usernanme to the enpty string ("") if it is
presenting a password that is not associated with a usernane.

Support for HTITP-based client authentication has security

ram fications as discussed in Section 6. The client MJUST NOT respond
to the server’s HITP authentication request unless the client has

aut horized the EST server (as per Section 3.6).
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3.2.4. Message Types

Thi s docunent uses existing media types for the nessages as specified
by FTP and HTTP [ RFC2585], application/pkcsl0 [ RFC5967], and CMC
[ RFC5272] .

For consistency with [ RFC5273], each distinct EST nessage type uses
an HTTP Content-Type header with a specific media type

The EST nessages and their corresponding nedia types for each
operation are:

| Message type Request nedia type
Response nedi a type(s)
| (per operation) Source(s) of types

I I
I I
I I
I I
I I
I I
I I

Request section(s)]|
Response section |

| Distribution of CA| NA Section 4.1 |
| Certificates appl i cation/ pkcs7-m nme Section 4.1.1 |
| [ RFC5751] |
| /cacerts |
o e e e e oo o e m e e e e e oo o e e e e oo +

Cient Certificate
Request Functi ons

appl i cation/pkcsl0
appl i cation/pkcs7-m nme

| | Sections 4.2/4.2.1|
I I
| [RFC5967] [ RFC5751] |
I I
| |

Section 4.2.2 |

I
/ si npl eenrol | |
/ sinpl ereenrol | |

o e e e e oo o e m e e e e e oo o e e e e oo +
| Full C™MC | application/pkcs7-m nme | Section 4.3.1 |
| | application/pkcs7-m e | Section 4.3.2 |
| /fullcne | [ RFC5751] | |
Fom e e e e oo o o e e e e e e oo o o e e e e oo oo +
Server - Si de Key appl i cation/ pkcsi10 | Section 4.4.1
Generation mul ti part/ m xed | Section 4.4.2

appl i cati on/ pkcs8) |
[ RFC5967] [ RFC5751] |

| |
| (application/pkecs7-mne & |
I I
I I
| [ RFC5958] | I

/ server keygen

CSR Attributes | NA | . 5. |
| application/csrattrs | Section 4.5.2 |
| (This docunent) | |
I I I

/csrattrs

Figure 6
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3.3. TLS Layer

TLS provides authentication, which in turn enabl es authorization

deci sions. The EST server and EST client are responsible for
ensuring that an acceptable cipher suite is negotiated and that

mut ual aut hentication has been perfornmed. TLS authentication is nost
conmmonly enabled with the use of certificates [ RFC5280].

Alternately, certificate-less TLS authentication, where neither the
client nor server present a certificate, is also an acceptabl e nethod
for EST nutual authentication (Section 3.3.3). The EST server MJST
be aut henticated during the TLS handshake unless the client is
requesting Bootstrap Distribution of CA certificates (Section 4.1.1)
or Full CMC (Section 4.3).

HTTPS [ RFC2818] specifies how HTTP nmessages are carried over TLS
HTTPS MJUST be used. TLS 1.1 [RFC4346] (or a |l ater version) MJST be
used for all EST comunications. TLS session resunption [ RFC5077]
SHOULD be support ed.

TLS channel -bi ndi ng i nformati on can be inserted into a certificate
request, as detailed in Section 3.5, in order to provide the EST
server with assurance that the authenticated TLS client has access to
the private key for the certificate being requested. The EST server
MUST i npl enent Section 3.5.

3.3.1. TLS-Based Server Authentication
TLS server authentication with certificates MJST be supported.

The EST client authenticates the EST server as defined for the cipher
suite negotiated. The follow ng text provides details assuming a
certificate-based cipher suite, such as the TLS 1.1 [ RFC4346]

mandat ory ci pher suite (TLS _RSA W TH 3DES _EDE CBC SHA).

Certificate validation MIUST be perfornmed as per [RFC5280]. The EST
server certificate MIUST conformto the [ RFC5280] certificate profile.

The client validates the TLS server certificate using the EST client
Explicit and, if enabled, Inmplicit TA database(s). The client MJST
mai ntain a distinction between the use of Explicit and Inplicit TA
dat abases during authentication in order to support proper

aut horization. The EST client MJST perform authorization checks as
specified in Section 3.6.

If certificate validation fails, the client MAY follow the procedure

outlined in Section 4.1.1 for Bootstrap Distribution of CA
certificates.
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3.3.2. TLS-Based dient Authentication

TLS client authentication is the RECOWENDED net hod for identifying
EST clients. HITP-based client authentication (Section 3.2.3) MAY be
used.

The EST server authenticates the EST client as defined for the cipher
suite negotiated. The follow ng text provides details assumng a
certificate-based cipher suite such as the TLS 1.1 [ RFC4346]

mandat ory ci pher suite (TLS RSA W TH 3DES EDE CBC SHA). The EST
server MJST support certificate-based client authentication

Generally, the client will use an existing certificate for renew or
rekey operations. |If the certificate to be renewed or rekeyed is
appropriate for the negotiated cipher suite, then the client MJST use
it for the TLS handshake, otherw se the client SHOULD use an
alternate certificate that is suitable for the cipher suite and
contains the same subject identity information. Wen requesting an
enroll operation, the client MAY use a client certificate issued by a
third party to authenticate itself.

Certificate validation MIUST be perforned as per [RFC5280]. The EST
client certificate MIUST conformto the [ RFC5280] certificate profile.

The server validates the TLS client certificate using the EST server
Explicit and, if enabled, Inmplicit TA database(s). The server MJST
mai ntain a distinction between the use of Explicit and Inplicit TA
dat abases during authentication in order to support proper

aut hori zati on.

The EST server MJST perform authorization checks as specified in
Section 3.7.

If a client does not support TLS client authentication, then it MJST
support HTTP-based client authentication (Section 3.2.3) or
certificate-less TLS authentication (Section 3.3.3).

3.3.3. Certificate-Less TLS Mutual Authentication

Certificate-less TLS cipher suites provide a way to perform nutua
authentication in situations where neither the client nor server have
certificates, do not desire to use certificates, or do not have the
trust anchors necessary to verify a certificate. The client and
server MAY negotiate a certificate-less cipher suite for mutua

aut henti cati on.

When using certificate-less nmutual authentication in TLS for
enrol I nent, the cipher suite MJST be based on a protocol that is
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resistant to dictionary attack and MJUST be based on a zero know edge
protocol. Transport Layer Security-Secure Renote Password (TLS- SRP)
ci pher suites, i.e., those with _SRP_ in the name, listed in

Section 2.7 of [RFC5054] are suitable for this purpose. Section 6
lists the characteristics of a cipher suite that are suitable for use
in certificate-less nutual authentication for enroll nent.

Successful authentication using a certificate-less cipher suite
proves know edge of a pre-shared secret that inplicitly authorizes a
peer in the exchange.

3.4. Proof -of - Possessi on

As defined in Section 2.1 of CMC [ RFC5272], proof-of-possession (POP)
"refers to a value that can be used to prove that the private key
corresponding to the public key is in the possession of and can be
used by an end-entity".

The signed enrol |l nent request provides a signature-based

proof - of - possessi on. The nmechani sm described in Section 3.5
strengthens this by optionally including "Direct"-based

pr oof - of - possessi on [ RFC5272] by including TLS session-specific
informati on within the data covered by the enrol |l nent request
signature (thus linking the enrollnent request to the authenticated
end point of the TLS connection).

3.5. Linking Identity and POP | nformation

Server policy will determne whether clients are required to use the
mechani sm specified in this section. This specification provides a
met hod of linking identity and proof-of -possession by including
information specific to the current authenticated TLS session within
the signed certification request. The client can determne if the
server requires the linking of identity and POP by exam ning the CSR
Attributes Response (see Section 4.5.2). Regardless of the CSR
Attributes Response, clients SHOULD link identity and POP by
enbedding tls-unique information in the certification request. |If
tls-unique information is included by the client, the server MJST
verify it. The EST server MAY reject requests w thout tls-unique
informati on as indicated by server policy.

Li nking identity and proof-of-possession proves to the server that
the authenticated TLS client has possession of the private key
associated with the certification request, and that the client was
able to sign the certification request after the TLS sessi on was
established. This is an alternative to the "Linking Identity and POP
I nformation" nethod defined by Section 6 of [RFC5272] that is
available if Full PKI nessages are used.
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The client generating the CSR obtains the tls-unique value fromthe
TLS subsystem as described in Channel Bindings for TLS [ RFC5929].

The EST client operations between obtaining the tls-unique val ue

t hrough generation of the CSR that contains the current tls-unique
val ue and the subsequent verification of this value by the EST server
are the "phases of the application protocol during which application-
| ayer authentication occurs"; these operations are protected by the
synchroni zation interoperability nmechani smdescribed in the "Channe
Bi ndings for TLS" interoperability notes in Section 3.1 of [RFC5929].

When perform ng renegotiation, TLS "secure_renegotiation" [RFC5746]
MUST be used.

The tls-unique value is base64 encoded as specified in Section 4 of
[ RFC4648], and the resulting string is placed in the certification
request chal |l enge-password field ([ RFC2985], Section 5.4.1). The
chal | enge-password field is limted to 255 bytes (Section 7.4.9 of

[ RFC5246] indicates that no existing cipher suite would result in an
issue with this limtation). |If the challenge-password attribute is
absent, the client did not include the optional channel -bi ndi ng
informati on (the presence of the chall enge-password attribute

i ndi cates the inclusion of tls-unique information).

If the EST server nakes use of a back-end infrastructure for
processing, it is RECOWENDED that the results of this verification
be communi cated. (For example, this comrunicati on m ght use the CMC
[ RFC5272] "RA POP Wtness Control” in a CMC Full PKI Request message.
O, an EST server mght TLS-authenticate an EST client as being a
trusted infrastructure el enment that does not forward invalid
requests. A detailed discussion of back-end processing is out of
scope.)

When rejecting requests, the EST server response is as described for
all enroll responses (Section 4.2.3). |If a Full PKI Response is

i ncluded, the CMCFail Info MJUST be set to popFailed. |I|f a human-
readabl e reject nessage is included, it SHOULD i nclude an informative
text nessage indicating that the linking of identity and POP
information is required.

3.6. Server Authorization

The client MJST check EST server authorization before accepting any
server responses or responding to HTTP authentication requests.

The EST client authorization nmethod depends on whi ch net hod was used
to authenticate the server. Wen the Explicit TA database is used to
aut henticate the EST server, then Section 3.6.1 applies. Wen the
Implicit TA database is used to authenticate the EST server, then
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Section 3.6.2 applies. Successful authentication using a
certificate-less cipher suite inmplies authorization of the server.

The client MAY perform bootstrapping as specified in Section 4.1.1
even if these checks fail

3.6.1. dient Use of Explicit TA Dat abase

VWhen the EST client Explicit TA database is used to validate the EST
server certificate, the client MJST check either the configured URI
or the nost recent HTTP redirection URI against the server’'s identity
according to the rules specified in [ RFC6125], Section 6.4, or the
EST server certificate MUST contain the id-kp-cntRA [ RFC6402]

ext ended key usage extension.

3.6.2. dient Use of Inplicit TA Database

When the EST client Inplicit TA database is used to validate the EST
server certificate, the client MJUST check the configured URI and each
HTTP redirection URI according to the rules specified in [ RFC6125],
Section 6.4. The provisioned URI or the nost recent HTTP redirection
URI provides the basis for authorization, and the server’s
authenticated identity confirms it is the authorized server

3.7. dient Authorization

The decision to issue a certificate to a client is always controlled
by local CA policy. The EST server configuration reflects this CA
policy. This docunment does not specify any constraints on such
policy. EST provides the EST server access to each client’s
authenticated identity -- e.g., the TLS client’s certificate in
addition to any HTTP user authentication credentials -- to help in

i npl ementing such policy.

If the client’s certificate was i ssued by the EST CA, and it includes
the id-kp-cntRA [ RFC6402] extended key usage extension, then the
client is a Registration Authority (RA) as described in [ RFC5272] and
[ RFC6402]. |In this case, the EST server SHOULD apply authorization
policy consistent with an RA client. For exanple, when handling
/sinpleenroll requests, the EST server could be configured to accept
POP linking information that does not match the current TLS session
because the authenticated EST client RA has verified this information
when acting as an EST server (as specified in Section 3.5). More
specific RA nmechanisns are available if the EST client uses /fullcnt
met hods.
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4. Protocol Exchange Details

Bef ore processing a request, an EST server determines if the client
is authorized to receive the requested services. Likew se, the
client deternmines if it will rmake requests to the EST server. These
aut hori zation decisions are described in the next two sections.
Assumi ng that both sides of the exchange are authorized, then the
actual operations are as described in subsequent sections.

4.1. Distribution of CA Certificates

The EST client can request a copy of the current CA certificates.
This function is generally perfornmed before other EST functions.

4.1.1. Bootstrap Distribution of CA Certificates

It is possible that the client was not configured with an Inplicit TA
dat abase that allows a bootstrap installation of the Explicit TA

dat abase as described in 4.1.3. This section describes an alternate
met hod by which mininmally configured EST clients can popul ate their
Explicit TA database.

If the EST client application does not specify either an Explicit TA
dat abase or an Inplicit TA database, then the initial TLS server

aut henti cation and authorization will fail. The client MAY
provi sionally continue the TLS handshake to conpletion for the
pur poses of accessing the /cacerts or /fullcnc method. |If the EST

client continues with an unauthenticated connection, the client MJST
extract the HTTP content data fromthe response (Sections 4.1.3 or
4.3.2) and engage a hunman user to authorize the CA certificate using
out - of -band data such as a CA certificate "fingerprint" (e.g., a
SHA- 256 or SHA-512 [SHS] hash on the whole CA certificate). In a
[fullcnc response, it is the Publish Trust Anchors control (CMC

[ RFC5272], Section 6.15) within the Full PKI Response that nust be
accepted nanually. It is incunbent on the user to properly verify
the TA information, or to provide the "fingerprint" data during
configuration that is necessary to verify the TA information.

HTTP aut henticati on requests MJST NOT be responded to if the server
has not been authenticated as specified in Section 3.3.1 or if the
optional certificate-less authentication is used as specified in
Section 3.3.3.

The EST client uses the /cacerts response to establish an Explicit

Trust Anchor dat abase for subsequent TLS authentication of the EST
server. EST clients MJUST NOT engage in any ot her protocol exchange
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until after the /cacerts response has been accepted and a new TLS
sessi on has been established (using TLS certificate-based
aut henti cati on).

4.1.2. CA Certificates Request

EST clients request the EST CA TA database information of the CA (in
the formof certificates) with an HTTPS GET nmessage usi ng an
operation path of "/cacerts". EST clients and servers MJST support
the /cacerts function. dients SHOULD request an up-to-date response
before stored information has expired in order to ensure the EST CA
TA database is up to date.

The EST server SHOULD NOT require client authentication or
aut horization to reply to this request.

The client MJUST authenticate the EST server, as specified in
Section 3.3.1 if certificate-based authentication is used or
Section 3.3.3 if the optional certificate-less authentication is
used, and check the server’s authorization as given in Section 3.6,
or follow the procedure outlined in Section 4.1.1

4.1.3. CA Certificates Response

If successful, the server response MJST have an HTTP 200 response
code. Any other response code indicates an error and the client MJST
abort the protocol

A successful response MJST be a certs-only CMC Sinpl e PKI Response,
as defined in [ RFC5272], containing the certificates described in the
foll owi ng paragraph. The HTTP content-type of
"application/pkcs7-mnme" is used. The Sinple PKI Response is sent
with a Content-Transfer-Encoding of "base64" [RFC2045].

The EST server MJST include the current root CA certificate in the
response. The EST server MJST include any additional certificates
the client would need to build a chain froman EST CA-issued
certificate to the current EST CA TA. For exanple, if the EST CAis
a subordinate CA, then all the appropriate subordinate CA
certificates necessary to build a chain to the root EST CA are
included in the response.

The EST server SHOULD include the three "Root CA Key Update"
certificates AdwWthd d, A dWwthNew, and NewNthd d in the response
chain. These are defined in Section 4.4 of CWP [ RFC4210]. The EST
client MIUST be able to handle these certificates in the response.

The EST CA's nost recent self-signed certificate (e.g., NewWthNew
certificate) is self-signed and has the |atest NotAfter date. |If the
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EST server does not include these in the response, then after the
current EST CA certificate expires, the EST clients will need to be
reinitialized with the PKI using the Bootstrap Distribution of CA
certificates (Section 4.1.1) nethod, which involves user interaction

After out-of-band validation occurs, all the other certificates MJST
be validated using normal [RFC5280] certificate path validation
(using the nost recent CA certificate as the TA) before they can be
used to build certificate paths during certificate validation

The EST client MJST store the extracted EST CA certificate as an
Explicit TA database entry for subsequent EST server authentication.
The EST client SHOULD di sable use of Inplicit TA database entries for
this EST server now that an Explicit TA database entry is avail able.
If the client disables the Inplicit TA database, and if the EST
server certificate was verified using an Inplicit TA database entry,
then the client MJST include the "Trusted CA Indication" extension in
future TLS sessions [RFC6066]. This indicates to the server that
only an EST server certificate authenticatable by the Explicit TA

dat abase entry is now acceptabl e (otherw se, the EST server mi ght
continue to use a server certificate that is only verifiable by a now
disabled Inplicit TA).

The EST client SHOULD al so nake the CA Certificate response
informati on available to the end-entity software for use when
val i dating peer certificates.

4.2. dient Certificate Request Functions

EST clients request a certificate fromthe EST server with an HTTPS

POST using the operation path value of "/sinpleenroll". EST clients
request a renew rekey of existing certificates with an HITP POST
usi ng the operation path value of "/sinplereenroll”. EST servers

MUST support the /sinpleenroll and /sinplereenroll functions.

It is RECOWENDED that a client obtain the current CA certificates,
as described in Section 4.1, before performng certificate request
functions. This ensures that the client will be able to validate the
EST server certificate. The client MJST authenticate the EST server
as specified in Section 3.3.1 if certificate-based authentication is
used or Section 3.3.3 if the optional certificate-less authentication
is used. The client MJST verify the authorization of the EST server
as specified in Section 3.6.

The server MJUST authenticate the client as specified in Section 3.3.2
if certificate-based authentication is used or Section 3.3.3 if the
optional certificate-less authentication is used. The server MJST
verify client authorization as specified in Section 3.7. The EST
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server MJST check the tls-unique value, as described in Section 3.5,
if one is submtted by the client.

The server MAY accept a certificate request for nanual authorization
checking by an adninistrator. (Section 4.2.3 describes the use of an
HTTP 202 response to the EST client if this occurs.)

4.2.1. Sinmple Enrollment of dients

When HTTPS PCSTing to /sinpleenroll, the client MIST include a Sinple
PKI Request as specified in CMC [ RFC5272], Section 3.1 (i.e., a PKCS
#10 Certification Request [RFC2986]).

The Certification Signing Request (CSR) signhature provides

pr oof - of - possessi on of the client-possessed private key to the EST
server. |If the CSR KeyUsage extension indicates that the private key
can be used to generate digital signatures, then the client MJST
generate the CSR signature using the private key. |If the key can be
used to generate digital signatures but the requested CSR KeyUsage
ext ensi on prohibits generation of digital signatures, then the CSR
signature MAY still be generated using the private key, but the key
MUST NOT be used for any other signature operations (this is
consistent with the recommendati ons concerni ng subm ssi on of

pr oof - of - possession to an RA or CA as described in

[ SP-800-57-Part-1]). The use of /fullcnt operations provides access
to nore advanced proof - of - possessi on net hods that are used when the
key pair cannot be used for digital signature generation (see
Section 4.3).

The HTTP content-type of "application/pkcsl0" is used here. The
format of the nmessage is as specified in [RFC5967] with a Content-
Transf er - Encodi ng of "base64" [RFC2045].

If the EST client authenticated using a previously installed
certificate issued by a third-party CA (see Section 2.2.1), the
client MAY include the ChangeSubjectNane attribute, as defined in
[ RFC6402], in the CSR to request that the subjectNane and

Subj ect Al t Nane be changed in the new certificate.

The EST client MAY request additional certificates even when using an
existing certificate in the TLS client authentication. For exanple,
the client can use an existing certificate for TLS client

aut henti cati on when requesting a certificate that cannot be used for
TLS client authentication
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4.2.2. Sinple Re-enrollnment of Cients

EST clients renew rekey certificates with an HITPS POST using the
operation path value of "/sinplereenroll"”

A certificate request enploys the sane format as the "sinpleenroll"
request, using the same HTTP content-type. The request Subject field
and Subj ect Al t Name extensi on MJST be identical to the corresponding
fields in the certificate being renewed/rekeyed. The
ChangeSubj ect Nane attribute, as defined in [ RFC6402], MAY be incl uded
in the CSR to request that these fields be changed in the new
certificate.

If the Subject Public Key Info in the certification request is the
same as the current client certificate, then the EST server renews
the client certificate. |If the public key information in the
certification request is different than the current client
certificate, then the EST server rekeys the client certificate.

4.2.3. Sinmple Enroll and Re-enroll Response

If the enrollnent is successful, the server response MJST contain an
HTTP 200 response code with a content-type of
"application/pkcs7-m nme".

A successful response MJST be a certs-only CMC Sinpl e PKI Response,
as defined in [ RFC5272], containing only the certificate that was

i ssued. The HITP content-type of "application/pkcs7-mne" with an
sm nme-type paranmeter "certs-only" is used, as specified in [ RFC5273].

The server MUST answer with a suitable 4xx or 5xx HITP [ RFC2616]

error code when a problemoccurs. A Sinple PKI Response with an HTTP
content-type of "application/pkcs7-m nme" (see Section 4.3.2) MAY be
included in the response data to convey an error response. If the
content-type is not set, the response data MJUST be a pl ai ntext human-
readabl e error nessage containing explanatory information describing
why the request was rejected (for exanple, indicating that CSR
attributes are inconplete).

If the server responds with an HTTP [ RFC2616] 202, this indicates
that the request has been accepted for processing but that a response
is not yet available. The server MJST include a Retry-After header
as defined for HTTP 503 responses. The server also MAY include

i nformative human-readabl e content. The client MJST wait at |east
the specified "retry-after” time before repeating the same request.
The client repeats the initial enrollnment request after the
appropriate "retry-after” interval has expired. The client SHOULD
log or informthe end-user of this event. The server is responsible
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for maintaining all states necessary to recogni ze and handle retry
operations as the client is stateless in this regard; it sinply sends
the sanme request repeatedly until it receives a different response
code. Al other return codes are handled as specified in HTTP

[ RFC2616] .

If the client closes the TLS connections while waiting for the Retry-
After tine to expire, then the client initiates a new TLS connection
and performs all applicable security checks. If the client has

al ready generated a CSR that includes Iinking identity and POP
informati on (Section 3.5), then the CSRwill need to be recreated to
incorporate the tls-unique fromthe new, redirected session. Note:
the key pair need not be regenerated. These are processing and
interface burdens on the client. EST server administrators are
advised to take this into consideration.

The EST client MAY al so nake the certificate response, and associ ated
private key, available to end-entity software for use as an
end-entity certificate.

4.3. Full oMC

An EST client can request a certificate froman EST server with an
HTTPS POST using the operation path value of "/fullcnt". Support for
the /fullcnc function is OPTIONAL for both clients and servers.

4.3.1. Full CMC Request

If the HTTP POST to /fullcnt is not a valid Full PKI Request, the
server MJST reject the nessage. The HTTP content-type used is
"application/pkcs7-mime" with an sminme-type paraneter "CMC-request”,
as specified in [RFC5273]. The body of the message is the binary
val ue of the encoding of the PKI Request with a

Cont ent - Transf er - Encodi ng of "base64" [ RFC2045].

4.3.2. Full CMC Response

If the enrollnent is successful, the server response MJST include an
HTTP 200 response code with a content-type of
"application/pkcs7-m nme" as specified in [ RFC5273]. The response
data includes either the Sinple PKI Response with an sm ne-type
paraneter of "certs-only" or the Full PKI Response with an smi ne-type
paraneter "CMC-response", as specified in Section 3.2.1 of [RFC5751].
The body of the message is the binary value of the encoding of the
PKI Response with a Content-Transfer-Encodi ng of "base64" [RFC2045].
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When rejecting a request, the server MJST specify either an HTTP 4xx
error or an HITP 5xx error. A CMC response with the content-type of
"application/pkcs7-m me" MJST be included in the response data for
any CMC error response.

Al'l other return codes are handl ed as specified in Section 4.2.3 or
HTTP [ RFC2616]. For exanple, a client interprets an HITP 404 or 501
response to indicate that this service is not inplenmented.

4.4. Server-Side Key Generation

An EST client may request a private key and associated certificate
froman EST server using an HTTPS POST with an operation path val ue
of "/serverkeygen". Support for the /serverkeygen function is

OPTI ONAL.

A client MJST authenticate an EST server, as specified in

Section 3.3.1 if certificate-based authentication is used or
Section 3.3.3 if the optional certificate-less authentication is
used, and check the server’s authorization as given in Section 3.6.

The EST server MJST authenticate the client, as specified in

Section 3.3.2 if certificate-based authenticated is used or

Section 3.3.3 if the optional certificate-less authentication is
used, and check the client’s authorization as given in Section 3.7.
The EST server applies whatever authorization or logic it chooses to
determine if the private key and certificate shoul d be provided.

Ci pher suites that have a NULL confidentiality algorithm MJST NOT be
used as they will disclose the contents of an unprotected private
key.

Proper random nunmber and key generation [ RFC4086] is a server

i npl ementation responsibility, and server archiving of generated keys
is determned by CA policy. The key pair and certificate are
transferred over the TLS session. The cipher suite used to return
the private key and certificate MIST offer confidentiality
comrensurate with the private key being delivered to the client.

The EST client MAY request additional certificates even when using an
existing certificate in the TLS client authentication. For exanple,
the client can use an existing certificate for TLS client

aut henti cati on when requesting a certificate that cannot be used for
TLS client authentication
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4.4.1. Server-Side Key Ceneration Request

The certificate request is HITPS POSTed and is the sane format as for
the "/sinpleenroll" and "/sinplereenroll" path extensions with the
sanme content-type and transfer encodi ng.

In all respects, the server SHOULD treat the CSR as it would any
enroll or re-enroll CSR, the only distinction here is that the server
MJUST i gnore the public key values and signature in the CSR  These
are included in the request only to allow re-use of existing
codebases for generating and parsing such requests.

If the client desires to receive the private key with encryption that
exi sts outside of and in addition to that of the TLS transport used
by EST or if server policy requires that the key be delivered in such
a form the client MIUST include an attribute in the CSR indicating
the encryption key to be used. Both symmetric and asymetric
encryption are supported as described in the followi ng subsections.
The client MJUST also include an SM MECapabilities attribute

([ RFC2633], Section 2.5) in the CSR to indicate the key enci phernent
algorithms the client is willing to use.

It is strongly RECOMVENDED that the clients request that the returned
private key be afforded the additional security of the Cryptographic
Message Syntax (CMS) Envel opedData in addition to the TLS-provided
security to protect agai nst unauthorized disclosure.

4.4.1.1. Requests for Symmetric Key Encryption of the Private Key

To specify a symmetric encryption key to be used to encrypt the
server-generated private key, the client MJST include a
Decrypt Keyl dentifier attribute (as defined in Section 2.2.5 of

[ RFC4108]) specifying the identifier of the secret key to be used by
the server to encrypt the private key. Wile that attribute was
originally designated for specifying a firmvare encryption key, it
exactly mrrors the requirenents for specifying a secret key to
encrypt a private key. |If the server does not have a secret key

mat ching the identifier specified by the client, the request MJST be
term nated and an error returned to the client. Distribution of the
key specified by the DecryptKeyldentifier to the key generator and
the client is outside the scope of this docunent.
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4.4.1.2. Requests for Asymmetric Encryption of the Private Key

To specify an asynmetric encryption key to be used to encrypt the
server-generated private key, the client MJST include an

Asymret ri cDecrypt Keyl dentifier attribute. The

Asymmet ri cDecrypt Keyl dentifier attribute is defined as:

i d-aa- asymDecr ypt Keyl D OBJECT | DENTI FIER :: = {
id-aa 54 }

The asymmretric-decrypt-key-identifier attribute values have ASN. 1
type AsymretricDecrypt Keyldentifier (where ASN. 1 is defined in
[ X. 680])::

Asymmret ri cDecrypt Keyl dentifier ::= OCTET STRI NG

If the server does not have a public key matching the identifier
specified by the client, the request MJST be term nated and an error
returned to the client. Distribution of the key specified by the
Asymmret ri cDecrypt Keyl dentifier to the key generator and the client is
outside the scope of this docunent. |If the key identified is bound
to an X. 509 certificate, then the key MJUST either explicitly support
keyTransport or keyAgreenent or its use MJST be unrestricted.

4.4.2. Server-Side Key Ceneration Response

If the request is successful, the server response MJST have an HITP
200 response code with a content-type of "nultipart/m xed" consisting
of two parts: one part is the private key data and the other part is
the certificate data.

The format in which the private key data part is returned is
dependent on whether the private key is being returned with
additional encryption on top of that provided by TLS

If additional encryption is not being enployed, the private key data
MUST be placed in an "application/pkcs8". An "application/pkcs8"
part consists of the base64-encoded DER-encoded [ X. 690]
PrivateKeylnfo with a Content-Transfer-Encodi ng of "base64"

[ RFC2045] .

If additional encryption is being enployed, the private key is placed
inside of a CM5 SignedData. The SignedData is signed by the party
that generated the private key, which may or may not be the EST
server or the EST CA. The SignedData is further protected by placing
it inside of a CM5 Envel opedData, as described in Section 4 of

[ RFC5958]. The following |ist shows how the EncryptedData i s used,
dependi ng on the type of protection key specified by the client.
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(0]

If the client specified a symmetric encryption key to protect the
server-generated private key, the Envel opedData content is
encrypted using the secret key identified in the request. The
Envel opedData Recipientinfo field MIST indicate the key-encryption
kekri key managenent techni que. The values are as foll ows:
version is set to 4, key-encryption key identifier (kekid) is set
to the value of the DecryptKeyldentifier from Section 4.4.1.1;
keyEncryptionAlgorithmis set to one of the key wap al gorithns
that the client included in the SM MECapabilities acconpanying the
request; and encryptedKey is the encrypted key.

If the client specified an asymmetric encryption key suitable for
key transport operations to protect the server-generated private
key, the Envel opedData content is encrypted using a randomy
generated symmetric encryption key. The cryptographic strength of
the symmetric encryption key SHOULD be equivalent to the client-
specified asymmetric key. The Envel opedData Recipientinfo field
MUST i ndicate the KeyTransRecipientinfo (ktri) key managenent
technique. In KeyTransRecipientlnfo, the Recipientldentifier
(rid) is either the subjectKeyldentifier copied fromthe attribute
defined in Section 4.4.1.2 or the server deternines an associ ated
i ssuer AndSeri al Nunber fromthe attribute; version is derived from
the choice of rid [ RFC5652], keyEncryptionAl gorithmis set to one
of the key wap algorithns that the client included in the

SM MECapabi liti es acconpanying the request, and encryptedKey is
the encrypted key.

If the client specified an asymmetric encryption key suitable for
key agreenent operations to protect the server-generated private
key, the Envel opedData content is encrypted using a randomy
generated synmetric encryption key. The cryptographic strength of
the symmetric encryption key SHOULD be equivalent to the client-
specified asymmetric key. The Envel opedData Recipientinfo field
MUST i ndi cate the KeyAgreeRecipientlnfo (kari) key managenent
technique. |In the KeyAgreeRecipientlnfo type, version,
originator, and user keying material (ukn) are as in [ RFC5652],
and keyEncryptionAlgorithmis set to one of the key wap
algorithms that the client included in the SM MECapabilities
acconpanying the request. The recipient’s key identifier is
either copied fromthe attribute defined in Section 4.4.1.2 to
subj ect Keyl dentifier or the server determ nes an

| ssuer AndSeri al Nunber that corresponds to the val ue provided in
the attribute.

In all three additional encryption cases, the Envel opedData is
returned in the response as an "application/pkcs7-mme" part with an
sm nme-type paraneter of "server-generated-key" and a Content-
Transf er - Encodi ng of "base64"
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The certificate data part is an "application/pkcs7-nmi ne" and exactly
mat ches the certificate response to /sinpleenroll

When rejecting a request, the server MJST specify either an HTTP 4xx
error or an HITP 5xx error. |f the content-type is not set, the
response data MJUST be a pl ai ntext hunan-readabl e error nessage.

4.5. CSR Attributes

CA policy may allow inclusion of client-provided attributes in
certificates that it issues, and sone of these attributes may
describe information that is not available to the CA. |In addition, a
CA may desire to certify a certain type of public key and a client
may not have a priori know edge of that fact. Therefore, clients
SHOULD request a list of expected attributes that are required, or
desired, by the CAin an enrollnent request or if dictated by |oca

policy.

The EST server SHOULD NOT require client authentication or
aut horization to reply to this request.

Requesting CSR attributes is optional, but clients are advi sed that
CAs may refuse enrol |l nent requests that are not encoded according to
the CA s policy.

4.5.1. CSR Attributes Request

The EST client requests a list of CA-desired CSR attributes fromthe
CA by sending an HTTPS GET nessage to the EST server with an
operations path of "/csrattrs".

4.5.2. CSR Attributes Response

If locally configured policy for an authenticated EST client
indicates a CSR Attributes Response is to be provided, the server
response MJUST include an HTTP 200 response code. An HTTP response
code of 204 or 404 indicates that a CSR Attri butes Response is not
avai l abl e. Regardl ess of the response code, the EST server and CA
MAY rej ect any subsequent enroll ment requests for any reason, e.g.,
inconplete CSR attributes in the request.
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Responses to attribute request nessages MJST be encoded as the
content-type of "application/csrattrs" with a

Cont ent - Transf er - Encodi ng of "base64" [ RFC2045]. The syntax for
application/csrattrs body is as foll ows:

CsrAttrs ::= SEQUENCE SIZE (0..MAX) OF AttrO A D
AttrOQAOD ::= CHO CE (oid OBJECT | DENTIFIER, attribute Attribute }
Attribute { ATTRIBUTE: | CSet } ::= SEQUENCE {

type ATTRI BUTE. & d({1CSet}),
val ues SET Sl ZE(1..MAX) OF ATTRI BUTE. &Type({l CSet}{ @ype}) }

An EST server includes zero or nore O Ds or attributes [ RFC2986] that
it requests the client to use in the certification request. The
client MIUST ignore any O D or attribute it does not recognize. Wen
the server encodes CSR Attributes as an enpty SEQUENCE, it neans that
the server has no specific additional information it desires in a
client certification request (this is functionally equivalent to an
HTTP response code of 204 or 404).

If the CArequires a particular crypto systemor use of a particular
signature schene (e.g., certification of a public key based on a
certain elliptic curve, or signing using a certain hash algorithm it
MUST provide that information in the CSR Attribute Response. |If an
EST server requires the linking of identity and POP information (see
Section 3.5), it MJIST include the chall engePassword O D in the CSR
Attributes Response.

The structure of the CSR Attributes Response SHOULD, to the greatest
extent possible, reflect the structure of the CSRit is requesting.
Requests to use a particular signature schene (e.g. using a
particul ar hash function) are represented as an QD to be reflected
in the SignatureAl gorithmof the CSR Requests to use a particular
crypto system(e.g., certification of a public key based on a certain
elliptic curve) are represented as an attribute, to be reflected as
the Algorithmdentifier of the SubjectPublicKeylnfo, with a type

i ndi cating the algorithmand the values indicating the particul ar
paraneters specific to the algorithm Requests for descriptive
information fromthe client are nade by an attribute, to be
represented as Attributes of the CSR, with a type indicating the

[ RFC2985] extensi onRequest and the val ues indicating the particul ar
attributes desired to be included in the resulting certificate’'s

ext ensi ons.

The sequence is Distinguished Encoding Rul es (DER) encoded [ X. 690]

and t hen base64 encoded (Section 4 of [RFC4648]). The resulting text
forms the application/csrattr body, w thout headers.
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For exanple, if a CArequests a client to subnmit a certification
request containing the chall engePassword (indicating that |inking of
identity and POP information is requested; see Section 3.5), an
ext ensi onRequest with the Media Access Control (MAC) address
([ RFC2307]) of the client, and to use the secp384rl elliptic curve
and to sign with the SHA384 hash function. Then, it takes the
fol | owi ng:

anbD chal | engePassword (1.2.840.113549.1.9.7)

Attribute: type = extensionRequest (1.2.840.113549.1.9.14)
val ue = macAddress (1.3.6.1.1.1.1.22)

Attribute: type = id-ecPublicKey (1.2.840.10045.2.1)
val ue = secp384r1 (1.3.132.0.34)

a D ecdsaWt hSHA384 (1. 2.840.10045. 4. 3. 3)
and encodes theminto an ASN. 1 SEQUENCE to produce:
30 41 06 09 2a 86 48 86 f7 0d 01 09 07 30 12 06 07 2a 86 48 ce 3d
02 01 31 07 06 05 2b 81 04 00 22 30 16 06 09 2a 86 48 86 f7 0d 01
09 Oe 31 09 06 07 2b 06 01 01 01 01 16 06 08 2a 86 48 ce 3d 04 03
03
and then base64 encodes the resulting ASN. 1 SEQUENCE to produce:

MEEGCSqGSI b3DQEJBz ASBgcghkj OPQ BMQX GBSUBBAAI MBYGCSqGSI b3DQEJD EJ
Bgcr BgEBAQEVBggqhkj OPQQDAW==

5. | ANA Consi derati ons

Section 4.4.1.2 defines an O D that has been registered in an arc
del egated by the 1ANA to the PKI X working group.

I ANA has registered the foll ow ng:

| ANA updated the well-known URI registry with the following filled-in
tenpl ate from [ RFC5785].

URI suffix: est

Change controller: |ETF
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| ANA has updated the "Application Media Types" registry with the
following filled-in tenplates from [ RFC6838].

The nedia subtype for CSR attributes in a CSR Attri butes Response is
application/csrattrs.

Type name: application

Subt ype nane: csrattrs

Required paraneters: None

Opti onal paranmeters: None

Encodi ng consi derations: binary;

Security Considerations:
Clients request a list of attributes that servers wish to be in
certification requests. The request/response is normally done
in a TLS-protected tunnel

I nteroperability considerations: None

Publ i shed specification: This nmeno.

Applications which use this nmedia type: Enroll ment over Secure
Transport (EST)

Addi tional infornmation:
Magi ¢ nunber (s): None
File extension: .csrattrs

Person & enmil address to contact for further infornation:
Dan Har ki ns <dhar ki ns@r ubanet wor ks. cone

Restrictions on usage: None

Aut hor: Dan Har ki ns <dhar ki ns@r ubanet wor ks. con

I nt ended usage: COVMON

Change controller: The I ESG <i esg@etf.org>
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The application/pkcs7-nmine content-type defines the optiona

"sm ne-type" paraneter [RFC5751] with a set of specific values. This
docunent adds anot her val ue, "server-generated-key", as the paraneter
val ue for Server-side Key Generation Response.

6. Security Considerations

Support for Basic authentication, as specified in HITP [ RFC2617],

all ows the server access to a client’s cleartext password. This
provi des support for |egacy usernane/ password databases but requires
exposing the plaintext password to the EST server. Use of a PIN or
one-tine password can help mtigate such exposure, but it is
RECOMVENDED t hat EST clients use such credentials only once to obtain
a client certificate (that will be used during future interactions
with the EST server).

When a client uses the Inplicit TA database for certificate
validation (see Section 3), then authorization proceeds as specified
in Section 3.6.2. In this situation, the client has validated the
server as being a responder that is certified by a third party for
the URI configured, but it cannot verify that the responder is
authorized to act as an RA for the PKI in which the client is trying

to enroll. dients using an Inplicit Trust Anchor database are
RECOMVENDED to use only TLS-based client authentication (to prevent
exposi ng HTTP-based client authentication information). It is

RECOMVENDED t hat such clients include "Linking Identity and POP
Information" (Section 3.5) in requests (to prevent such requests from
being forwarded to a real EST server by a man in the mddle). It is
RECOMVENDED that the Inplicit Trust Anchor database used for EST
server authentication be carefully nanaged to reduce the chance of a
third-party CA with poor certification practices from being trusted.
Di sabling the Inplicit Trust Anchor database after successfully
receiving the Distribution of CA certificates response

(Section 4.1.3) limts any vulnerability to the first TLS exchange.

Certificate-less TLS cipher suites that maintain security and perform
the nmutual authentication necessary for enrollment have the follow ng
properties:

o the only information | eaked by an active attack is whether or not
a single guess of the secret is correct.

0 any advantage an adversary gains is through interaction and not
comput at i on.

0 it is possible to perform counterneasures, such as exponentia

backoff after a certain nunber of failed attenpts, to frustrate
repeated active attacks.
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Using a certificate-less cipher suite that does not have the
properties listed above would render the results of enrollnment void
and potentially result in certificates being issued to

unaut henti cated and/ or unauthorized entities.

When using a certificate-less TLS cipher suite, the shared secret
used for authentication and authorization cannot be shared with an
entity that is not a party to the exchange: soneone other than the
client and the server. Any additional sharing of secrets voids the
security afforded by a certificate-less cipher suite. Exposure of a
shared secret used by a certificate-less cipher suite to a third
party enables client inpersonation that can result in corruption of a
client’s trust anchor database.

TLS ci pher suites that include " _EXPORT_" and "_DES " in their nanes
MUST NOT be used. These ciphers do not offer a sufficient |evel of
protection; 40-bit crypto in 2013 doesn’'t offer acceptable
protection, and the use of DES is deprecated.

As described in CMC, Section 6.7 of [RFC5272], "For keys that can be
used as signature keys, signing the certification request with the
private key serves as a POP on that key pair". The inclusion of tls-
unique within the certification request |inks the proof-of-possession
to the TLS proof-of-identity by enforcing that the POP operation
occurred while the TLS session was active. This inplies to the
server that the authenticated client currently has access to the
private key. |If the authenticated client is known to have specific
capabilities, such as hardware protection for authentication
credentials and key storage, this inplication is strengthened but not
proven.

The server-side key generation nmethod all ows keys to be transported
over the TLS connection to the client w thout any application-I|ayer
protection. The distribution of private key material is inherently
risky. Private key distribution uses the encryption node of the
negoti ated TLS ci pher suite. Keys are not protected by preferred key
wr appi ng net hods such as AES Key Wap [RFC3394] or as specified in

[ RFC5958] as encryption of the private key beyond that provided by
TLS is optional. It is RECOMVENDED that EST servers not support this
operation by default. It is RECOVWENDED that clients not request
this service unless there is a conpelling operational benefit. Use
of an Inplicit Trust Anchor database is NOT RECOMMENDED when
server-side key generation is enployed. The use of an encrypted CMVB
Server-Si de Key Generation Response i s RECOMVENDED.

Regarding the CSR attributes that the CAmay list for inclusion in an

enrol I nent request, there are no real inherent security issues with
the content being conveyed, but an adversary who is able to interpose
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7.

7.

herself into the conversation could exclude attributes that a server
may want, include attributes that a server may not want, and render
meani ngl ess other attributes that a server may want.

ASN. 1 encoding rules (e.g., DER and BER) have a type-I|ength-val ue
structure, and it is easy to construct malicious content with invalid
length fields that can cause buffer overrun conditions. ASN. 1
encoding rules allow for arbitrary |evels of nesting, which may nake
it possible to construct malicious content that will cause a stack
overflow. Interpreters of ASN. 1 structures should be aware of these
i ssues and shoul d take appropriate nmeasures to guard agai nst buffer
overflows and stack overruns in particular, and nalicious content in
general .
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Appendi x A.  Operational Scenario Exanpl e Messages
(I'nformative)

Thi s section expands on the Qperational Scenario Overviews by
provi di ng detail ed exanpl es of the nessages at each TLS | ayer.

A.1l. Obtaining CA Certificates
The following is an exanple of a valid /cacerts exchange.

During the initial TLS handshake, the client can ignore the optional
server-generated "certificate request” and can instead proceed with
the HTTP GET request:

GET /.wel | -known/ est/cacerts HITP/ 1.1

User-Agent: curl/7.22.0 (i686-pc-linux-gnu) libcurl/7.22.0 OpenS
SL/1.0.1 zlib/1.2.3.4 libidn/1.23 librtnp/2.3

Host: 192.0.2.1:8085

Accept: */*

In response, the server provides the current CA certificates:

HTTP/ 1.1 200 K

Status: 200 K

Cont ent - Type: application/pkcs7-m me
Cont ent - Tr ansf er - Encodi ng: base64
Content - Lengt h: 4246

M | MOQYJKoZl hveNAQec Col | MKj CCDCYCAQEXADAL Bgkghki GOwOBBwWGgggwivM | C
+z CCAeOgAWM BAgl JAJpY3nUzZOBqc MAOGCSqGSI b3 DQEBBQUANMBs x GTAXBgNVBAMT
EGVz dEV4AYWLwb GVDQSBPd 0 8wHh ¢ NMTMANT A5 VDML Mz Mk WWh ¢ NMTQMNT AS VDML Mz vk
W Ab MRk wFwYDVQQDEX Bl c3RFeGFt cGxl QOEgGT3dPM | Bl j ANBgkghki GOWOBAQEF
AACCABAM | BCgKCAQEAWDgpi Hopal CubpRgbpEN7LqTI gVELFI A9qDDheHl KuyO
HW ZAP7RI 4S5ZU6gal W ksseBUxdnmox3KNyvt yj ehl of Tu28ezWhgy 6/ LCEGAR3P
K+f gPBAOI 0Jf JR/ 8oeXZa700LVQ3hl 4kCeqj FMs+bi YHOvp/ Rl uhf t yZ5kzQyH1
EGsRkwl/ qUKk TZ8PCF8VFI Yf qmJogsaRTyZbj | | 4J+Y6/ j EGrp7Q eWDzcz4sPe8
3¢/ uhwMLONXK Zt KsQt go5Cpf YM uAnk4Q2j oQq2vex! c+WNKHf +wbr Db110RZr i |

91 Sl | 94ountRz3uBGLlYg7z83hdDf asndf bp8gOSNFQ DAQAB0OI wQDAPBgNVHRVB
Af SEBTADACQH MBOGALUdDgQNBBQ TTKxMJATXr f c4f f pCl bt 6Gsz0j AOBgNVHQBB
Af 8EBAMCAQYWDQYJKoZI hvc NAQEFBQADg g EBACPNQPu5WRe UGUCMS0NBOGa2t Xh6
uZPAnS3J1gEf DePani | i U9ssyYdcDwhWHKMP4gl / yudXFqhdpl oy/ PyDAT15MI7
KADCx Xkh5r MLl gMui 7FvBKLWYGdy9sj Ef 90wAk Bj HBe/ TMOLNNW3UELY ONSkHI vo
X0Opu6aPmm mol MyG 46ni Fseli W XXI dGLkOsh0e7U+wpBX07QoOr 2KB2+Yf +UuA
KY1SW EG23bUx Xl vcbUMgANDG 5r 6z+ni KLOVI Api p/ i CUVEECcZ91U mlj VLQM
X6i e+v84o0Mtpl oj i GVDCAXWE VI KKEgcMOsN3S41 vimBPt pq0GLol JYSNTD20wggvD
M | B66 ADAgECAgEBMAOGCSqGSI b3 DQEBBQUANMBS x GTAXBgNVBAMTEGVZz d EVA YWLw
b GvDQSBPd 08wHh c NMTMAMNTAS VDML Mz My Wh ¢ NMTQAMNTAS VDML Mz My W Ab MRKwFwWYD

Pritikin, et al. St andards Track [ Page 45]



RFC 7030 EST Cct ober 2013

VQQDEXBI c3RFeGFt cGxl QQEgTndPM | Bl j ANBgkghki GOWOBAQEFAACCABAM | B
CgKCAQEANN3r Z3r MIHW 7MDOK4AnmubxHAvt dnr sQF 50F gt MiRI L4aePNhAdgPyj 8C
| oxQgD3UTV+dQLVi Oz VxPN7aci koOnkl dRpj pOpky Mo+KkvHMIXGnQTbs MAv 1qW
9S12DMp0o0GOA1e4Ge3ud5YPOTR/ g6Pvj N511 EwYKksG7 Cgl wZwB+5JbwhYr 2D/ Ou
btdtri RVi xPW vt +wz/ | Tp5rcj h/ 8RS3LE8t Qy3kTNhJF3Y/ esR2sSgO PNgl t o
CATysbal NEPr 4MengM_4t DpR/ a@y+8Qe7s1LyMrvDl et p2mmBykAC/ 7nCat / pwU
| BOsN524D1XAgz8ZKvW kh+ZaOr 3hwi DAQAB0 11 WUDACOBg NVH@BBAf 8EBAMCBL Aw
HQYDVROOBBYEFLHEaeZbowsSn2Jej i zu/ uWjy Mkl 8VB8GALUdI wQYMBaAFAhNM Ey
0BNet 9zh9+k| hu30az PSMAOGCSqGSI b3DQEBBQUAA4I BAQCLDkL7aLNV6hSCkI qH
g+shVOYLO66/ tj 00vY/j V5skgDHk5d0B+0Gor t KVuGa57+v0avTr | Jns3bNVBNt v
zk DEhnd00AkO2aPsi 4wRHLFgt t Uf 9HdAEHAUTKAESPTWA3DI pt j kf Hht BM sFr Ckd
sxW Cz+pr DOVHYf UEKhRWW++1zyGEX60v1Ap2| U2p3E+ASi hL/ amk TEQAsbwj UTI
R52zoL6nMPzpbKeZi 2M)eEBVF8sDueA9H o6wolj gJqV0/ yc5vC2HAXUChxO0cWI'Y
CGcRBgL/ yOyQLKi Y5STKBHO51G Q4vhF2HmcoO7DkeNLYJOgel6ssx4o0gBHul 20VgF
XJJj M | DAz CCAeugAW BAgl BA] ANBgkghki GOw0BAQUFADAL MRk wiwYDVQQDEX Bl
c3RFeGFt cGxl QQEgTndOVB4XDTEz MDUWOTAZ NTMzM 0 XDTEOMDUWOTAZNTMZM ow
Gz EZVBc GA1UEAX MQZXNORXhhbXBs ZUNBI E93Tj CCASI wbQYJKoZl hvc NAQEBBQAD
ggEPADCCAQ0oCggEBAMAGGYh6 KW Ar nbUanbRDey 6ky Kl hCx SAPagw4Xhy Cr sj hlv
2QD+0ZeEuVWO0G 1v5LLHgVMXZgMWdyj cr 7c030SKHO7t vHMoYMuvywhBl kdzyvn
4DWONIdCXy Uf / KH 2WI9KC1UHNA SQJ Anqox TLPmANBIL6f 0ZboX7cneZMMh9RBr
EZMNF 61 CpE2f Dwhf FRZWH6pl KKr Gk U8 mMy COCF mOv4x Bvge0K3I vc3M+LD3vN3P
7ocDCz| kJGhSr ELYKOQuX2DI 7gJpCENo6EKt r 3MZXPI j Sh3/ sGow29dTkWa4pf SE
pSPeKLpnEc97gRt W 08/ NAX@B2r JnX26f | Dkj RUCAWEAAaNSMFAWDY YDVROPACQH
BAQDAg SWVBOGA1 Ud DgQMBBQ TTKx MATXr f c4f f pCl bt 6Gsz0j Af BgNVHSVEGDAW
gBSxxGhmABMEP9i Xo4s7v7Il gsj JCPDANBgkghki GOw0BAQUFAACCAQEALhDaE6M
Bl NBsJozdbXl i j r WkL1CSv8f 4GapUFk3Cgzj i bt / qVUoaNR4AE58y RopuEhj wFZK
2w8Yt Rqx8l ZoFhcolLkpBDf gLLwhozt zbYvOVKQM dj Bl kBEVNRSMAr s 7F/ AxWiy
i Z2+8AnRBGAIElI bCDOAT7 x| ghmAEMh/ BVI 9C7GLqd6PxKr TAj uDf Epf dWhlU/ uYKnK
cL3XDbSwr 30j 2EQyaTV/ 3WDTn2Uf uxdwDQ4ZJs9G+Mas50s7AGECpl Syd FrmX6/ bU
DpJXGAi Lwf J9C/ aundnyl YuGCI68BuUTr Cs9567KG XEXI OnmdFFCL7TaVR43kj sg3
c43kZ7369MeEZz CCAvswggH 0 AMCAQ CCQDpr p3Dnj Oy ETANBgk ghki GOWOBAQUF
ADAb MRk wFwYDVQQDEX Bl ¢ 3RFe GFt ¢ Gxl QOEgTndOVBAXDTEz MDUWOTAZNTMzM 0X
DTEOMDUWOTAzZ NTMzM owGz EZIVBc GALUEAX MQZXNORXhhbXBs ZUNBI E53Tj CCASI w
DQYJKoZI hvec NAQEBBQADg gEPADCCAQuCggEBAJS5962d62z CR8H+z A/ SuJr nBRM.7X
Z67EH+TNALTI USC+Gnj zYQHYD8Bo/ ApaMIoA91ELf nUNVY] s1cTze2nl pKDp5CHUa
Y6TgZM KPi pLxzEFxpOE27DAL9al r f Ut dgzKaNBj gNXuBnt 7neWDzKkOf 6uj 74zed
SBMGCpLBuwoJ c Gc Af uSVBI WK9g/ 9Ln7RpbadkVYsT1q77f sM yE6ea3l 4f / EUt yx
PLUM 5Ez YSRd2P3r Edr EoDoj zYCLaAgE8r Qi DRD6+DHpqj C+LQBUf 2hvcvvEHU7
NS8j BbwosXr adppgcpAAv+5znt f 6cFIQALDeduA9VWM M GSr 1951 f mA q94c CAWEA
AaNCVEAWDWYDVRO TAQH BAUWAWEB/ z AdBgNVHQAEFgQUs c Rp5I1 uj BKf Y1 60LO7+5
ar | yQ wwbg YDVROPAQH BAQDAgEGVAOGCSqGCSI b3DQEBBQUAA4I BAQBCz/ CWIYvn
GM SACdEi onbAlVxaWBnKgCWy/ EyW Al i aHQuVI B+j TUAESI ona2MbJoFHVWBUSe8
9dCPOr JpAQUYXXhW FQz d52Wpns4wUYt 1j 3gqqd36Kor JI AuPi gvVngl13yKyt xM/c
VmxQnhOaux3aEnEy RGAhGal HpORaKdgPRzUaG i pJ TNBk SV5S4k D4y DCPHVNbBu+
Ccl uer wEpbz6GvE7CpXl 2j r TBZSqBsFel q0i z4kk9++9CnwZwr Vgdzkl hRf J1Z4]
NkLr uwbQ+o4NvBZs Xi KxNf n3K203SK8AuaEy DWkq18+5rj cf pr ROBx4YTW-6mXPq
j MOMAGNDEWH10QAX AA==
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A.2. CSR Attributes

The following is an exanmple of a valid /csrattrs exchange. During
this exchange, the EST client authenticates itself using an existing
certificate issued by the CA for which the EST server provides
services

The initial TLS handshake is identical to the enrollnment exanple
handshake. The HITP GET request:

GET /.well-known/est/csrattrs HITP/ 1.1

User-Agent: curl/7.22.0 (i 686-pc-1inux-gnu) libcurl/7.22.0 OpenS
SL/1.0.1 zlib/1.2.3.4 libidn/1.23 librtnp/2.3

Host: 192.0. 2. 1: 8085

Accept: */*

In response, the server provides suggested attributes that are
appropriate for the authenticated client. 1In this exanple, the EST
server also includes two exanple attributes that the client would
ignore unless the attribute type is known to the client:

HTTP/ 1.1 200 K

Status: 200 K

Cont ent - Type: application/csrattrs
Cont ent - Transf er - Encodi ng: base64
Content-Length: 171

MHWGBY s GAQEBARYW gYDi DcBMRsTGVBhcenN | FNFVCBheyAyLj k50S4x1 GRhdGEG
CSqGSI b3DQEIBzAsBgO NwW xJQYDi DcDBgO NwQTGVBhenN | FNFVCBhcyAyLj k5
0S4y | GRhd GEGCSs k AWMCCAEBCWYJ Y1 ZI AWUDBAI C

A. 3. Enrol | / Re-enrol |

The following is an exanple of a valid /sinpleenroll exchange. The
data nessages for /sinplereenroll are simlar.

During this exchange, the EST client uses an out-of-band distributed
user name/ password to authenticate itself to the EST server. This is
the normal HTTP WMWY Aut henti cate behavior and is included here for

i nformative purposes. Wen an existing TLS client certificate is
used, the server mght skip requesting the HITTP WWV Aut henti cat e
header, such as during a /sinplereenroll operation

During the initial TLS handshake, the client can ignore the optiona

server-generated "certificate request” and can instead proceed with
the HTTP POST request. In response to the initial HITP POST attenpt,
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the server requests WNWVM Aut henticate fromthe client (this m ght
occur even if the client used a client certificate, as detailed in
the normative text above):

HTTP/ 1.1 401 Unaut hori zed

Content-Length: O

WAV Aut hent i cat e: Di gest gop="auth", real m="estreal nf,
nonce="1368141352"

In the subsequent HTTP POST, the usernane/password is included, along
with the conplete application/pkcsl0 content:

POST /. wel | -known/ est/sinpleenroll HTTP/ 1.1

Aut hori zation: Di gest username="estuser", real m="estreal n, nonc
e="1368141352", wuri="/.well-known/est/sinpleenroll”, cnonce="M
TYWMEg3", nc=00000001, gop="auth", response="144cc27f96046f 1d70e
b16db20f 75f 22"

Host: 192.0. 2. 1: 8085

Accept: */*

Cont ent - Type: application/pkcsl0

Cont ent - Tr ansf er - Encodi ng: base64

Content - Lengt h: 882

M | ChTCCAW) CAQAWHz Ed MBs GALUEAXMUZGVt b3NOZXAQOI DEzNj gxNDEz NTI wggEi
MAOGCSqGSI b3DQEBAQUAAAI BDWAWGgEKAoI BAQC Np+kdz+Nj 8XpEp9kaumDZ3
eFYJpQKz9ddD5e50z UeCnmlL03ZI XQ xc0eVt MCat nRr 3dnZRCAxG whqoB3eKt 29/
XSOF f W+odbywOWik QO bnt CQr y8YdcBZ+8Lj | / N7M2kr nj noSLnlwU2V4aNKf 0Y
M_R5Kr mah31 k31j myCSvwTnv6nx6pr 2pTJ82JavhTEl | t / f AYQ1RYhkMLCXoBL+y
hEoDanN7TzC94skf S3VV+f 53J9SkUx TYcy 1RWOk 3VXF x Ww +c SKEPREI 71 6k0YeK
t DEVAgBI EYM L1S69RXTLuj i r wngSRj Oquzk AkD31BE961KZCxeYG hxaRAPAgVB
AAG| TAf Bgkghki GOWOBCQexENMXK3Jy @I yLzcr RVI 1INTBUNDANBgkghki GOwOB
AQUFAAOCAQEARBVO0AJeXaHp!l 1MFI dzWjoi 1dOCf 6U+qaYWeBzpLADvJr PK1gx5pq
WXMB30A1O0+7Rvr Fv+nyd6VF2r | / M Np+I sKuA9LYW Bj Ve/ LXoBOBdB/ Kxr Yl 16¢
VUS+Yydi 1ni a+Daf t YSRGol M_t Wi qbc2SDBr 2kHXWLTR130hI cpwnr 29k C2Kzur
5t hsuj 276 FGL1vPUuOdRf GQf x4WM9uAHBgz 6t WB7CepZsr UKe/ Opf Vhr 20HXApYh
CcHGBQPQHVTFV]j HecedUj AXi crt bsVhU501l Pv7f 41 EApv3SBQMIcag50832BzHwW7n
Py MFc ML5E9gt UVee5C62bVwuk/ t bnGsbwQ==
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The EST server uses the usernane/password to perform
aut henti cati on/ aut horizati on and responds with the issued
certificate:

HTTP/ 1.1 200 K

Status: 200 K

Cont ent - Type: application/pkcs7-m nme; smine-type=certs-only
Cont ent - Tr ansf er - Encodi ng: base64

Content-Lengt h: 1122

M | DOAYJKoZI hveNAQc Col | DKTCCAy UCAQEXADALBgkghki GOw0BBwGgggM-M | D
Bz CCAe+gAW BAgl BFTANBgkghki GOwWOBAQUFADAL MRKWFWYDVQQDEX B ¢ 3RFe GFt

cGxl QQEgTndOVB4 XDTEz MDUWCOT | z MITULMLo XDTEOMDUWOT I z MTULMLowHz EdMBs G
ALUEAXMJZGVt b3NOZXAOI DEzNj gxNDEz NTI wggEi MAOGCSqGS| b3DQEBAQUAA4I B
DwAWggEKAol BAQC Np+kdz+Nj 8XpEp9kaumMDZ3eFYJpQKz9ddD5e50z UeCnil03
ZI XQ xc0eVt MCat nRr 3dnZRCAXG whqoB3eKt 29/ XSCf f W+odbywoWlk QO bnt C
Q y8YdcBz+8Lj | / N7M2kr nj noSLLwU2V4aNKf 0YMLRSKr mah31 k31j myCSvwTnv
6mx6pr 2pTJ82JavhTEl It/ f AYg1RYhkKMLCXoBL+yhEoDanN7TzC94skf S3VV+f 53
JOSkUxTYcy 1RwWOk 3VXF x Wwy +c SKEPREI 71 6k0YeKt DEVAgBI EYM L1S69RXTLuj i

rwngqSR OquzkAkD31BE961KZCxeYG hxaRAPAgMBAAG U BQVA4GAL Ud DWEB/ WQE
Awl Es DAdBgNVHQAEFgQU/ qDdB6i 1 6i c@BwGAWvy1lj f EAxt UnHwWYDVROj BBgwFoAU
scRp5I uj BKf YI 60LO7+5ar | yQ wwDQYJKoZI hve NAQEFBQADggEBACNkglhvL6+7
a+l FTARoxai nBx5gxdZ9ontsh0OL+qL+4PDvg/ +KHz Ks DnMCr ¢ U6 WA YP5n0EDKmMGa 6
4| Y8f bET4t t 7j uJg6i xb95/ 760ThOvuct wkGr 6+D6ETTf qyHnr bhX3l AhnB+0Ja7
01gv4CWh1ll 8aRaTXdpOHORVNOSMXdcr | Cys2vrt A +Lj R2a3kaj JO6eBl edzF
Q Zf OPhalLWen0e2BLNJI OvsC2Fa+2LMCnf C38Xf GALa5A8e7f NHXWZB] XZLBCza3
r Es9M h2Q A/ ocSC/ WwemMrd+Eqnt / FpggRy+F81 ZSRvBaRUCt GE1l gDnmu6AFUxce
RAPOr T2xz8ChADEA
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A 4. Server Key Generation

The following is an exanple of a valid /serverkeygen exchange.
During this exchange, the EST client authenticates itself using an
existing certificate issued by the CA the EST server provides
services for.

The initial TLS handshake is identical to the enrollnment exanple
handshake. An exanple HTTP POSTed nessage is:

PCST /. wel | -known/ est/serverkeygen HTTP/ 1.1
Host: 192.0.2.1:8085

Accept: */*

Expect: 100-conti nue

Cont ent - Type: application/pkcsl0

Cont ent - Transf er - Encodi ng: base64
Content-Length: 963

M | CwTCCAak CAQAWW E+NDWGALUEAXMLc2VydmVvy S2V5R2Vul HII ¢ SBi eSBj bd |
bnQyaWlgZGvt byBzdGvwl DEy| DEzN gx NDE5NTUx GTAXBgNVBAUTEFBJ RDp Xa\WWRn
ZXQyUO46 MrAwggEi MAOGCSqGSI h3DQEBAQUAA4A|I BDwAWYgEKAOI BAQCVEL/ 6maA/
3/ L32Suyzbf 28LMY8CQ pOaepa7020BSf | uvnBHXR44m V+wpi eMBH5SN3Ub3RI 0
RUun/ Fl 1 1 zKOuV7Ur kqJ3Yzng2NOoTd4C+OPsV/ RPTu873dhFr ssDk3P4NI phl SS
sSI kt 5r hz7wYbCqCFR5Aphe/ 30Jx7D+xBl 5Rs8e6vRS8I pul mh71BHi Lf hq9AFhz
47JsOQUSVpUmUogFs M7 SOQB XI 4dl +dj hpj T+YTI6hQ@PXr qdch3KsTBc6akKs+e2
5QIxh708JIHVI PHo4YI xXt AYSut cbb TNS TXWFCWEr WDJ +zuMrk 2y U+di 010W YR7V
ft AvazJ3l aQbAgMBAACGG! TAf Bgkghki GOWOBCQex EnMQZEZz Qvht Snbgb2t CAER2
cj ANBgkghki GOwWOBAQUFAACCACEAR+] OEQB+hS]j r LCAj nVHEbZdHUNGsz| dwx 1i u
L4n+0XK3Sf EzeOWKCAT74yFCK| 3r edS1Ht 9at YUPbOD1Q 9Jf 9Co8elLbl o1l 19A6
GaS798of x| FOPI 0Dr 6/ Ggj heqJEI bcDTAJq+kvDi hyQ4Gnhosygl ZHvKppQ ebA
gvp2RISNM 0PCe6RgTWIE2f m 9r i n/ 9Py XeWFF1lnanp+l YbTGw vlaEli khj CLI H
veHhCdgOexPw+f ghKhHj p+0ZKBl 02bC3pgqRW DTi Zuwt QUpFFf Gt uxvpTp440S/ |
M 965hW w/ 5dshY/ w@ | f YsO7bbg2ERbpJi wObAQY34gyoVEQ==
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Because the DecryptKeyldentifier attribute is not included in this
request, the response does not include additional encryption beyond
the TLS session. The EST server response is:

HTTP/ 1.1 200 K

Status: 200 K

Content - Type: multipart/m xed ; boundary=est Server Exanpl eBoundary
Content - Lengt h: 3219

This is the preanble. It is to be ignored, though it

is a handy place for estServer to include an explanatory note,
i ncludi ng contact or support information.

- - est Ser ver Exanpl eBoundary

Cont ent - Type: application/pkcs8

Cont ent - Tr ansf er - Encodi ng: base64

M | Evgl BADANBgk ghki GOwOBAQEFAASCBKgwygSkAgEAACI BAQDPWKE Wl 7T) MyA+
Poj 64V909r yql Of oP1hU4Yg5y8/ bOP5ZTe6Ar gvVhUye099Ac+df dwpyP/ DESI uj U
F/ dS62Vck3WNbnw+4B8FUpOenlLbbj STud48KpEWS+FzkeuAanPGZVAIWKYT Yy 9
r D5t QQQIU CBVhUr | Ty YLZNYUe4agbpc ROWM r Rr 2E58Mu8w@BO0r yk6nkL7COk5Z
| ANRx| dk7DFvpA85Ynlst umoGRt VLWE1i XeTS1Lt XwhuUb/ j 6Lds3vvAi J2Si Z0
Y3r xPl nIVWFnR8M 2TBQ zuFqva/ VLD2ayQ gaGEj] q2ZWHXel QAQZ6N3I r Choj EK
FGq93y ChAgMBAAECggEBAL baz/ nYj d5x9Y3f 7NMU f w +j RRf MHCMIRx/ u4AEA0
KBYmOhFVZZt xf Mrz7x] DBGTh6gs2hFA6gwel | UPm X+UaOLxht OXWALGgYnc NAm
Bi COj LBQ7xRQCW | cKOWCAS5+HBW cEy6244r Xxh+l yWI6NT6bXC165AECX87y/ e3
JFJ7XFNeDP656s2Dnk SCci +i Dt e6SaEnvsJvYGul6gev]eMrhcQcCo/ r Jj XkvpGL
| KK2px5i dad4Pb6+QHpqj 3d4oMBdj O6wYUvr HBXQLgAaF8HdA51 FWUS7nSYY+H79
GaNDTf RTUL6AXr 7kmVs KVFQJ0Jj ZExUCVMZt G ghB6UCg YEAG639Q dW.ZCzyZFMe
p7VI RddozOVAt r U2dxnEb4cWD8Ger g8uNvp80GE84gH+6 Mo Pwz 4ZYWKCgDFqy r Al w
SF02n9Sovh93e0J5I at Sbf eYUkLt B8L/ HVk5/ CBGES VOMUKAM-0+B43YI| hy EDy KW
f X2+0UeHLFgRr f pSzP2cXduEi eMCgYEA4db/ SI r wN2+g1G 030E09kd89VG VRer
srbcqc7DcPXP6LWA2sx96h4) VWA HVo3Df wFBdUb1LH2cnVXQ gDUHANdpl 01cf/
BFYCFI Ni 2gKMyi JYswkhYxZ1BLz/ zuQTDbPFL2PgLni KF&QaFLr TS3S/ t geB5QM
RPi gH3kf | 6sCgYAPqsCIyFM r vf RRNZdQewi 4VnPsEPF4/ hj pAs1gD8vf SoZW kw
vyl Ud9HCer zgYaA7ri xi eQsxTvt xhL6PXI MNEBFQoV16hPFL6/ | i GAFOu90oHNo
e@8r Ht gKI Sj nBn4yoYFni70Dhe7Q bZel caAoPCH6CUHj 2St 5B8ZHWDt REQKBgHNp
WER+XI y4C2UBYy CANvOcsaXul | GdXl XNbaCGPf OrbdW nbddLM 33MX®PvaSRe+ku3
QAnbgsCAwWPp1lZQZ+QZNZpM 7W6306yp4GdAI5Pb+oww STOVQWbOB7dI LyK4A9S4
zki Nr f +Rs| 8GM vsDhc9r suDagof | Ag/ VHVBHNz J Ao GBAOHQof 5L6i GHOHcxLazx
4Mov RTpne Ul PX6@BQxgpet EGFEDZAaL58L67SSS3f FBnKr VAI dF61 | ClbAHlaoRa
f YHUDI 45xBor oyOhBwr nTKRxppuad4UK75FUHSPPJf R6cCvwsst Rkzl evTZHhozk X
pM7PYH x4Bi BrgQBbhOqTp4H

- - est Ser ver Exanpl eBoundary

Cont ent - Type: application/pkcs7-m me; smine-type=certs-only

Cont ent - Tr ansf er - Encodi ng: base64
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M | DRQYJKoZIl hvecNAQcCol | DNj CCAzI CAQEXADAL Bgkghki GOwWOBBWGgggMYM | D
FDCCAf ygAw BAgl BFj ANBgkghki GOw0BAQUFADAL MRk wFwYDVQQDEXBI c3RFe Gt

cGxl QQEgTndOVB4XDTEz MDUWOTI zM ULN o XDTEOMDUWOTI zM ULN owl. DEQMCgG
ALUEAXMhc2VydnmVy c2l kZSBr ZXkgZ2VuzXJhdGvkl HI1 ¢3BvbnNI M | Bl j ANBgkq
hki GCOWOBAQEFAACCA@BAM | BCgKCAQEAZz8Cr cCe04zI APj 61 +uFf dPa8qpdH6DOY
VOCKucvP2zj +WU3ugKAFYVWnt Pf QHPnX3cKcj / wxEor 01Bf 3Uut | XINLFj We8PuD
t / BVKdHpy 2240k 7nePCgRFuvhc5Hr gGpzxnirANc Csq2Mraw+bUDj i VPwgVYVKy E8
M2 TWFHUGo G6 XEdMDLa0a9hOf DLv MEPNK8pOp5C+wj pONBEHT Uc ZXZOwx b6 QPO

9bLbpgBkbVSludYl 3k0t S7V8I bl G 4+i 3bN77w i dkondG\N68T5ZyVchZkf DHOkw
To87har 2v1Swdnskl 4Ghhl 6t nvh13pUADnej d5awoal xChRgvd8j oQ DAQABoll w
UDACBg NVH@B BAf 8 EBAMCBL AWHQYDVROOBBYEFKeZi xu9F+appDX2SS5Haxmv/6Jr 4
MBB8GALUdI wQYMBaAFLHEaeZbowsn2Jej i zu/ uMgy M1 8MAOGCSqGSI h3DQEBBQUA
A4l BAQBHhLMRAKr nTapgqqBGhDVBI QDQPuwWMH WLg YWZKI Smi | W wHEZL 1i gXhpj |

rf 4xqpl ki IMrkaOeoXA8PFni X0/ | ZMBFQSM j 89CUf 5dMbAgqW 8s17xuXu9L/ hVe
Xj j XHsL40WIDGGt MPNOv e T8t E3r uor 608 MKSHFX/ NEMb+AaNVSUPTB33BgYB1Wa
E7pn3IMN6pj | xsHNF4pKi 8qvoTSVV] aCEWUe8Q f wlyvj oHoYJt yivn4v5Kb3Rt +m
s8Yi elt cf VQrj Qut qr 34/ | JsKdPzi Zwi 92KZa+1958A6MRQ p50 0up9ZXKg2DEC
1gTOGy YI6sXAyKi GTOxk6] MIdDoQAX AA==

- - est Server Exanpl eBoundar y- -

This is the epilogue. It is also to be ignored.
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