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Abst ract

Thi s docunent defines and registers a value of "inmpp" ("instant
messagi ng and presence protocol ") for the "purpose" header field
paraneter of the Call-Info header field in the Session Initiation
Pr ot ocol (SIP)

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6993

Copyri ght Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Sone real -tine comruni cati on endpoi nts support the conbi ned use of
the Session Initiation Protocol (SIP) [RFC3261] and the Extensible
Messagi ng and Presence Protocol (XWMPP) [RFC6120]. To inprove
interoperability anmong such "CUSAX" endpoints [CUSAX], it can be
hel pful to advertise each endpoint’s SIP address over XMPP and each
endpoi nt’s XMPP address over SIP, thus providing hints about the
communi cation capabilities of the endpoints. The forner feature is
enabl ed by an XMPP extension protocol called Reachability Addresses
[ XEP-0152]. As to the latter feature, discussion in the SIP
community led to the conclusion that it would be best to use the
Call -1 nfo header field [ RFC3261] with a value of "inpp" ("instant
messagi ng and presence protocol") for the "purpose" header field
parameter. An exanple follows.

Cal | -1 nfo: <xmpp:juliet@xanple.con> ; purpose=i mpp

Al t hough CUSAX endpoints constitute the primary use case for the

"i mpp" purpose, a Uniform Resource Identifier (URI) [RFC3986] for an
i nstant messagi ng and presence protocol other than XMPP coul d be
included in the Call-1Info header field.

2. Security Considerations

Advertising an endpoint’s XMPP address over SIP could inform
mal i ci ous entities about an alternative attack vector. Because the
"purpose" header field paraneter could be spoofed, the receiving
endpoi nt ought to check the val ue against an authoritative source
such as a user directory. Cients can integrity protect and encrypt
this header field using end-to-end nmechani sns such as S/M ME or hop-
by- hop nechani sns such as Transport Layer Security (TLS)

Thi s specification provides a new way to correl ate otherw se possibly
unconnected identifiers. Because such correlations can be privacy
sensitive, user agents ought to provide a nmeans for users to contro
whet her or not these values are sent.
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3. | ANA Consi derati ons

Thi s docunent defines and registers a new predefined value "inpp" for

the "purpose" header field paraneter of the Call-Info header field.
The |1 ANA has conpleted this action by adding this RFC as a reference
to the line for the header field "Call-Info" and paraneter nane

"purpose" in the "Header Field Paraneters and Paraneter Val ues"
section of the "Session Initiation Protocol (SIP) Paraneters"
registry as foll ows:

Header Field: Call-Info

Par anet er Name: purpose

Predefi ned Val ues: Yes

Ref erence: [RFC3261] [ RFC5367] [ RFC6910] [ RFC6993]
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