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Requi renments for Energy Managenent

Abst ract

Thi s docunent defines requirenments for standards specifications for
Ener gy Managenent. The requirenents defined in this docunent are
concerned with monitoring functions as well as control functions.
Moni toring functions include identifying energy-nmanaged devi ces and
their conponents, as well as nonitoring their Power States, Power
Inlets, Power Qutlets, actual power, Power Attributes, received
energy, provided energy, and contained batteries. Control functions
i ncl ude such functions as controlling power supply and Power State of
ener gy- managed devi ces and their conponents.

Thi s docunent does not specify the features that nust be inpl enented
by compliant inplementations but rather lists features that nust be
supported by standards for Energy Managenent.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Group (IESG. Not all docunents
approved by the |ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww.rfc-editor.org/info/rfc6988.
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Copyri ght Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect

to

this docunment. Code Conponents extracted fromthis docunment nust

include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

Wth rising energy costs and an increasi ng awareness of the

ecol ogi cal inpact of running information technol ogy equi pnent, Energy
Managenment (EMAN) functions and interfaces are beconing an additiona
basi ¢ requirement for network nmanagenent systens and devices
connected to a network.

Thi s docunent defines requirenments for standards specifications for
Ener gy Managenent, both nonitoring functions and control functions.
Ener gy Managenent functions focus nainly on devices and their
conponents that receive and provide el ectrical energy. Devices such
as hosts, routers, and m ddl eboxes nmay have an | P address or may be
connected indirectly to the Internet via a proxy with an | P address
provi ding a managenent interface for the device, for exanple, devices
in a building infrastructure using non-1P protocols and a gateway to
the Internet.

These requirenments are concerned with the standards specification
process and not the inplenentation of specified standards. Al
requirenents in this docunent nust be reflected by standards
specifications to be devel oped. However, which of the features
specified by these standards will be nmandatory, recomended, or
optional for conmpliant inplementations is to be defined by Standards
Track document(s) and not in this docunent.

Section 3 el aborates on a set of general needs for Energy Managenent.
Requirenments for an Energy Managenent standard are specified in
Sections 4 through 8.

Sections 4 through 6 contain conventional requirenments specifying
information on entities and control functions.

Sections 7 and 8 contain requirenents specific to Energy Managenent.
Due to the nature of power supply, some nonitoring and contro
functions are not conducted by interacting with the entity of
interest but rather with other entities, for exanple, entities
upstreamin a power distribution tree.

1.1. Conventional Requirenents for Energy Managenent

The specification of requirenments for an Energy Managenent standard
starts with Section 4, which addresses the identification of entities
and the granularity of reporting of energy-related information. A
standard nust support the unique identification of entities,
reporting per entire device, and reporting energy-related infornmation
on individual conponents of a device or attached devices.
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Section 5 specifies requirenments related to the nonitoring of
entities. This includes general (type, context) information and
specific informati on on Power States, Power Inlets, Power CQutlets,
power, energy, and batteries. The control of Power State and power
supply by entities is covered by requirenents specified in Section 6.

1.2. Specific Requirenments for Energy Managenent

VWil e the conventional requirements sumari zed above seemto be all
that woul d be needed for Energy Managenent, there are significant

di fferences between Energy Managenent and nost wel | - known network
management functions. The nost significant difference is the need
for sone devices to report on other entities. There are three ngjor
reasons for this.

o For nmonitoring a particular entity, it is not always sufficient to
communi cate only with that entity. Wen the entity has no
instrumentation for determ ning power, it might still be possible
to obtain power values for the entity via comuni cation wth other
entities in its power distribution tree. A sinple exanple of this
woul d be the retrieval of power values froma power neter at the
power line into the entity. A Power Distribution Unit (PDU) and a
Power over Ethernet (PoE) switch are conmon exanples. Both supply
power to other entities at sockets or ports, respectively, and are
often instrunmented to neasure power per socket or port.

o Simlar considerations apply to controlling the power supply of an
entity that often needs direct or indirect comrunications with
anot her entity upstreamin the power distribution tree. Again, a
PDU and a PoE switch are common exanples, if they have the
capability to switch power on or off at their sockets or ports,
respectively.

o Energy Managenent often extends beyond entities with I P network
interfaces to non-1P building systens accessed via a gateway
(sonetines called an Energy Managenent System or controller).
Requirements in this document do not cover the details of these
net wor ks and energy devices but specify nmeans for opening IP
net wor k managenent towards them

These specific issues of Energy Managenent, as well as other issues,
are covered by requirenents specified in Sections 7 and 8.

The requirenents in these sections need a new Energy Mahagenent
framework that deals with the specific nature of Energy Managenent.
The actual standards docunents, such as M B nodul e specifications,
address confornmance by specifying which features nust, should, or nmay
be i nplemented by conpliant inplenentations.
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2. Term nol ogy

The ternms specified in the term nol ogy section are capitalized
t hroughout the docunent; the exceptions are the well-known terns

"energy" and "power". These terns are generic and are used in
generated ternms such as "energy-saving", "low power", etc.
Ener gy

Energy is the capacity of a systemto do work. As used by
electric utilities, it is generally a reference to electrical
energy and is neasured in Kkilowatt-hours (kwh) [IEEE-100].

Power

Power is the tine rate at which energy is enmtted, transferred, or
recei ved; power is usually expressed in watts (or in joules per
second) [| EEE-100]. (The term "power" does not refer to the
concept of demand, which is an averaged power val ue.)

Power Attri butes

Power Attributes are neasurenents of electric current, voltage,
phase, and frequencies at a given point in an electrical power
system (adapted from|[1EC. 60050]).

NOTE: Power Attributes are not intended to be "judgnental” with
respect to a reference or technical value and are independent of
any usage context.

Ener gy Managenent

Ener gy Managenent is a set of functions for neasuring, nodeling,
pl anni ng, and optim zing networks to ensure that the network

el enents and attached devices use energy efficiently and in a
manner appropriate to the nature of the application and the cost
constraints of the organization [ITU M 3400].

Ener gy Managenent System
An Energy Managenent Systemis a conbination of hardware and

software used to adm nister a network with the prinmary purpose
bei ng Energy Managenent.
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Energy Monitoring
Energy Munitoring is a part of Energy Managenent that deals wth
collecting or reading information from network el ements and
attached devices and their conmponents to aid in Energy Managenent.

Energy Control
Energy Control is a part of Energy Managenent that deals with
controlling energy supply and Power State of network el enents, as
wel | as attached devices and their conponents.

Power Interface
A Power Interface is an interface at which a device is connected
to a power transm ssion nedium at which it can in turn receive
power, provide power, or both.

Power | nl et

A Power Inlet is a Power Interface at which a device can receive
power from ot her devi ces.

Power Qutl et

A Power Qutlet is a Power Interface at which a device can provide
power to other devices.

Power State

A Power State is a condition or node of a device that broadly
characterizes its capabilities, power consunption, and
responsi veness to input [I|EEE-1621].

3. General Considerations Related to Energy Managenent

The basic objective of Energy Managenment is to operate sets of
devi ces using mnimal energy, while maintaining a certain |evel of
service. [EMAN STATEMENT] presents the applicability of the EMAN
framework to a variety of scenarios and also |ists use cases and
target devices.
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3. 1. Power St ates

Entities can be set to an operational state that results in the

| onest power | evel that still neets the service-level performance
objectives. In principle, there are three basic types of Power
States for an entity or for a whol e system

o full Power State
0 sleep state (not functional but inmediately avail abl e)
o off state (may require significant tine to becone operational)

In specific devices, the nunmber of Power States and their properties
vary considerably. Sinmple entities may only have the extrene states:
full Power State and off state. Many devices have three basic Power
States: on, off, and sleep. However, nore finely grai ned Power
States can be inplenmented. Exanples are various operational |ow
Power States in which a device requires less energy than in the ful
power "on" state, but -- conpared to the sleep state -- is stil
operational with reduced performance or functionality.

3.2. Saving Energy versus Mintaining Service Leve

One of the objectives of Energy Managenent is to reduce energy
consunption. VWhile this objective is clear, attaining that goal is
often difficult. |In many cases, there is no way to reduce power

wi t hout the consequence of a potential service (perfornmance or
capacity) degradation. |In this case, a trade-off needs to be nmade
bet ween servi ce-level objectives and energy mnimzation. In other
cases, a reduction of power can easily be achieved while stil

mai ntai ni ng sufficient service-level performance, for exanple, by
switching entities to | ower Power States when higher performance is
not needed.

3.3. Local versus Network-Wde Energy Managenent

Many energy-saving functions are executed locally by an entity; it
monitors its usage and dynamically adapts its power according to the
required performance. It may, for exanple, switch to a sleep state
when it is not in use, or outside of schedul ed business hours. An
Ener gy Managenent System may observe an entity’ s Power State and
configure its power-saving policies.

Ener gy savings can al so be achieved with policies inplenented by a

net wor kK managenment systemthat controls Power States of managed
entities. Information about the power received and provided by
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3.

3.

4.

5

entities in different Power States nmay be required in order to set
such policies. Oten, this information is best acquired through
nmoni t ori ng.

Net wor k-wi de and | ocal Energy Managenent nethods bot h have advant ages
and di sadvantages, and it is often desirable to conbi ne them

Central managenment is often favorable for setting Power States of a

| arge number of entities at the same time, for exanple, at the

begi nning and end of business hours in a building. Local managenent
is often preferable for power-saving neasures based on | oca
observations, such as the high or low functional |oad of an entity.
Energy Monitoring versus Energy Saving

Moni tori ng energy, power, and Power States al one does not reduce the
energy needed to run an entity. In fact, it may even increase it
slightly due to nonitoring instrunmentation that needs energy.
Reporting nmeasured quantities over the network nmay al so increase
energy use, though the acquired information may be an essential input
to control |oops that save energy.

Moni toring energy and Power States can al so be required for other
pur poses, i ncl uding:

0 investigating energy-saving potenti al

o evaluating the effectiveness of energy-saving policies and
nmeasur es

o deriving, inplenenting, and testing power nanagenent strategies

o accounting for the total power received and provided by an entity,
a network, or a service

o0 predicting an entity's reliability based on power usage

o choosing the tinme of the next maintenance cycle for an entity
Overvi ew of Energy Managenent Requirements

The foll owi ng basi c managenent functions are required:

o0 nonitoring Power States

0 nonitoring power (energy conversion rate)

o nonitoring (accunul ated) received and provi ded energy
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0 nonitoring Power Attributes
0 setting Power States

Power control is conplenentary to other energy-saving neasures, such
as | ow power el ectronics, energy-saving protocols, energy-efficient
devi ce design (for exanple, |ow power nodes for conponents), and
energy-efficient network architectures. Measurenent of received and
provi ded energy can provide useful data for devel opi ng these

t echnol ogi es.

Identification of Entities

Entities nmust be capable of being uniquely identified within the
context of the managenent system This includes entities that are
conponents of nmanaged devices as well as entire devices.

Entities that report on or control other entities must identify the
entities they report on or control: see Section 7 or Section 8,
respectively, for the detailed requirenents

An entity may be an entire device or a conmponent of it. Exanples of
conponents of interest are a hard drive, a battery, or a line card.
The ability to control individual conmponents to save energy nay be
required. For exanple, server blades can be switched off when the
overall load is low, or line cards at switches may be powered down at
ni ght.

Identifiers for devices and conponents are already defined in
standard M B nodul es, such as the Link Layer Discovery Protoco
(LLDP) M B nodul e [| EEE-802. 1AB] and the Link Layer Discovery
Protocol -- Media Endpoint Discovery (LLDP-MED) M B nodul e

[ ANSI - TI A-1057] for devices, and the Entity MB nodul e [ RFC6933] and
the power Ethernet M B [RFC3621] for conponents of devices. Energy
Managenent needs a neans to link energy-related information to such
i dentifiers.

Instrumentation for measuring the received and provi ded energy of a
device is typically nore expensive than instrunmentation for
retrieving its Power State. Many devices nmamy provi de Power State
information for all individual conponents separately, while reporting
the received and provided energy only for the entire device.

.1. ldentifying Entities
The standard nust provide neans for uniquely identifying entities.

Uni queness mnust be preserved such that collisions of identities are
avoi ded at potential receivers of nonitored information.
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4.2. Persistence of ldentifiers

The standard nust provide nmeans for indicating whether identifiers of
entities are persistent across a restart of the entity.

4.3. Change of ldentifiers

The standard rust provide nmeans to indicate any change of entity
identifiers.

4.4. Using Entity Identifiers of Existing MB Mdul es

The standard nust provide neans for reusing entity identifiers from
exi sting standards, including at |east the foll ow ng:

o the entPhysicallndex in the Entity M B npodul e [ RFC6933]

o the Ll dpPortNumber in the LLDP M B nodul e [| EEE-802. 1AB] and in
the LLDP-MED M B nodul e [ ANSI - Tl A- 1057]

o the pethPsePortlndex and the pethPsePort G ouplndex in the Power
Et hernet M B [ RFC3621]

Generic nmeans for reusing other entity identifiers nust be provided.
5. Information on Entities

This section describes information on entities for which the standard
must provide nmeans for retrieving and reporting.

Required information can be structured into seven groups.

Section 5.1 specifies requirements for general information on
entities, such as type of entity or context information

Requirenents for information on Power Inlets and Power Qutlets of
entities are specified in Section 5.2. The nonitoring of power and
energy is covered by Sections 5.3 and 5.5, respectively. Section 5.4
covers requirenents related to entities’ Power States. Section 5.6
specifies requirenents for nonitoring batteries. Finally, the
reporting of tine series of values is covered by Section 5.7.

5.1. Ceneral Information on Entities

For Energy Managenent, understanding the role and context of an
entity may be required. An Energy Managenment System may aggregate
val ues of received and provided energy according to a defined
grouping of entities. Wen controlling and setting Power States, it
may be hel pful to understand the grouping of the entity and rol e of
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an entity in a network. For exanple, it may be inportant to exclude
some mssion-critical network devices from being switched to | ower
power or even from being sw tched off.

5.1.1. Type of Entity

The standard rust provide nmeans to configure, retrieve, and report a
textual name or a description of an entity.

5.1.2. Context of an Entity

The standard rust provide neans for retrieving and reporting context
information on entities, for exanple, tags associated with an entity
that indicate the entity's role.

5.1.3. Significance of Entities

The standard nust provide neans for retrieving and reporting the
significance of entities within its context, for exanple, how
important the entity is.

5.1.4. Power Priority

The standard nust provide neans for retrieving and reporting power
priorities of entities. Power priorities indicate an order in which
Power States of entities are changed, for exanple, to | ower Power
States for saving power.

5.1.5. Gouping of Entities

The standard rust provide neans for grouping entities. This can be
achieved in nmultiple ways, for exanple, by providing neans to tag
entities, assign themto domains, or assign device types to them

5.2. Power Interfaces

A Power Interface is an interface at which a device is connected to a
power transmi ssion medium at which it can in turn receive power,
provi de power, or both.

A Power Interface is either an inlet or an outlet. Some Power
I nterfaces change over tinme frombeing an inlet to being an outl et
and vice versa. However, nost Power Interfaces never change.

Devi ces have Power Inlets at which they are supplied with electric
power. Most devices have a single Power Inlet, while sone have
multiple inlets. Different Power Inlets on a device are often
connected to separate power distribution trees. For Energy
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Monitoring, it is useful to retrieve information on the nunber of
inlets of a device, the availability of power at inlets, and which
inlets are actually in use.

Devi ces can have one or nore Power Qutlets for supplying other
devices with electric power.

For identifying and potentially controlling the source of power
received at an inlet, identifying the Power Qutlet of another device
at which the received power is provided may be required.

Anal ogously, for each outlet, it is of interest to identify the Power
Inlets that receive the power provided at a certain outlet. Such
information is also required for constructing the wiring topol ogy of
el ectrical power distribution to devices.

Static properties of each Power Interface are required infornmation
for Energy Managenent. Static properties include the kind of
electric current (AC or DC), the nom nal voltage, the nom nal AC
frequency, and the nunber of AC phases. Note that the nom na
voltage is often not a single value but a voltage range, such as, for
exanmpl e, (100V-120V), (100V-240V), (100V-120V, 220V-240V)

5.2.1. List of Power Interfaces

The standard rust provide nmeans for nmonitoring the Iist of Power
Interfaces of a device.

5.2.2. Qperational Mde of Power I|nterfaces
The standard nust provide neans for nonitoring the operational node
of a Power Interface, which is either "Power Inlet" or "Power
Qutlet".

5.2.3. Correspondi ng Power Qutl et

The standard nust provide neans for identifying the Power Qutlet that
provi des the power received at a Power Inlet.

5.2.4. Correspondi ng Power Inlets

The standard nust provide neans for identifying the list of Power
Inlets that receive the power provided at a Power Qutlet.
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5.2.5. Availability of Power

If the Power States allowit, the standard nust provi de means for
monitoring the availability of power at each Power Interface. This
i ncludes indicating whether a power supply at a Power Interface is
switched on or off.

5.2.6. Use of Power

The standard nust provide neans for nonitoring each Power Interface
if it is actually in use. For inlets, this neans that the device
actually receives power at the inlet. For outlets, this nmeans that
power is actually provided fromthe outlet to one or nore devices.

5.2.7. Type of Current

The standard nust provide neans for reporting the type of current (AC
or DC) for each Power Interface as well as for a device.

5.2.8. Nonminal Voltage Range

The standard nust provide neans for reporting the nominal voltage
range for each Power Interface.

5.2.9. Noninal AC Frequency

The standard nust provide nmeans for reporting the nomnal AC
frequency for each Power I|nterface.

5.2.10. Nunber of AC Phases

The standard rust provide nmeans for reporting the nunber of AC phases
for each Power Interface

5. 3. Power

Power is measured as an instantaneous value or as the average over a
time interval

ot ai ning highly accurate val ues for power and energy nay be costly
if dedicated nmetering hardware is required. Entities w thout the
ability to neasure with high accuracy their power, received energy,
and provided energy may just report estimated val ues, for exanple,
based on | oad nmonitoring, Power State, or even just the entity type.

Dependi ng on how power and energy val ues are obtained, the confidence

in areported value and its accuracy will vary. Entities reporting
such val ues should qualify the confidence in the reported val ues and
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quantify the accuracy of neasurenents. For reporting accuracy, the
accuracy classes specified in | EC 62053-21 [| EC. 62053-21] and
| EC 62053-22 [| EC. 62053-22] shoul d be consi der ed.

Further properties of the power supplied to a device are al so of
interest. For AC power supply in particular, several Power
Attributes beyond the real power are of potential interest to Energy
Management Systenms. The set of these properties includes the conpl ex
Power Attributes (apparent power, reactive power, and phase angl e of
the current or power factor) as well as the actual voltage, the
actual AC frequency, the Total Harnonic Distortion (THD) of voltage
and current, and the inpedance of an AC phase or of the DC supply. A
new standard for nonitoring these Power Attributes should be in |ine
wi th al ready-existing standards, such as [I|EC. 61850-7-4].

For sonme network managenent tasks, it is desirable to receive
notifications fromentities when their power val ue exceeds or falls
bel ow gi ven threshol ds.

5.3. 1. Real Power / Power Fact or

The standard nust provide neans for reporting the real power for each
Power Interface as well as for an entity. Reporting power includes
reporting the direction of power flow.

5.3. 2. Power Measurenent |Interva

The standard nust provide neans for reporting the corresponding tine
or time interval for which a power value is reported. The power

val ue can be neasured at the corresponding tine or averaged over the
corresponding tinme interval

5.3. 3. Power Measur enent Met hod

The standard nust provide neans to indicate the nethod used to obtain
t hese val ues. Based on how t he neasurenent was conducted, it is
possible to associate a certain degree of confidence with the
reported power value. For exanple, there are nethods of neasurenent
such as direct power neasurement, estimation based on performance

val ues, or hard-codi ng average power values for an entity.

5.3.4. Accuracy of Power and Energy Val ues

The standard rust provide nmeans for reporting the accuracy of
reported power and energy val ues.
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5.3.5. Actual Voltage and Current

The standard nust provide neans for reporting the actual voltage and
actual current for each Power Interface as well as for a device. For
AC power supply, neans nust be provided for reporting the actua

vol tage and actual current per phase.

5.3.6. Hi gh-Power/Low Power Notifications

The standard nust provide neans for creating notifications if power
val ues of an entity rise above or fall below given threshol ds.

5.3.7. Conplex Power / Power Factor
The standard nust provide nmeans for reporting the conplex power for
each Power Interface and for each phase at a Power Interface. In
addition to the real power, at least two of the followi ng three
quantities need to be reported: apparent power, reactive power, and
phase angle. The phase angle can be substituted by the power factor
5.3.8. Actual AC Frequency

The standard nust provide neans for reporting the actual AC frequency
for each Power Interface

5.3.9. Total Harnonic Distortion
The standard nust provide neans for reporting the Total Harnonic
Distortion (THD) of voltage and current for each Power Interface.
For AC power supply, neans nust be provided for reporting the THD per
phase.

5.3.10. Power Supply I npedance
The standard nust provide neans for reporting the inpedance of a
power supply for each Power Interface. For AC power supply, neans
must be provided for reporting the i npedance per phase.

5.4. Power State
Many entities have a |imted nunber of discrete Power States.
There is a need to report the actual Power State of an entity and to

provide the neans for retrieving the list of all supported Power
St at es.
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D fferent standards bodi es have al ready defined sets of Power States

for sone entities, and others are creating new Power State sets. In
this context, it is desirable that the standard support many of these
Power State standards. |In order to support nultiple managenent

systens that possibly use different Power State sets while
simul taneously interfacing with a particular entity, the Energy
Managenment System nust provi de neans for supporting nultiple Power
State sets used sinultaneously at an entity.
Power States have paraneters that describe their properties. It is
required to have a standardi zed neans for reporting sone key
properties, such as the typical power of an entity in a certain
state.
There is also a need to report statistics on Power States, including
the tinme spent as well as the received and provided energy in a Power
State.

5.4.1. Actual Power State

The standard nust provide nmeans for reporting the actual Power State
of an entity.

5.4.2. List of Supported Power States

The standard rust provide nmeans for retrieving the list of all
potential Power States of an entity.

5.4.3. Miltiple Power State Sets

The standard rust provide neans for supporting rmultiple Power State
sets simultaneously at an entity.

5.4.4. List of Supported Power State Sets

The standard must provide neans for retrieving the Iist of all Power
State sets supported by an entity.

5.4.5. List of Supported Power States within a Set
The standard nust provide neans for retrieving the list of all
potential Power States of an entity for each supported Power State
set.

5.4.6. Typical Power Per Power State

The standard nust provide neans for retrieving the typical power for
each supported Power State.

Quittek, et al. I nf or mat i onal [ Page 16]



RFC 6988 Requi renents for Energy Managenent Sept enber 2013

5.4.7. Power State Statistics

The standard nust provide nmeans for monitoring statistics per Power
State, including the total tine spent in a Power State, the nunber of
times each state was entered, and the last tine each state was
entered. More Power State statistics are addressed by the
requirenents in Section 5.5.3.

5.4.8. Power State Changes

The standard nust provide neans for generating a notification when
the actual Power State of an entity changes.

5.5. Energy

The nonitoring of electrical energy received or provided by an entity
is a core function of Energy Managenent. Since energy is an

accunul ated quantity, it is always reported for a certain interval of
time. This can be, for exanple, the time fromthe |ast restart of
the entity to the reporting time, the tine from another past event to
the reporting tine, the last given anount of tine before the
reporting tine, or a certain interval specified by two timestanps in
the past.

It is useful for entities to record their received and provi ded
energy per Power State and report these quantities.

5.5.1. Energy Measurenent
The standard nust provide neans for reporting neasured val ues of
energy and the direction of the energy flow received or provided by
an entity. The standard nust al so provide the nmeans to report the
ener gy passing through each Power Interface.

5.5.2. Tine Intervals

The standard rust provide neans for reporting the time interval for
whi ch an energy value is reported.

5.5.3. Energy Per Power State
The standard rust provide neans for reporting the received and

provi ded energy for each individual Power State. This extends the
requi renents on Power State statistics described in Section 5.4.7.
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5.6. Battery State

Batteries are special entities that supply power. The status of
these batteries is typically controlled by automatic functions that
act locally on the entity, and nmanually by users of the entity.
There is a need to nonitor the battery status of these entities by
net wor K managenent systens.

Devi ces containing batteries can be nodeled in two ways. The entire
device can be nodeled as a single entity on which energy-rel ated
information is reported, or the battery can be nodel ed as an

i ndividual entity for which energy-related information is nonitored
i ndividually according to requirements in Sections 5.1 through 5.5.

Further information on batteries is of interest for Energy
Managenent, such as the current charge of the battery, the nunber of
conpl eted charging cycles, the charging state of the battery, its
tenperature, and additional static and dynam c battery properties.
It is desirable to receive notifications if the charge of a battery
becones very low or if a battery needs to be repl aced.

5.6.1. Battery Charge

The standard nust provide neans for reporting the current charge of a
battery, in units of nillianpere-hours (mAh).

5.6.2. Battery Charging State

The standard nust provide neans for reporting the charging state
(charging, discharging, etc.) of a battery.

5.6.3. Battery Charging Cycles

The standard nust provide neans for reporting the nunber of conpleted
charging cycles of a battery.

5.6.4. Actual Battery Capacity

The standard nust provide nmeans for reporting the actual capacity of
a battery.

5.6.5. Actual Battery Tenperature

The standard nust provide neans for reporting the actual tenperature
of a battery.
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5.6.6. Static Battery Properties
The standard nust provide neans for reporting static properties of a
battery, including the nom nal capacity, the nunber of cells, the
nonm nal voltage, and the battery technol ogy.

5.6.7. Low Battery Charge Notification
The standard nust provide nmeans for generating a notification when
the charge of a battery decreases below a given threshold. Note that
the threshold may depend on the battery technol ogy.

5.6.8. Battery Replacenent Notification

The standard nust provide nmeans for generating a notification when
the nunber of charging cycles of a battery exceeds a given threshol d.

5.6.9. Miltiple Batteries
If the battery technology allows, the standard nust provide neans for
meeting requirenents in Sections 5.6.1 through 5.6.8 for each
i ndi vidual battery contained in a single entity.

5.7. Time Series of Measured Val ues
For some network managenent tasks, obtaining tine series of neasured
values fromentities, such as power, energy, battery charge, etc., is
required.
In general, time series neasurenents could be obtained in many
different ways. Means should be provided to either push such val ues
fromthe | ocation where they are available to the nanagenment system
or to have themstored locally for a sufficiently long period of tinme
such that a managenent systemcan retrieve the full time series.

The followi ng issues are to be considered when designing tinme series
measur enent and reporting functions:

1. Wiich quantities should be reported?

2. Wich tine interval type should be used (total, delta, sliding
wi ndow) ?

3. Wich measurenent nethod should be used (sanpl ed, continuous)?

4. \Wich reporting nodel should be used (push or pull)?

Quittek, et al. I nf or mat i onal [ Page 19]



RFC 6988 Requi renents for Energy Managenent Sept enber 2013

The nost di scussed and probably nost needed quantity is energy. But
a need for others, such as power and battery charge, can be
identified as well.

There are three tine interval types under discussion for accunul ated
quantities such as energy. They can be reported as total val ues,
accunul ated between the last restart of the nmeasurenment and a certain
timestanp. Alternatively, energy can be reported as delta val ues

bet ween two consecutive tinmestanps. Another alternative is reporting
val ues for sliding windows as specified in [I EC 61850-7-4].

For non-accumrul ative quantities, such as power, different neasurenent
met hods are considered. Such quantities can be reported using val ues
sampled at certain timestanps or, alternatively, by mean val ues for
these quantities averaged between two (consecutive) tinmestanps or
over a sliding w ndow.

Finally, time series can be reported using different reporting
nmodel s, particularly push-based or pull-based. Push-based reporting
can, for exanple, be realized by reporting power or energy val ues
using the I'P Flow Informati on Export (IPFIX) protocol [RFC7011]

[ RFC7012]. The Sinple Network Managenent Protocol (SNWP) [ RFC3411]
is an exanple of a protocol that can be used for realizing pull-based
reporting of tine series.

For reporting time series of measured val ues, the foll ow ng
requi renents have been identified. Further decisions concerning
i ssues di scussed above need to be nade when devel opi ng concrete
Ener gy Managenent standards.

5.7.1. Tinme Series of Energy Val ues
The standard nust provide neans for reporting tine series of energy
values. |If the conparison of time series between nultiple entities
is required, then tine synchroni zati on between those entities nust be
provided (for exanple, with the Network Tinme Protocol [RFC5905]).
5.7.2. Tinme Series Interval Types
The standard nust provide neans for supporting alternative interva
types. The requirenent in Section 5.5.2 applies to every reported
time val ue.

5.7.3. Tinme Series Storage Capacity

The standard shoul d provi de nmeans for reporting the nunber of val ues
of a time series that can be stored for |ater reporting.
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6. Control of Entities

Many entities control their Power State locally. Oher entities need
interfaces for an Energy Managenent Systemto control their Power
State.

A power supply is typically not self-nanaged by devices, and contro
of a power supply is typically not conducted as an interaction

bet ween an Energy Managenent System and the device itself. It is
rather an interaction between the nmanagenent system and a device
providing power at its Power Qutlets. Sinmlar to Power State
control, power supply control nay be policy driven. Note that
shutting down the power supply abruptly nay have severe consequences
for the device.

6.1. Controlling Power States
The standard rust provide neans for setting Power States of entities.
6.2. Controlling Power Supply

The standard nust provide neans for switching a power supply off or
turning a power supply on at Power Interfaces providing power to one
or nore devices.

7. Reporting on Gther Entities

As discussed in Section 5, not all energy-related information may be
available at the entity in question. Such information nmay be
provided by other entities. This section covers only the reporting
of information. See Section 8 for requirements on controlling other
entities.

There are cases where a power supply unit switches power for severa
entities by turning power on or off at a single Power Qutlet or where
a power neter neasures the accunul ated power of several entities at a
single power line. Consequently, it should be possible to report
that a nonitored val ue does not relate to just a single entity but is
an accumul ated value for a set of entities. Al of the entities

bel onging to that set need to be identified.

7.1. Reports on Oher Entities

The standard rust provide nmeans for an entity to report information
on another entity.
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7.2. ldentity of OGther Entities on Wich Information Is Reported

For entities that report on one or nore other entities, the standard
nmust provide nmeans for reporting the identity of other entities on
which infornmation is reported. Note that, in sonme situations, a
manual configuration mght be required to populate this information.

7.3. Reporting Quantities Accunul ated over Multiple Entities

The standard nust provide neans for reporting the list of al
entities fromwhich contributions are included in an accunul at ed
val ue.

7.4. List of Al Entities on Wiich Information Is Reported

For entities that report on one or nore other entities, the standard
must provi de nmeans for reporting the conplete list of all those
entities on which energy-related informati on can be report ed.

7.5. Content of Reports on Gther Entities

For entities that report on one or nore other entities, the standard
must provi de nmeans for indicating what type or types of energy-
related informati on can be reported, and for which entities.

8. Controlling Qher Entities

This section specifies requirenents for controlling Power States and
power supply of entities by comrunicating with other entities that
have the means for doing that control

8.1. Controlling Power States of Qther Entities

Sonme entities have control over Power States of other entities. For
exanple, a gateway to a building system my have the neans to contro
the Power State of entities in the building that do not have an IP
interface. For this scenario and other sinilar cases, a way to nake
this control accessible to the Energy Management System i s needed.

In addition, it is required that an entity that has its state

controlled by other entities has the nmeans to report the |list of
these other entities.
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8.1.1. Control of Power States of Other Entities

The standard nust provide nmeans for an Energy Managenment Systemto
send Power State control commands to an entity that controls the
Power States of entities other than the entity to which the command
was sent.

8.1.2. ldentity of Other Power State Controlled Entities

The standard nust provide neans for reporting the identities of the
entities for which the reporting entity has the neans to contro
their Power States. Note that, in sone situations, a manual
configuration mght be required to populate this information.

8.1.3. List of All Power State Controlled Entities

The standard rust provide neans for an entity to report the list of
all entities for which it can control the Power State.

8.1.4. List of All Power State Controllers

The standard nust provide neans for an entity that receives conmands
controlling its Power State fromother entities to report the |list of
all those entities.

8.2. Controlling Power Supply

Sone entities may have control of the power supply of other entities,
for exanpl e, because the other entity is supplied via a Power CQutl et
of the entity. For this and sinilar cases, nmeans are needed to make
this control accessible to the Energy Managenment System This need
is already addressed by the requirenment in Section 6. 2.

In addition, it is required that an entity that has its supply
controlled by other entities has the neans to report the |list of
these other entities. This need is already addressed by requirenments
in Sections 5.2.3 and 5. 2. 4.

9. Security Considerations

Control ling Power State and power supply of entities are considered
hi ghly sensitive actions, since they can significantly affect the
operation of directly and indirectly connected devices. Therefore,
all control actions addressed in Sections 6 and 8 nust be
sufficiently protected through authentication, authorization, and
integrity protection nechani sns.
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Entities that are not sufficiently secure to operate directly on the
public Internet do exist and can be a significant cause of risk, for
exanple, if the renote control functions described in Sections 6 and
8 can be exercised on those devices from anywhere on the Internet.
The standard needs to provide neans for dealing with such cases. One
solution is providing neans that allow the isolation of such devices,
e.g., behind a sufficiently secured gateway. Another solution is to
al | ow conpliant inplenmentations to disable sensitive functions, or to
not inplenment such functions at all

The nonitoring of energy-related quantities of an entity as addressed
in Sections 5 through 8 can be used to derive nore information than
just the received and provided energy; therefore, nonitored data
requires protection. This protection includes authentication and

aut hori zation of entities requesting access to nonitored data as well
as confidentiality protection during transm ssion of nonitored data.
Privacy of stored data in an entity nust be taken into account.

Moni tored data may be used as input to control, accounting, and other
actions, so integrity of transnmitted informati on and authentication
of the origin may be needed.

9.1. Secure Energy Managenent

The standard rust provide privacy, integrity, and authentication
mechani sms for all actions addressed in Sections 5 through 8.  The
security nmechani sns must neet the security requirenents detailed in
Section 1.4 of [RFC3411].

9.2. Isolation of Insufficiently Secure Entities

The standard rust provide nmeans to allow the isolation of entities

that are not sufficiently secure to operate on the public Internet,
e.g., behind a gateway that inplenents sufficient security that the
vul nerabl e entities are not directly exposed to the Internet.

9.3. Optional Restriction of Functions

The standard rust all ow conpliant inplenmentations to disable
sensitive functions, or to not inplement such functions at all, when
operating in environments that are not sufficiently secured. This
applies particularly to the control functions described in Sections 6
and 8.
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