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Abst ract

This docunent is a collection of potential solutions for revealing a
host identifier (denoted as HOST_ID) when a Carrier G ade NAT (CGN)
or application proxies are involved in the path. This host
identifier could be used by a renote server to sort packets according
to the sending host. The host identifier nust be unique to each host
under the same shared | P address.

Thi s docunent anal yzes a set of potential solutions for revealing a
host identifier and does not recomend a particul ar sol ution,
al though it does highlight the hazards of sonme approaches.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the IESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc6967
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1.

I nt roducti on

As reported in [ RFC6269], several issues are encountered when an IP
address is shared anobng several subscribers. These issues are
encountered in various deploynent contexts, e.g., Carrier-G ade NAT
(Ca), application proxies, or Address plus Port (A+P) [ RFC6346].
Exanpl es of such issues are: inplicit identification (Section 13.2 of
[ RFC6269]), spam (Section 13.3 of [RFC6269]), blacklisting a

m sbehavi ng host (Section 13.1 of [RFC6269]), or redirecting users
with infected machines to a dedicated portal (Section 5.1 of

[ RFC6269]) .

In particular, some servers use the source | Pv4 address as an
identifier to treat some incom ng connections differently. Due to
the depl oyment of CGNs (e.g., NAT44 [ RFC3022], NAT64 [ RFC6146]), that
address will be shared. 1In particular, when a server receives
packets fromthe sanme source address, because this address is shared,
the server does not know which host is the sending host [ RFC6269].
The sole use of the IPv4 address is not sufficient to uniquely

di stinguish a host. As a mitigation, it is tenpting to investigate
ways that would disclose information to be used by the renote server
as a neans of uniquely disanbi guating packets sent from hosts using
the same | Pv4 address.

The risk of not nitigating these issues include: OPEX (Operationa
Expendi ture) increase for |IP connectivity service providers (costs
i nduced by calls to a hotline), revenue |oss for content providers
(l oss of users’ audience), and custoners’ dissatisfaction (low
qual ity of experience, service segregation, etc.).

The purpose of this docunent is to analyze a set of alternative
channel s to convey a host identifier and to assess to what extent the
alternatives solve the probl emdescribed in Section 2. The
evaluation is intended to be conprehensive, regardl ess of the
maturity or validity of any currently known or proposed sol ution

The alternatives anal yzed in the docunent are listed bel ow

0 Use the Identification field of the I P header (denoted as |P-I1D,
Section 4.1).

Define a new I P option (Section 4.2).

Define a new TCP option (Section 4.3).

I nject application headers (Section 4.4).

Enabl e Proxy Protocol (Section 4.5).

Assign port sets (Section 4.6).

Activate H P (Host ldentity Protocol) (Section 4.7).

Use a notification channel (Section 4.8).

Use an out-of -band nmechani sm (Section 4.9).

OO0OO0OO0OO0OO0OO0OOo
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A synthesis is provided in Section 5, while the detailed analysis is
el aborated in Section 4.

Section 3 discusses privacy issues common to all proposed sol utions.
It is out of scope of this docunent to el aborate on privacy issues
specific to each sol ution.

Thi s docunent does not include any recomendati ons because the
working group felt that it was too premature to include one.

2. On HOST_ID

Policies that rely on source |IP addresses and that are enforced by
some servers will be applied to all hosts sharing the sane |IP
address. For exanple, blacklisting the | P address of a spamrer host
will result in all other hosts that share that address having their
access to the requested service restricted. [RFC6269] describes the
issues in detail. Therefore, due to address sharing, servers need
extra informati on beyond the source I P address to differentiate the
sendi ng host. W call this information the HOST_ID.

The HOST ID identifies a host under a shared |IP address. Privacy-
rel at ed consi derations are discussed in Section 3.

Wthin this docunent, a host can be any conputer |ocated behind a
Honme Gateway or directly connected to an address-sharing function

| ocated in the network provider’s domain (typically this would be the
Hone Gateway itself).

Because the HOST ID is used by a renote server to sort out the
packets by sending host, the HOST_I D nust be unique to each host
under the sane shared | P address, where possible. In the case where
only the Honme Gateway is revealed to the operator side of the
translation function, the HOST ID need only be unique to the Hone
Gat eway. The HOST | D does not need to be globally unique. O
course, the conbination of the (public) IP source address and the
identifier (i.e., HOST_ID) ends up being unique.

If the HOST_ID is conveyed at the IP level, all packets will have to
bear the identifier. |If it is conveyed at a higher connection-
oriented level, the identifier is only needed once in the session
establ i shment phase (for instance, a TCP three-way handshake), then
al | packets received in this session will be attributed to the
HOST_I D desi gnated during the session opening.

Wthin this docunent, we assune the operator-side address-sharing

function injects the HOST ID. Another depl oynent option to avoid
potential performance degradation is to let the host or Honme Gateway
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inject its HOST_ID, but the address-sharing function will check its
content (just like an IP anti-spoofing function). For some
proposals, the HOST ID is retrieved using an out-of-band nmechani sm or
signaled in a dedicated notification channel

For A+P [ RFC6346] and its variants, port set announcements nmay be
needed as discussed in Section 4.6.

Security considerations are comon to all analyzed sol utions (see
Section 6). Privacy-related aspects are discussed in Section 3.

The HOST_I D can be anbi guous for hosts with nultiple interfaces or

mul tipl e addresses assigned to a single interface. HOST_ IDs that are
the sane may be used to inply or infer the sane end system but

HOST IDs that are different should not be used to inply or infer

whet her the end systens are the sane or different.

3. HOST_ID and Privacy

| P address sharing is notivated by a nunber of different factors.

For years, many network operators have conserved public |IPv4
addresses by maki ng use of Custoner Prenises Equi prent (CPE) that
assigns a single public IPv4 address to all hosts within the
custoner’s |local area network and uses NAT [ RFC3022] to translate
bet ween | ocally unique private |IPv4 addresses and the CPE' s public
address. Wth the exhaustion of |Pv4 address space, address sharing
bet ween customers on a nuch larger scale is likely to become nuch
nmore prevalent. Wile many individual users are unaware of and

uni nvol ved in deci sions about whether their unique |Pv4 addresses get
reveal ed when they send data via I P, sonme users realize privacy
benefits associated with | P address sharing, and sone nmay even take
steps to ensure that NAT functionality sits between them and the
public Internet. |P address sharing nmakes the actions of all users
behi nd the NAT function unattributable to any single host, creating
room for abuse but also providing sone identity protection for

non- abusi ve users who wish to transmt data with reduced risk of
bei ng uni quely identified.

The proposal s considered in this docunent help differentiate between
hosts that share a public I P address. The extent of that
differentiation depends on what information is included in the
HOST I D.

The volatility of the HOST ID information is simlar to that of the
internal IP address: a distinct HOST_ID may be used by the address-
sharing function when the host reboots or gets a newinternal IP
address. As with persistent |P addresses, persistent HOST |IDs
facilitate user tracking over tine.
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As a general matter, the HOST_I D proposals do not seek to nake hosts
any nore identifiable than they would be if they were using a public,
non-shared | P address. However, depending on the solution proposal,
the addition of HOST ID information may all ow a device to be
fingerprinted nore easily than it otherwi se would be. To prevent
this, the follow ng design considerations are to be taken into
account :

o It is recommended that HOST_IDs be Iimted to providing |oca
uni queness rather than gl obal uni queness.

0 The address-sharing function should not use pernmanent HOST_ID
val ues.

Shoul d nultiple solutions be conbined (e.g., TCP option and Forwar ded
header) that include different pieces of information in the HOST ID
fingerprinting may becone even easier. To prevent this, an address-
sharing function that is able to inject HOST IDs in several |ayers
shoul d reveal the same subsets of information at each | ayer. For
exanple, if one layer references the lower 16 bits of an |Pv4
address, the other |ayer should reference these 16 bits too.

A HOST I D can be spoofed, as this is also the case for spoofing an IP
address. Furthernore, users of network-based anonynmity services
(like Tor [TOR]) may be capable of stripping HOST_ID i nformation
before it reaches its destination.

In order to control the information revealed to external parties, an
address-sharing function should be able to strip, rewite, and add
HOST ID fiel ds.

An address-sharing function may be configured to enforce different
end-user preferences with regards to HOST_ID injection. For exanple,
HOST ID injection can be disabled for sonme users. This feature is
policy based and depl oynent specific.

HOST_I D speci fication docunent (s) should explain the privacy inpact
of the solutions they specify, including the extent of HOST_ID

uni queness and persistence, assunptions made about the lifetine of
the HOST I D, whether and how the HOST_ I D can be obfuscated or
recycl ed, whether location information can be exposed, and the inpact
of the use of the HOST_ID on device or inplenmentation fingerprinting.
[ 1 AB- PRI VACY] provides further guidance.

For nore discussion about privacy, refer to [ RFC6462].
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4. Detailed Solutions Analysis
4.1. Use the Identification Field of the |Pv4d Header (IP-1D)
4.1.1. Description

The IPv4 ID (ldentification field of IP header, i.e., IP-ID) can be
used to insert information that uniquely distinguishes a host anong
those sharing the same | Pv4 address. Use of the IP-ID as a channe
to convey the HOST IDis a theoretical construct (i.e., it is an
undocurent ed proposal).

An address-sharing function can rewite the IP-IDfield to insert a
value that is unique to the host (16 bits are sufficient to uniquely
di sanbi guate hosts sharing the same I P address). The address-sharing
function injecting the HOST ID nust follow the rules defined in

[ RFC6864]; in particular, the same HOST ID is not reassigned to

anot her host sharing the same | P address during a given tine

i nterval .

A variant of this approach relies upon the format of certain packets,
such as TCP SYN, where the IP-1D can be nodified to contain a 16-bit
HOST_I D

Addr ess-sharing devices using this solution would be required to
i ndicate that they do so, possibly using a special DNS record.

4.1.2. Analysis

This usage is not consistent with the fragnment reassenbly use of the
Identification field [ RFCO791] or the updated handling rules for the
Identification field [ RFC6864].

Conplications may arise if the packet is fragmented before reaching
the device that is injecting the HOST_ID. To appropriately handl e
t hose packet fragnents, the address-sharing function will need to
maintain a ot of state.

Anot her conplication to be encountered is where translation is

bal anced anbng several NATs; setting the appropriate HOST ID by a

gi ven NAT would alter the coordination between those NATs. O
course, one can argue that this coordinated NAT scenario is not a
typi cal depl oynent scenario; regardless, using the IP-1D as a channe
to convey a HOST_ID is ill-advised.
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4.2. Define an I P Option
4.2.1. Description

An alternate way to convey the HOST IDis to define an I P option

[ RFCO0791]. A HOST_ID IP option can be inserted by the address-
sharing function to uniquely distinguish a host anong those sharing
the sane | P address. An exanple of such an option is docunented in
[ REVEAL-1P]. This IP option allows the conveyance of an |Pv4
address, an IPv6 prefix, a Generic Routing Encapsul ation (GRE) key,
an | Pv6 Fl ow Label, etc.

An | P option may al so be used as described in Section 4.6 of
[ RFC3022] .

4.2.2. Analysis
Thi s proposal can apply to any transport protocol. However, it is
wi del y known that routers and other m ddl eboxes filter |IP options
(e.g., drop I P packets with unknown I P options, strip unknown |P
options, etc.).

Injecting the HOST_ID I P option introduces sone inplenmentation
conplexity in the foll ow ng cases:

o0 The packet is at or close to the MU si ze.
o The options space i s exhausted.

Previ ous studi es denonstrated that "I P Options are not an option"
(refer to [Not _An_Option] and [Options]).

In conclusion, using an I P option to convey a HOST_ID is not viable.
4.3. Define a TCP Option
4.3.1. Description
The HOST_ID may be conveyed in a dedicated TCP option. An example is
specified in [REVEAL-TCP]. This option encloses the TCP client’s
identifier (e.g., the lower 16 bits of its IPv4 address, its VLAN I D

VRF I D, or subscriber 1D). The address-sharing device inserts this
TCP option into the TCP SYN packet.
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4.3.2. Analysis

Using a new TCP option to convey the HOST_I D does not require any
nodi fication to the applications, but it is applicable only for
TCP- based applications. Applications relying on other transport
protocols are therefore | eft unsol ved.

[ REVEAL- TCP] discusses the interference with other TCP opti ons.

The risk of session failure due to handling a new TCP option is | ow
as neasured in [Options]. [REVEAL-TCP-EXP] provides a detailed

i mpl ement ati on and experinentation report of a HOST ID TCP option
Thi s docunent provides an in-depth investigation of the inpact of

i mpl ementing HOST_ID on the host, the address-sharing function, and
the enforcenent of policies at the server side. It also reports a
failure ratio of 0.103% anong the top 100, 000 websites.

Some downsi des have been identified with defining a TCP option to
reveal a host identity:

o Conveying an |P address in a TCP option nmay be seen as a violation
of OSl layers, but since IP addresses are already used for the
checksum conputation, this is not seen as a bl ocki ng point.

Mor eover, the updated version of [REVEAL-TCP] no |onger allows
conveyance of a full |P address because the HOST_ID is encoded in
16 bits.

0 TCP option space is limted and m ght be consuned by the TCP
client. [REVEAL-TCP-EXP] discusses two approaches to sending the
HOST ID: sending the HOST ID in the TCP SYN (which consunmes nore
bytes in the TCP header of the TCP SYN) and sending the HOST_ID in
a TCP ACK (which consunes only two bytes in the TCP SYN)

0 Content providers may find it nore desirable to receive the
HOST ID in the TCP SYN, as that nore closely preserves the HOST I D
received in the source I P address as per current practices.
Mor eover, sending the HOST_ID in the TCP SYN does not interfere
with [FASTOPEN]. In the ACK node, if the server is configured to
deliver different data based on HOST ID, then it would have to
wait for the ACK before transnitting data.

0 HOST I D nechanisns need to be aware of end-to-end (E2E) issues and
avoid interfering with them One exanple of such interference
woul d be injecting or renoving TCP options of transited packets;
anot her such interference involves term nating and re-originating
TCP connections not belonging to the transit device. The HOST_ ID
TCP option handl ed by the source node avoids this issue.
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0 Injecting the HOST_I D TCP option introduces sonme inplenmentation
complexity if the options space is exhausted. Specification
docunent (s) shoul d specify the behavior of the address-sharing
function in detail in such a case.

0o It is nore conplicated to inplenent sending the HOST ID in a TCP
ACK, as it can introduce MIU issues if the ACK packet al so
contains TCP data or if a TCP segnent is lost. Note that MIU
complications can be experienced if user data is included in a SYN
packet (e.g., [FASTOPEN ).

0 When there are several NATs in the path, the original HOST_I D may
be lost. The loss of the original HOST_ID nay not be a problem
as the target usage is between proxies or between a CGN and
server. Only the information | eaked in the | ast conmunication |eg
(i.e., between the |ast address-sharing function and the server)
is likely to be useful

o Interference with usages such as a Forwarded HTTP header (see
Section 4.4) should be el aborated to specify the behavior of
servers when both options are used; in particular, specify which
information to use: the content of the TCP option or what is
conveyed in the application headers.

0 \When | oad bal ancers or proxies are in the path, this option does
not allow the preservation of the original source |IP address and
source port. Preserving such information is required for | ogging
purposes (e.g., [RFC6302]). |[REVEAL-TCP-EXP] defines a TCP option
that allows various conbinations of source information (e.g.,
source port, source port and source |P address, source |Pv6
prefix, etc.) to be reveal ed.

More di scussi on about issues raised when extending TCP can be found
at [ ExtendTCP].

4.4. Inject Application Protocol Message Headers
4.4.1. Description

Anot her option is to not require any change within the transport or
the IP levels but to convey the required information that will be
used to di sanbi guate hosts at the application payload. The format of
the conveyed information and the rel ated semantics depend on its
application (e.g., HITP, SIP, SMIP, etc.).

Rel at ed nechani sns coul d be devel oped for other application-|ayer

protocols, but the discussion in this docunent is limted to HTTP and
simlar protocols.
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For HTTP, the Forwarded header [HTTP-FRW)] can be used to display the
original |IP address when an address-sharing device is involved.

Servi ce providers operating address-sharing devices can enable the
feature of injecting the Forwarded header, which will enclose the
original IPv4 address or the IPv6 prefix part (see the exanple shown
in Figure 1). The address-sharing device has to strip all included
Forwar ded headers before injecting its own. Servers may rely on the
contents of this field to enforce some policies such as blacklisting
m sbehavi ng users.

Note that [HTTP-FRWD] standardi zes the Forwarded header field, to
replace the de facto (and not standard) X-Forwarded-For (XFF) header

Forwarded: for=192.0.2.1,for=[2001: db8:: 1]
Forwar ded: proto=https; by=192.0. 2. 15

Figure 1. Exanpl e of Forwarded- For
4.4.2. Analysis

Not all applications inpacted by address sharing can support the
ability to disclose the original IP address. Only a subset of
protocols (e.g., HTTP) can rely on this solution

For the HTTP case, to prevent users frominjecting invalid HOST_I Ds,
an initiative has been |l aunched by Wkinmedia to maintain a list of
trusted I SPs (Internet Service Providers) using XFF (see the |ist
available at [Trusted ISPs]). |If an address-sharing device is on the
list of trusted XFF | SPs, users editing Wkimedia |located behind the
address-sharing device will appear to be editing fromtheir
"original" I P address and not fromthe NATed I P address. |[If an

of fending activity is detected, individual hosts can be bl acklisted
instead of blacklisting all hosts sharing the same | P address.

XFF header injection is a common practice of |oad balancers. Wen a
| oad bal ancer is in the path, the original content of any included
XFF header shoul d not be stripped. Oherw se, the information about
the "origin" IP address will be |ost.

When several address-sharing devices are crossed, the Forwarded
header can convey the list of |IP addresses (e.g., Figure 1). The
origin HOST_ID can be exposed to the target server

I njecting the Forwarded header al so introduces sone inplenentation
complexity if the HITP nmessage is at or close to the MIU size.

It has been reported that sone HTTP proxy inpl enentati ons may
encounter parsing issues when injecting an XFF header
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Injecting the Forwarded header for all HTTPS traffic is infeasible.
This may be problematic given the current HTTPS usage trends.

4.5. PROXY Protoco
4.5.1. Description

The solution, referred to as the Proxy Protocol [Proxy], does not
require any application-specific know edge. The proposed sol ution
(Proxy Protocol Version 1) would insert identification data directly
into the application-data streamprior to the actual protocol data
bei ng sent, regardless of the protocol. Every application protoco
woul d begin with a textual string of "PROXY", followed by sone
textual identification data, and with a CRLF; only then would the
application data be inserted. Figure 2 shows an exanple of a |line of
data used for this purpose, in this case, for a TCP-over-I|Pv4
connection received from192. 0. 2. 1: 56324 and destined to

192. 0. 2. 15: 443.

PROXY TCP4 192.0.2.1 192.0.2.15 56324 443\r\n
Figure 2: Exanpl e of PROXY Connection Report

Upon recei pt of a nessage conveying this line, the server renoves the
line fromthe incoming stream The line is parsed to retrieve the
transported protocol. The content of this line is recorded in | ogs
and used to enforce policies.

Proxy Protocol Version 2 is designed to accommbdate | Pv4/1Pv6 and
al so non-TCP protocols (see [Proxy] for nore details).

4.5.2. Analysis

This solution can be deployed in a controlled environnent, but it
cannot be deployed to all access services available in the Internet.
If the renote server does not support the Proxy Protocol, the session
will fail. Oher conplications will arise due to the presence of
firewalls, for instance.

As a consequence, this solution is infeasible and cannot be
recommended.
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4.6. Assign Port Sets
4.6.1. Description

Thi s solution does not require any action fromthe address-sharing
function to disclose a host identifier. |Instead of assuming that al
transport ports are associated with one single host, each host under
the sane external |P address is assigned a restricted port set.
These port sets are then advertised to renote servers using offline
means. This announcenent is not required for the delivery of
internal services (i.e., offered by the service provider deploying

t he address-sharing function) relying on inplicit identification

Port sets assigned to hosts may be static or dynam c.

Port set announcements to renpte servers are not required to revea
the identity of individual hosts; they are used to advertise the
enforced policy to generate non-overl apping port sets (e.g., the
transport space associated with an IP address is fragnented to
conti guous bl ocks of 2048 port numbers).

Exanpl es of such an approach are docunmented in [ RFC6346] and
[ DETERMCGY .

4.6.2. Analysis

The sol ution does not require defining new fields or options; it is
pol i cy based.

The solution may contradict the port random zation [ RFC6056] as
identified in [RFC6269]. A nitigation would be to avoid assigning
static port sets to individual hosts.

The nethod is convenient for the delivery of services offered by the
service provider that is also offering the Internet access service.

4.7. Host ldentity Protocol (H P)
4.7.1. Description

[ RFC5201] specifies an architecture that introduces a new nanespace
to convey identity infornation.

4.7.2. Analysis
This solution requires both the client and the server to support HP

[ RFC5201]. Additional architectural considerations are to be taken
into account, such as the key exchanges.
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An alternative depl oynent nodel that does not require the client to
be HI P-enabl ed is having the address-sharing function behave as a
UDP/ TCP-HI P relay. This nodel is also not viable as it assunes al
servers are Hl P-enabl ed

This solution is a theoretical construct (i.e., the proposal is not
docunent ed) .

4.8. Use of a Notification Channel (e.g., |CWP)
4.8.1. Description

Anot her alternative is to convey the HOST ID using a separate
notification channel than the one the packets issued to invoke the
servi ce.

This solution relies on a nmechani sm where the address-sharing
function encapsul ates the necessary host-identifying information into
an | CMP Echo Request packet that it sends in parallel with the
initial session creation (e.g., SYN. The information included in
the 1 VWP Request Data portion describes the five-tuples as seen on
both sides of the address-sharing function. An inplenentation
exanple is defined in [ REVEAL-| CVP] .

4.8.2. Analysis

o This ICWMP proposal is valid for any transport protocol that uses a
port nunber. The address-sharing function may be configured with
the transport protocols that will trigger issuing those | CWw
nmessages.

o0 A hint should be provided to the ultimte server (or internediate
nodes) that the | CVMP Echo Request conveys a HOST_ID. This may be
i mpl ement ed usi ng magi ¢ nunbers (a magi c nunber is a self-selected
codepoi nt whose primary value is its unlikely collision with
val ues sel ected by others).

o Even if ICWMP packets are bl ocked in the comruni cation path, the
user connection does not have to be inpacted.

o |Inplenmentations requiring a session establishnent to be del ayed
until receipt of the conpanion | CMP Echo Request nay |lead to sone
user - experi ence degradati on.

0 Because of the presence of |oad balancers in the path, the

ultimte server receiving the SYN packet may not be the one that
recei ves the | CVWP nessage conveying the HOST_I D.
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4.

4.

9

9

0 Because of the presence of |oad balancers in the path, the port
nunber assigned by address sharing may be lost. Therefore, the
mappi ng i nformati on conveyed in the | CMP nmay not be sufficient to
associ ate a SYN packet with a received | CWP

0 The proposal is not conpatible with the presence of cascaded NAT
The main reason is that each NAT in the path will generate an | CWP
message to reveal the internal host identifier. Because these
messages will be translated by the downstream address-sharing
devices, the renpote server will receive multiple | CVP nessages and
will need to decide which host identifier to use.

o The ICWP proposal will add traffic overhead for both the server
and t he address-sharing device.

o The ICWP proposal is simlar to other nmechanisns (e.g., |PFIX
[ 1 PFI X- NAT] and Sysl og [ SYSLOG NAT]) for reporting dynamnc
mappi ngs to a nediation platform (mainly for legal traceability
purposes). Performance degradation is likely to be experienced by
addr ess-sharing functions because | CMP nessages are sent for each
new i nstanti ated mappi ng (even if the mapping exists).

0 In sonme scenarios (e.g., Section 3 of [REVEAL-PCP]), the HOST_ID
shoul d be interpreted by internedi ate devices that enbed Policy
Enf orcement Points (PEP) [RFC2753] responsible for granting access
to some services. These PEPs need to inspect all received packets
in order to find the conpanion (traffic) nessages to be correl ated
with | CMP nessages conveying HOST IDs. This induces nore
conplexity to these internedi ate devices

Use Qut-of-Band Mechanisns (e.g., ldent)
1. Description

Anot her alternative is to retrieve the HOST ID using a dedicated
query channel

An inmpl enentation exanple may rely on the Identification Protoco
(ldent) [RFC1413]. This solution assunes that the address-sharing
function inplenments the server part of IDENT, while renpte servers

i npl ement the client part of the protocol. |DENT needs to be updated
to be able to return a host identifier instead of the user-id as
defined in [ RFC1413]. The | DENT response syntax uses the same USERI D
field described in [ RFC1413], but rather than returning a username, a
host identifier (e.g., a 16-bit value) is returned. For any new

i ncom ng connection, the server contacts the | DENT server to retrieve
the associated identifier. During that phase, the connection nmay be
del ayed.
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4.9.

(o]

Anal ysi s

I DENT is specific to TCP. Alternative out-of-band mechani sns may
be designed to cover other transport protocols such as UDP

This solution requires the address-sharing function to enbed an
| DENT server.

A hint should be provided to the ultimte server (or internediate
nodes) that the address-sharing function inplenents the | DENT
protocol, for exanple, publishing this capability using DNS (other
sol utions can be envi saged).

An out - of - band mechani sm may require some administrative setup
(e.g., contract agreement) between the entity nmanagi ng the
address-sharing function and the entity nmanaging the renote
server. Such a deploynent is not feasible in the Internet at

| arge because establishing and maintaini ng agreenents between | SPs
and all service actors is burdensone and not scal abl e.

I mpl enent ati ons requiring delay of the establishnment of a session
until receipt of the conpanion |IDENT response nay |lead to sone
user - experi ence degradati on.

The | DENT proposal will add traffic overhead for both the server
and t he address-sharing device.

Performance degradation is likely to be experienced by address-
sharing functions enbedding the |IDENT server. This is further
exacerbated if the address-sharing function has to handl e an | DENT
query for each new instantiated mapping (even if the mapping

exi sts).

In sone scenarios (e.g., Section 3 of [REVEAL-PCP]), the HOST ID
shoul d be interpreted by internedi ate devices that enbed Policy
Enf orcenment Points (PEP) [ RFC2753] responsible for granting access
to sonme services. These PEPs need to inspect all received packets
in order to generate the conpanion |DENT queries. This may induce
more conplexity to these internediate devices

| DENT queries nmay be generated by illegitimate TCP servers. This
woul d require the address-sharing function to enforce sone
policies (e.g., rate-linmt queries, filter based on the source IP
address, etc.).
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5. Solutions Anal ysis:
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Synt hesi s

Table 1 summari zes the approaches anal yzed in this docunent.

Encrypted |
Traffic |

Success |
Rati o |

Possible |
Per f |

| mpact |

Modi f |

Today |

----- +

I P-1D|

------ T T T T e
IP | TCP |HTTP |PROXY|Port | HIP |ICW |IDENT|
| Opti on| Opti on| Header | | Set | | | |
------ T e T JErup S S
Yes | No | No | No | Yes | | Yes | No
------ T i T LI pupepupu SR
Yes | Yes | No | Yes | Yes | | Yes | Yes
------ T T T LI (e S Y
Yes | Yes | Yes | Yes | Yes | | Yes | Yes
------ T e T JErup S S
Yes | Yes | No | Yes | Yes | | Yes | Yes
I I I I I I I I
------ T T T T e
Low | High | Hgh | Low| 100% Low |Hi gh |H gh |
I I I I I I I I
------ T e T JErup S S
Hgh | Low | Md | Highl No | NA | High|Hgh
| to | to] I I I
| Med | High | I I I I I
------ T T T LI (e S Y
Yes | Yes | No | No | No | | Yes | Yes
I I I I I I I I
------ T T ST I
Yes | Yes | Yes | No | Yes | No | Yes | Yes
I I I I I I I I
------ T T T LI (e S Y
B 1 & | (21 & [ ()] (416 (1) |
I I I | (3) | (7) | (8) | (6) |
I I I I I I | (8) |
------ T i T LI pupepupu SR

Tabl e 1. Summary of Anal yzed Sol utions

o0 "Encrypted Traffic" refers to TLS. The use of IPsec and its
complications traversing NATs are discussed in Section 2.2 of

. Simlar to what is suggested in Section 13.5 of

, HOST_I D specification docunent(s) should anal yze the

conpatibility of each |IPsec node in detail.

[ RFC6889]
[ RFC6269]

o "Success ratio"

sol uti on.

Boucadair, et al

indicates the ratio of successful conmunications
with renote servers when the HOST ID is injected using a proposed
More details are provided below to explain howthe
success ratio is conputed for each proposed sol ution
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0 "Possible Perf Inpact” indicates the |evel of expected performance
degradation. The indicated degradation is an estimte based on
the need for processing at the IP | ayer

0 "OS TCP/IP Mdif" indicates whether a nodification of the CS
TCP/ 1P stack is required at the server side

o "Deployable today" indicates if the solution can be generalized
wi t hout any constraint on current architectures and practices.

Not es:

(1) Requires nmechanismto advertise that NAT is participating in
this scheme (e.g., DNS PTR record).

(2) This solution is widely deployed (e.g., HITP severs, |oad
bal ancers, etc.).

(3) Wen the port set is not advertised, the solution is |ess
efficient for third-party services

(4) Requires that the client and the server to be H P-conpliant and
that H P infrastructure be deployed. |If the client and the
server are Hl P-enabl ed, the address-sharing functi on does not
need to insert an identifier. |If the client is not H P-enabl ed,
designing the device that perforns address sharing to act as a
UDP/ TCP-HI P relay is not viable.

(6) The solution is inefficient in some scenarios (see Section b5).

(7) The solution is a theoretical construct (i.e., the solution is
not document ed) .

(8) The solution is a docunented proposal

Provi ded success ratio figures for TCP and | P options are based on
the results docunented in [Options] and [ REVEAL- TCP- EXP] .

The provided success ratio for the IP-1Dis theoretical; it assunes
the address-sharing function follows the rules (see [ RFC6864])to
rewrite the P Identification field.

Si nce PROXY and HI P are not wi dely deployed, the success ratio for
establ i shing communi cati on with renote servers using these protocols
is |ow

The success ratio for the | CMP-based solution is inplenmentation
specific, but it is likely to be close to 100% The success ratio
depends on how efficiently the solution is inplenented on the server
side. A renote server that does not support the | CMP-based sol ution
will ignore received conpani on | CMP nmessages. An upgraded server
will need to delay the acceptance of a session until it receives the
conpani on | CVMP nessage.
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The success ratio for the I DENT solution is inplenmentation specific
but it is likely to be close to 100% The success rati o depends on
how efficient the solution is inplenmented on the server side. A
renote server that does not support IDENT will accept a session
establ i shnent request following its nornmal operation. An upgraded
server will need to delay the acceptance of a session until it
receives a response to the IDENT request it will send to the host.

The provided success ratio for the Port Set and HTTP header sol utions
is 100% because no additional Layer 3 or Layer 4 field is needed to
convey HOST ID for these sol utions.

6. Security Considerations

If the server trusts the content of the HOST_ID field, a third-party
user can be inpacted by a m shehaving user revealing a "faked"

HOST ID (e.g., original IP address). This sanme security concern
applies for the injection of an IP option, TCP option, and
application-related content (e.g., the Forwarded HTTP header) by the
addr ess-shari ng device.

The HOST ID may be used to | eak information about the interna
structure of a network behind an address-sharing function. [If this
behavior is undesired for the network adm nistrator, the address-
sharing function can be configured to strip any existing HOST_ID in
recei ved packets frominternal hosts.

HOST I D specification docunents should el aborate further on threats
i nherent to each individual solution used to convey the HOST |ID
(e.g., use of the IP-ID field to count hosts behind a NAT [ Count]).

For nore discussion of privacy issues related to the HOST_ID, see
Section 3.
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