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Abst ract

Many end-user sites in the Internet today still have predom nantly

I Pv4 internal infrastructures. These sites range in size from snal
hone/ of fice networks to | arge corporate enterprise networks, but
share the comonal ity that |Pv4 provides satisfactory interna

routing and addressing services for nost applications. As nore and
more | Pv6-only services are depl oyed, however, end-user devices
within such sites will increasingly require at |east basic |IPv6
functionality. This document therefore provides operational guidance
for deployment of IPv6 within predom nantly IPv4 sites using the
Intra-Site Automatic Tunnel Addressing Protocol (| SATAP)

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docurment at
its discretion and makes no statenent about its value for

i mpl ement ati on or depl oynent. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6964
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1. Introduction

End-user sites in the Internet today internally use IPv4 routing and
addressing for core operating functions, such as web browsing, file
sharing, network printing, email, tel econferencing, and nunerous
other site-internal networking services. Such sites typically have
an abundance of public and/or private | Pv4 addresses for interna
net wor ki ng and are separated fromthe public Internet by firewalls,
packet filtering gateways, proxies, address translators, and other
site-border demarcation devices. To date, such sites have had little
incentive to enable I Pv6 services internally [RFCL687].

End-user sites that currently use |Pv4 services internally come in
endl ess sizes and varieties. For exanple, a home network behind a
Net wor k Address Transl ator (NAT) may consist of a single link
supporting a few | aptops, printers, etc. As a larger exanple, a
smal | business may consist of one or a few offices with severa

net wor ks connecting considerably | arger nunbers of conputers,
routers, handheld devices, printers, faxes, etc. Myving further up
the scale, large financial institutions, major retailers, |arge
corporations, etc., may consist of hundreds or thousands of branches
wor | dwi de that are tied together in a conplex global enterprise
networ k. Additional exanples include personal -area networks, nobile
vehi cul ar networks, disaster relief networks, tactical mlitary
networ ks, various fornms of Mbile Ad Hoc Networks (MANETS), etc.

Wth the proliferation of |IPv6 services, however, existing |IPv4d sites
will increasingly require a nmeans for enabling | Pv6 services so that
hosts within the site can comunicate with | Pv6-only correspondents.
Such services nmust be deployable with mnimal configuration and in a
fashion that will not cause disruptions to existing |Pv4d services.
The Intra-Site Automatic Tunnel Addressing Protocol (| SATAP)

[ RFC5214] provides a sinple-to-use service that sites can deploy in
the near termto neet these requirenents.

| SATAP has al so often been nmentioned with respect to | Pv6 depl oynent
in enterprise networks [ RFC4057] [ RFC4852] [ENT-1Pv6]. | SATAP can
therefore be considered as an I Pv6 solution alternative based on
candi date enterprise network characteristics

Thi s docunent provi des operational guidance for using | SATAP to
enabl e 1 Pv6 services within predominantly | Pv4 sites while causing no
di sruptions to existing | Pv4 services. The termi nol ogy of | SATAP
(see [ RFC5214], Section 3) applies also to this docunent.
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2

Enabl i ng 1 Pv6 Services Using | SATAP

Existing sites within the Internet will soon need to enable |Pv6
services. Larger sites typically obtain provider-independent |Pv6
prefixes froman Internet registry and advertise the prefixes into
the IPv6 routing systemon their own behalf, i.e., they act as an
Internet Service Provider (I1SP) unto thenmselves. Smaller sites that
wi sh to enable | Pv6 can arrange to obtain public |Pv6e prefixes from
an | SP, where the prefixes may be either purely native or the near-
native prefixes offered by the 1 Pv6 Rapi d Depl oynent on | Pv4 (6rd)

[ RFC5969]. Alternatively, the site can obtain prefixes independently
of an ISP, e.g., via a tunnel broker [RFC3053], by using one of its
public I Pv4 addresses to forma 6to4 prefix [RFC3056], etc. In any
case, after obtaining I Pv6 prefixes, the site can automatically
enable 1 Pv6 services internally by configuring |SATAP.

The | SATAP service uses a Non-Broadcast, Miltiple Access (NBVA)
tunnel virtual interface nodel [RFC2491] [RFC2529] based on | Pv6-in-
| Pv4 encapsul ation [ RFC4213]. The encapsul ati on format can further
use Differentiated Services (DS) [ RFC2983] and Explicit Congestion
Notification (ECN) [RFC3168] mappi ng between the inner and outer |IP
headers to ensure expected per-hop behavior within well-nmnaged
sites.

The | SATAP service is based on two node types known as adverti sing

| SATAP routers and | SATAP hosts. (Wile out of scope for this
docunent, a third node type known as non-advertising | SATAP routers
is defined in [| SATAP-UPDATE].) Each node may further have nultiple
| SATAP interfaces (i.e., one interface for each site) and may act as
an advertising | SATAP router on sone of those interfaces and a sinple
| SATAP host on others. Hence, the node type is considered on a per-

i nterface basis.

Advertising | SATAP routers configure their | SATAP interfaces as
advertising router interfaces (see [ RFC4861], Section 6.2.2). |SATAP
hosts configure their | SATAP interfaces as sinple host interfaces and
al so coordinate their autoconfiguration operations with advertising

| SATAP routers. In this sense, advertising | SATAP routers are
"servers" while | SATAP hosts are "clients"” in the service nodel

Advertising | SATAP routers arrange to add their |1Pv4 addresses to the
site’'s Potential Router List (PRL) so that |SATAP clients can

di scover them as discussed in Sections 8.3.2 and 9 of [RFC5214].
Alternatively, site admnistrators could include | Pv4d anycast
addresses in the PRL and assign each such address to nmultiple
advertising | SATAP routers. |In that case, IPv4 routing within the
site would direct the | SATAP client to the nearest advertising | SATAP
router.
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After the PRL is published, |SATAP clients within the site can
automati cally perform uni cast | Pv6 Nei ghbor Di scovery Router
Solicitation (RS) / Router Advertisenment (RA) exchanges with
advertising | SATAP routers using |IPv6-in-1Pv4 encapsul ati on [ RFC4861]
[ RFC5214]. In the exchange, the | Pv4 source address of the RS and
the destination address of the RA are an | Pv4 address of the client,
while the | Pv4 destination address of the RS and the source address
of the RA are an | Pv4 address of a server found in the PRL.
Simlarly, the 1Pv6 source address of the RSis a |link-1ocal |SATAP
address that enbeds the client’s |Pv4 address, while the source
address of the RAis a link-local |SATAP address that enbeds the
server’'s | Pv4 address. (The destination addresses of the RS and RA
may be either the neighbor’s link-Iocal |SATAP address or a |ink-
scoped mul ticast address, depending on the inplenentation.)

Fol | owi ng router discovery, |SATAP clients can configure and assign

| Pv6 addresses and/or prefixes using Statel ess Address

Aut oConfiguration (SLAAC) [ RFC4862] [RFC5214]. \While out of scope
for this docunent, use of the Dynam ¢ Host Configuration Protocol for
| Pv6 (DHCPv6) [RFC3315] is al so possible, pending future updates (see
[ | SATAP- UPDATE] ) .

3. SLAAC Services

Predom nantly | Pv4d sites can enabl e SLAAC services for | SATAP clients
that need to comunicate with I Pv6 correspondents. SLAAC services
are enabl ed using either the "shared" or "individual" prefix nodel

In the shared prefix nodel, all advertising | SATAP routers advertise
a conmon prefix (e.g., 2001:db8::/64) to | SATAP clients within the
site. In the individual prefix nodel, advertising |SATAP router
advertise individual prefixes (e.g., 2001: db8:0: 1::/64,
2001: db8: 0: 2: : /64, 2001:db8:0:3::/64, etc.) to |SATAP clients within
the site. Note that conbinations of the shared and individual prefix
nodel s are al so possible, in which sone of the site’s | SATAP routers
adverti se shared prefixes and others advertise individual prefixes.

The foll owi ng sections discuss operational considerations for
enabl i ng | SATAP SLAAC services within predom nantly |Pv4 sites.

3.1. Advertising | SATAP Router Behavi or

Advertising | SATAP routers that support SLAAC services send RA
messages in response to RS nessages received on an adverti sing | SATAP
interface. SLAAC services are enabl ed when advertising | SATAP
routers advertise non-link-local IPv6 prefixes in the Prefix
Information Options (PIGs) with the Aflag set to 1 [ RFC4861]. Wen
there are multiple advertising | SATAP routers, the routers can
advertise a shared IPv6 prefix or individual |Pv6 prefixes.
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3. 2. | SATAP Host Behavi or

| SATAP hosts resolve the PRL and send RS nessages to obtain RA
messages from an advertising | SATAP router. Wen the host receives
RA messages, it uses SLAAC to configure |IPv6 addresses from any
advertised prefixes with the Aflag set to 1 as specified in

[ RFC4862] and [ RFC5214], then it assigns the addresses to the | SATAP
interface. The host al so assigns any of the advertised prefixes with
the L flag set to 1 to the | SATAP interface. (Note that the |IPv6
link-1ocal prefix fe80::/64 is always considered on-1ink on an | SATAP
interface.)

3.3. Reference Qperational Scenario - Shared Prefix Mdel

Figure 1 depicts an exanpl e | SATAP network topol ogy for allow ng
hosts within a predominantly IPv4 site to configure | SATAP services
usi ng SLAAC with the shared prefix nodel. The exanple shows two
advertising | SATAP routers (A, 'B), two | SATAP hosts ("C, 'D),
and an ordinary IPv6 host ('E) outside of the site in a typica

depl oynent configuration. In this nodel, routers A and 'B both
advertise the same (shared) 1Pv6 prefix 2001:db8::/64 into the |IPv6
routing system and al so advertise the prefix in the RA nessages they
send to | SATAP clients.
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(i) 2001:db8:1::1
-( IPv6 :::)- R +
( Internet ::::) | IPv6 Host E |
B G R R +
RN G
,----| conpani on gat eway| - -
/ 1 1
/ |
R S R R +
: | Router A | | Router B | /
| (isatap) | | (isatap) |
| 192.0.2.1 | | 192.0.2.1 |
S S SIS + R + 0\
fe80::%:192.0.2.1 fe80::*:192.0.2.1
| 2001: db8::/64 2001: db8::/64 |
I ;
: IPv4 Site -+
L (PRL: 192.0.2.1) )
\ 2)

C e e o JE R
fe80::%*:192.0.2.18 fe80::*:192.0.2. 34
2001: db8::*:192.0.2. 18 2001: db8::*:192.0.2. 34

e + e +
| 192.0.2.18 | | 192.0.2.34 |
| (isatap) | | (isatap) |
| Host C | | Host D |
oo + oo +
(* == "0000: 5efe", i.e., the organizational unique code for | SATAP,

per Section 6.1 of [RFC5214])
Figure 1: Exanple | SATAP Network Topol ogy Using Shared Prefix Mde

Wth reference to Figure 1, advertising | SATAP routers "A" and 'B
within the IPv4 site connect to the IPv6 Internet either directly or
via a conpani on gateway. The routers advertise the shared prefix
2001: db8::/64 into the 1Pv6 Internet routing systemeither as a
singleton /64 or as part of a shorter aggregated |IPv6 prefix. For
the purpose of this exanple, we also assune that the IPv4 site is
configured within rmultiple | Pv4 subnets -- each with an I Pv4 prefix
| ength of /28.

Advertising | SATAP routers A" and 'B both configure the |Pv4
anycast address 192.0.2.1 on a site-interior IPv4 interface, then
configure an advertising | SATAP router interface for the site with
I'ink-1ocal | SATAP address fe80::5efe:192.0.2.1. The site
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adm nistrator then places the single |Pv4 address 192.0.2.1 in the
site’s PRL. 'A and "B then both advertise the anycast address/
prefix into the site’s IPv4 routing systemso that | SATAP clients can
| ocate the router that is topologically closest. (Note: advertising
| SATAP routers can al so use individual |Pv4 unicast addresses instead
of, or in addition to, a shared |Pv4 anycast address. |n that case,
the PRL will contain nultiple |IPv4 addresses of advertising routers
-- sonme of which may be anycast and ot hers unicast.)

| SATAP host 'C connects to the site via an IPv4 interface with
address 192.0.2.18/28 and al so configures an | SATAP host interface
with [ink-1ocal | SATAP address fe80::5efe: 192.0.2.18 over the | Pv4

interface. 'C next resolves the PRL and sends an RS nessage to the
| Pv4 address 192.0.2.1, where IPv4d routing will direct it to the
closest of either A" or "B. Assuming 'A is closest, 'C receives

an RA from’'A then configures a default 1 Pv6 route with next-hop
address fe80::5efe:192.0.2.1 via the | SATAP interface and processes
the I Pv6 prefix 2001:db8::/64 advertised in the PIO If the A flag
is set inthe PIQ 'C uses SLAAC to automatically configure the |IPv6
address 2001: db8::5efe:192.0.2.18 (i.e., an address with an | SATAP
interface identifier) and assigns it to the | SATAP interface. |If the
L flag is set, 'C also assigns the prefix 2001:db8::/64 to the

| SATAP interface, and the | Pv6 address becones a true | SATAP address.

In the same fashion, |SATAP host 'D configures its IPv4 interface
with address 192.0.2.34/28 and configures its | SATAP interface with
I'ink-1ocal |SATAP address fe80::5efe:192.0.2.34. 'D next perforns
an RS/ RA exchange that is serviced by "B, then uses SLAAC to

aut oconfigure the address 2001: db8::5efe: 192.0.2.34 and a default

| Pv6 route with next-hop address fe80::5efe:192.0.2.1. Finally, |Pv6
host 'E connects to an | Pv6 network outside of the site. 'F
configures its IPv6 interface in a manner specific to its attached

I Pv6 |ink and autoconfigures the |Pv6 address 2001: db8: 1:: 1.

Fol I owi ng this autoconfiguration, when host 'C inside the site has

an | Pv6 packet to send to host '"E outside the site, it prepares the
packet with source address 2001: db8::5efe: 192.0.2.18 and destination
address 2001:db8:1::1. 'C then uses |IPv6-in-1Pv4 encapsulation to

forward the packet to the IPv4 address 192.0.2.1, which will be

directed to 'A based on IPv4 routing. 'A in turn decapsul ates the
packet and forwards it into the public IPv6 Internet, where it wll
be conveyed to 'E via nornal IPv6 routing. |In the sane fashion,

host 'D uses | Pv6-in-1Pv4 encapsulation via its default router 'B
to send | Pv6 packets to I Pv6 Internet hosts such as 'F

When host "E outside the site sends | Pv6 packets to | SATAP host 'C

inside the site, the IPv6 routing systemnay direct the packet to
either "A or 'B. |If the site is not partitioned internally, the
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router that receives the packet can use | SATAP to statel essly forward
the packet directly to'C. |If the site may be partitioned
internally, however, the packet nust first be forwarded to 'C s
serving router based on IPv6 routing information. This inplies that,
in a partitioned site, the advertising | SATAP routers nust connect
within a full or partial nesh of IPv6 |inks, and they must either run
a dynami c | Pv6 routing protocol or configure static routes so that
incom ng | Pv6 packets can be forwarded to the correct serving router.

In this exanple, "A can configure the I Pv6 route

2001: db8: : 5ef e: 192.0. 2. 32/ 124 with the I Pv6 address of the next hop
toward "B in the mesh network as the next hop, and 'B can configure
the I Pv6 route 2001: db8::5efe:192.0.2.16/ 124 with the | Pv6 address of
the next hop toward A" as the next hop. (Notice that the /124
prefixes properly cover the /28 prefix of the |IPv4 address that is
enbedded within the 1Pv6 address.) |In that case, when 'A receives a
packet fromthe IPv6 Internet with destination address

2001: db8: : b5efe: 192.0.2.34, it first forwards the packet toward 'B
over an IPv6 nmesh link. 'B in turn uses |SATAP to forward the
packet into the site, where I1Pv4 routing will direct it to 'D . In
the sane fashion, when "B receives a packet fromthe I Pv6 |Internet
with destination address 2001: db8::5efe: 192.0.2.18, it first forwards
the packet toward A over an IPv6 mesh link. 'A then uses | SATAP
to forward the packet into the site, where IPv4 routing will direct

it to’'C.

Finally, when host 'C inside the site connects to host "D inside
the site, it has the option of using the native |IPv4 service or the

| SATAP | Pv6-in-1Pv4 encapsul ation service. Wen there is operationa
assurance that |1Pv4 services between the two hosts are available, the
hosts may be better served to continue to use |legacy |Pv4 services in
order to avoid encapsul ati on overhead and to avoid conmuni cati on
failures due to m ddl eboxes in the path that filter protocol-41
packets [RFC4213]. If 'C and 'D could be in different |Pv4 network
partitions, however, |Pv6-in-1Pv4 encapsul ati on should be used with
one or both of routers "A and 'B serving as intermedi ate gateways.

3.4. Reference Operational Scenario - |ndividual Prefix Mde

Figure 2 depicts an exanpl e | SATAP network topol ogy for allow ng
hosts within a predominantly IPv4 site to configure | SATAP services
usi ng SLAAC with the individual prefix nodel. The exanple shows two
advertising | SATAP routers (A", 'B"), two | SATAP hosts ('C, 'D),
and an ordinary IPv6 host ('E) outside of the site in a typica

depl oynent configuration. |In the figure, |SATAP routers A" and 'B
both advertise different prefixes taken fromthe aggregated prefix
2001: db8::/48, with ' A" advertising 2001:db8:0:1::/64 and 'B
advertising 2001: db8: 0: 2: : / 64.
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(i) 2001:db8:1::1
-( IPv6 :::)- R +
( Internet ::::) | IPv6 Host E |
B G R R +
RN G
,----iconpanion gatemayi--
/ 1 1
/ |
;, R + R + )
: | Router A | | Router B | /
| (isatap) | | (isatap) |
| 192.0.2.17 | | 192.0.2.33 |
S S SIS + R + 0\

fe80::*:192.0.2.17 fe80::*:192.0.2.33
2001: db8: 0:1::/64 2001: db8: 0: 2::/64
I ;
: IPv4 Site -+
Lo (PRL: 192.0.2.1) )
\ )

fe80::*:192.0.2.18 fe80::*:192.0.2.34
2001: db8: 0:1::*:192.0.2.18 2001:db8:0:2::*:192.0.2.34

| 192.0.2.18 | | 192.0.2.34 |
| (isatap) | | (isatap) |
| Host C | | Host D |

(* == "0000: 5ef e")

Figure 2: Exanpl e | SATAP Network Topol ogy Using
I ndi vi dual Prefix Mdel

Wth reference to Figure 2, advertising | SATAP routers A" and 'B
within the IPv4 site connect to the IPv6 Internet either directly or
via a conpani on gateway. Router 'A advertises the individual prefix
2001: db8:0:1::/64 into the IPv6 Internet routing system and router
"B advertises the individual prefix 2001:db8:0:2::/64. The routers
could instead both advertise a shorter shared prefix such as

2001: db8::/48 into the I Pv6 routing system but in that case they
woul d need to configure a nmesh of I Pv6 |inks between thenselves in
the sane fashion as described for the shared prefix nmodel in

Section 3.3. For the purpose of this exanple, we al so assune that
the IPv4 site is configured within multiple |IPv4 subnets -- each with
an | Pv4 prefix |l ength of /28.
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Advertising | SATAP routers A" and 'B" both configure individual |Pv4
uni cast addresses 192.0.2.17/28 and 192.0.2.33/28 (respectively)
instead of, or in addition to, a shared |IPv4 anycast address. Router
A" then configures an advertising | SATAP router interface for the
site with link-local |SATAP address fe80::5efe:192.0.2.17, while
router 'B configures an advertising | SATAP router interface for the
site with link-1ocal |SATAP address fe80::5efe:192.0.2.33. The site
adm ni strator then places the | Pv4 addresses 192.0.2.17 and
192.0.2.33 in the site’s PRL. "A and 'B then both advertise their

| Pv4 addresses into the site’s IPv4 routing system

| SATAP host 'C connects to the site via an IPv4 interface with
address 192.0.2.18/28 and al so configures an | SATAP host interface
with link-1ocal |SATAP address fe80::5efe:192.0.2.18 over the |Pv4
interface. 'C next resolves the PRL and sends an RS nessage to the
| Pv4 address 192.0.2.17, where IPv4 routing will direct it to 'A .
"C then receives an RA from’'A then configures a default |Pv6 route
with next-hop address fe80::5efe:192.0.2.17 via the | SATAP interface
and processes the I Pv6 prefix 2001:db8:0:1:/64 advertised in the PIO
If the Aflag is set inthe PIO 'C uses SLAAC to automatically
configure the | Pv6 address 2001: db8: 0: 1:: 5efe: 192.0.2.18 (i.e., an
address with an | SATAP interface identifier) and assigns it to the

| SATAP interface. |If the L flag is set, 'C also assigns the prefix
2001: db8:0:1::/64 to the | SATAP interface, and the | Pv6 address
becomes a true | SATAP address.

In the same fashion, |SATAP host 'D configures its IPv4 interface
with address 192.0.2.34/28 and configures its | SATAP interface with
Iink-1ocal |SATAP address fe80::5efe:192.0.2.34. 'D next perforns
an RS/ RA exchange that is serviced by 'B, then uses SLAAC to

aut oconfigure the address 2001: db8: 0: 2::5efe: 192.0. 2. 34 and a default
I Pv6 route with next-hop address fe80::5efe:192.0.2.33. Finally,

I Pv6 host 'E connects to an I Pv6 network outside of the site. 'F
configures its IPv6 interface in a manner specific to its attached
IPv6 link, and it autoconfigures the |IPv6 address 2001:db8:1:: 1.

Fol l owi ng this autoconfiguration, when host 'C inside the site has

an | Pv6 packet to send to host 'E outside the site, it prepares the
packet with source address 2001: db8::5efe:192.0.2.18 and destination
address 2001:db8:1::1. 'C then uses IPv6-in-1Pv4 encapsulation to

forward the packet to the | Pv4 address 192.0.2.17, which will be

directed to 'A based on IPv4 routing. 'A in turn decapsul ates the
packet and forwards it into the public IPv6 Internet, where it wll
be conveyed to 'E via normal IPv6 routing. |In the sane fashion,

host 'D uses |Pv6-in-1Pv4 encapsulation via its default router 'B
to send | Pv6 packets to IPv6 Internet hosts such as 'FE
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When host 'E outside the site sends | Pv6 packets to | SATAP host 'C
inside the site, the IPv6 routing systemw Il direct the packet to
"A since 'A advertises the individual prefix that matches 'C's
destination address. A can then use | SATAP to statelessly forward
the packet directly to’'C. |If "A and 'B both advertise the shared
shorter prefix 2001:db8::/48 into the I Pv6 routing system however,
packets coning from'E nmay be directed to either "A" or "B'. In
that case, the advertising | SATAP routers nust connect within a ful
or partial mesh of IPv6 links the same as for the shared prefix node
and nust either run a dynamc |IPv6 routing protocol or configure
static routes so that inconming | Pv6 packets can be forwarded to the
correct serving router.

In this example, "A can configure the I Pv6 route 2001: db8:0:2::/64
with the 1Pv6 address of the next hop toward 'B in the nmesh network
as the next hop, and "B can configure the |IPv6 route

2001: db8:0.1::/64 with the | Pv6 address of the next hop toward 'A as
the next hop. Then, when ' A receives a packet fromthe |IPv6
Internet with destination address 2001: db8: 0: 2:: 5efe: 192.0.2.34, it

first forwards the packet toward 'B over an IPv6 nesh link. 'B in
turn uses | SATAP to forward the packet into the site, where |Pv4
routing will direct it to'D. |In the sane fashion, when 'B

receives a packet fromthe IPv6 Internet with destination address
2001: db8: 0: 1: : 5efe:192.0.2.18, it first forwards the packet toward
"A" over an IPv6 nesh link. 'A then uses |SATAP to forward the
packet into the site, where IPv4 routing will direct it to 'C.

Finally, when host 'C inside the site connects to host "D inside
the site, it has the option of using the native |IPv4 service or the

| SATAP | Pv6-in-1Pv4 encapsul ation service. \When there is operationa
assurance that |1Pv4 services between the two hosts are avail able, the
hosts may be better served to continue to use |egacy |Pv4 services in
order to avoid encapsul ati on overhead and to avoid any |Pv4

protocol -41 filtering m ddl eboxes that may be in the path. |If 'C
and 'D may be in different 1Pv4 network partitions, however,

| Pv6-in-1Pv4 encapsul ation should be used with one or both of routers
"A" and 'B' serving as internedi ate gateways

3.5. SLAAC Site Admi nistration Gui dance

In common practice, firewalls, gateways, and packet filtering devices
of various forns are often deployed in order to divide the site into
separate partitions. In both the shared and individual prefix nodels
descri bed above, the entire site can be represented by the aggregate
I Pv6 prefix assigned to the site, while each site partition can be

represented by "sliver" IPv6 prefixes taken fromthe aggregate. In

order to provide a sinple service that does not interact poorly wth
the site topology, site admi nistrators should therefore institute an
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address plan to align I Pv6 sliver prefixes with |Pv4d site partition
boundari es.

For exanple, in the shared prefix nodel in Section 3.3, the aggregate
prefix is 2001:db8::/64, and the sliver prefixes are

2001: db8: : 5efe: 192. 0. 2.0/ 124, 2001: db8::5efe: 192.0. 2. 16/ 124,

2001: db8: : befe: 192. 0. 2. 32/ 124, etc. |In the individual prefix nodel
in Section 3.4, the aggregate prefix is 2001:db8::/48, and the sliver
prefixes are 2001: db8: 0:0::/64, 2001:db8:0:1::/64, 2001: db8:0: 2::/ 64,
etc.

When individual prefixes are used, site administrators can configure
advertising | SATAP routers to advertise different individual prefixes
to different sets of clients, e.g., based on the client’s |Pv4 subnet
prefix such that the 1Pv6 prefixes are congruent with the |IPv4
addressing plan. (For exanple, admnistrators can configure each
advertising | SATAP router to provide services only to certain sets of
| SATAP clients through i nbound | Pv6 Access Control List (ACL) entries
that match the | Pv4 subnet prefix enbedded in the | SATAP interface
identifier of the IPv6 source address.) Wen a shared prefix is
used, site adm nistrators instead configure the | SATAP routers to
advertise the shared prefix to all clients.

Advertising | SATAP routers can advertise prefixes with the (A L)
flags set to (1,0) so that | SATAP clients will use SLAAC to

aut oconfigure | Pv6 addresses with | SATAP interface identifiers from
the prefixes and assign themto the receiving | SATAP interface, but

they will not assign the prefix itself to the | SATAP interface. In
that case, the advertising router nust assign the sliver prefix for
the site partition to the advertising | SATAP interface. |In this way,

the advertising router considers the addresses covered by the sliver
prefix as true | SATAP addresses, but the | SATAP clients thensel ves do
not. This configuration enables a hub-and-spoke architecture, which
in some cases may be augnented by route optinization based on the
recei pt of 1CMPv6 Redirects.

Site administrators can inplenment address selection policy rules

[ RFC6724] through explicit configurations in each | SATAP client in
order to give preference to | Pv4 destination addresses over
destination addresses derived fromone of the client’s I Pv6 sliver
prefixes. For exanple, site adm nistrators can configure each | SATAP
client associated with a sliver prefix such as

2001: db8: : 5ef e: 192.0. 2. 64/ 124 to add the prefix to its address

sel ection policy table with a | ower precedence than the prefix
offff:0:0/96. In this way, |IPv4 addresses are preferred over |Pv6
addresses fromwi thin the same sliver. The prefix could be added to
each | SATAP client either manually or through an autonmated service
such as a DHCP option [ ADDR- SELECT] di scovered by the client, e.g.,
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usi ng Statel ess DHCPv6 [RFC3736]. In this way, clients will use |Pv4
communi cations to reach correspondents within the same |Pv4 site
partition and will use |IPv6 comruni cations to reach correspondents in
other partitions and/or outside of the site.

It should be noted that sliver prefixes |onger than /64 cannot be
advertised for SLAAC purposes. Also, sliver prefixes |onger than /64
do not allow for interface identifier rewiting by address
translators. These factors may favor the individual prefix nodel in
sonme depl oynent scenarios, while the flexibility afforded by the
shared prefix nodel may be nore desirable in others. Additionally,

if the network is small, then the shared prefix nodel works well. |If
the network is large, however, a better alternative may be to depl oy
separate | SATAP routers in each partition and have each advertise its
own i ndi vi dual prefix.

Finally, site adm nistrators should configure | SATAP routers to not
send | CMPv6 Redirect nessages to informa source client of a better
next hop toward the destination unless there is strong assurance that
the client and the next hop are within the sane IPv4 site partition

3.6. Loop Avoi dance

In sites that provide |Pv6 services through | SATAP with SLAAC as
described in this section, site adm nistrators mnmust take operationa
precautions to avoid routing | oops. For exanple, each advertising
| SATAP router should drop any incom ng | Pv6 packets that woul d be
forwarded back to itself via another of the site’ s advertising
routers. Additionally, each advertising | SATAP router should drop
any encapsul ated packets received from another advertising router
that woul d be forwarded back to that sanme advertising router. This
corresponds to the mtigation documented in Section 3.2.3 of

[ RFC6324], but other mitigations specified in that docunent can al so
be enpl oyed.

Note that | Pv6 packets with |ink-1ocal |SATAP addresses are exenpt
fromthese checks, since they cannot be forwarded by an |IPv6 router
and may be necessary for router-to-router coordinations.

3.7. Considerations for Conpatibility of Interface ldentifiers

[ RFC5214], Section 6.1 specifies the setting of the "u" bit in the
Modi fied EUI-64 interface identifier format used by | SATAP.

I mpl enentations that conply with the specification set the "u" bit to
1 when the I Pv4 address is known to be gl obally unique; however, sone
| egacy i nplenentations unconditionally set the "u" bit to O.
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I mpl enentations interpret the | SATAP interface identifier only within
the link to which the corresponding | SATAP prefix is assigned; hence,
the value of the "u" bit is interpreted only within the context of an
on-link prefix and not within a global context. |Inplenmenters are
responsi ble for ensuring that their products are interoperable;
therefore, inplenentations nmust nmake provisions for ensuring "u" bit
conmpatibility for intra-link comunications.

Site adm nistrators should accordingly configure ACL entries and
other literal representations of |ISATAP interface identifiers such
that both values of the "u" bit are accepted. For exanple, if the
site adm nistrator configures an ACL entry that nmatches the prefix
"fe80::0000: 5ef e: 192. 0. 2. 0/ 124", they should al so configure a
companion list entry that matches the prefix
"fe80::0200: 5ef e: 192. 0. 2. 0/ 124"

4. Manual Configuration

When no autoconfiguration services are available (e.g., if there are
no advertising | SATAP routers present), site admnistrators can use
manual configuration to assign |IPv6 addresses with | SATAP interface
identifiers to the | SATAP interfaces of clients. QOherw se, site
adm ni strators should avoi d manual configurations that would in any
way invalidate the assunptions of the autoconfiguration service. For
exanpl e, manually configured addresses may not be automatically
renunbered during a site-w de renunbering event, which could
subsequently result in conmunication fail ures.

5. Scaling Considerations

Section 3 depicts | SATAP network topologies with only two adverti sing
| SATAP routers within the site. |In order to support |arger nunbers
of | SATAP clients (and/or multiple site partitions), the site can
depl oy nore advertising | SATAP routers to support |oad bal anci ng and
general ly shortest-path routing.

Such an arrangenent requires that the advertising | SATAP routers
participate in an I Pv6 routing protocol instance so that |Pv6
addresses/ prefi xes can be mapped to the correct |SATAP router. The
routing protocol instance can be configured as either a full-nesh
topol ogy involving all advertising | SATAP routers, or as a partial -
mesh topol ogy with each advertising | SATAP router associating with
one or nore conpani on gateways. Each such conpani on gateway would in
turn participate in a full mesh between all conpani on gat eways.
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6. Site Renunbering Considerations

Advertising | SATAP routers distribute 1Pv6 prefixes to | SATAP clients
within the site. |If the site subsequently reconnects to a different

I SP, however, the site nmust renunber to use addresses derived from
the new | Pv6 prefixes [RFC6879].

For |1 Pv6 services provided by SLAAC, site renunbering in the event of
a change in an | SP-served I Pv6 prefix entails a sinple renunbering of
| Pv6 addresses and/or prefixes that are assigned to the | SATAP
interfaces of clients within the site. |In sone cases, filtering
rules (e.g., within filtering tables at site-border firewalls) may

al so require renunbering, but this operation can be autonated and
limted to only one or a few adm nistrative "touch points".

In order to renunber the | SATAP interfaces of clients within the site
usi ng SLAAC, advertising | SATAP routers need only schedul e the
services offered by the old ISP for deprecation and begin to
advertise the | Pv6 prefixes provided by the new I SP. Lifetinmes of

| SATAP client interface addresses will eventually expire, and the
host will renunber its interfaces with addresses derived fromthe new
prefixes. |SATAP clients should also eventually renpbve any

deprecated SLAAC prefixes fromtheir address selection policy tables,
but this action is not tine-critical

Finally, site renunbering in the event of a change in an | SP-served

I Pv6 prefix further entails locating and rewiting all 1Pv6 addresses
in nam ng services, databases, configuration files, packet filtering
rul es, docunentation, etc. If the site has published the |Pv6

addresses of any site-internal nodes within the public Internet DNS

system then the corresponding resource records will also need to be
updat ed during the renunbering operation. This can be acconplished

via secure dynam c updates to the DNS

7. Path MIU Consi derations

| Pv6-in-1Pv4 encapsul ati on overhead effectively reduces the size of

| Pv6 packets that can traverse the tunnel in relation to the actua
Maxi mum Transmi ssion Unit (MIU) of the underlying |IPv4 network path
bet ween the tunnel ingress and egress. Two nethods for accommpdati ng
| Pv6 path MIU di scovery over |IPv6-in-1Pv4 tunnels (i.e., the static
and dynani c net hods) are docunented in Section 3.2 of [RFC4213].

The static nethod places a "safe" upper bound on the size of |Pv6
packets permitted to enter the tunnel; however, the nmethod can be
overly conservative when larger |Pv4 path MIUs are available. The
dynani ¢ nmethod can accommodate nuch | arger | Pv6 packet sizes in sone
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cases, but can fail silently if the underlying |IPv4d network path does
not return the necessary error nessages.

Thi s docunent notes that sites that include well-managed |Pv4 |inks,
routers, and other network m ddl eboxes are candi dates for use of the
dynani ¢ MIU deterni nati on nmethod, which nay provide for a better

operational |1Pv6 experience in the presence of |Pv6-in-IPv4 tunnels.

Finally, since all |SATAP tunnels term nate at a host, transport
protocol s that perform packet-size negotiations will see an | Pv6 MIU
that accounts for the encapsul ati on headers and therefore will avoid
sendi ng encapsul at ed packets that exceed the | Pv4 path MU

8. Alternative Approaches

[ RFC4554] proposes a use of VLANs for |Pv4-1Pv6 coexistence in
enterprise networks. The | SATAP approach provides a nore flexible
and broadly applicable alternative and with fewer administrative
touch points.

The tunnel broker service [RFC3053] uses point-to-point tunnels that
require end users to establish an explicit admnistrative
configuration of the tunnel’'s far end, which may be outside of the
adm ni strative boundaries of the site.

6t 04 [ RFC3056] and Teredo [ RFC4380] provide "last resort" unmanaged
automatic tunneling services when no other neans for |Pv6
connectivity is avail able. These services are given |lower priority
when t he | SATAP nanaged service and/or native |Pv6 services are
enabl ed.

6rd [ RFC5969] enables a statel ess prefix del egation capability based
on | Pv4-enbedded | Pv6 prefixes, whereas | SATAP enables a statefu
prefix del egation capability based on native |IPv6 prefixes.

9. Security Considerations
In addition to the security considerations docunented in [ RFC5214],
sites that use | SATAP should take care to ensure that no routing

| oops are enabl ed [ RFC6324]. Additional security concerns with [P
tunneling are docunented in [ RFC6169].
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