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Abst r act

Thi s docunent anal yzes TCP-based routing protocols, the Border

Gat eway Protocol (BGP), the Label Distribution Protocol (LDP), the
Pat h Conmput ati on El ement Communi cati on Protocol (PCEP), and the

Mul ticast Source Distribution Protocol (MSDP), according to

gui delines set forth in Section 4.2 of "Keying and Authentication for
Routing Protocols Design Cuidelines", RFC 6518.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6952
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1.

I nt roducti on

In their "Report fromthe | AB Wrkshop on Unwanted Traffic March
9-10, 2006" [RFC4948], the Internet Architecture Board (I|AB)
described an attack on core routing infrastructure as an ideal attack
that would inflict the greatest anount of damage and suggested steps
to tighten the infrastructure against the attack. Four main steps
were identified for that tightening

1. Create secure nechanisns and practices for operating routers.

2. Cean up the Internet Routing Registry (IRR) repository, and
secure both the database and the access, so that it can be used
for routing verifications.

3. Create specifications for cryptographic validation of routing
nessage content.

4. Secure the routing protocols’ packets on the wre.

In order to secure the routing protocols, this docunment perforns an
initial analysis of the current state of four TCP-based protocols --
BGP [ RFC4271], LDP [RFC5036], PCEP [ RFC5440], and MsSDP [ RFC3618] --
according to the requirenents of the KARP Design Cuidelines

[ RFC6518]. Section 4.2 of that docunent uses the term"state", which
will be referred to as the "state of the security nethod". Thus, a
termlike "Define Optimal State" would be referred to as "Define
Optimal State of the Security Method"

Thi s docunent builds on several previous efforts into routing
security:

0 "lssues with Existing Cryptographic Protection Methods for Routing
Pr ot ocol s" [ RFC6039], describes issues with existing cryptographic
protection nmethods for routing protocols.

0 Analysis of OSPF Security According to the KARP Desi gn CGui de
[ RFC6863] anal yzes Open Shortest Path First (OSPF) security
according to the KARP Design Cuide

Section 2 of this docunent |ooks at the current state of the security
met hod for the four routing protocols: BGP, LDP, PCEP, and MsDP
Section 3 exanines what the optimal state of the security nethod
woul d be for the four routing protocols according to the KARP Design
Gui del i nes [ RFC6518], and Section 4 does an analysis of the gap

bet ween the existing state of the security nethod and t he opti nal
state of the security nethod for the protocols and suggests sone
areas where inprovenent is needed

Jet hanandani, et al. I nf or mat i onal [ Page 3]



RFC 6952 BGP, LDP, PCEP, and MSDP Anal ysis May 2013

1.1. Abbreviations
AES - Advanced Encryption Standard
AO - Authentication Option
AS - Autononmous System
BGP - Border Gateway Protocol
CVAC - Cipher-Based Message Authentication Code
DoS - Denial of Service
GISM - GCeneralized Time-to-Live (TTL) Security Mechani sm
HVAC - Hash-Based MAC
KARP - Key and Authentication for Routing Protocols

KDF - Key Derivation Function

KEK - Key Encrypting Key

KMP - Key Managenent Protocol
LDP - Label Distribution Protocol
LSR - Label Switching Routers

MAC - Message Aut hentication Code

MKT - Master Key Table

MSDP - Multicast Source Distribution Protocol

MD5 - Message Digest Algorithmb5

OSPF - Open Shortest Path First

PCEP - Path Conputation El enment Conmuni cation Protocol
PCC - Path Conputation dient

PCE - Path Conputation El enent

SHA - Secure Hash Al gorithm
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TCP - Transmission Control Protoco
TTL - Tinme-to-Live
UDP - User Datagram Protoco
WG - Working G oup
2. Current Assessnment of BGP, LDP, PCEP, and MSDP

This section assesses the transport protocols for any authentication
or integrity mechani sns used by the protocol. |t describes the
current security nechanisns, if any, used by BGP, LDP, PCEP, and
VSDP

2.1. Transport Layer

At the transport |layer, routing protocols are subject to a variety of
DoS attacks, as outlined in "Internet Denial-of-Service

Consi derations" [RFC4732]. Such attacks can cause the routing
protocol to become congested, resulting in the routing updates being
supplied too slowy to be useful. In extrene cases, these attacks
prevent routers fromconverging after a change

Routing protocols use several nmethods to protect thenselves. Those
that use TCP as a transport protocol use access lists to accept
packets only from known sources. These access lists also help
protect edge routers fromattacks originating outside the protected
domain. In addition, for edge routers running the External Border
Gat eway Protocol (eBGP), TCP LISTEN is run only on interfaces on
whi ch its peers have been discovered or via which routing sessions
are expected (as specified in router configuration databases).

"Generalized TTL Security Mechanism (GITSM" [ RFC5082] describes a
generalized Tine-to-Live (TTL) security nechanismto protect a
protocol stack from CPU-utilization-based attacks. TCP Robustness
[ RFC5961] recommends sone TCP-level mtigations agai nst spoofing
attacks targeted towards long-lived routing protocol sessions.

Even when BGP, LDP, PCEP, and MSDP sessions use access lists, they
are vul nerable to spoofing and nman-in-the-m ddl e attacks.

Aut hentication and integrity checks allow the receiver of a routing
protocol update to know that the nessage genuinely comes fromthe
node that claims to have sent it and to know whet her the nessage has
been nodified. Sometines routers can be subjected to a | arge nunber
of authentication and integrity requests, exhausting connection
resources on the router in a way that could |l ead to the denial of
genui ne requests.
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TCP MD5 [ RFC2385] has been obsol eted by TCP- AO [ RFC5925]. However,
it is still widely used to authenticate TCP-based routing protocols
such as BGP. It provides a way for carrying a MD5 digest in a TCP
segnent. This digest is conputed using information known only to the
endpoints, and this ensures authenticity and integrity of nessages.
The MD5 key used to conpute the digest is stored locally on the
router. This option is used by routing protocols to provide for
session-level protection against the introduction of spoofed TCP
segnents into any existing TCP streams, in particular, TCP Reset
segnents. TCP MD5 does not provide a generic nechanismto support
key rollover. It also does not support algorithmagility.

The Message Aut henticati on Codes (MACs) used by TCP MD5 are

consi dered too weak both because of the use of the hash function and
because of the way the secret key used by TCP MD5 is managed.
Furthernore, TCP MD5 does not support any algorithmagility. TCP-AO
[ RFC5925] and its conpani on docunent Cryptographic Al gorithnms for
TCP- AO [ RFC5926], describe steps towards correcting both the MAC
weakness and the managenment of secret keys. Those steps require that
two MAC al gorithns be supported. They are HVAC- SHA-1-96, as
specified in HVAC [ RFC2104], and AES-128- CMAC-96, as specified in

NI ST- SP800- 38B [ NI ST- SP800-38B]. Cryptographic research suggests
that both these MAC algorithns are fairly secure. By supporting

mul tiple MAC al gorithms, TCP-AO supports algorithmagility. TCP-AO
al so all ows additional MACs to be added in the future.

2.2. Keying Mechani sns

For TCP- AO [ RFC5925], there is no Key Managenent Protocol (KWMP) used
to nmanage the keys that are enployed to generate the MAC. TCP-AO
tal ks about coordinating keys derived fromthe Master Key Table (MT)
bet ween endpoints and allows for a master key to be configured
manual ly or for it to be nanaged via an out-of -band mechani sm

It should be noted that npbst routers configured with static keys have
not seen the key changed ever. The common reason given for not
changing the key is the difficulty in coordinating the change between
pairs of routers when using TCP MD5. It is well known that the

| onger the same key is used, the greater the chance that it can be
guessed or exposed, e.g., when an administrator with know edge of the
keys | eaves the conpany.

For point-to-point key managenent, the | KEv2 protocol [RFC5996]

provi des for automated key exchange under a Security Association (SA)
and can be used for a conprehensive KMP solution for routers. |KEv2
can be used for both | Psec SAs [ RFC4301] and ot her types of SAs. For
exanpl e, Fibre Channel SAs [ RFC4595] are currently negotiated with

| KEv2. Using | KEv2 to negotiate TCP-AO is a possible option
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2.3. BGP

Al'l BGP comuni cations take place over TCP. Therefore, all security
vul nerabilities for BGP can be categorized as relating to the
security of the transport protocol itself, or to the conprom sing of
i ndividual routers and the data they handle. This docunment examni nes
the issues for the transport protocol, while the SIDR Wrking Goup
(W5 | ooks at ways to sign and secure the data exchanged in BGP as
described in "An Infrastructure to Support Secure Internet Protocol™
[ RFC6480] .

2.4. LDP

"Security Framework for MPLS and GWPLS Networ ks" [RFC5920] outlines
security aspects that are relevant in the context of MPLS and GWLS
It describes the security threats, the rel ated defensive techniques,
and the nmechani smfor detection and reporting.

Section 5 of LDP [ RFC5036] states that LDP is subject to two
different types of attacks: spoofing and denial -of -service attacks.

2.4.1. Spoofing Attacks

A spoofing attack against LDP can occur both during the discovery
phase and during the session conmuni cati on phase.

2.4.1.1. Discovery Exchanges using UDP

Label Switching Routers (LSRs) indicate their willingness to
establish and maintain LDP sessions by periodically sending Hello
messages. Reception of a Hello nmessage serves to create a new "Hello
adj acency", if one does not already exist, or to refresh an existing
one.

There are two variants of the discovery nechanism A Basic Discovery
mechani smis used to discover LSR neighbors that are directly
connected at the link level, and an Extended Di scovery mechanismis
used by LSRs that are nore than one hop away.

Unlike all other LDP nessages, the Hello nessages are sent using UDP
Thi s neans that they cannot benefit fromthe security mechani sns
available with TCP. LDP [ RFC5036] does not provide any security
mechani sms for use with Hell o nessages except for some configuration
that may hel p protect agai nst bogus discovery events. These
configurations include directly connected |links and interfaces.
Routers that do not use directly connected |links have to use the

Ext ended Di scovery nmechanismand will not be able to use
configuration to protect agai nst bogus discovery events.
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Spoofing a Hell o packet for an existing adjacency can cause the

adj acency to time out and result in termination of the associated
session. This can occur when the spoofed Hell o nessage specifies a
small Hold Tinme, causing the receiver to expect Hello nmessages within
this interval, while the true neighbor continues sending Hello
messages at the |l ower, previously agreed to frequency.

Spoofing a Hell o packet can al so cause the LDP session to be

term nated. This can occur when the spoofed Hell o specifies a
different Transport Address fromthe previously agreed one between
nei ghbors. Spoofed Hell o nessages are observed and reported as a
real problemin production networKks.

2.4.1.2. Session Conmunication using TCP

LDP, |ike other TCP-based routing protocols, specifies use of the TCP
MD5 Signature Option to provide for the authenticity and integrity of
sessi on nessages. As stated in Section 2.1 of this docunent and in
Section 2.9 of LDP [RFC5036], MD5 authentication is considered too
weak for this application as outlined in MD5 and HVAC- MD5 Security
Consi derations [ RFC6151]. It al so does not support algorithm
agility. A stronger hashing algorithm e.g., SHAl1L, which is
supported by TCP-AO [ RFC5925], could be deployed to take care of the
weakness.

Al ternatively, one could nove to using TCP-AQ, which provides for
stronger MAC al gorithms, makes it easier to set up manual keys, and
protects agai nst replay attacks.

2.4.2. Denial-of-Service Attacks

LDP is subject to Denial-of-Service (DoS) attacks both in discovery
mode and session node. The potential targets are docunented in
Section 5.3 of LDP [ RFC5036] .

2.5. PCEP

For effective selection by Path Conputation Cients (PCCs), a PCC
needs to know the | ocation of Path Conmputation Elements (PCES) inits
domai n along with some information relevant for PCE sel ection. Such
PCE information could be | earned through nmanual configuration, on
each PCC, along with the capabilities of the PCE or autonmatically
through a PCE di scovery nechanismas outlined in Requirenments for PCE
Di scovery [ RFC4674].

Attacks on PCEP [ RFC5440] may result in damage to active networKks.

These include conputation responses, which if changed can cause
protocols |ike RSVP-TE [ RFC3209] to set up suboptinmal or
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i nappropriate LSPs. |In addition, PCE itself can be a target for a
variety of DoS attacks. Such attacks can cause path conputations to
be supplied too slowy to be of any value, particularly as it relates
to recovery or establishnent of LSPs.

Finally, PCE discovery, as outlined in OSPF Protocol Extensions for
PCE Di scovery [RFC5088] and IS-1S Protocol Extensions for PCE

Di scovery [ RFC5089], is a significant feature for the successfu

depl oynent of PCEP in | arge networks. These mechanisns allow PCC to
di scover the existence of PCEs within the network. [|f the discovery
mechanismis conpromised, it will inpair the ability of the nodes to
function as described bel ow

As RFC 5440 states, PCEP (which nakes use of TCP as a transport)
could be the target of the follow ng attacks:

0 Spoofing (PCC or PCE inplenentation)
0 Snoopi ng (nmessage interception)

o Falsification

o Denial of Service

I n inter-Autononous System (inter-AS) scenarios where PCE-to-PCE
communi cation is required, attacks may be particularly significant
with commercial inmplications as well as service-Ilevel agreenent

i nplications.

Addi tionally, snooping of PCEP requests and responses nmay give an
attacker information about the operation of the network. By view ng
the PCEP messages, an attacker can deternmine the pattern of service
establishnent in the network and can know where traffic is being
routed, thereby nmaking the network susceptible to targeted attacks
and the data within specific LSPs vul nerable.

Ensuring PCEP communi cation privacy is of key inportance, especially
in an inter-AS context, where PCEP comuni cation endpoints do not
reside in the same AS. An attacker that intercepts a PCE nessage
could obtain sensitive information related to conputed paths and
resources

At the time PCEP was documented in [ RFC5440], TCP-AO had not been
fully specified. Therefore, [RFC5440] nandates that PCEP

i mpl ement ati ons i nclude support for TCP MD5 and that use of the
function should be configurable by the operator. [RFC5440] also
describes the vulnerabilities and weaknesses of TCP MD5 as noted in
this docunment. [RFC5440] goes on to state that PCEP inpl enentations
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2

3.

6

1.

shoul d i nclude support for TCP-AO as soon as that specification is
complete. Since TCP-AO [ RFC5925] has now been published, new PCEP
i mpl ement ati ons should fully support TCP-AQ

VSDP

Similar to BG? and LDP, the Milticast Source Distribution Protoco
(MSDP) uses TCP MD5 [ RFC2385] to protect TCP sessions via the TCP MD5
option. But with a weak MD5 authentication, TCP MD5 is not

consi dered strong enough for this application. It also does not
support algorithmagility.

MSDP advocates inposing a limt on the nunber of source address and
group addresses (S,G that can be cached within the protocol in order
to mtigate state expl osion due to any denial of service and ot her
attacks.

Optinmal State for BGP, LDP, PCEP, and MsSDP

The ideal state of the security nmethod for BGP, LDP, PCEP, and MSDP
protocols is when they can withstand any of the known types of
attacks. The protocols also need to support algorithmagility, i.e.,
they nust not hardwi re thensel ves to one algorithm

Additionally, the KWMP for the routing sessions should hel p negotiate
uni que, pair-w se random keys wi thout adm ni strator involvenent. It
shoul d al so negotiate Security Association (SA) paraneters required
for the session connection, including key lifetimes. It should keep
track of those lifetines and negotiate new keys and paraneters before
they expire and do so without adninistrator involvenent. 1In the
event of a breach, including when an administrator with know edge of
the keys | eaves the conmpany, the keys should be changed i mmedi ately.

The DoS attacks for BGP, LDP, PCEP, and MSDP are attacks to the
transport protocol -- TCP for the nobst part, and UDP in case of the
di scovery phase of LDP. TCP and UDP shoul d be able to withstand any
of the DoS scenarios by dropping packets that are attack packets in a
way that does not inpact |egitimte packets.

The routing protocols should provide a nechanismto authenticate the
routing information carried within the payl oad, and adnministrators
shoul d enable it.

LDP
To mitigate LDP's current vulnerability to spoofing attacks, LDP

needs to be upgraded such that an inplenmentation is able to determ ne
the authenticity of the neighbors sending the Hell o nessage.
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Labels are sinmilar to routing information, which is distributed in
the clear. However, there is currently no requirenent that the

| abel s be encrypted. Such a requirenent is out of scope for this
docunent .

Simlarly, it is inportant to ensure that routers exchangi ng | abels
are nutual ly authenticated, and that there are no rogue peers or
unaut henti cated peers that can conprom se the stability of the

net wor k.

4. Gap Analysis for BGP, LDP, PCEP, and MSDP

This section outlines the differences between the current state of
the security nmethods for routing protocols and the desired state of
the security nethods as outlined in Section 4.2 of the KARP Design
Gui del i nes [ RFC6518]. As that docunent states, these routing
protocols fall into the category of one-to-one peering nessages and
will use peer keying protocols. This section covers issues that are
common to the four protocols, |eaving protocol-specific issues to
sub- secti ons.

At a transport level, these routing protocols are subject to sone of
the sane attacks that TCP applications are subject to. These include
DoS and spoofing attacks. "Internet Denial -of-Service

Consi derations" [RFC4732] outlines some solutions. "Defending TCP
Agai nst Spoofing Attacks" [RFC4953] recomrends ways to prevent
spoofing attacks. In addition, the reconrendations in [ RFC5961]
shoul d al so be followed and inplenmented to strengthen TCP

Rout ers | ack conprehensive key nmanagenent and keys derived that they
can use to authenticate data. As an exanple, TCP-AO [ RFC5925], tal ks
about coordi nati ng keys derived fromthe Master Key Table (MKT)

bet ween endpoints, but the MKT itself has to be configured manually
or through an out-of-band nmechanism Al so, TCP-AO does not address
the i ssue of connectionless reset, as it applies to routers that do
not store MKT across reboots.

Aut hentication, integrity protection, and encryption all require the
use of keys by sender and receiver. An automated KMP, therefore has
to include a way to distribute key material between two endpoints

with little or no administrative overhead. It has to cover automatic
key rollover. It is expected that authentication will cover the
packet, i.e., the payload and the TCP header, and will not cover the
frane, i.e., the layer 2 header.

There are two net hods of automatic key rollover. Inplicit key

rollover can be initiated after a certain volune of data gets
exchanged or when a certain tine has elapsed. This does not require
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explicit signaling nor should it result in a reset of the TCP
connection in a way that the |inks/adjacencies are affected. On the
ot her hand, explicit key rollover requires an out-of-band key
signaling nmechanism It can be triggered by either side and can be
done anytine a security paranmeter changes, e.g., an attack has
happened, or a systemadm nistrator with access to the keys has |eft
the company. An exanple of this is IKEv2 [ RFC5996], but it could be
any ot her new nechani sns al so.

As stated earlier, TCP-AO [ RFC5925] and its acconpanyi ng docunent,
Cryptographic Algorithns for TCP- AO [ RFC5926], require that two MAC
al gorithms be supported, and they are HVAC- SHA-1-96, as specified in
HVAC [ RFC2104], and AES-128- CMAC-96, as specified in N ST-SP800-38B
[ Nl ST- SP800-38B]. Therefore, TCP-AO nmeets the algorithmagility
requirenment.

There is a need to protect authenticity and validity of the routing/
| abel information that is carried in the payl oad of the sessions.
However, that is outside the scope of this document and is being
addressed by the SIDR Wa  Sim |l ar nechani sns could be used for

i ntra-domai n protocol s.

Finally, replay protection is required. The replay nechani sm needs
to be sufficient to prevent an attacker fromcreating a denial of
service or disrupting the integrity of the routing protocol by

repl ayi ng packets. It is inportant that an attacker not be able to
di srupt service by capturing packets and waiting for replay state to
be | ost.

4.1. LDP

As described in LDP [ RFC5036], the threat of spoofed Basic Hellos can
be reduced by only accepting Basic Hellos on interfaces that LSRs
trust, enploying GISM [ RFC5082], and ignoring Basic Hellos not
addressed to the "all routers on this subnet” nulticast group
Spoofing attacks via Targeted Hellos are potentially a nore serious
threat. An LSR can reduce the threat of spoofed Extended Hell os by
filtering them and accepting Hellos from sources permtted by access
lists. However, performng the filtering using access lists requires
LSR resources, and the LSRis still vulnerable to the |IP source
address spoofing. Spoofing attacks can be solved by being able to
aut henticate the Hell o messages, and an LSR can be configured to only
accept Hell o nmessages from specific peers when authentication is in
use.

LDP Hel |l o Cryptographic Authentication [ HELLO CRYPTQl suggest a new

Crypt ographi ¢ Authentication TLV that can be used as an
aut henti cati on mechanismto secure Hell o messages.
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4.2. PCEP

Pat h Conmputation El ement (PCE) discovery, according to [ RFC5440], is
a significant feature for the successful deploynent of PCEP in |arge
networks. This nmechanismallows a Path Conputation Client (PCC) to
di scover the existence of suitable PCEs within the network w thout
the necessity of configuration. 1t should be obvious that, where
PCEs are discovered and not configured, the PCC cannot know the
correct key to use. There are different approaches to retain sone
aspect of security, but all of themrequire use of a keys and a
keyi ng nechani sm the need for which has been di scussed above.

5. Transition and Depl oynent Consi derations

As stated in the KARP Design Cuidelines [RFC6518], it is inperative
that the new authentication, security nechani sns, and key managenent
protocol support increnental deploynment, as it is not feasible to
depl oy the new routing protocol authentication mechani sm overnight.

Typi cally, authentication and security in a peer-to-peer protoco
requires that both parties agree to the mechanisnms that will be used.
If an agreenment is not reached, the setup of the new mechanismwl|
fail or will be deferred. Upon failure, the routing protocols can
fall back to the nmechanisns that were already in place, e.g., use
static keys if that was the nmechanismin place. The fallback should
be configurable on a per-node or per-interface basis. It is usually
not possible for one end to use the new nmechani smwhile the other end
uses the old. Policies can be put in place to retry upgrading after
a said period of tine, so that manual coordination is not required.

If the automatic KMP requires use of Public Key Infrastructure
Certificates [ RFC5280] to exchange key material, the required
Certificate Authority (CA) root certificates may need to be installed
to verify the authenticity of requests initiated by a peer. Such a
step does not require coordination with the peer, except to decide
which CA authority will be used.

6. Security Considerations

This section describes security considerations that BG, LDP, PCEP
and MSDP should try to neet.

As with all routing protocols, they need protection fromboth on-path
and off-path blind attacks. A better way to protect them would be

wi th per-packet protection using a cryptographic MAC. In order to
provide for the MAC, keys are needed.
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8.

8.

8.

The routing protocols need to support algorithmagility, i.e., they
must not hardwire thensel ves to one al gorithm

Once keys are used, nechanisns are required to support key rollover
They shoul d cover both manual and autonatic key rollover. Miltiple
approaches could be used. However, since the existing nmechani sns
provide a protocol field to identify the key as well as nanagenent
mechani sms to introduce and retire new keys, focusing on the existing
mechani smas a starting point is prudent.

Furthernore, it is strongly suggested that these routing protocols
support algorithmagility. It has been proven that algorithnms weaken
over time. Supporting algorithmagility assists in snooth
transitions fromold to new al gorithns.
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