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Abst ract

The 1 Pv6 specification allows packets to contain a Fragment Header

wi t hout the packet being actually fragmented into nultiple pieces (we
refer to these packets as "atomi c fragnents"). Such packets are
typically sent by hosts that have received an | CVPv6 "Packet Too Big"
error nessage that advertises a Next-Hop MIU small er than 1280 bytes,
and are currently processed by sonme inplenmentations as nornal
"fragmented traffic" (i.e., they are "reassenbled" with any other
queued fragnents that supposedly correspond to the sane origina
packet). Thus, an attacker can cause hosts to enploy atomc
fragnments by forging | CMPv6 "Packet Too Big" error nessages, and then
| aunch any fragnentation-based attacks agai nst such traffic. This
docunent di scusses the generation of the aforenentioned atonic
fragments and the corresponding security inplications. Additionally,
this document formally updates RFC 2460 and RFC 5722, such that |Pv6
atomi c fragnents are processed i ndependently of any other fragnents,
thus conpletely elinnating the aforenentioned attack vector

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6946
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1. Introduction

[ RFC2460] specifies the I1Pv6 fragmentati on mechani sm which all ows

| Pv6 packets to be fragnented into smaller pieces such that they fit
in the Path-MIU to the intended destination(s). [RFC2460] allows
fragments to overlap, thus leading to anbiguity in the result of the
reassenbly process, which could be | everaged by attackers to bypass
firewall rules and/or evade Network Intrusion Detection Systens
(NIDS) [RFC5722].

[ RFC5722] forbids overlapping fragnents, specifying that when
overl apping fragnents are detected, all the fragnents correspondi ng
to that packet nust be silently discarded.

As specified in Section 5 of [ RFC2460], when a host receives an

| CMPv6 "Packet Too Bi g" message advertising a "Next-Hop MU' snaller
than 1280 (the mninmumIPv6e MIU), it is not required to reduce the
assuned Path-MrU, but nust sinply include a Fragnent Header in all
subsequent packets sent to that destination. The resulting packets
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will thus not actually be fragmented into several pieces but wll
just include a Fragment Header with both the "Fragment O fset" and
the "M flag set to O (we refer to these packets as "atonic
fragnments"). |1Pv6/1Pv4 translators enploy the Fragnent
Identification information found in the Fragnent Header to sel ect an
appropriate Fragnent ldentification value for the resulting |Pv4
fragments.

Wil e these packets are really atom c fragnents (they can be
processed by the | Pv6 nodul e and handed to the upper-layer protoco
wi thout waiting for any other fragnents), nany |Pv6 inplenentations
process themas regular fragnents. Nanely, they try to perform | Pv6
fragment reassenbly with the atonic fragnment and any other fragnents
al ready queued with the same set {lIPv6 Source Address, |Pv6
Destination Address, Fragment ldentification}. For exanple, in the
case of IPv6 inplenentations that have been updated to support

[ RFC5722], if a fragment with the sane {IPv6 Source Address, |Pv6
Destination Address, Fragment ldentification} is already queued for
reassenbly at a host when an atomic fragment is received with the
same set {IPv6 Source Address, |Pv6 Destination Address, Fragnent
Identification}, and both fragnments overlap, all the fragnents wll
be silently discarded.

Processing of I Pv6 atonmic fragnments as regul ar fragmented packets
clearly provides an unnecessary vector to performfragmentation-based
attacks agai nst non-fragnented traffic (i.e., 1Pv6 datagrans that are
not really split into multiple pieces but that just include a
Fragment Header).

I Pv6 fragnmentation attacks have been discussed in great detail in

[ PREDI CTABLE-1D] and [CPNI -1Pv6], and [RFC5722] describes a specific
firewall-circunvention attack that could be perforned by |everaging
overl apping fragments. The possible IPv6 fragnentation-based attacks
are, in nost cases, "ports" of the IPv4 fragnentation attacks

di scussed in [ RFC6274].

Section 3 describes the generation of |IPv6 atomic fragments and how
they can be renmotely "triggered" by a renote attacker. Section 4
formal |y updates [ RFC2460] and [ RFC5722] such that the af orenentioned
attack vector is elimnated. Appendix A contains a survey of the
generation and processing of IPv6 atomic fragnents in different

versi ons of a nunber of popular |Pv6 inplenentations.
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2

Ter mi nol ogy

I Pv6 atomic fragnents
| Pv6 packets that contain a Fragnment Header with the Fragnent
O fset set to 0 and the Mflag set to O.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Generation of |Pv6 Atomic Fragnents
Section 5 of [RFC2460] states:

"In response to an | Pv6 packet that is sent to an | Pv4 destination
(i.e., a packet that undergoes translation fromIPv6 to | Pvd4), the
originating IPv6 node nay receive an | CMP Packet Too Bi g nessage
reporting a Next-Hop MIU | ess than 1280. |In that case, the |IPv6
node is not required to reduce the size of subsequent packets to

| ess than 1280, but nust include a Fragnent header in those
packets so that the I Pv6-to-1Pv4 translating router can obtain a
suitable Identification value to use in resulting |Pv4 fragnents.
Note that this neans the payload may have to be reduced to 1232
octets (1280 minus 40 for the | Pv6 header and 8 for the Fragnent
header), and smaller still if additional extension headers are
used. "

This neans that any | CVPv6 "Packet Too Bi g" nessage advertising a
"Next - Hop MIU' smaller than 1280 could trigger the generation of the
so-called "atom c fragnents" (i.e., |IPv6 datagrans that include a
Fragment Header but that are conposed of a single fragment, with both
the "Fragment O fset" and the "M fields of the Fragment Header set
to 0). This can be leveraged to performa variety of fragnentation-
based attacks [ PREDI CTABLE-1D] [CPN -1Pv6].

For exanple, an attacker could forge IPv6 fragnents with an
appropriate {IPv6 Source Address, |Pv6 Destination Address,
Fragment ldentification} tuple, such that these malicious
fragments are incorrectly "reassenbl ed" by the destination host
together with sone of the legitimate fragments of the origina
packet, thus | eading to packet drops (and a potential denial of
service).
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From a security standpoint, this situation is exacerbated by the
foll owi ng factors:

o]

Many i nplenentations fail to performvalidation checks on the
received | CMPv6 error nessages, as recommended in Section 5.2 of

[ RFC4443] and docunented in [ RFC5927]. It should be noted that in
some cases, such as when an | CWMPv6 error nessage has (supposedly)
been elicited by a connectionless transport protocol (or sone

ot her connectionl ess protocol being encapsulated in IPv6), it may
be virtually inmpossible to performvalidation checks on the
received | CMPv6 error nessages

Upon recei pt of one of the aforementioned | CMPv6 "Packet Too Bi g"
error nessages, the Destination Cache [ RFC4861] is usually updated
to reflect that any subsequent packets to that destination should
i nclude a Fragnment Header. This neans that a single | CMPv6
"Packet Too Big" error nmessage might affect multiple comunication
i nstances (e.g., TCP connections) with that | Pv6 destination

addr ess.

Sone i npl enent ati ons enpl oy predictable Fragnent |dentification
val ues, thus greatly inproving the chances of an attacker
successfully perform ng fragmentation-based attacks

[ PREDI CTABLE- | D] .

Updati ng RFC 2460 and RFC 5722

Section 4.5 of [RFC2460] and Section 4 of [RFC5722] are updated as
fol |l ows:

Gont

A host that receives an | Pv6 packet that includes a Fragnent
Header with the "Fragnent Offset"” equal to O and the "M flag
equal to O MUST process that packet in isolation fromany other
packets/fragnents, even if such packets/fragnents contain the sane
set {IPv6 Source Address, |Pv6 Destination Address, Fragnent
Identification}. A received atom c fragnent shoul d be
"reassenbl ed" fromthe contents of that sole fragnent.

The Unfragmentabl e Part of the reassenbl ed packet consists of
all headers up to, but not including, the Fragment Header of
the received atom ¢ fragnent.

The Next Header field of the |ast header of the Unfragmentable

Part of the reassenbl ed packet is obtained fromthe Next Header
field of the Fragment Header of the received atonmic fragnent.
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The Payl oad Length of the reassenbl ed packet is obtained by
subtracting the length of the Fragment Header (that is, 8) from
the Payl oad Length of the received atom c fragnent.

Additionally, if any fragnments with the sane set {IPv6 Source
Address, | Pv6 Destination Address, Fragment ldentification} are
present in the fragment reassenbly queue when the atom c fragnent
is received, such fragnents MJST NOT be discarded upon receipt of
the "colliding" IPv6 atom c fragnent, since |Pv6 atom c fragnments
MUST NOT interfere with "normal" fragmented traffic.

5. Security Considerations

Thi s docunent describes how the traditional processing of IPv6 atomc
fragments enables the exploitation of fragnentation-based attacks
(such as those described in [ PREDI CTABLE-1D] and [CPNI-1Pv6]). This
docunent formally updates [RFC2460] and [ RFC5722], such that |Pv6
atomi c fragnents are processed i ndependently of any other fragnents,
thus conpletely elininating the aforenentioned attack vector
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Appendi x A, Survey of Processing of IPv6 Atonic Fragnents by Different
Operating Systens

This section includes a survey of the support of |IPv6 atomc
fragnments in popul ar operating systenms, as tested on COctober 30,
2012.

Tt Tt Tt +
| Operating System | Generates atomc | I mpl enents this |

fragments | speci fication |
Fom e e e e e oo s Fom e e e e e oo s e +
| FreeBSD 8.0 | No | No |
S S o +
| FreeBSD 8. 2 | Yes | No |
o e e e e e oo - o e e e e e oo - o e e e e +
| FreeBSD 9.0 | Yes | No |
Fom e e e e e oo s Fom e e e e e oo s e +
| Li nux 3.0.0-15 | Yes | Yes |
S S o +
| Net BSD 5. 1 | No | No |
o e e e e e oo - o e e e e e oo - o e e e e +
| Net BSD- cur r ent | No | Yes |
Fom e e e e e oo s Fom e e e e e oo s e +
| QpenBSD- cur r ent | Yes | Yes |
S S o +
| Solaris 11 | Yes | Yes |
o e e e e e oo - o e e e e e oo - o e e e e +
| W ndows XP SP2 | Yes | No |
Fom e e e e e oo s Fom e e e e e oo s e +
| W ndows Vi sta | Yes | No |
| (Buil d 6000) | I |
Tt Tt Tt +
| W ndows 7 Home | Yes | No |
| Prem um | | |
Fom e e e e e oo s Fom e e e e e oo s e +

Table 1: Processing of I Pv6 Atonmic Fragnments by Different OSes

In the tabl e above, "generates atonic fragnments" notes whether an
i npl ementati on generates atom c fragnents in response to received
| CMPv6 "Packet Too Big" error nessages that advertise an MIU

smal | er than 1280 bytes.
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