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Abstract

Thi s docunent updates the | Pv6 specification (RFC 2460) to inprove
performance when a tunnel protocol uses UDP with IPv6 to tunne
packets. The perfornance inprovenent is obtained by rel axing the
| Pv6 UDP checksum requirenment for tunnel protocols whose header
information is protected on the "inner" packet being carried.

Rel axi ng this requirenent renoves the overhead associated with the
conput ati on of UDP checksuns on | Pv6 packets that carry the tunne
protocol packets. This specification describes how the |Pv6 UDP
checksum requi rement can be rel axed when the encapsul at ed packet
itself contains a checksum It also describes the |imtations and
risks of this approach and discusses the restrictions on the use of
t hi s net hod.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6935
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1.

I nt roducti on

Thi s docunent constitutes an update of the |IPv6 specification

[ RFC2460] for cases where a tunnel protocol uses UDP with IPv6 to
tunnel packets. Wth the rapid growth of the Internet, tunne
protocol s have becone increasingly inportant to enable the depl oynent
of new protocols. Tunnel protocols can be deployed rapidly, while
the tinme to upgrade and deploy a new protocol on a critical mass of
routers, mddl eboxes, and hosts on the global Internet is now
measured in decades. At the same tine, the increasing use of
firewalls and other security-related m ddl eboxes neans that truly new
tunnel protocols, with new protocol nunbers, are also unlikely to be
depl oyable in a reasonable tinme frane. The result is an increasing
interest in and use of UDP-based tunnel protocols. |In such
protocols, there is an encapsul ated "i nner" packet, and the "outer”
packet carrying the tunnel ed i nner packet is a UDP packet, which can
pass through firewalls and ot her nmi ddl eboxes that performthe
filtering that is a fact of life on the current Internet.

Tunnel endpoints may be routers or m ddl eboxes aggregating traffic
froma nunber of tunnel users. Therefore, the conputation of an
addi ti onal checksumon the outer UDP packet may be seen as an
unwar r ant ed burden on nodes that inplenent a tunnel protocol,
especially if the inner packets are already protected by a checksum

I Pv4 has a checksum over the | P packet header, and the checksum on
the outer UDP packet may be set to zero. However, |IPv6 has no
checksumin the I P header, and RFC 2460 [ RFC2460] explicitly states
that | Pv6 receivers MJST discard UDP packets with a zero checksum

So, while sending a UDP datagramwith a zero checksumis permtted in
| Pv4 packets, it is explicitly forbidden in |IPv6 packets. To inprove
support for IPv6 UDP tunnels, this docunent updates RFC 2460 to all ow
endpoints to use a zero UDP checksum under constrai ned situations
(primarily for 1Pv6 tunnel transports that carry checksum protected
packets), following the applicability statenents and constraints in

[ RFC6936] .

When reading this docunment, the advice in "Unicast UDP Usage

Gui delines for Application Designers" [RFC5405] is applicable. It

di scusses both UDP tunnels (Section 3.1.3) and the usage of checksuns
(Section 3.4).

Wiile the origin of this specification is the problemraised by the
draft titled "Automatic Miulticast Tunnels", also known as "AMI"

[ AMI], we expect it to have wide applicability. Since the first
draft of this RFC was witten, the need for an efficient UDP
tunnel i ng mechani sm has increased. Oher | ETF Wrking G oups,
notably LISP [ RFC6830] and Softwi res [RFC5619], have expressed a need
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to update the UDP checksum processing in RFC 2460. We therefore
expect this update to be applicable in the future to other tunne
protocol s specified by these and other | ETF Worki ng G oups.

2. Term nol ogy

Thi s docunent discusses only | Pv6, because the probl em being
addr essed does not exist for |Pv4. Therefore, all references to "IP"
shoul d be understood as references to | Pv6.

The docurent uses the terns "tunneling" and "tunnel ed" as adjectives
when descri bi ng packets. Wen we refer to "tunneling packets", we
refer to the outer packet header that provides the tunneling
function. Wen we refer to "tunnel ed packets", we refer to the inner
packet, i.e., the packet being carried in the tunnel

2.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Probl em St at enent

When using tunnel protocols based on UDP, there can be both a benefit
and a cost to computing and checki ng the UDP checksum of the outer
(encapsul ating) UDP transport header. 1In certain cases, where
reducing the forwarding cost is inportant, the cost of the
conputation may outwei gh the benefit of the checksum This docunent
provi des an update for usage of the UDP checksumw th I Pv6. The
update is specified for use by a tunnel protocol that transports
packets that are thenselves protected by a checksum

4. Di scussion

"Applicability Statement for the Use of |Pv6 UDP Datagrans with Zero
Checksuns" [RFC6936] describes issues related to allowi ng UDP over

I Pv6 to have a valid zero UDP checksumand is the starting point for
this discussion. Sections 4 and 5 of [RFC6936], respectively,
identify node inplenentation and usage requirenents for datagrans
sent and received with a zero UDP checksum These sections introduce
constraints on the usage of a zero checksum for UDP over |Pv6. The
remai nder of this section analyzes the use of general tunnels and
expl ains the notivations for why tunnel protocols are being permtted
to use the nethod described in this update. 1t also discusses issues
with m ddl eboxes.
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4.1. Analysis of Corruption in Tunnel Context

This section anal yzes the inpact of the different corruption nodes in

the context of a tunnel protocol. It specifies what needs to be
consi dered by the designer and user of a tunnel protocol for the
protocol to be robust. It also summarizes why use of a zero UDP

checksumis thought to be safe for depl oynent.

o0 Context (i.e., tunneling state) should be established by
exchangi ng application Protocol Data Units (PDUs) carried in
checksumred UDP dat agranms or by using other protocols that provide
integrity protection against corruption. These control packets
shoul d al so carry any negotiation required to enable the tunne
endpoint to accept UDP datagrans with a zero checksum and identify
the set of ports that are used. It is inportant that the contro
traffic is robust against corruption, because undetected errors
can lead to long-lived and significant failures that may affect
much nore than the single packet that was corrupted

0 Keepalive datagrans with a zero UDP checksum shoul d be sent to
validate the network path, because the path between tunne
endpoi nts can change, and therefore, the set of m ddl eboxes al ong
the path may change during the life of an association. Paths with
m ddl eboxes that drop datagranms with a zero UDP checksumwi || drop
these keepalives. To enable the tunnel endpoints to discover and
react to this behavior in a tinely way, the keepalive traffic
shoul d i nclude datagrans with a non-zero checksum and dat agr ans
with a zero checksum

0 Receivers should attenpt to detect corruption of the address
informati on in an encapsul ati ng packet. A robust tunnel protoco
shoul d track tunnel context based on the 5-tuple (tunneled
prot ocol nunber, |Pv6 source address, |Pv6 destination address,
UDP source port, UDP destination port). A corrupted datagramthat
arrives at a destination nay be filtered based on this check

* |f the datagram header matches the 5-tuple and the node has
enabl ed the zero checksumfor this port, the payload is matched
to the wong context. The tunnel ed packet will then be
decapsul ated and forwarded by the tunnel egress.

* |f a corrupted datagram nmatches a different 5-tuple and the
node has enabl ed zero checksum for the port, the datagram
payl oad is matched to the wong context and may be processed by
the wong tunnel protocol, provided that it al so passes the
verification of that protocol

Eubanks, et al. St andards Track [ Page 5]



RFC 6935 | Pv6/ UDP Checksuns for Tunnel ed Packets April 2013

* |f a corrupted datagram nmatches a 5-tuple and node has not
enabl ed the zero checksumfor this port, the datagramw || be
di scar ded

When only the source information is corrupted, the datagram could
arrive at the intended applications or protocol, which will
process the datagramand try to match it agai nst an existing
tunnel context. The likelihood that a corrupted packet enters a
valid context is reduced when the protocol restricts processing to
only the source addresses with established contexts. Wen both
source and destination fields are corrupted, this al so decreases
the likelihood of matching a context. However, the exception is
when errors replace one packet header w th another, so both
packets coul d be tunnel ed, and therefore the corrupted packet
could match a previously defined context.

0 Receivers should attenpt to detect corruption of source-fragnented
encapsul ati ng packets. A tunnel protocol may reassenbl e fragnents
associ ated with the wong context at the right tunnel endpoint, it
may reassenbl e fragments associated with a context at the wong
tunnel endpoint, or corrupted fragnents may be reassenbl ed at the

right context at the right tunnel endpoint. |In each of these
cases, the IPv6 length of the encapsul ati ng header nay be checked
(al though [ RFC6936] points out the weakness in this check). In

addition, if the encapsul ated packet is protected by a transport
(or other) checksum these errors can be detected (with some
probability).

0 Conpared to other applications, tunnel protocols using UDP have
sonme advantages that reduce the risk for a corrupted tunnel packet
reaching a destination that will receive it. These advantages
result from processing by the network of the inner (tunnel ed)
packet after it is forwarded fromthe tunnel egress using a w ong
cont ext :

* A tunnel ed packet may be forwarded to the wong address donain,
for exanple, to a private address domai n where the inner
packet’s address is not routable, or it may fail a source
address check, such as Unicast Reverse Path Forwarding
[ RFC2827], resulting in the packet being dropped.

* The destination address of a tunnel ed packet nay not be
reachable at all fromthe delivered donmain. An exanple is an
Et hernet frame where the destination MAC address is not present
on the LAN segnent that was reached.
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* The type of the tunnel ed packet may prevent delivery. For
exanple, an attenpt to interpret an | P packet payl oad as an
Et hernet frame would likely to result in the packet being
dropped as invalid.

* The tunnel ed packet checksum or integrity mechani sm nmay detect
corruption of the inner packet caused at the sanme tinme as
corruption to the outer packet header. The resulting packet
woul d i kely be dropped as invalid.

Each of these checks significantly reduces the |ikelihood that a
corrupted inner tunneled packet is finally delivered to a protoco
listener that can be affected by the packet. While the methods do
not guarantee correctness, they can reduce the risks of relaxing the
UDP checksum requirenment for a tunnel application using |IPv6.

4.2. Limtation to Tunnel Protocols

Thi s docunent describes the applicability of using a zero UDP
checksumto support tunnel protocols. There are good notivations
behind this, and the argunents are provi ded here.

0 Tunnels carry inner packets that have their own senantics, which
may nmake any corruption less likely to reach the indicated
destination and be accepted as a valid packet. This is true for
| P packets with the addition of verification that can be nade by
the tunnel protocol, the network processing of the inner packet
headers as di scussed above, and verification of the inner packet
checksuns. Non-IP inner packets are likely to be subject to
simlar effects that may reduce the likelihood of a misdelivered
packet being delivered to a protocol listener that can be affected
by the packet.

0 Protocols that directly consune the payl oad nmust have sufficient
r obust ness agai nst m sdelivered packets (from any context),
including ones that are corrupted in tunnels or corrupted by other
usage of the zero checksum This will require an integrity
mechanism Using a standard UDP checksum reduces the
computational load in the receiver that is necessary to verify
thi s nechani sm

o0 The design for stateful protocols or protocols where corruption
causes cascade effects requires extra care. |In tunnel usage, each
encapsul ati ng packet provides no functions other than a transport
fromtunnel ingress to tunnel egress. A corruption will comonly
affect only the single tunnel ed packet, not the established

Eubanks, et al. St andards Track [ Page 7]



RFC 6935 | Pv6/ UDP Checksuns for Tunnel ed Packets April 2013

protocol state. One conmon effect is that the inner packet flow
will see only a corruption and a misdelivery of the outer packet
as a | ost packet.

0 Sone non-tunnel protocols operate with general servers that do not
know the source fromwhich they will receive a packet. In such
applications, a zero UDP checksumis unsuitable, because it is
necessary to provide the first level of verification that the
packet was intended for the receiving server. A verification
prevents the server from processing the datagram payl oad; without
this, the server may spend significant resources processing the
packet, including sending replies or error nessages.

Tunnel protocols that encapsulate IP will generally be safe for

depl oynent, because all [Pv4 and |1 Pv6 packets include at |east one
checksum at either the network or transport layer. The network
delivery of the inner packet will then further reduce the effects of
corruption. Tunnel protocols carrying non-1P packets may offer
equi val ent protection when the non-I1P networks reduce the risk of

m sdelivery to applications. However, further analysis is necessary
to understand the inplications of msdelivery of corrupted packets
for each non-I1P protocol. The anal ysis above suggests that non-
tunnel protocols can be expected to have significantly nore cases
where a zero checksumwould result in misdelivery or negative side
ef fects.

One unfortunate side effect of increased use of a zero checksumis
that it also increases the |ikelihood of acceptance when a dat agram
with a zero UDP checksumis msdelivered. This requires all tunne
protocols using this nmethod to be designed to be robust in the face
of misdelivery.

4. 3. M ddl eboxes

"Applicability Statement for the Use of |Pv6 UDP Datagrans with Zero
Checksuns" [ RFC6936] specifies requirenents for m ddl eboxes and
tunnel s that need to traverse m ddl eboxes. Tunnel protocols
intending to use a zero UDP checksum need to ensure that they have
defined a method for handling cases when a m ddl ebox prevents the
pat h between the tunnel ingress and egress from supporting

transm ssion of datagranms with a zero UDP checksum This is
especially inportant as m ddl eboxes that conformto RFC 2460 are
likely to discard datagrans with a zero UDP checksum
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5.

The Zero UDP Checksum Updat e

Thi s specification updates IPv6 to allow a zero UDP checksumin the
out er encapsul ati ng datagram of a tunnel protocol. UDP endpoints
that inplenment this update MJST foll ow the node requirenents in
"Applicability Statement for the Use of |Pv6 UDP Datagrans with Zero
Checksuns" [ RFC6936] .

The following text in [ RFC2460], Section 8.1, fourth bullet should be
del et ed:

Unli ke | Pv4, when UDP packets are originated by an | Pv6 node, the
UDP checksumis not optional. That is, whenever originating a UDP
packet, an | Pv6 node must conpute a UDP checksum over the packet
and t he pseudo-header, and, if that conputation yields a result of
zero, it nust be changed to hex FFFF for placenent in the UDP
header. |Pv6 receivers mnmust discard UDP packets containing a zero
checksum and should log the error.

Thi

s text should be replaced by:

An | Pv6 node associates a node with each used UDP port (for
sendi ng and/ or receiving packets).

Whenever originating a UDP packet for a port in the default node,
an | Pv6 node MJUST compute a UDP checksum over the packet and the
pseudo- header, and, if that conputation yields a result of zero,
the checksum MUST be changed to hex FFFF for placenent in the UDP

header, as specified in [ RFC2460]. |Pv6 receivers MJST by default
di scard UDP packets containing a zero checksum and SHOULD | og the
error.

As an alternative, certain protocols that use UDP as a tunnel
encapsul ati on MAY enabl e zero-checksum node for a specific port
(or set of ports) for sending and/or receiving. Any node

i mpl ementing zero-checksum node MJUST foll ow the node requirements
specified in Section 4 of "Applicability Statenent for the use of
| Pv6 UDP Datagrans with Zero Checksunms" [RFC6936].

Any protocol that enabl es zero-checksum node for a specific port
or ports MUST foll ow the usage requirenents specified in Section 5
of "Applicability Statement for the Use of | Pv6 UDP Datagranms with
Zer o Checksuns" [ RFC6936].

M ddl eboxes supporting | Pv6 MJST follow requirenents 9, 10, and 11
of the usage requirenments specified in Section 5 of "Applicability
Statement for the Use of | Pv6 UDP Datagrans with Zero Checksuns"

[ RFC6936] .
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6

Addi ti onal QObservations

Thi s update was notivated by the existence of a nunber of protocols
bei ng developed in the IETF that are expected to benefit fromthe
change. The follow ng observati ons are nade:

0 An enpirically based anal ysis of the probabilities of packet
corruption (with or wthout checksuns) has not, to our know edge,
been conducted since about 2000. At the time of publication, it
is now 2013. W strongly suggest that a new enpirical study be
performed, along with extensive analysis of the corruption
probabilities of the |Pv6 header. This could potentially allow
revising the recommendations in this docunent.

0o A key notivation for the increase in use of UDP in tunneling is a
| ack of protocol support in mddl eboxes. Specifically, new
protocols, such as LISP [RFC6830], may prefer to use UDP tunnels
to traverse an end-to-end path successfully and avoid having their
packets dropped by m ddl eboxes. |If niddl eboxes were updated to
support UDP-Lite [RFC3828], UDP-Lite would provide better
protection than offered by this update. UDP-Lite may be suited to
a variety of applications and would be expected to be preferred
over this nethod for many tunnel protocols.

0 Another issue is that the UDP checksumis overloaded with the task
of protecting the |IPv6 header for UDP flows (as is the TCP
checksum for TCP flows). Protocols that do not use a pseudo-
header approach to conputing a checksum or CRC have essentially no
protection from mi sdelivered packets.

Security Considerations

Less work is required to generate an attack using a zero UDP checksum
than one using a standard full UDP checksum However, this does not
|l ead to significant new vul nerabilities, because checksuns are not a
security neasure and can be easily generated by any attacker

In general, any user of zero UDP checksums shoul d apply the checks
and context verification that are possible to minimze the risk of
uni ntended traffic to reach a particular context. This wll,
however, not protect against an intentional attack that creates
packets with the correct information. Source address validation can
hel p prevent injection of traffic into contexts by an attacker

Dependi ng on the hardware design, the processing requirenments nmay
differ for tunnels that have a zero UDP checksum and those that

cal culate a checksum This processing overhead nay need to be

consi dered when deci ding whether to enable a tunnel and to determ ne
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9

9

an acceptable rate for transnission. This processing overhead can
becone a security risk for designs that can handle a significantly

| arger nunmber of packets with zero UDP checksuns conpared to
datagrans with a non-zero checksum such as a tunnel egress. An
attacker could attenpt to inject non-zero checksumred UDP packets
into a tunnel forwarding zero checksum UDP packets and cause overl oad
in the processing of the non-zero checksuns, e.g., if this happens in
a router’s slow path. Therefore, protection nechanisns should be
enpl oyed when this threat exists. Protection may include source-
address filtering to prevent an attacker frominjecting traffic, as
well as throttling the anount of non-zero checksumtraffic. The
latter may inpact the functioning of the tunnel protocol
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