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1. Introduction

DHCPv4 [ RFC2131] [RFC2132] specifies a protocol for the assignment of
| Pv4 address and configuration information to | Pv4 nodes. DHCPv4
servers maintain authoritative binding information.

R +
| DHCPv4 | LR +
| Server |- - DHCP
| | | Relay Agent |
T + oo s +
I I
S + S +
| Modem | | Moden?|
[ S, + [ S, +
I I I
+--m o= + o H----- + +----- +
| Nodel| | Node2| | Node3
+--- - - +  H----- + +----- +

Figure 1: Exanple DHCPv4 Configuration

DHCPv4 rel ay agents receive DHCPv4 nessages and frequently append a
Rel ay Agent Information option [ RFC3046] before relaying themto the
configured DHCPv4 servers (see Figure 1). In this process, somne
rel ay agents also glean |lease information sent by the server and
cache it locally. This information is used for a variety of

pur poses. Two exanples are prevention of spoofing attenpts fromthe
DHCPv4 clients and installation of routes. Wen a relay agent
reboots, this information is frequently |ost.

The DHCPv4 Leasequery capability [RFC4388] extends the basic DHCPv4
capability to allow an external entity, such as a relay agent, to
query a DHCPv4 server to rapidly recover |ease state information
about a particular |IP address or client.

The existing query types in Leasequery are typically data driven; the
relay agent initiates the Leasequery when it receives data traffic
fromor to the client. This approach may not scale well when there
are thousands of clients connected to the relay agent or when the
relay agent has a need to rebuild its internal data store prior to
processing traffic in one direction or another

Sone applications require the ability to query the server without
waiting for traffic fromor to clients. This query capability, in
turn, requires an underlying transport nore suitable to the bulk
transm ssi on of data.
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Thi s docunent extends the DHCPv4 Leasequery protocol [RFC4388] to add
support for queries that address these additional requirements.

There may be many thousands of DHCPv4 bindings returned as the result
of a single request, so TCP [ RFC4614] is specified for efficiency of
data transfer. W define several additional query types, each of
which can return multiple responses, in order to neet a variety of
requirenents.

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in RFC
2119 [ RFC2119].

Thi s docunent uses the follow ng terns:
o "absolute tine"

Absolute tine is a 32-bit quantity containing the number of
seconds since January 1, 1970.

0 "access concentrator"”

An access concentrator is a router or switch at the broadband
access provider’s edge of a public broadband access network. This
docunent assunes that the access concentrator includes the DHCPv4
relay agent functionality, for exanple, a CMIS (Cabl e Mbdem

Termi nation Systen) in a cable environnent or a DSLAM (Digita
Subscri ber Line Access Miltiplexer) in a DSL environment.

o "active binding"
An | P address with an active binding refers to an | P address that
is currently associated with a DHCPv4 client where that DHCPv4
client has the right to use the | P address.

0 "Bul k Leasequery"

Bul k Leasequery invol ves requesting and receiving the existing
DHCPv4 address binding information in an efficient manner.

o "clock skew'
The cl ock skew for a Bul k Leasequery connection is the difference
bet ween the absolute tine on a DHCPv4 server and the absolute tinme

on the systemwhere a requestor of a Bulk Leasequery is executing.
It is not absolutely constant but is likely to vary only slowy.
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It is possible that, when both systens run NTP, the clock skewis
negligible; this is not only acceptable but desired.

Wiile it is easy to think that this can be cal cul ated precisely
after one nessage is received by a requestor froma DHCPv4 server
a nore accurate value is derived from continuously exam ning the
i nst ant aneous val ue devel oped from each nessage received froma
DHCPv4 server and using it to make snmall adjustnments to the

exi sting value held in the requestor

Defaul t VPN’

A default VPN indicates that the address being descri bed bel ongs
to the set of addresses not part of any VPN (in other words, the
normal address space operated on by DHCP). This includes Specia
Use | Pv4 Addresses as defined in [ RFC5735].

o "DHCPv4 client"

A DHCPv4 client is an Internet node using DHCPv4 to obtain
configuration parameters such as a network address.

0 "DHCPv4 relay agent"
A DHCPv4 relay agent is an agent that is neither a DHCPv4 client
nor a DHCP server that transfers BOOTP and DHCPv4 nmessages between
clients and servers residing on different subnets, per [RFC951]
and [ RFC1542].

o "DHCPv4 server”

A DHCPv4 server is an Internet node that returns configuration
paraneters to DHCPv4 clients.

o "DSLAM
DSLAM stands for Digital Subscriber Line Access Miltipl exer
o "downstreant

Downstreamrefers to a direction away fromthe central part of a
network and toward the edge. In a DHCPv4 context, this typically
refers to a network direction that is away fromthe DHCPv4 server
and toward the DHCPv4 client.

0 "d obal VPN

d obal VPN is another nane for the default VPN
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On

| P addr ess”

In this docunent, the term"|IP address" refers to an |Pv4 | P
addr ess.

| P addr ess bindi ng"

An | P address binding is the information that a DHCPv4 server
keeps regarding the rel ationship between a DHCPv4 client and an IP
address. This includes the identity of the DHCPv4 client and the
expiration tine, if any, of any lease that client has on a
particular |IP address. |n sonme contexts, this may include
informati on on | P addresses that are currently associated with
DHCPv4 clients, and in others, it may also include |P addresses
with no current association to a DHCPv4 client.

MAC addr ess”

In the context of a DHCPv4 nessage, a Media Access Control (MAC)
address consists of the fields: hardware type "htype", hardware
I ength "hlen", and client hardware address "chaddr".

upst r eant

Upstreamrefers to a direction toward the central part of a
network and away fromthe edge. In a DHCPv4 context, this
typically refers to a network direction that is away fromthe
DHCPv4 client and toward the DHCPv4 server

st abl e storage"”

Stable storage is used to hold informati on concerning |IP address
bi ndi ngs (anong other things) so that this information is not | ost
in the event of a failure that requires restart of the network

el ement. DHCPv4 servers are typically expected to have hi gh-speed
access to stable storage, while relay agents and access
concentrators usually do not have access to stabl e storage,

al t hough they nmay have periodic access to such storage.

xi d"

Transaction-id. The term"xid" refers to the DHCPv4 field
contai ning the transaction-id of the nessage.
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3.

3. 1.

3. 2.

3. 3.

Ki n

Desi gn CGoal s

The goal of this docunment is to provide a |lightweight protocol for an
access concentrator or other network el enent (such as a DHCP rel ay
agent) to retrieve | P address binding infornmation available in the
DHCPv4 server. The protocol should also allow an access concentrator
or DHCP relay agent to retrieve consolidated | P address binding
information for either the entire access concentrator or a single
connection/circuit. Throughout the discussion bel ow, everything that
applies to an access concentrator also applies to a DHCP rel ay agent.

Information Acquisition before Data Starts

The existing data-driven approach required by [ RFC4388] neans that
the Leasequeries can only be performed after an access concentrator
receives data. To inplenent antispoofing, the concentrator nust drop
nmessages for each client until it gets |lease information fromthe
DHCPv4 server for that client. |If an access concentrator finishes
the Leasequeries before it starts receiving data, then there is no
need to drop legitimate nmessages. In this way, outage tine may be
reduced.

Lessen Need for Caching and Negative Caching

The result of a single Leasequery should be cached, whether that
results in a positive or negative cache, in order to remenber that
the Leasequery was performed. This caching is required to limt the
traffic i nposed upon a DHCPv4 server by Leasequeries for infornmation
al ready received.

These caches not only consune precious resources, they also need to
be managed. Hence, they should be avoided as nuch as possible. One
of the goals of the DHCPv4 Bul k Leasequery is to reduce the need for
this sort of caching.

Anti spoofing in ' Fast Path’
If antispoofing is not done in the fast path, it will beconme a
bottl eneck and may | ead to denial of service of the access

concentrator. The Leasequeries should nake it possible to do
antispoofing in the fast path.
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3. 4.

Ki n

M nimze Data Transm sSi on

It may be that a network elenent is able to periodically save its
entire list of assigned |IP addresses to sone form of stable storage.
In this case, it will wish to recover all of the updates to this
informati on without duplicating the information it has recovered from
its own stable storage.

Bul k Leasequery allows the specification of a query-start-tine as
well as a query-end-tinme. Use of query tines allows a network

el ement that periodically commits information to stable storage to
recover just what it lost since the last comt.

Pr ot ocol Overvi ew

The DHCPv4 Bul k Leasequery protocol is nodeled on the existing

i ndi vi dual DHCPv4 Leasequery protocol in [ RFC4388] as well as related
wor k on DHCPv6 Bul k Leasequery [RFC5460]. A Bul k Leasequery
requestor opens a TCP connection to a DHCPv4 server using the DHCPv4
port 67. Note that this inplies that the Leasequery requestor has
server | P address(es) available via configuration or sonme other neans
and that it has unicast IP reachability to the DHCPv4 server. No

rel ayi ng of Bul k Leasequery nessages i s specified.

After establishing a connection, the requestor sends a
DHCPBULKLEASEQUERY message over the connection

The server uses the nmessage type and additional data in the DHCPv4
DHCPBULKLEASEQUERY nessage to identify any rel evant bi ndi ngs.

In order to support some query types, servers may have to mmintain
additional data structures or otherwi se be able to | ocate bindings
that have been requested by the Leasequery requestor

Rel evant bindings are returned in DHCPv4 nessages with either the
DHCPLEASEACTI VE nessage type for an | P address with a currently
active lease or, in sone situations, a DHCPLEASEUNASSI GNED nessage
type for an I P address that is controlled by the DHCPv4 server but is
not actively |l eased by a DHCPv4 client at the present tine.

The Bul k Leasequery protocol is designed to provide an externa
entity with information concerning existing DHCPv4 | Pv4 address

bi ndi ngs managed by the DHCPv4 server. Wen conplete, the DHCPv4
server will send a DHCPLEASEQUERYDONE nmessage. |If a connection is

| ost while processing a Bul k Leasequery, the Bulk Leasequery nust be
retried as there is no provision for deternmning the extent of data
al ready received by the requestor for a Bul k Leasequery.
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Bul k Leasequery supports queries by MAC address and by Cient
Ildentifier in a way simlar to [ RFC4388]. The Bul k Leasequery
protocol al so adds several new queries.

0 Query by Relay ldentifier

This query asks a server for the bindings associated with a
specific relay agent; the relay agent is identified by a Rel ay
Agent ldentifier carried in a Relay-1D sub-option [ RFC6925].

Rel ay agents can include this sub-option while rel ayi ng nessages
to DHCPv4 servers. Servers can retain the Relay-ID and associ ate
it with bindings nmade on behalf of the relay agent’'s clients. The
bi ndi ngs returned are only those for DHCPv4 clients with a
currently active binding.

0 Query by Renote ID
This query asks a server for the bindings associated with a relay
agent Renote | D sub-option [ RFC3046] value. The bindings returned

are only those for DHCPv4 clients with a currently active binding.

0 Query for Al Configured |IP Addresses

This query asks a server for information concerning all IP
addresses configured in that DHCPv4 server by specifying no other
type of query. In this case, the bindings returned are for al

configured | P addresses, whether or not they contain a currently
active binding to a DHCPv4 client, since one point of this type of
query is to update an existing database with changes after a
particular point in tine.

Any of the above queries can be qualified by the specification of a
query-start-tine or a query-end-time (or both). Wen these tinmers
are used as qualifiers, they indicate that a binding should be
included if it changed on or after the query-start-tinme and on or
before the query-end-tine.

In addition, any of the above queries can be qualified by the
specification of a VPN-1D option [RFC6607] to select the VPN on which
the query should be processed. The VPN-1D option is also extended to
all ow queries across all available VPNs. In the absence of any VPN
ID option, only the default (global) VPN is used to satisfy the

query.
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5

I nteraction between UDP Leasequery and Bul k Leasequery

Bul k Leasequery can be seen as an extension of the existing UDP
Leasequery protocol [RFC4388]. This section clarifies the
rel ati onship between the two protocols.

The Bul k Leasequery TCP connection is only designed to handl e the
DHCPBULKLEASEQUERY request. It is not intended as an alternative
DHCPv4 communi cation option for clients seeking other DHCPv4
services. DHCPv4 address allocation could not be perforned over a
TCP connection in any case, as a TCP connection requires an |IP
address and no | Pv4 address exists prior to a successful DHCPv4
address al l ocati on exchange. In addition, the existing DHCPv4 UDP
transm ssion regime is inplemented in untold nillions of devices
depl oyed worl dwi de, and conplicati ng DHCPv4 services with alternative
transm ssi on approaches (even if it were possible) would be worse
than any perceived benefit to doing so.

Two of the query types introduced in the UDP Leasequery protocol can
be used in the Bul k Leasequery protocol -- Query by MAC address and
Query by dient-identifier

The contents of the reply nessages are sinilar between the existing
UDP Leasequery protocol and the Bul k Leasequery protocol, though nore
information is returned in the Bul k Leasequery nessages.

One change in behavior for these existing queries is required when
Bul k Leasequery is used. Sections 6.1, 6.4.1, and 6.4.2 of [ RFC4388]
specify the use of an associated-ip option in DHCPLEASEACTI VE
messages in cases where multiple bindings were found. Wen Bul k
Leasequery is used, this mechanismis not necessary; a server
returning nmultiple bindings sinply does so directly as specified in
this document. The associated-ip option MJST NOT appear in Bulk
Leasequery replies.

I mpl enentors should note that the TCP nessage fram ng defined in
Section 6.1 is not conpatible with the UDP nessage format. |If a TCP-
franmed request is sent as a UDP nessage, it may not be valid, because
protocol fields will be offset by the nessage-size prefix.
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6. Message and Option Definitions
6.1. Message Fram ng for TCP

The use of TCP for the Bul k Leasequery protocol pernmits nultiple
messages to be sent fromone end of the connection to the other

wi thout requiring a request/response paradi gm as does UDP DHCPv4

[ RFC2131]. The receiver needs to be able to determ ne the size of
each nmessage it receives. Two octets containing the nessage size in
network byte order are prepended to each DHCPv4 nessage sent on a
Bul k Leasequery TCP connection. The two nessage-size octets 'frane’
each DHCPv4 nessage

The maxi mum nmessage size is 65535 octets.
0 1 2 3

01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| nmessage- si ze | op (1) | htype (1) |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| hlen (1) | hops (1) | |
S S + +

I I
. remai nder of DHCPv4 nessage,
fromFigure 1 of [ RFC2131]

. (vari abl e) .

I I
i i i T i I S i e s o o i i
message- si ze the nunber of octets in the nessage that

follows, as a 16-bit unsigned integer in
networ k byte order.
Al other fields are as specified in DHCPv4 [ RFC2131].
Figure 2: Format of a DHCPv4 Message in TCP
The intent in using this format is that code that currently knows how

to deal with sending or receiving a nessage in [ RFC2131] format wll
easily be able to deal with the nessage contained in the TCP frani ng.
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6.2. New or Changed Options

The exi sting nmessages DHCPLEASEUNASSI GNED and DHCPLEASEACTI VE are
used as the value of the dhcp-nessage-type option to indicate an IP
address that is currently not |eased or currently |l eased to a DHCPv4
client, respectively [ RFC4388].

Addi tional options have al so been defined to enable the Bul k
Leasequery protocol to comuni cate useful information to the
requestor.

6.2.1. dhcp-nessage-type

The dhcp- nessage-type option (option 53) from Section 9.6 of

[ RFC2132] requires new val ues. The values of these nessage types are
shown below in an extension of the table from Section 9.6 of

[ RFC2132] :

Val ue Message Type
14 DHCPBUL KLEASEQUERY
15 DHCPL EASEQUERYDONE

6.2.2. status-code

The status-code option allows a nmachi ne-readabl e value to be returned
regardi ng the status of a DHCPBULKLEASEQUERY request .

This option has two possi ble scopes when used with Bul k Leasequery,
dependi ng on the context in which it appears. It refers to the
information in a single Leasequery reply if the value of the dhcp-
message-type i s DHCPLEASEACTI VE or DHCPLEASEUNASSI GNED. It refers to
the message streamrelated to an entire request if the value of the
dhcp- nessage-type i s DHCPLEASEQUERYDONE

The code for this option is 151. The length of this option is a
m ni mum of 1 octet.

Status Status
Code Len Code Message
Femmm o - Femmm o - Femmm o - Femmm o - Femmm o - +- - e +
| 151 | n+l |status|] s1 | s2 | | sn
S S S S S +- - e - +

Ki nnear, et al. St andards Track [ Page 13]



RFC 6926 DHCPv4 Bul k Leasequery April 2013

The status-code is indicated in one octet as defined in the table
bel ow. The Status Message is an optional UTF-8-encoded text string
suitable for display to an end user. This text string MJST NOT
contain a termnation character (e.g., a null). The Len field
describes the length of the Status Message without any term nator
character. Null characters MJST NOT appear in the Status Message
string, and it is a protocol violation for themto appear in any
position in the Status Message, including at the end.

Nane St at us Code Description
Success 000 Success. Also signaled by absence of
a status-code option.

UnspecFai | 001 Failure, reason unspecifi ed.

QueryTerm nated 002 Indicates that the server is unable to
performa query or has prematurely term nated
the query for sone reason (which should be
communi cated in the text nessage).

Mal f or mredQuery 003 The query was not under st ood.

Not Al | owed 004 The query or request was understood but was
not allowed in this context.

A status-code option MAY appear in the options field of a DHCPv4
message. |If the status-code option does not appear, it is assuned
that the operation was successful. The status-code option SHOULD NOT
appear in a nessage that is successful unless there is sonme text
string that needs to be comunicated to the requestor

6.2.3. base-tine

The base-tine option is the current tine the nessage was created to
be sent by the DHCPv4 server to the requestor of the Bul k Leasequery.
This MJST be an absolute tine. Al of the other tine-based options
in the reply message are relative to this time, including the dhcp-

| ease-time [RFC2132] and client-last-transaction-tinme [ RFC4388].

This time is in the context of the DHCPv4 server that placed this
option in a nessage.

This is an unsigned integer in network byte order
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The code for this option is 152. The length of this optionis 4

oct et s.
DHCPv4 Server
Code Len base-tine
+o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +o-m o - +
| 152 1 4 | t1] t2 ] t3] t4
Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - Fomm - - +

6.2.4. start-tinme-of-state

The start-tinme-of-state option allows the receiver to deternine the
time at which the IP address nade the transition into its current
state.

This MJUST NOT be an absolute tine, which is equivalent to saying that
this MJUST NOT be an absol ute nunber of seconds since January 1, 1970.
Instead, this MJST be the unsigned integer nunmber of seconds fromthe
time the IP address transitioned its current state to the tine
specified in the base-tine option in the sane message.

This is an unsigned integer in network byte order

The code for this option is 153. The length of this optionis 4

oct et s.
Seconds in the past
Code Len from base-tine
+--m o= +--m o= +--m o= +--m o= +--m o= +--m o= +
| 253 | 4 | t1 | t2] t3 ]| t4
+--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +

6.2.5. query-start-tine

The query-start-tinme option specifies a start query tinme to the
DHCPv4 server. |If specified, only bindings that have changed on or
after the query-start-tinme should be included in the response to the

query.

The requestor MJST determi ne the query-start-tine using | ease
information it has received fromthe DHCPv4 server. This MJST be an
absolute time in the DHCPv4 server’s context (see Section 7.4).

Typically (though this is not a requirenment), the query-start-tine
option will contain the value nost recently received in a base-time
option by the requestor, as this will indicate the | ast successfu
communi cation with the DHCP server

Ki nnear, et al. St andards Track [ Page 15]



RFC 6926 DHCPv4 Bul k Leasequery April 2013

This MJST be an absolute tine.
This is an unsigned integer in network byte order

The code for this option is 154. The length of this optionis 4

octets.
DHCPv4 Server
Code Len query-start-tine
+- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +- - - - - +
| 154 | 4 | t1 ]| t2 | t3 ]| t4
+----- +----- +----- +----- +----- +----- +

6.2.6. query-end-tine

The query-end-tinme option specifies an end query tine to the DHCPv4
server. |If specified, only bindings that have changed on or before
the query-end-tine should be included in the response to the query.

The requestor MJST determ ne the query-end-tine based on | ease
information it has received fromthe DHCPv4 server. This MJST be an
absolute time in the context of the DHCPv4 server.

In the absence of information to the contrary, the requestor SHOULD
assune that the time context of the DHCPv4 server is identical to the
time context of the requestor (see Section 7.4).

This is an unsigned integer in network byte order

The code for this option is 155. The length of this optionis 4

octets.
DHCPv4 Server
Code Len query-end-tine
+--m o= +--m o= +--m o= +--m o= +--m o= +--m o= +
| 155 4 | t1] t2 ] t3] t4
+--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +
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6.2.7. dhcp-state

The dhcp-state option allows greater detail to be returned than
al | oned by the DHCPLEASEACTI VE and DHCPLEASEUNASSI GNED nessage types.

The code for this option is 156. The length of this optionis 1
octet.

0 1 2
012345678901234567890123
R e s T o e T e I e i o T i NI S e R S
| 156 | Length | State |
s T e e S i ot ST S R S S S S e i ot ST NI S R

156 The option code.
Length The option length, 1 octet.
State The state of the |IP address.

Value State

1 AVAI LABLE Address is available to | ocal DHCPv4 server

2 ACTI VE Address is assigned to a DHCPv4 client

3 EXPI RED Lease has expired

4 RELEASED Lease has been rel eased by DHCPv4 client

5 ABANDONED Server or client flagged address as unusabl e
6 RESET Lease was freed by sone external agent

7 REMOTE Address is available to a rennte DHCPv4 server
8 TRANSI TI ONI NG Address is novi ng between states

Note that some of these states may be transient and nay not appear in
normal use. A DHCPv4 server MJST inplenment at |east the AVAI LABLE
and ACTI VE states and SHOULD i npl enent at | east the ABANDONED and
RESET st at es.

Not e the states AVAI LABLE and REMOTE are relative to the current
server. An address that is available to the current server should
show AVAI LABLE on that server, and if another server is involved with
that address as well, it should show as REMOTE on that other server

The dhcp-state option SHOULD contain ACTIVE when it appears in a
DHCPLEASEACTI VE nessage. A DHCPv4 server MAY choose to not send a
dhcp-state option in a DHCPLEASEACTI VE nessage, and a requestor
SHOULD assune that the dhcp-state is ACTIVE if no dhcp-state option
appears in a DHCPLEASEACTI VE nessage
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The reference to local and renpte relate to possible use in an
environment that includes multiple servers cooperating to provide an
increased availability solution. 1In this case, an IP address with
the state of AVAILABLE is available to the |ocal server, while one
with the state of REMOTE is available to a renote server. Usually,
an | P address that is AVAILABLE on one server would be REMOTE on any
renmote server. The TRANSI TIONING state is also likely to be usefu
in multiple server depl oynents, where soneti nes one server nust
interlock a state change with one or nore other servers. Should a
Bul k Leasequery need to send information concerning the state of the
| P address during this period, it SHOULD use the TRANSI Tl ONI NG st at e,
since the IP address is likely to be neither ACTIVE or AVAI LABLE

There is no requirenent for the state of an I P address to transition
in a well-defined way fromstate to state. To put this another way,
you cannot draw a sinple state transition graph for the states of an
| P address, and the requestor of a Leasequery MJST NOT depend on one
certain state always following a particular previous state. Wile a
state transition diagramcan be drawn, it would be fully connected
and t herefore conveys no useful information. Every state can (at
times) follow every other state.

6.2.8. data-source

The dat a-source option contains information about the source of the
data in a DHCPLEASEACTI VE or a DHCPLEASEUNASSI GNED nessage. It
SHOULD be used when there are two or nore servers that m ght have
informati on about a particular |IP address binding. Frequently, two
servers work together to provide an increased availability solution
for the DHCPv4 service, and in these cases, both servers will respond
to Bul k Leasequery requests for the same | P address. Wen one server
is working with another server and both may respond with information
about the same | P address, each server SHOULD return the data-source
option with the other information provided about the | P address.

The data contained in this option will allow an external process to

better discrininate between the information provided by each of the
servers servicing this | Pv4 address.
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The code for this option is 157. The length of this optionis 1
octet.

0 1 2

012345678901234567890123
e T e R S e e s i oI T e S S I S e
| 157 | Lengt h | Fl ags |
i T S S i St S S S e

157 The option code.
Lengt h The option length, 1 octet.
Fl ags The source information for this nessage.
01234567
S e
I UNA | R
i T R

R REMOTE fl ag

renote = 1
local =0

UNA:  UNASSI GNED

The REMOTE flag is used to indicate where the nost recent change of
state (or other interesting change) concerning this | Pv4 address took
place. |If the value is local, then the change took place on the
server fromwhich this nmessage was transmtted. |If the value is
renote, then the change took place on sonme other server and was nade
known to the server fromwhich this nessage was transmtted.

If this option was requested and it doesn’t appear, the requestor
MJUST consi der that the data-source was |ocal.

Unassi gned bits MJST be ignored.

Ki nnear, et al. St andards Track [ Page 19]



RFC 6926 DHCPv4 Bul k Leasequery April 2013

6.2.9. Virtual Subnet Sel ection Type and | nformation

6. 3.

Ki n

Al'l of the (sub-)options defined in [RFC6607] carry identica

payl oads, consisting of a type and additional VSS (Virtual Subnet
Selection) information. The existing table is extended (see bel ow)
with a new type 254 to allow specification of a type code that
indicates that all VPNs are to be used to process the Bul k
Leasequery.

Type VSS | nformati on Format
0 Network Virtual Terminal (NvVT) ASCII VPN identifier
1 RFC 2685 VPN-1D
CHANGED - > 2-253 Unassi ghed
NEW -> 254 Al'l VPNs (wi |l dcard)
255 d obal, default VPN

Connection and Transm ssi on Paraneters

DHCPv4 servers that support Bul k Leasequery SHOULD listen for

i ncom ng TCP connections on the DHCPv4 server port 67

I npl enent ati ons MAY offer to nake the incoming port configurable, but
port 67 MJST be the default. Requestors SHOULD make TCP connecti ons
to port 67 and MAY offer to nmake the destination server port

confi gurabl e.

This section presents a table of values used to control Bulk
Leasequery behavi or, including recormended defaults. |Inplenentations
MAY rmeke these val ues configurable. However, configuring too-snall
timeout values may lead to harnful behavior both to this application
as well as to other traffic in the network. As a result, timeout

val ues snaller than the default val ues are NOT RECOMVENDED.

Par anet er Def aul t Descri ption

BULK_LQ DATA TI MEQUT 300 secs Bulk Leasequery data timeout
for both client and server
(see Sections 7 and 8)

BULK _LQ MAX_ CONNS 10 Max Bul k Leasequery TCP connecti ons
at the server side (see Section 8.1)

near, et al. St andards Track [ Page 20]



RFC 6926 DHCPv4 Bul k Leasequery April 2013

7. Requestor Behavior
7.1. Connecting and General Processing

A requestor attenpts to establish a TCP connection to a DHCPv4 server
in order to initiate a Leasequery exchange. |f the attenpt fails,
the requestor MAY retry.

If Bulk Leasequery is termnated prematurely by a DHCPLEASEQUERYDONE
with a status-code option with a status code of QueryTermni nated or by
the failure of the connection over which it was being submtted, the
requestor MAY retry the request after the creation of a new
connecti on.

Messages fromthe DHCPv4 server cone as multiple responses to a

si ngl e DHCPBULKLEASEQUERY nessage. Thus, each DHCPBULKLEASEQUERY
request MJST have an xid (transaction-id) unique on the connection on
which it is sent. Al of the nessages that cone as a response to
that nessage will contain the sane xid as the request. The xid

all ows the data-streans of two different DHCPBULKLEASEQUERY requests
to be denultiplexed by the requestor

7.2. Forming a Bul k Leasequery

Bul k Leasequery is designed to create a connection that will transfer
the state of some subset (or possibly all) of the |IP address bindings
fromthe DHCPv4 server to the requestor. The DHCPv4 server will send
all of the requested | Pv4 address bindings across this connection
with minimal delay after it receives the request. 1In this context,
"all | P address binding information" nmeans information about all |Pv4
addresses configured within the DHCPv4 server that neet the specified
query criteria. For some query criteria, this may include |IP address
bi nding information for | P addresses that may not now have or ever
have had an association with a specific DHCPv4 client.

To formthe Bul k query, a DHCPv4 request is constructed with a dhcp-
message-type of DHCPBULKLEASEQUERY. The query SHOULD have a dhcp-
paraneter-request-list to informthe DHCPv4 server whi ch DHCPv4
options are of interest to the requestor sending the
DHCPBULKLEASEQUERY nessage. The dhcp-paraneter-request-list in a
DHCPBULKLEASEQUERY nessage SHOULD contain the codes for base-tineg,
dhcp-1lease-tinme, start-tine-of-state, and client-last-transaction-
time.

A DHCPBULKLEASEQUERY request is constructed of one primary query and
optionally one or nore qualifiers for it.
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The possible primary queries are listed below. Each
DHCPBULKLEASEQUERY r equest MJST contain only one of these primary
queri es.

(o]

Query by MAC address

In a Query by MAC address, the chaddr, htype, and hlen of the
DHCPv4 packet are filled in with the val ues requested.

Query by dient-identifier

In a Query by Client-identifier, a Client-identifier option
contai ning the requested value is included in the
DHCPBULKLEASEQUERY r equest .

Query by Renpte ID

In a Query by Renote ID, a Renbte I D sub-option containing the
requested value is included in the relay-agent-information option
of the DHCPBULKLEASEQUERY request .

Query by Relay-I1D

In a Query by Relay-1D, a Relay-1D sub-option [ RFC6925] contai ni ng
the requested value is included in the relay-agent-infornmation
option of the DHCPBULKLEASEQUERY request.

Query for Al Configured | P Addresses

A Query for Al Configured |IP addresses is signaled by the absence
of any other primary query.

There are three qualifiers that can be applied to any of the above
primary queries. These qualifiers can appear individually or
together in any conbination, but only one of each can appear

(]

Query Start Tine

Inclusion of a query-start-tinme option specifies that only IP
address bi ndi ngs that have changed on or after the tine specified
in the query-start-time option should be returned.

Query End Tine
Inclusion of a query-end-time option specifies that only IP

addr ess bindi ngs that have changed on or before the tinme specified
in the query-end-tinme option should be returned.

Ki nnear, et al. St andards Track [ Page 22]



RFC 6926 DHCPv4 Bul k Leasequery April 2013

7.3.

Ki n

o VPN-1D

If no VPN-ID option appears in the DHCPBULKLEASEQUERY, the default
(global) VPN is searched to satisfy the query specified by the
DHCPBULKLEASEQUERY. Using the VPN-1D option [ RFC6607] allows the
requestor to specify a single VPN other than the default VPN. 1In
addition, the VPN-1D option has been extended as part of this
docunent to allow specification that all configured VPNs be
searched in order to satisfy the query specified in the
DHCPBULKLEASEQUERY.

In all cases, any nessage returned from a DHCPBULKLEASEQUERY
request containing informati on about an | P address for other than
the default (global) VPN MJUST contain a VPN-ID option in the
message

Use of the query-start-tinme or the query-end-tine options or both can
serve to reduce the anpbunt of data transferred over the TCP
connection by a considerable anbunt. Note that the tines specified
in the query-start-time or query-end-time options are absolute tines,
not durations offset from "now'

The TCP connecti on nmay becone bl ocked or stop being witable while
the requestor is sending its query. Should this happen, the

i mpl ementation’s behavior is controlled by the current val ue of
BULK LQ DATA TI MEQUT. The default value is given el sewhere in this
docunent, and this value may be overridden by | ocal configuration of
t he operator.

If this situation is detected, the requestor SHOULD start a timer
using the current value of BULK _LQ DATA TIMEQUT. |If that timer
expires, the requestor SHOULD term nate the connection. This tiner
is compl etely independent of any TCP timeout established by the TCP
prot ocol connecti on.

Processi ng Bul k Replies

The requestor attenpts to read a DHCPv4 Leasequery reply nessage from
the TCP connecti on.

The TCP connection may stop delivering reply data (i.e., the
connecti on stops being readable). Should this happen, the

i mpl ementation’s behavior is controlled by the current val ue of
BULK LQ DATA TI MEQUT. The default value is given el sewhere in this
docunent, and this value may be overridden by | ocal configuration of
t he operator.
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If this situation is detected, the requestor SHOULD start a timer
usi ng the current value of BULK LQ DATA TIMEQUT. If that timer
expires, the requestor SHOULD term nate the connection

A single Bul k Leasequery can, and usually will, result in a |arge
nunber of replies. The requestor MJST be prepared to receive nore
than one reply with an xid matching a singl e DHCPBULKLEASEQUERY
message froma single DHCPv4 server. |If the xid in the received
message does not match an out st andi ng DHCPBULKLEASEQUERY nessage, the
requestor MJST cl ose the TCP connection

If the requestor receives nore data than it can process, it can
sinmply abort the connection and try again with a nore specific
request. It can also sinply read the TCP connection nore slowy and
match the rate at which it can digest the information returned in the
Bul k Leasequery packets with the rate at which it reads those packets
fromthe TCP connection

The DHCPv4 server MJST send a server-identifier option (option 54) in
the first response to any DHCPBULKLEASEQUERY nessage. The DHCPv4
server SHOULD NOT send server-identifier options in subsequent
responses to that DHCPBULKLEASEQUERY nessage. The requestor MJUST
cache the server-identifier option fromthe first response and apply
it to any subsequent responses.

The response nmessages generated by a DHCPBULKLEASEQUERY request are:
0 DHCPLEASEACTI VE

A Bul k Leasequery will generate DHCPLEASEACTI VE nessages
cont ai ni ng binding data for bound | P addresses that match the
specified query criteria. The |IP address that is bound to a
DHCPv4 client will appear in the ciaddr field of the
DHCPLEASEACTI VE nmessage. The nmessage may contain a non-zero
chaddr, htype, hlen, and possibly additional options.

0 DHCPLEASEUNASSI GNED

Sone queries will also generate DHCPLEASEUNASSI GNED nmessages for

| P addresses that match the query criteria. These nessages
indicate that the I P address is nmanaged by the DHCPv4 server but
is not currently bound to any DHCPv4 client. The IP address to
which this nessage refers will appear in the ciaddr field of the
DHCPLEASEUNASSI GNED nessage. A DHCPLEASEUNASSG NED nessage MAY
al so contain information about the |ast DHCPv4 client that was
bound to this I P address. The nmessage nmay contain a non-zero
chaddr, htype, hlen, and possibly additional options in this case.

Ki nnear, et al. St andards Track [ Page 24]



RFC 6926 DHCPv4 Bul k Leasequery April 2013

o0 DHCPLEASEQUERYDONE

A response of DHCPLEASEQUERYDONE i ndi cates that the server has
conpleted its response to the query and that no nore nessages wl |
be sent in response to the DHCPBULKLEASEQUERY. Mbre details will
sonetines be available in the received status-code option in the
DHCPLEASEQUERYDONE nessage. |If there is no status-code option in
t he DHCPLEASEQUERYDONE message, then the query conpleted
successful ly.

Note that a query that returned no data, that is, a
DHCPBULKLEASEQUERY request foll owed by a DHCPLEASEQUERYDONE
response, is considered a successful query in that no errors
occurred during the processing. It is not considered an error to
have no information to return to a DHCPBULKLEASEQUERY request .

The DHCPLEASEUNKNOWN nmessage MUST NOT appear in a response to a Bul k
Leasequery.

The requestor MJST NOT assune that there is any inherent order in the
| P address binding information that is sent in response to a
DHCPBULKLEASEQUERY. Wil e the base-tinme will tend to increase
monotonically (as it is the current tine on the DHCPv4 server), the
actual time that any | P address binding information changed is
unrelated to the base-tine.

The DHCPLEASEQUERYDONE message al ways ends a successfu
DHCPBULKLEASEQUERY r equest and any unsuccessful DHCPBULKLEASEQUERY
requests not terminated by a dropped connection. After receiving a
DHCPLEASEQUERYDONE from a server, the requestor MAY cl ose the TCP
connection to that server if no other DHCPBULKLEASEQUERY i s

out standi ng on that TCP connection

The DHCPv4 Leasequery protocol [RFC4388] uses the associated-ip
option as an indicator that nmultiple bindings were present in
response to a single DHCPv4 client-based query. For Bul k Leasequery,
a separate nessage is returned for each binding, so the associated-ip
option is not used.

7.4. Processing Tinme Values in Leasequery Messages

Bul k Leasequery requests may be nmade to a DHCPv4 server whose
absolute tine nmay not be synchronized with the local time of the
requestor. Thus, there are at least two time contexts in even the
si mpl est Bul k Leasequery response, and in the situation where
mul ti ple DHCPv4 servers are queried, the situation becones even nore
conpl ex.
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If the requestor of a Bulk Leasequery is saving the data returned in
some form it has a requirenent to store a variety of tine val ues;
some of these will be tinme in the context of the requestor, and sone
will be time in the context of the DHCPv4 server

When receiving a DHCPLEASEACTI VE or DHCPLEASEUNASSI GNED nessage from
the DHCPv4 server, the nessage will contain a base-tine option. The
time contained in this base-time option is in the context of the
DHCPv4 server. As such, it is an ideal tine to save and use as input
to a DHCPBULKLEASEQUERY in the query-start-tine or query-end-tine
options, should the requestor ever need to i ssue a DHCPBULKLEASEQUERY
message using those options as part of a |ater query, since those
options require a time in the context of the DHCPv4 server

In addition to saving the base-tinme for possible future use in a
query-start-tinme or query-end-tine option, the base-tinme is used as
part of the conversion of the other tines in the Leasequery nessage
to values that are neaningful in the context of the requestor. These
other time values are specified as a offset (duration) fromthe base-
time value and not as an absolute tinme.

I n systens whose cl ocks are synchroni zed, perhaps using NTP, the
clock skew will usually be zero.

7.5. Querying Miltiple Servers

A Bul k Leasequery requestor MAY be configured to attenpt to connect
to and query fromnultiple DHCPv4 servers in parallel. The DHCPv4
Leasequery specification [ RFC4388] includes a discussion about
reconciling binding data received frommultiple DHCPv4 servers

In addition, the algorithmin Section 7.6 should be used.

7.6. Making Sense out of Miltiple Responses concerning a Single |Pv4d
Addr ess

Any requestor of an Bul k Leasequery MJST be prepared for multiple
responses to arrive for a particular |IPv4 address frommultiple
different DHCPv4 servers. The follow ng algorithm SHOULD be used to
decide if the information just received is nore up to date (i.e.,

better) than the best existing information. |In the discussion bel ow,
the information that is received froma DHCPv4 server about a
particular I Pv4 address is terned a "record". The times used in the

al gorithm bel ow SHOULD have been converted into the requestor’s
context, and the tine conparisons SHOULD be perfornmed in a manner
consistent with the information in Section 7.4.
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o |If both the existing and the new record contain client-Iast-
transaction-tinme information, the record with the |ater client-
| ast-transaction-tine i s considered better.

o |If one of the records contains client-last-transaction-time
i nformati on and the other one doesn’t, then conpare the client-
| ast-transaction-tine in the record that contains it against the
other record' s start-tinme-of-state. The record with the |ater
time is considered better.

o |If neither record contains client-last-transaction-tine
informati on, conpare their start-tinme-of-state information. The
record with the later start-tine-of-state is considered better

o |If none of the comparisons above yield a clear answer as to which
record is later, then conpare the value of the REMOTE flag from
the data-source option for each record. |f the values of the
REMOTE fl ag are different between the two records, the record with
the REMOTE flag val ue of local is considered better

The above al gorithm does not necessarily determ ne which record is
better. In the event that the algorithmis inconclusive with regard
to a record that was just received by the requestor, the requestor
SHOULD use additional information in the two records to make a
determination as to which record is better

7.7. Miltiple Queries to a Single Server over One Connection

Bul k Leasequery requestors nmay need to nake nultiple queries in order
to recover binding information. A requestor MAY use a single
connection to issue multiple queries to a server willing to support
them Each query MJST have a uni que Xxid.

A server SHOULD al |l ow configuration of the nunber of queries that can
be processed sinultaneously over a single connection. A server
SHOULD read the nunber of queries it is configured to process

simul taneously and only read any subsequent queries as current
queries are processed.

A server that is processing nmultiple queries sinmultaneously MJST NOT
bl ock sending replies on new queries until all replies for the

exi sting query are conplete. Requestors need to be aware that
replies for nmultiple queries may be interleaved within the stream of
reply messages. Requestors that are not able to process interleaved
replies (based on xid) MJST NOT send nore than one query over a
single connection prior to the conpletion of the previous query.
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7.7.

7.8.

Ki n

Requestors should be aware that servers are not required to process
nmore than one query over a connection at a time (the limting case
for the configuration described above) and that servers are likely to
limt the rate at which they process queries fromany one requestor

1. Exanple
This exanple illustrates what a series of queries and responses night
|l ook Iike. This is only an exanple -- there is no requirenent that

this sequence nust be followed or that requestors or servers nust
support parallel queries.

In the exanple session, the client sends four queries after
establishing a connection. Query 1 returns no results; query 2
returns 3 nessages, and the stream of replies concludes before the
client issues any new query. Query 3 and query 4 overlap, and the
server interleaves its replies to those two queries.

Request or Server
DHCPBULKLEASEQUERY xid 1 ----- >
<----- DHCPLEASEQUERYDONE xid 1
DHCPBULKLEASEQUERY xid 2 ----- >
Cemmmn DHCPLEASEACTI VE xid 2
. DHCPLEASEACTI VE xid 2
<emm-- DHCPLEASEACTI VE xi d 2
<----- DHCPLEASEQUERYDONE xi d 2
DHCPBULKLEASEQUERY xid 3 ----- >
DHCPBULKLEASEQUERY xid 4 ----- >
Cemmmn DHCPLEASEACTI VE xid 4
. DHCPLEASEACTI VE xid 4
<emm-- DHCPLEASEACTI VE xi d 3
<----- DHCPLEASEACTI VE xi d 4
<----- DHCPLEASEUNASSI GNED xi d 3
<----- DHCPLEASEACTI VE xi d 4
Cemmmn DHCPLEASEACTI VE xid 3
. DHCPLEASEQUERYDONE xid 3
<emm-- DHCPLEASEACTI VE xid 4
<----- DHCPLEASEQUERYDONE xi d 4

Cl osi ng Connecti ons

If a requestor has no additional queries to send, or doesn't know if
it has additional queries to send or not, then it SHOULD cl ose the
connection after receiving the DHCPLEASEQUERYDONE nessage for the

| ast outstanding query that it sent.
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The requestor SHOULD cl ose connections in a graceful nanner and not
an abort. The requestor SHOULD NOT assune that the manner in which
the DHCP server cl osed a connection carries any speci al meaning.

Typically, the requestor is the entity that will close the
connection, as servers will often wait with an open connection in
case the requestor has additional queries.

If a server closes a connection with an exception condition, the
requestor SHOULD consider as valid any conpletely received
intermedi ate results, and the requestor MAY retry the Bul k Leasequery
operati on.

8. Server Behavi or
8.1. Accepting Connections

Servers that inplenment DHCPv4 Bul k Leasequery |isten for incomng TCP
connections. Port nunbers are discussed in Section 6.3. Servers
MJUST be able to Iimt the nunber of concurrently accepted and active
connections. The val ue BULK LQ MAX CONNS SHOULD be the default;

i npl ementations MAY pernit the value to be configurable. Connections
SHOULD be accepted and, if the nunber of connections is over

BULK LQ MAX CONNS, they SHOULD be cl osed i nedi ately.

Servers MAY restrict Bul k Leasequery connections and
DHCPBULKLEASEQUERY messages to certain requestors. Connections not
frompermtted requestors SHOULD be closed i mediately to avoid
server connection resource exhaustion. Servers MAY restrict some
requestors to certain query types. Servers MAY reply to queries that
are not permtted with the DHCPLEASEQUERYDONE message with a status-
code option status of NotAl |l owed or MAY sinply close the connection

If the TCP connection becones bl ocked while the server is accepting a
connection or reading a query, it SHOULD be prepared to term nate the
connection after a BULK LQ DATA TIMEQUT. W nake this recomrendati on
to allow servers to control the period of time they are willing to
wai t before abandoning an inactive connection, independent of the TCP
i npl ement ati ons they may be using.

8.2. Replying to a Bul k Leasequery
If the connection beconmes bl ocked while the server is attenpting to

send reply nessages, the server SHOULD be prepared to term nate the
TCP connection after a BULK LQ DATA TI MEQUT
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Every Bul k Leasequery request MJST be term nated by sending a fina
DHCPLEASEQUERYDONE message if such a nmessage can be sent. The
DHCPLEASEQUERYDONE message MJST have a status-code option status if
the term nation was other than successful, and SHOULD NOT contain a
status-code option status if the terminati on was successf ul

If the DHCPv4 server encounters an error during processing of the
DHCPBULKLEASEQUERY message, either during initial processing or |ater
during the nessage processing, it SHOULD send a DHCPLEASEQUERYDONE
containing a status-code option. It MAY close the connection after
this error is signaled, but that is not required.

If the server does not find any bindings satisfying a query, it MJST
send a DHCPLEASEQUERYDONE. It SHOULD NOT include a status-code
option with a Success status unless there is a useful string to
include in the status-code option. Oherw se, the server sends each
bi nding’s data in a DHCPLEASEACTI VE or DHCPLEASEUNASSI GNED nessage.

The response to a DHCPBULKLEASEQUERY may i nvol ve exani nati on of
mul ti ple DHCPv4 | P address bi ndi ngs mai ntai ned by the DHCPv4 server.
The Bul k Leasequery protocol does not require any ordering of the IP
addresses returned i n DHCPLEASEACTI VE or DHCPLEASEUNASSI GNED
nessages.

When respondi ng to a DHCPBULKLEASEQUERY nessage, the DHCPv4 server
MUST NOT send nore than one nessage for each applicable |IP address,
even if the state of some of those |IP addresses changes during the
processing of the message. Updates to such IP address state are

al ready handl ed by nornal protocol processing, so no special effort
i s needed here.

If the ciaddr, yiaddr, or siaddr is non-zero in a DHCPBULKLEASEQUERY
request, the request must be termnated inmrediately by a
DHCPLEASEQUERYDONE nmessage with a status-code option status of

Mal f or medQuery.

Any DHCPBULKLEASEQUERY that has nore than one of the follow ng
primary query types specified MIST be ternmi nated i mediately by a
DHCPLEASEQUERYDONE message with a status-code option status code of
Not Al | owed.

The al | owabl e queries in a DHCPBULKLEASEQUERY nmessage are processed
as follows. Note that the descriptions of the prinmary queries bel ow
must be constrained by the actions of any of the three qualifiers
descri bed subsequently as well.
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The foll owi ng table discusses how to process the various queries.
For information on how to identify the query, see the information in
Section 7. 2.

(o]

Query by MAC address

Every | P address that has a current binding to a DHCPv4 client
mat chi ng the chaddr, htype, and hlen in the DHCPBULKLEASEQUERY
request MJST be returned in a DHCPLEASEACTI VE nessage

Query by dient-identifier

Every | P address that has a current binding to a DHCPv4 client
mat ching the Client-identifier option in the DHCPBULKLEASEQUERY
request MJST be returned in a DHCPLEASEACTI VE nessage

Query by Renote ID

Every | P address that has a current binding to a DHCPv4 client
mat chi ng the Renote I D sub-option of the relay-agent-information
option in the DHCPBULKLEASEQUERY request MJST be returned in a
DHCPLEASEACTI VE nessage

Query by Relay-I1D

Every I P address that has a current binding to a DHCPv4 client

mat chi ng the Rel ay-1D sub-option of the rel ay-agent-information
option in the DHCPBULKLEASEQUERY request MJST be returned in a
DHCPLEASEACTI VE nessage.

Query for Al Configured | P Addresses

A Query for Al Configured IP addresses is signaled by the absence
of any other primary query. That is, if there is no value in the
chaddr, hlen, htype, no Cient-identifier option, and no Renote ID
sub-option or Relay-1D sub-option of the relay-agent-information
option, then the request is a query for information concerning all
configured I P addresses. |In this case, every configured IP
address that has a current binding to a DHCPv4 client MJST be
returned in a DHCPLEASEACTI VE nessage. |n addition, every
configured | P address that does not have a current binding to a
DHCPv4 client MJST be returned in a DHCPLEASEUNASSI GNED nessage.

In this formof query, each configured | P address MJST be returned
at nost one tine. In the absence of qualifiers restricting the
nunber of | P addresses returned, every configured |P address MJST
be returned exactly once.
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There are three qualifiers that can be applied to any of the above
primary queries. These qualifiers can appear individually or
together in any conbi nation, but only one of each can appear

0o Query Start Tine

If a query-start-time option appears in the DHCPBULKLEASEQUERY
request, only | P address bindings that have changed on or after
the time specified in the query-start-tinme option should be
returned.

o Query End Tine

If a query-end-time option appears in the DHCPBULKLEASEQUERY
request, only |IP address bindings that have changed on or before
the tinme specified in the query-end-tine option should be
returned.

o VPN-1D

If no VPN-1D option appears in the DHCPBULKLEASEQUERY, the default
(global) VPN is used to satisfy the query. A VPN-ID option

[ RFC6607] val ue other than the wildcard value (254) allows the
requestor to specify a single VPN other than the default VPN. In
addition, the VPN-1D option has been extended as part of this
docunent to allow specification of a type 254, which indicates
that all configured VPNs be searched in order to satisfy the
primary query.

In all cases, if the information returned in a DHCPLEASEACTI VE or
DHCPLEASEUNASSI GNED nressage is for a VPN other than the default
(global) VPN, a VPN-ID option MIST appear in the packet.

The query-start-tinme and query-end-tine qualifiers are used to
constrain the amobunt of data returned by a Bul k Leasequery request by
returning only I P addresses whose address bindi ngs have changed in
some way during the tine wi ndow specified by the query-start-tinme and
query-end-tine.

A DHCPv4 server SHOULD consi der an address binding to have changed
during a specified time window if either the client-1]ast-
transaction-time or the start-tine-of-state of the address binding
changed during that tine w ndow.

The DHCPv4 server MAY return address binding data in any order, as

Il ong as binding information for any given |IP address is not repeated.
When all binding data for a gi ven DHCPBULKLEASEQUERY has been sent,
the DHCPv4 server MJUST send a DHCPBULKLEASEQUERYDONE nessage.
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8.3. Building a Single Reply for Bul k Leasequery

The DHCPv4 Leasequery specification [ RFC4388] describes the initial
construction of DHCPLEASEQUERY reply messages using the
DHCPLEASEACTI VE and DHCPLEASEUNASSI GNED nessage types in Section
6.4.2. Al of the reply nessages in Bulk Leasequery are sinilar to
the reply nmessages for an | P address query. Message transnission and
fram ng for TCP are described in this docunent in Section 6.1

[ RFC2131] and [ RFC4388] specify that every response nessage MJST
contain the server-identifier option. However, that option will be
the sane for every response froma particul ar DHCPBULKLEASEQUERY
request. Thus, the DHCPv4 server MJST include the server-identifier
option in the first nmessage sent in response to a DHCPBULKLEASEQUERY.
It SHOULD NOT include the server-identifier option in |ater nessages.

The nessage type of DHCPLEASEACTI VE or DHCPLEASEUNASSI GNED i s based
on the value of the dhcp-state option. |If the dhcp-state option

val ue is ACTIVE, then the nessage type i s DHCPLEASEACTI VE, ot herw se,
the message type i s DHCPLEASEUNASSI GNED.

In addition to the basic nmessage construction described in [ RFC4388],
the follow ng guidelines exist:

1. If the dhcp-state option code appears in the dhcp-paraneter-
request-list, the DHCPv4 server SHOULD include a dhcp-state
option whose val ue corresponds nost closely to the state held by
the DHCPv4 server for the | P address associated with this reply.
If the state is ACTIVE and the nessage being returned is
DHCPLEASEACTI VE, then the DHCPv4 server MAY choose to not send
the dhcp-state option. The requestor SHOULD assune that any
DHCPLEASEACTI VE nessage arriving without a requested dhcp-state
option has a dhcp-state of ACTIVE

2. |If the base-time option code appears in the dhcp-paraneter-
request-list, the DHCPv4 server MJST include a base-tine option,
which is the current tinme in the DHCPv4 server’'s context and the
time fromwhich the start-time-of-state, dhcp-lease-tinme, client-
| ast-transaction-time, and other duration-style times are based
upon.

3. If the start-tine-of-state option code appears in the dhcp-
paraneter-request-list, the DHCPv4 server MJST include a start-
ti me-of-state opti on whose val ue represents the tine at which the
dhcp-state option’s state becane valid.
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4. 1f the dhcp-lease-tinme option code appears in the dhcp-
paraneter-request-list, the DHCPv4 server MJST include a dhcp-
| ease-time option for any state that has a timeout val ue
associated with it.

5. If the data-source option code appears in the dhcp-paraneter-
request-list, the DHCPv4 server MJST include the data-source
option in any situation where any of the bits would be non-zero.
Thus, in the absence of the data-source option, the assunption is
that all of the flags are zero.

6. If the client-last-transaction-tinme option code appears in the
dhcp- paraneter-request-1ist, the DHCPv4 server MJST include the
client-last-transaction-time option in any situation where the
information is avail abl e.

7. If there is a dhcp-paraneter-request-list in the initia
DHCPBULKLEASEQUERY request, then it should be used for all of the
replies generated by that request. Sone options can be sent from
a DHCPv4 client to the server or fromthe DHCPv4 server to a
DHCPv4 client. Option 125 is such an option. |If the option code
for one of these options appears in the dhcp-paraneter-request-
list, it SHOULD result in returning the value of the option sent
by the DHCPv4 client to the server if one exists.

Note that there may be other requirenents for a reply to a
DHCPBULKLEASEQUERY request, as discussed in Section 8. 2.

8.4. Miltiple or Parallel Queries

As discussed in Section 7.3, requestors nay want to use a connection
that has al ready been established when they need to nmake additiona
queries. Servers SHOULD support reading and processing nultiple
queries froma single connection and SHOULD al | ow confi guration of
the nunber of sinultaneous queries it may process. A server MJST NOT
read nore query messages froma connection than it is prepared to
process simultaneously.

This SHOULD be a feature that is adm nistratively controlled
Servers SHOULD offer configuration that limts the nunber of

si mul taneous queries permitted fromany one requestor, in order to
control resource use if there are nultiple requestors seeking
servi ce.
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8.5. dosing Connections

The DHCPv4 server SHOULD cl ose connections in a graceful manner and
not abort the connection. The DHCPv4 server SHOULD NOT assune that
the manner in which the requestor closed a connection carries any
speci al meani ng.

Typically, the DHCPv4 server will only close the connection after
some formof an exception or a timeout on the connection

Using a tiner to detect when a connection is idle and then closing
that connection is designed to protect the DHCPv4 server from
consum ng unnecessary resources.

The DHCPv4 server should start a tinmer for BULK LQ DATA TI MEQUT
seconds for a particular connection after it sends a
DHCPLEASEQUERYDONE nessage over that connection if there is no
current query outstanding for that connection. It should restart
this timer if a query arrives over that connection. |If the timer
expires, the DHCPv4 server should close the connection

The server MJST close its end of the TCP connection if it encounters
an error sending data on the connection. The server MJST close its
end of the TCP connection if it finds that it has to abort an in-
process request. A server aborting an in-process request SHOULD
attenpt to signal that to its requestors by using the QueryTerm nated
status code in the status-code option in a DHCPLEASEQUERYDONE
message, including a nessage string indicating details of the reason
for the abort. |If the connection is closed for any reason, all of
the data fl ows associated with any currently outstanding
DHCPBULKLEASEQUERY nessages will be termninated

If the server detects that the requesting end of the connection has
been cl osed, the server MJST close its end of the connection

9. Security Considerations

The Security Considerations section of [RFC2131] details the genera
threats to DHCPv4. The DHCPv4 Leasequery specification [ RFC4388]
descri bes recomendations for the Leasequery protocol, especially
with regard to authentication of LEASEQUERY nessages, nitigation of
packet - f1 oodi ng DoS attacks, and restriction to trusted requestors.

The use of TCP introduces sonme additional concerns. Attacks that
attenpt to exhaust the DHCPv4 server’s avail able TCP connection
resources, such as SYN flooding attacks, can conprom se the ability
of legitinate requestors to receive service. Malicious requestors
who succeed in establishing connections but who then send invalid
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queries, partial queries, or no queries at all can al so exhaust a
server’s pool of available connections. W reconmend that servers
offer configuration to limt the sources of incom ng connections,
that they limt the nunber of accepted connections and the nunber of
i n-process queries fromany one connection, and that they lint the
period of tinme during which an idle connection will be |eft open

There are two specific issues regardi ng Bul k Leasequery security that
deserve explicit nmention. The first is preventing information that
Bul k Leasequery can provide fromreaching clients who are not

aut horized to receive such information. The second is ensuring that
authorized clients of the Bul k Leasequery capability receive accurate
information fromthe server (and that this information is not
disrupted in transit).

To prevent information | eakage to unaut horized clients, servers
SHOULD restrict Bul k Leasequery connecti ons and DHCPBULKLEASEQUERY
messages to certain requestors, either through explicit configuration
of the server itself or by enploying external network elements to
provi de such restrictions. In particular, the typical DHCPv4 client
SHOULD NOT be allowed to receive a response to a Bul k Leasequery
request, and sone technique MJST exist to allow prevention of such
access in any environment where Bul k Leasequery is depl oyed.

Connections not frompernitted requestors SHOULD be cl osed

i medi ately to avoid server connection resource exhaustion or
alternatively, sinply not be allowed to reach the server at all
Servers SHOULD have the capability to restrict certain requestors to
certain query types. Servers MAY reply to queries that are not
permitted with the DHCPLEASEQUERYDONE nessage with a status-code
option status of NotAllowed or MAY sinply close the connection

To prevent disruption and malicious corruption of Bulk Leasequery
data flows between the server and authorized clients, these data
flows SHOULD transit only secured networks. These data flows are
typically infrastructure oriented, and there is usually no reason to
have them fl owi ng over networks where such attacks are likely. In
the rare cases where these data flows mght need to be sent through
unsecured networks, they MJST be sent over connections secured

t hrough neans external to the DHCPv4/DHCPv6 server and its client(s)
(e.g., through VPNs).

Aut henti cation for DHCP nessages [RFC3118] MJST NOT be used to
attenpt to secure transm ssion of the nessages described in this
docunent. In particular, the nessage fram ng woul d not be protected
by using the mechani sns described in [ RFC3118] (which was desi gned
only with UDP transport in mnd).
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10. | ANA Consi derations
| ANA has assigned the foll ow ng new DHCPv4 option codes fromthe
regi stry "BOOTP Vendor Extensions and DHCP Options" nmintained at
http://ww. i ana. or g/ assi gnnent s/ boot p- dhcp- par anet ers.
1. An option code of 151 for status-code.

2. An option code of 152 for base-tine.

3. An option code of 153 for start-tine-of-state.
4. An option code of 154 for query-start-tinme.

5. An option code of 155 for query-end-tine.

6. An option code of 156 for dhcp-state.

7. An option code of 157 for data-source.

I ANA has assigned the foll ow ng new DHCP nessage types fromthe
registry "DHCP Message Type 53 Val ues" nmintai ned at
http://ww. i ana. or g/ assi gnnent s/ boot p- dhcp- par anet ers.

1. A dhcp-nessage-type of 14 for DHCPBULKLEASEQUERY.
2. A dhcp-nessage-type of 15 for DHCPLEASEQUERYDONE.

| ANA has created a new registry on the sane assignnents page, titled
"DHCP State 156 Val ues" (where 156 corresponds to the assigned val ue
of the dhcp-state option above). This registry has the follow ng
initial val ues:

AVAI LABLE
ACTI VE

EXPI RED
RELEASED
ABANDONED
RESET

REMOTE

TRANSI T1 ONI NG

O~NO O WN R

New val ues for this namespace may only be defined by | ETF Review, as
described in [ RFC5226] .
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| ANA has created a new registry on the sanme assignnents page, titled
"DHCP St atus Code 151 Val ues" (where 151 corresponds to the assigned
val ue of the status-code option above). This registry has the
following initial values:

Narmre st at us- code
Success 000
UnspecFai | 001

QueryTerm nat ed 002
Mal f or redQuery 003
Not Al | owed 004

New val ues for this namespace may only be defined by | ETF Review, as
described in [ RFC5226] .

| ANA has revised the registry "VSS Type Options" created by [ RFC6607]
in the overall area "Dynam ¢ Host Configuration Protocol (DHCP) and
Boot strap Protocol (BOOTP) Paraneters". It has been revised to
appear as follows. Note that the number range for "Unassigned" has
changed, and a new line for "All VPNs (wldcard)" was added.

Type VSS | nformati on Format
0 Network Virtual Terminal (NvVT) ASCII VPN identifier
1 RFC 2685 VPN-1D
2-253 Unassi gned
254 Al VPNs (wi | dcard)
255 G obal, default VPN
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