I nternet Engi neering Task Force (IETF) S. Farrel

Request for Comments: 6920 Trinity College Dublin
Cat egory: Standards Track D. Kutscher
| SSN. 2070-1721 NEC

C. Dannewitz

Uni versity of Paderborn
B. Chl man

A. Keranen

Eri csson

P. Hal | am Baker

Conmpdo G oup | nc.

April 2013

Nam ng Things with Hashes
Abst r act

Thi s docunent defines a set of ways to identify a thing (a digita
object in this case) using the output froma hash function. It
specifies a new URI schene for this purpose, a way to map these to
HTTP URLs, and binary and hunman-speakable formats for these nanes.
The various formats are designed to support, but not require, a
strong link to the referenced object, such that the referenced object
may be authenticated to the sane degree as the reference to it. The
reason for this work is to standardi se current uses of hash outputs
in URLs and to support new information-centric applications and other
uses of hash outputs in protocols.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc6920

Farrell, et al. St andards Track [ Page 1]



RFC 6920

Copyri ght Notice

Nam ng Things w th Hashes

April 2013

Copyright (c) 2013 | ETF Trust and the persons identified as the

docunent authors. Al rights reserved.

Thi s docunent

Provisions Relating to | ETF Docunents

(http://trustee.ietf.org/license-info)

publ

carefully,
to this docunent.

is subject to BCP 78 and the | ETF Trust’s Legal

ication of this docunent. Pl ease revi ew t hese docunents

in effect on the date of

as they describe your rights and restrictions with respect
Code Conponents extracted fromthis docunment nust

include Sinplified BSD Li cense text as described in Section 4.e of
Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

t he

Tabl e of Contents

wN e

PN O~

Introduction . .
Hashes Are What Oount .
Nanmed I nformation (ni) UR For rrat

.wel I - known UR

URL Segnent For mat

Bi nary Format . .o
Human- Speakabl e (nl h) URI For mat
Exampl es . . e

8.1. Hello World!

0o 0

LCoovoo

10.
11.
12.

.2. Public Key Ex;':mpl és

ni h Usage Exanpl e
ANA Consi derations . . . . . .
Assi gnnent of ni URI Schene

Assi gnnent of .well-known n|

3.
I
1. .
2. Assignment of nih URI Schema
3.
4.

Creation of Narred I nformati on Hash Aléor|thm Reg| stry.

.1. Content Type QJery Strlng Attrlbuie

URl

5. Creation of Nanmed Infornation Parameter Registry .

Security Considerations
Acknowl edgrent s
Ref er ences .

12.1. Normative Réf erences
12. 2. Informative References .

Farrell,

et al. St andards Track

NNNRRRRPRRRRPRRRERRRERRE
OCOO0OWWOOUUIUAWWWROOWOWOWO AW

[ Page 2]



RFC 6920 Nam ng Things w th Hashes April 2013

1.

I nt roducti on

ldentifiers -- names or locators -- are used in various protocols to
identify resources. |In many scenarios, those identifiers contain
val ues that are obtained fromhash functions. Different deploynents
have chosen different ways to include the hash function outputs in
their identifiers, resulting in interoperability problens.

Thi s docunent defines the "Named Information” identifier, which
provides a set of standard ways to use hash function outputs in
nanes. W begin with a few exanpl e uses for various ways to include
hash function output in a nane, with the specifics defined later in
this docunment. Figure 1 shows an exanple of the Named I nformation
(ni) URI scheme that this docunent defines.

ni :///sha-256; UyaQVv- Ev4r dLoHyJJIWC 110Hf r Yv9E1aGQAl M2X_- Q
Figure 1: Exanple ni UR

Hash function outputs can be used to ensure uni queness in ternms of
mappi ng URIs [ RFC3986] to a specific resource or to make URIs hard to
guess for security reasons. Since there is no standard way to
interpret those strings today, in general only the creator of the UR
knows how to use the hash function output. Oher protocols, such as
application-layer protocols for accessing "smart objects" in
constrai ned environnents, also require nore conpact (e.g., binary)
forns of such identifiers. |In yet other situations, people may have
to speak such values, e.g., in a voice call (see Section 8.3), in
order to confirmthe presence or absence of a resource.

As anot her exanple, protocols for accessing in-network storage
servers need a way to identify stored resources uniquely and in a

| ocati on-i ndependent way so that replicas on different servers can be
accessed by the sane nane. Also, such applications may require
verification that a resource representation that has been obtai ned
actually corresponds to the nane that was used to request the
resource, i.e., verifying the binding between the data and the nane,
which is here termed "nane-data integrity"

Simlarly, in the context of information-centric networking

[ NETI NF- ARCHI TECTURE] [CCN] and el sewhere, there is value in being
abl e to conpare a presented resource against the URI that was used to
access that resource. |If a cryptographically strong conparison
function can be used, then this allows for many forms of in-network
storage, without requiring as nmuch trust in the infrastructure used
to present the resource. The outputs of hash functions can be used
in this manner, if they are presented in a standard way.
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Addi tional applications might include creating references fromweb
pages delivered over HTTP/TLS; DNS resource records signed using
DNSSEC or data val ues enbedded in certificates, Certificate
Revocation Lists (CRLs), or other signed data objects.

The Naned Identifier can be represented in a nunber of ways: using
the ni URI schene that we specifically define for the nane (which is
very simlar to the "magnet link" that is informally defined in other
protocols [Magnet]), or using other nechani sns al so defined herein.
However it is represented, the Naned ldentifier *names* a resource,
and the mechani smused to dereference the name and to *| ocate* the
naned resource needs to be known by the entity that dereferences it.

Medi a content-type, alternative locations for retrieval, and ot her
additional information about a resource nanmed using this schene can
be provided using a query string. "The Naned Information (ni) URI
Schene: Optional Features" [ DECPARAMS] describes specific val ues that
can be used in such query strings for these various purposes and

ot her extensions to this basic format specification

In addition, we define a ".well-known" URL equivalent, a way to
include a hash as a segnent of an HTTP URL, a binary format for use
in protocols that require nore conpact nanes, and a hunan- speakabl e
text formthat could be used, e.g., for reading out (parts of) the
name over a voi ce connection.

Not all uses of these names require use of the full hash output --
truncat ed hashes can be safely used in sone environnents. For this
reason, we define a new | ANA registry for hash functions to be used
with this specification so as not to nix strong and weak (truncated)
hash al gorithns in other protocol registries.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Syntax definitions in this neno are specified according to ABNF
[ RFC5234] .

2. Hashes Are What Count

This section contains basic considerations related to how we use hash
function outputs that are common to all formats.

When conparing two nanes of the form defined here, an inplementation
MUST only consider the digest algorithmand the digest value, i.e.,
it MJUST NOT consider other fields defined below (such as an authority
field froma URl or any paranmeters). |nplenmentations MJST consi der
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two hashes identical, regardl ess of encoding, if the decoded hashes
are based on the sane al gorithm and have the same | ength and the same
bi nary value. 1In that case, the two names can be treated as
referring to the sane thing.

The sha-256 algorithmas specified in [ SHA-256] is nmandatory to

i mpl ement; that is, inplenentations MJUST be able to generate/send and
to accept/process nanmes based on a sha-256 hash. However,

i mpl ement ati ons MAY support additional hash al gorithnms and MAY use
those for specific nanes, for exanple, in a constrained environnent
where sha-256 is non-optinmal or where truncated nanes are needed to
fit into corresponding protocols (when a higher collision probability
can be tolerated).

Truncat ed hashes MAY be supported. Wen a hash value is truncated,
the name MUST indicate this. Therefore, we use different hash
algorithmstrings in these cases, such as sha-256-32 for a 32-bit
truncation of a sha-256 output. A 32-bit truncated hash is
essentially useless for security in alnost all cases but might be
useful for naming. Wth current best practices [ RFC3766], very few,
if any, applications making use of names with | ess than 100-bit
hashes wi |l have useful security properties

When a hash value is truncated to N bits, the leftnost N bits (that
is, the nmost significant N bits in network byte order) fromthe

bi nary representation of the hash value MJST be used as the truncated
value. An exanple of a 128-bit hash output truncated to 32 bits is
shown in Figure 2.

128-bit hash: 0x265357902f elb7e2a04b897c6025d7a2
32-bit truncated hash: 0x26535790

Figure 2: Exanpl e of Truncated Hash

When the input to the hash algorithmis a public key value, as nmay be
used by various security protocols, the hash SHOULD be cal cul at ed
over the public key in an X 509 SubjectPublicKeylnfo structure
(Section 4.1 of [RFC5280]). This input has been chosen primarily for
conmpatibility with the DANE TSLA protocol [RFC6698] but al so includes
any relevant public key parameters in the hash input, which is

soneti nmes necessary for security reasons. This does not force use of
X.509 or full conpliance with [ RFC5280] since formatting any public
key as a SubjectPublicKeylnfo is relatively straightforward and wel |
supported by libraries.

Any of the formats defined bel ow can be used to represent the
resulting nane for a public key.
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O her than in the aforenenti oned special case where public keys are
used, we do not specify the hash function input here. Oher
specifications are expected to define this.

3. Naned Information (ni) URl Fornat

A Named Information (ni) URI consists of the foll ow ng nine
component s:

Schene Name: The schene name is 'ni

Col on and Sl ashes: The literal "://"

Authority: The optional authority conponent may assi st applications
in accessing the object named by an ni URI. There is no default
value for the authority field. (See Section 3.2.2 of [RFC3986]
for details.) Wiile ni nanes with and without an authority differ
syntactically fromni nanmes with different authorities, all three
refer to the sane object if and only if the digest algorithm
| ength, and val ue are the sane.

One slash: The literal "/"

Di gest Algorithm The nanme of the digest algorithm as specified in
the 1ANA registry defined in Section 9.4 bel ow

Separator: The literal ";

Di gest Value: The digest value MJST be encoded using the base64url
[ RFC4648] encoding, with no "=" paddi ng characters.

Query Paraneter separator '?': The query paraneter separator acts as
a separator between the digest value and the query paraneters (if
specified). For conpatibility with Internationalized Resource
Identifiers (IRIs), non-ASCI| characters in the query part MJST be
encoded as UTF-8, and the resulting octets MJUST be percent-encoded
(see [RFC3986], Section 2.1).

Query Paraneters: A "tag=value" |list of optional query paraneters as
are used with HTTP URLs [ RFC2616] with a separator character '&
bet ween each. For exanple, "foo=bar&baz=bat".

It is OPTIONAL for inplenmentations to check the integrity of the URI/
resource mappi ng when sendi ng, receiving, or processing ni URls

Escapi ng of characters follows the rules in RFC 3986. This neans

that percent-encoding is used to distinguish between reserved and
unreserved functions of the sanme character in the same URl conponent.
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As an exanple, an anpersand ('& ) is used in the query part to
separate attribute-value pairs; therefore, an anpersand in a val ue
has to be escaped as '%6’. Note that the set of reserved characters
differs for each conponent. As an exanple, a slash (/') does not
have any reserved function in a query part and therefore does not
have to be escaped. However, it can still appear escaped as '%f’ or
"9%2F , and inplementations have to be able to understand such escaped
fornms. Al so note that any characters outside those allowed in the
respective URI conponent have to be escaped.

The Naned Information URI adapts the URI definition fromthe UR

Generic Syntax [ RFC3986]. W start with the base URI production

URI = schene ":" hier-part [ "?" query ] [ "#" fragment ]
; from RFC 3986

Figure 3: URI Syntax

Then, we adapt that for the Naned Information URI

NI - URI = ni-schene ":" ni-hier-part [ "?" query ]
; adapted from"UR" in RFC 3986
; query is from RFC 3986, Section 3.4

ni - schene ="ni"
ni - hi er-part ="//" [ authority ] "/" alg-val
; authority is fromRFC 3986, Section 3.2
al g- val =alg ";" va
; adapted from"hier-part" in RFC 3986
al g = 1*unreserved
val = 1*unreserved

; unreserved is from RFC 3986, Section 2.3
Figure 4: ni Nane Syntax

The "val" field MJST contain the output of base64url encoding (with
no "=" padding characters), the result of applying the hash function
("alg") to its defined input, which defaults to the object bytes that
are expected to be returned when the URI is dereferenced.

Rel ative ni URIs can occur. 1In such cases, the algorithmin Section

5 of [RFC3986] applies. As an exanple, in Figure 5 the absolute UR
for "this third docunent" is "ni://exanple.conlsha-256-128;...".
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<ht m >

<head>
<title>ni: relative URl test</title>
<base href="ni://exanpl e.cont>

</ head>

<body>
<p>Pl ease check <a href="sha-256;f40xzZX...">this docunent </ a>
and <a href="sha-256; UyaQVv...">this ot her docunent</a>
and <a href="sha-256-128;...">this third docunent</a>.
</ p>
</ body>
</htm >

Figure 5: Exanple HTML with Relative ni UR

The authority field in an ni URl is not quite the sanme as that from
an HTTP URL, even though the sane values (e.g., DNS names) nmay be
usefully used in both. For an ni URI, the authority does not contro
nearly as much of the structure of the "right-hand side" of the URI.
Wth ni URIs we al so define standard query string attributes and, of
course, have a strictly defined way to include the hash val ue.

Internationalisation of strings within ni nanes is handl ed exactly as
for http URIs -- see [ RFC2616], Section 3.2.3.

3.1. Content Type Query String Attribute

The semantics of a digest being used to establish a secure reference
froman authenticated source to an external source may be a function
of associ ated netadata such as the Content Type. The Content Type
"ct" paraneter specifies the MM Content Type of the associated data
as defined in [ RFC6838]. See Section 9.5 for the associated | ANA
registry for ni paraneter nanes as shown in Figure 6

I mpl enentati ons of this specification MJST support parsing the "ct="
query string attribute name.

ni:///sha-256-32; f40xZzQ?ct =t ext/ pl ain
Figure 6: Exanple ni URI with Content Type
Protocol s nmaking use of ni URIs will need to specify howto verify
nane-data integrity for the MME Content Types that they need to

process and will need to take into account possible Content-Transfer-
Encodi ngs and ot her aspects of M ME encodi ng.
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I mpl enent ati ons of this specification SHOULD support name-data
integrity validation for at |east the application/octet-stream
Content Type, with no explicit Content-Transfer-Encoding (whichis
equi valent to binary). Additional Content Types and Content -
Transf er - Encodi ngs can of course al so be supported, but are OPTI ONAL.
Note that the hash is calcul ated after the Content-Transfer-Encodi ng
is removed so it is applied to the raw data.

If a) the user agent is sensitive to the Content Type and b) the ni
nane used has a "ct=" query string attribute and c) the object is
retrieved (froma server) using a protocol that specifies a Content
Type, then, if the two Content Types match, all is well. |[If, in this
situation, the Content Types do not match, then the client SHOULD
handl e that situation as a potential security error. Content Type
mat ching rules are defined in [ RFC2045], Section 5.1

4. .well-known UR

We define a mapping between URIs following the ni URI schene and HTTP
[ RFC2616] or HITPS [ RFC2818] URLs that nakes use of the .well-known
URI [RFC5785] by defining an "ni" suffix (see Section 9).

The HTTP(S) mappi ng MAY be used in any context where clients with
support for ni URIs are not avail abl e.

Since the .well-known name-space is not intended for genera
information retrieval, if an application dereferences a
.well-known/ni URL via HTTP(S), then it will often receive a 3xx HITP
redirection response. A server responding to a request for a
.well-known/ni URL will often therefore return a 3xx response, and a
client sending such a request MJST be able to handle that, as should
any fully conpliant HTTP [ RFC2616] client.

For an ni name of the form"ni://n-authority/alg;val ?query-string"”
the corresponding HTTP(S) URL produced by this mapping is
"http://h-authority/.well-known/ni/alg/val ?query-string", where
"h-authority" is derived as follows: If the ni nane has a specified
authority (i.e., the n-authority is non-enpty), then the h-authority
MJUST have the same value. |If the ni nane has no authority specified
(i.e., the n-authority string is enpty), a h-authority val ue MAY be
derived fromthe application context. For exanple, if the mapping is
bei ng done in the context of a web page, then the origin [ RFC6454]
for that web site can be used. O course, in general there are no
guarantees that the object named by the ni URI will be available via
the corresponding HITP(S) URL. But in the case that any data is
returned, the retriever can determ ne whether or not it is content
that matches the ni URI.

Farrell, et al. St andards Track [ Page 9]



RFC 6920 Nam ng Things w th Hashes April 2013

If an application is presented with an HTTP(S) URL with
"/.well-known/ni/" as the start of its pathnanme conmponent, then the
reverse mapping to an ni URl either including or excluding the
authority might produce an ni URI that is neaningful. However, there
is no guarantee that this will be the case.

When mapping froman ni URI to a .well-known URL, an inplenmentation
wi Il have to deci de between choosing an "http" or "https" URL. |If
the object referenced does in fact match the hash in the URL, then
there is arguably no need for additional data integrity, if the ni

URI or .well-known URL was received "securely." However, TLS also
provi des confidentiality, so there can still be reasons to use the
"https" URL schene even in this case. Additionally, web server
policy such as [ RFC6797] may dictate that data only be avail abl e over
"https". 1In general, however, whether to use "http" or "https" is
sonet hing that needs to be decided by the application

5. URL Segnent For mat

Sone applications may benefit from using hashes in existing HITP URLs
or other URLs. To do this, one sinply uses the "alg-val" production
fromthe ni name schene ABNF, which may be included, for exanple, in
t he pat hname, query string, or even fragment conponents of HTTP URLs
[ RFC2616]. In such cases, there is nothing present in the URL that
ensures that a client can depend on conpliance with this
specification, so clients MJST NOT assunme that any URL with a

pat hname conponent that matches the "al g-val" production was in fact
produced as a result of this specification. That URL m ght or m ght
not be related to this specification, only the context will tell.

6. Binary Format

If a nore space-efficient version of the name is needed, the
following binary format can be used. The binary format nane consists
of two fields: a header and the hash value. The header field defines
how the identifier has been created, and the hash value contains a
(possibly truncated) result of a one-way hash over whatever is being
identified by the hash value. The binary format of a nane is shown
in Figure 7.
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0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Res| Suite ID | Hash Val ue /
i i i T i I S i e s o o i i
/ /

e T S S S e i i S DU S S S S R S T S S
/ .. |

i ok ST S R TR
Figure 7: Binary Name For nmat

The Res field is a reserved 2-bit field for future use and MJST be
set to zero for this specification and ignored on receipt.

The hash al gorithmand truncation length are specified by the Suite
ID. For maintaining efficient encoding for the binary format, only a
few hash algorithnms and truncation | engths are supported. See
Section 9.4 for details.

A hash value that is truncated to 120 bits will result in the overal
nane being a 128-bit val ue, which may be useful for protocols that
can easily use 128-bit identifiers.

7. Human- Speakabl e (ni h) UR For nmat

Sonetinmes a resource may need to be referred to via a nane in a
format that is easy for humans to read out and less likely to be
anbi guous when heard. This is intended to be usable, for exanple,
over the phone in order to confirmthe (current or future) presence
or absence of a resource. This "confirmation" use-case described
further in Section 8.3 is the main current use-case for Naned
Information for Humans (nih) URIs. ("nih" also neans "Not |nvented
Here", which is clearly false, and therefore worth including

[ RFC5513]. :-)

The ni URI format is not well-suited for this, as, for exanple,
base64url uses both uppercase and | owercase, which can easily cause
confusion. For this particul ar purpose ("speaking" the value of a
hash output), the nore verbose but |ess anbi guous (when spoken) nih
URI schene is defined.

The justification for nih being a URI schene is that it can help a
user agent for the speaker to better display the value or help a
machine to better speak or recogni se the val ue when spoken. W do
not include the query string since there is no way to ensure that its
val ue nmi ght be spoken unanbi guously and simlarly for the authority,
where, e.g., sone internationalised forns of domain name m ght not be
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easy to speak and conprehend easily. This |eaves the hash value as
the only part of the ni URI that we feel can be usefully included.
But since speakers or listeners (or speech recognition) may err, we
al so include a checkdigit to catch comon errors and allow for the
inclusion of "-" separators to nake nih URIs easier to read out.

Fields in nih URIs are separated by a semicolon (;) character. The
first field is a hash algorithmstring, as in the ni URI format. The
hash value is represented using | owercase ASCI|I hex characters; for
exanple, an octet with the decimal value 58 (0x3A) is encoded as
"3a’. This is the same as basel6 encoding as defined in RFC 4648

[ RFC4648] except using | owercase letters. Separators ("-"
characters) MAY be interspersed in the hash value in any way to make
those easier to read, typically grouping four or six characters with
a separator between.

The hash val ue MAY be followed by a semcolon ';’ then a checkdigit.
The checkdigit MJST be cal cul ated using Luhn’s mod N algorithm (with
N=16) as defined in [I1SO EC7812] (see also [Luhn]). The input to the

calculation is the ASCI1 hex-encoded hash value (i.e., "sepval" in
the ABNF production below) but with all "-" separator characters
first stripped out. This maps the ASCI|I hex so that '0'=0, ...'9 =9,
"a’'=10, ...’ f'=15. None of the other fields, nor any "-" separators,
are input when cal culating the checkdigit.

humanname = "nih:" alg-sepval [ ";" checkdigit ]

al g-sepval = alg ";" sepva

sepval = 1*(ahlc / "-")

ahl c = bgaT/ "a" [/ "b" [ "c" [ "d" [ “"e" [ "f"

; DDAT is defined in RFC 5234 and is 0-9
checkdigit = ahlc

Fi gure 8: Human- Speakabl e Synt ax

For algorithms that have a Suite ID reserved (see Figure 11), the alg
field MAY contain the I D value as an ASCl|-encoded deci mal nunber

i nstead of the hash nane string (for exanple, "3" instead of

"sha- 256-120"). Inplenentati ons MJST be able to match the decimal 1D
val ues for the algorithms and hash | engths that they support, even if
they do not support the binary format.

There is no such thing as a relative nih URl.
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8. Examples

8. 1. Hel | o Worl d!

The foll ow ng ni
characters wi thout the quotes),

with and wi thout an authority field:

ni :///sha-256; f 40xZX_x_FO5LcGBSKHWKf wt Sx-j 1ncoSt 3SABJt kGk

UR

Nam ng Things w th Hashes

is generated fromthe text

April 2013

"Hello World!" (12
usi ng the sha-256 al gorithm shown

ni :// exanpl e. coni sha- 256; f 4OxZX_x_FO5LcGBSKHWKf wt Sx-j 1ncoSt 3SABJt kGk

The following HTTP URL represents a mapping fromthe previous ni

based on the algorithmoutlined above.

http://exanpl e. com . wel | - known/ ni / sha- 256/

f 4OxZX _x_FOBLCcGBSKHWKf wt Sx- j 1ncoSt 3SABJt kGk

8.2. Public Key Exanpl es

nanme

G ven the DER-encoded Subject PublicKeylnfo in Figure 9, we derive the
Figure 10 for this val ue.

names shown in

0000000
0000020
0000040
0000060
0000100
0000120
0000140
0000160
0000200
0000220
0000240
0000260
0000300
0000320
0000340
0000360
0000400
0000420
0000440

0000000
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00
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Figure 9: A SubjectPublicKeylnfo Used
and Its sha-256 Hash
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8. 3.

Far

| URI: |
| ni:///sha-256; UyaQv- Ev4r dLoHyJJWC 11CHf r YYOE1aGQAl M2X_- Q |

| .well-known URL (split over 2 lines): |
| http://exanple.com.well-known/ni/sha256/ |
| UyaQv- Ev4rdLoHyJJIWC 110Hf r Yv9E1aGQAl M2X_- Q |

| URL Segment: |
| sha-256; UyaQv- Ev4r dLoHyJJIWC 11C0Hf r Yv9E1aGQAl M2X_- Q |

| Binary name (ASCI|I hex encoded) with 120-bit truncated hash val ue
| which is Suite | D 0x03: |
| 0353 2690 57el 2fe2 b74b a07c 8925 60a2 |

o m m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e +
| Human- speakable formof a name for this key (truncated to 120 bits|
| in length) with checkdigit: |
| nih:sha-256-120; 5326- 9057- e12f - e2b7- 4ba0- 7¢89- 2560- a2; f |
e m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eaa oo +

| Human- speakable form of a name for this key (truncated to 32 bits
| in length) with checkdigit and no "-" separators: |
| nih:sha-256-32;53269057; b |

| Hurman- speakabl e form usi ng deci mal presentation of the |
| algorithmID (sha-256-120) with checkdigit: |
| nih:3;532690-57e12f - e2b74b- a07c89- 2560a2; f |

Fi gure 10: Exanpl e Nanes
ni h Usage Exanpl e

Alice has set up a server node with an RSA key pair. She uses an ni
URI as the nane for the public key that corresponds to the private
key on that box. Alice' s node mght identify itself using that ni
URI in some protocol

Bob would like to believe that it’s really Alice’s node when his node
interacts with the network and asks his friend Alice to tell him what
public key she uses. Alice hits the "tell soneone the nane of the
public key" button on her adnin user interface and that displays the
nih URI and says "tell this to your buddy". She phones Bob and reads
the nih URI to him
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9

9

9

Bob types that in to his "nanage known nodes" admin application (or
lets that application listen to part of the call), which can
regenerate the ni URI and store that or some equivalent. Then when
Bob’s node interacts with Alice’s node, it can nore safely accept a
signature or encrypt data to Alice s node.

I ANA Consi derations
1. Assignnent of ni URI Schene

The procedures for registration of a URI schene are specified in RFC
4395 [RFC4395]. The follow ng assignnment has been nade.

URI schene nane: ni

Status: Permanent

URI schene syntax: See Section 3.

URI schene senantics: See Section 3.

Encodi ng consi derations: See Section 3.

Appl i cations/protocols that use this URl schene nane:

General applicability.

Interoperability considerations: Defined here.
Security considerations: See Section 10.

Contact: Stephen Farrell, stephen.farrell @s.tcd.ie
Aut hor/ Change controller: |ETF

Ref erences: As specified in this docunent
2. Assignnent of nih URl Schene

The procedures for registration of a URI schene are specified in RFC
4395 [RFC4395]. The follow ng assignnent has been nade.

URI schene nane: nih
St atus: Per manent

URI schenme syntax: See Section 7
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URI schene semantics: See Section 7
Encodi ng consi derations: See Section 7
Applications/protocols that use this URl schene nane:
General applicability.

Interoperability considerations: Defined here.
Security considerations: See Section 10.
Contact: Stephen Farrell, stephen.farrell @s.tcd.ie
Aut hor/ Change controller: |ETF
Ref erences: As specified in this docunent

9.3. Assignnent of .well-known "ni’ UR
The procedures for registration of a Wll-Known URl entry are
specified in RFC 5785 [ RFC5785]. The foll owi ng assi gnnment has been
made.
URI suffix: ni
Change controller: |ETF
Speci fication docunment(s): This docunent
Rel at ed i nformation: None

9.4. Creation of Naned Information Hash Al gorithm Registry
| ANA has created a new registry for hash algorithns as used in the
nane formats specified here; it is called the "Naned |nformation Hash
Al gorithm Registry". Future assignnments are to be made through
Expert Review [ RFC5226]. This registry has five fields: the suite
I D, the hash al gorithmnanme string, the truncation |length, the
underlying algorithmreference, and a status field that indicates if
the algorithmis current or deprecated and should no | onger be used.
The status field can have the value "current" or "deprecated". C her
val ues are reserved for possible future definition
If the status is "current”, then that does not necessarily mean that
the algorithmis "good" for any particul ar purpose, since the

cryptographic strength requirenents will be set by other applications
or protocols.
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A request to mark an entry as "deprecated" can be done by sending a
mail to the Designated Expert. Before approving the request, the
community MJST be consulted via a "call for comrents” of at |east two
weeks by sending a mail to the | ETF discussion |ist.

Initial values are specified below The Designated Expert SHOULD
general ly approve additions that reference hash algorithns that are
wi dely used in other I ETF protocols. |In addition, the Designated
Expert SHOULD NOT accept additions where the underlying hash function
(with no truncation) is considered weak for collisions. Part of the
reasoni ng behind this last point is that inclusion of code for weak
hash functions, e.g., the MD5 algorithm can trigger costly fal se
positives if code is audited for inclusion of obsolete ciphers. See
[ RFC6149], [RFC6150], and [ RFC6151] for exanples of some hash
functions that are considered obsolete in this sense.

The suite IDfield ("ID') can be enpty or can have val ues between 0
and 63, inclusive. Because there are only 64 possible values, this
field is OPTIONAL (leaving it enpty if onmitted). Were the binary
format is not expected to be used for a given hash algorithm this
field SHOULD be omtted. |If an entry is registered without a suite

I D, the Designated Expert MAY allow for later allocation of a suite
ID, if that appears warranted. The Designated Expert MAY consult the
community via a "call for comments" by sending a nail to the | ETF

di scussion list before allocating a suite ID

ID Hash Name String Val ue Length Ref er ence St at us
0 Reserved

1 sha- 256 256 bits [ SHA- 256] current
2 sha- 256- 128 128 bits [ SHA- 256] current
3  sha-256-120 120 bits [ SHA- 256] current
4 sha- 256- 96 96 bits [ SHA- 256] current
5 sha- 256- 64 64 bits [ SHA- 256] current
6 sha- 256- 32 32 bhits [ SHA- 256] current
32 Reserved

Figure 11: Suite ldentifiers

The Suite ID value 32 is reserved for conpatibility with IPv6
addresses fromthe Special Purpose Address Registry [RFC4773], such
as Overlay Routable Cryptographic Hash Identifiers (ORCHI Ds)

[ RFC4843] .

The referenced hash algorithm matching the Suite I D, truncated to the
I ength indicated, according to the description given in Section 2, is
used for generating the hash. The Designated Expert is responsible
for ensuring that the docunent referenced for the hash al gorithm
nmeets the "specification required" rule.
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5. Creation of Named Information Paraneter Registry

| ANA has created a new registry entitled "Naned I nformati on UR
Par amet er Definitions".

The policy for future assignments to the registry is Expert Review,
and as for the ni Hash Al gorithm Regi stry above, the Designated
Expert is responsible for ensuring that the docunment referenced for
the paraneter definition nmeets the "specification required" rule.

The fields in this registry are the paraneter nane, a description,
and a reference. The paraneter name MJST be such that it is suitable
for use as a query string parameter name in an ni URI. (See

Section 3.)

The initial contents of the registry are:

Par anet er Meani ng Ref erence

ct Content Type [ RFC6920]
Security Considerations

No secret information is required to generate or verify a nane of the
form described here. Therefore, a nane like this can only provide
evidence for the integrity of the referenced object, and the proof of
integrity provided is only as good as the proof of integrity for the
name fromwhich we started. |n other words, the hash val ue can
provide a nane-data integrity binding between the name and the bytes
returned when the name is dereferenced using sone protocol

Di scl osure of a nane val ue does not necessarily entail disclosure of
the referenced object but may enable an attacker to determ ne the
contents of the referenced object by reference to a search engine or
other data repository or, for a highly formatted object with little
variation, by sinply guessing the value and checking if the digest
val ue matches. So, the fact that these names contain hashes does not
protect the confidentiality of the object that was input to the hash.

The integrity of the referenced content would be conpronmised if a
weak hash function were used. SHA-256 is currently our preferred
hash al gorithnm this is why we' ve added only SHA-256-based suites to
the initial | ANA registry.

If a truncated hash value is used, certain security properties wll
be affected. |In general, a hash algorithmis designed to produce
sufficient bits to prevent a 'birthday attack’ collision occurring.
Ensuring that the difficulty of discovering two pieces of content
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that result in the sane digest with a work factor QQ2”x) by brute
force requires a digest length of 2x. Many security applications
only require protection against a second pre-inmage attack, which only
requires a digest length of x to achieve the same work factor
Basically, the shorter the hash value used, the |l ess security benefit
you can possibly get.

An inmportant thing to keep in mnd is not to nake the m stake of

thi nking two nanmes are the sane when they aren’'t. For exanple, a
name with a 32-bit truncated sha-256 hash is not the sane as a nane
with the full 256 bits of hash output, even if the hash value for one
is a prefix of that for the other

The reason for this is that if an application treats these as the
same name, then that m ght open up a nunber of attacks. For exanple,
if | publish an object with the full hash, then | probably (in
general) don't want sone other application to treat a nane with just
the first 32 bits of that as referring to the same thing, since the

32-bit name will have lots of colliding objects. If ni or nih URI's
becone wi dely used, there will be many cases where names will occur
nmore than once in application protocols, and it’ |l be unpredictable

whi ch instance of the nane woul d be used for nane-data integrity
checking, thus leading to threats. For this reason, we require that
the algorithm length, and value all match before we consider two
names to be the sane.

The fact that an ni URl includes a domain name in the authority field
by itself inplies nothing about the rel ationship between the owner of
the domai n nane and any content referenced by that URI. Wile a
name-data integrity service can be provided using ni UR's, that does
not in any sense validate the authority part of the nane. For
exanple, there is nothing to stop anyone fromcreating an ni URI
contai ning a hash of someone else’s content. Application devel opers
MUST NOT assune any relationship between the registrant of the domain
nane that is part of an ni URl and sone matching content just because
the ni URI matches that content.

If nane-data integrity is successfully validated, and the hash is
strong and | ong enough, then the "web origin" [RFC6454] for the bytes
of the naned object is really going to be the place from which you
get the ni nanme and not the place fromwhich you get the bytes of the
object. This appears to offer a potential benefit if using ni nanes
for scripts included froma HTM. page accessed via server-

aut henticated https, for exanmple. |If nane-data integrity is not
validated (and it is optional) or fails, then the web origin is, as
usual, the place fromwhich the object bytes were received.
Appl i cations making use of ni nanes SHOULD take this into account in
their trust nodels.

Farrell, et al. St andards Track [ Page 19]



RFC 6920 Nam ng Things w th Hashes April 2013

11.

12.

12.

Sorme inpl ementations nmight mshandle ni URI's that include non-base64
characters, whitespace, or other non-conform ng strings, and that
could |l ead to erroneously considering nanes to be the sane when they
are not. An ni URI that is malformed in such ways MJST NOT be
treated as matching any other ni URI. [Inplenmenters need to check the
behavi our of libraries for such parsing problens.
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