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RADI US Attributes for | Pv6 Access Networks
Abst ract

Thi s docunent specifies additional |1Pv6 RADI US Attributes useful in
residential broadband network deploynents. The Attributes, which are
used for authorization and accounting, enable assignnment of a host

| Pv6 address and an | Pv6 DNS server address via DHCPv6, assignment of
an | Pv6 route announced via router advertisenent, assignment of a
naned | Pv6 del egated prefix pool, and assignnment of a naned | Pv6 poo
for host DHCPv6 addressi ng.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6911

Dec, et al. St andards Track [ Page 1]



RFC 6911 RADI US | Pv6 Access April 2013

Copyri ght Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

Thi s docunent specifies additional RAD US Attributes used to support
configuration of DHCPv6 and/or | CMPv6 Router Advertisenment (RA)
paraneters on a per-user basis. The Attributes, which conpl enent
those defined in [ RFC3162] and [ RFC4818], support the foll ow ng:

o The assignment of specific | Pv6 addresses to hosts via DHCPv6.

o The assignnent of an | Pv6 DNS server address, via DHCPv6 or Router
Advertisement [ RFC6106].

o The configuration of nore specific routes to be announced to the
user via the Route Information Option defined in [ RFC4191],
Section 2. 3.

0 The assignnment of a named del egated prefix pool for use with "IPv6
Prefix Options for Dynam ¢ Host Configuration Protocol (DHCP)
version 6" [ RFC3633].

o The assignnment of a naned stateful address pool for use with
DHCPv6 st ateful address assignment [ RFC3315].

Requi renent s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Depl oynment Scenari os

The extensions in this docunent are intended to be applicable across
a wide variety of network access scenarios in which RADIUS is

i nvol ved. One such typical network scenario is illustrated in Figure
1. It is conmposed of an I P Routing Residential Gateway (RG or host;
a Layer 2 Access Node (AN), e.g., a Digital Subscriber Line Access
Mul tipl exer (DSLAM; an I P Network Access Server (NAS) (incorporating
an Aut hentication, Authorization, and Accounting (AAA) client); and a
AAA server.
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Figure 1

In the depicted scenario, the NAS may utilize an | P address
configuration protocol (e.g., DHCPv6) to handl e address assignment to
RGs/ hosts. The RADI US server authenticates each RG host and returns
the Attributes used for authorization and accounting. These
Attributes can include a host’'s |IPv6 address, a DNS server address,
and a set of IPv6 routes to be advertised via any suitable protocol,
e.g., |ICwv6 (Neighbor Discovery). The nane of a prefix pool to be
used for DHCPv6 Prefix Del egation or the nane of an address pool to
be used for DHCPv6 address assignnent can al so be Attributes provided
to the NAS by the RADI US AAA server

The foll owi ng subsections discuss how these Attributes are used in
nmore detail.

2.1. 1Pv6e Address Assignnent

DHCPv6 [ RFC3315] provides a nechanismto assign one or nobre non-
tenmporary | Pv6 addresses to hosts. To provide a DHCPv6 server
residing on a NAS with one or nore |Pv6 addresses to be assigned,
thi s docunent specifies the Franed-|Pv6- Address Attribute
(Section 3.1).

Wil e [ RFC3162] pernits the specification of an I Pv6 address via the
conbi nation of the Franed-Interface-1d and Franed-1Pv6-Prefix
Attributes, this separation is nmore natural for use with PPP's | Pv6
Control Protocol than it is for use with DHCPv6, and the use of a
single 1 Pv6 address Attribute nmakes for easier processing of
accounting records.

Dec, et al. St andards Track [ Page 4]



RFC 6911 RADI US | Pv6 Access April 2013

Because DHCPv6 can be depl oyed on the same network as | CMPv6
stat el ess address autoconfiguration (SLAAC) [RFC4862], it is possible
that the NAS will require both stateful and statel ess configuration
information. Therefore, it is possible for the Franed-I| Pv6-Address,
Framed- | Pv6- Prefix, and Franed-Interface-1d Attributes [ RFC3162] to
be included within the sane packet. To avoid anmbiguity in this case,
the Franed-|Pv6- Address Attribute is intended for authorization and
accounti ng of DHCPv6-assi gned addresses, and the Framed-1Pv6-Prefix
and Framed-Interface-1d Attributes are used for authorization and
accounting of addresses assigned via SLAAC

2. 2. DNS Servers

DHCPv6 provi des an option for configuring a host with the 1Pv6
address of a DNS server. The |IPv6 address of a DNS server can al so
be conveyed to the host using |CMPv6 with Router Advertisenents, via
the Recursive DNS Server Option [ RFC6106]. To provide the NAS with
the I Pv6 address of one or nore DNS servers, this docunent specifies
the DNS- Server-|Pv6-Address Attribute (Section 3.2).

2.3. | Pv6 Route Information

The 1 Pv6 Route Information Option [RFC4191], is intended to be used
to informa host connected to the NAS that a specific route is
reachabl e via any given NAS

Thi s docunent specifies the Route-l1Pv6-Information Attribute

(Section 3.3) that allows the AAA server to provision the
announcerent by the NAS of a specific Route Information Option to an
accessing host. The NAS nay advertise this route using the nethod
defined in RFC 4191 or other equival ent nethods. Any other

i nformation, such as preference or lifetine values, that is to be
present in the actual announcenent using a given nethod is assuned to
be determ ned by the NAS using nmeans not specified by this docunent
(e.g., local configuration on the NAS).

Wil e the Franed-1Pv6-Prefix Attribute ([ RFC3162], Section 2.3)
allows the route to be advertised in an RA, it cannot be used to
configure nmore specific routes. Wile the Franed-IPv6-Route
Attribute ([ RFC3162], Section 2.5) causes the route to be configured
on the NAS and potentially to be announced via an | P routing
protocol, depending on the value of Framed-Routing, it does not
result in the route being announced in an RA
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2.4. Delegated IPv6 Prefix Pool

DHCPv6 Prefix Del egation (DHCPv6-PD) [ RFC3633] involves a del egating
router selecting a prefix and delegating it on a tenporary basis to a
requesting router. The del egating router may inplenent a nunber of
strategies as to how it chooses what prefix is to be delegated to a
requesting router, one of them being the use of a local named prefix
pool. The Del egated-1Pv6-Prefix-Pool Attribute (Section 3.4) allows
the RADI US server to convey a prefix pool name to a NAS that is
hosting a DHCPv6-PD server and that is acting as a del egating router.

Because DHCPv6 Prefix Del egation can be used with SLAAC on the sane
network, it is possible for the Del egated-|Pv6-Prefix-Pool and
Framed- | Pv6- Pool Attributes to be included within the same packet.
To avoid anmbiguity in this scenario, use of the Del egated-I Pv6-
Prefix-Pool Attribute should be restricted to authorization and
accounting of prefix pools used in DHCPv6 Prefix Del egation, and the
Framed- | Pv6- Pool Attribute should be used for authorization and
accounting of prefix pools used in SLAAC.

2.5. Stateful |Pv6 Address Pool

DHCPv6 [ RFC3315] provides a nechanismto assign one or nobre non-
tenmporary | Pv6 addresses to hosts. Section 3.1 introduces the
Framed- | Pv6- Address Attribute to be used to provide a DHCPv6 server
residing on a NAS with one or nore | Pv6 addresses to be assigned to
the clients. An alternative way to achieve a simlar result is for
the NAS to select the IPv6 address to be assigned from an address
pool configured for this purpose on the NAS. This docunent specifies
the Stateful -1Pv6-Address-Pool Attribute (Section 3.5) to allow the
RADI US server to convey a pool nanme to be used for such stateful
DHCPv6- based addressi ng and for any subsequent accounti ng.

3. Attributes

The fields shown in the diagrans below are transmtted fromleft to
right.

3. 1. Fr aned- | Pv6- Addr ess

The Framed-1Pv6- Address Attribute indicates an | Pv6 address that is
assigned to the NAS-facing interface of the RGhost. It MAY be used
in Access- Accept packets and MAY appear multiple tinmes. It MAY be
used in an Access- Request packet as a hint by the NAS to the RADIUS
server that it would prefer this |IPv6 address, but the RADI US server
is not required to honor the hint. Because it is assuned that the
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NAS will add a route corresponding to the address, it is not
necessary for the RAD US server to also send a host Framed-| Pv6-Route
Attribute for the same address.

This Attribute can be used by a DHCPv6 process on the NAS to assign a
uni que | Pv6 address to the RG host.

A summary of the Framed-|Pv6- Address Attribute format is shown bel ow.
The format of the Address field is identical to that of the
corresponding field in the NAS-1Pv6-Address Attribute [ RFC3162].

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S

| Type | Length | Addr ess

el i I e i it T e e e e i i T o S e e S e T R R
Address (cont)

R i T I e T S S e S TR S T e i I S e S e e e e o o
Address (cont)

B T I e R i i i T S S e e I e ik oI I S S e S S
Address (cont)

el i I e i it T e e e e i i T o S e e S e T R R

Address (cont) |
R T i T i e s ik T e R T

Type

168 for Framed-| Pv6- Address
Lengt h

18
Addr ess

A 128-bit | Pv6 address.
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3.2. DNS-Server-| Pv6- Addr ess

The DNS- Server-1Pv6-Address Attribute contains the | Pv6 address of a
DNS server. This Attribute MAY be included nmultiple tines in Access-
Accept packets when the intention is for a NAS to announce nore than
one DNS server address to an RG host. The Attribute MAY be used in
an Access- Request packet as a hint by the NAS to the RADI US server
regarding the DNS | Pv6 address, but the RADIUS server is not required
to honor the hint.

The content of this Attribute can be copied to an instance of the
DHCPv6 DNS Recursive Nane Server Option [RFC3646] or to an | Pv6
Rout er Advertisenment Recursive DNS Server Option [ RFC6106]. |If nore
than one DNS- Server-|Pv6-Address Attribute is present in the Access-
Accept packet, the addresses fromthe Attributes SHOULD be copied in
the same order as received

A sunmmary of the DNS-Server-|Pv6-Address Attribute format is given
bel ow. The fornmat of the Address field is the sane as that of the
corresponding field in the NAS-1Pv6-Address Attribute [ RFC3162].

0 1 2 3
01234567890123456789012345678901
R i T I e T S S e S TR S T e i I S e S e e e e o o

| Type | Length | Addr ess

B T I e R i i i T S S e e I e ik oI I S S e S S
Address (cont)

el i I e i it T e e e e i i T o S e e S e T R R
Address (cont)

R i T I e T S S e S TR S T e i I S e S e e e e o o
Address (cont)

B T I e R i i i T S S e e I e ik oI I S S e S S

Address (cont) |
B el I T R S il il ol siE I R SR S

Type

169 for DNS- Server-I| Pv6- Address
Length

18
Addr ess

The 128-bit | Pv6 address of a DNS server.
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3. 3. Rout e- | Pv6- | nf or mat i on

The Route-1Pv6-Information Attribute specifies a prefix (and
correspondi ng route) for the user on the NAS, which is to be
announced using the Route Information Option defined in "Default
Rout er Preferences and More Specific Routes" [RFC4191], Section 2.3.
It is used in the Access-Accept packet and can appear multiple tines.
It MAY be used in an Access-Request packet as a hint by the NAS to
the RADI US server, but the RADI US server is not required to honor the
hint. The Route-IPv6-Information Attribute format is depicted bel ow
The format of the prefix is as per [ RFC3162].

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I

| Type | Lengt h | Reserved | Prefix-Length
i i i T i I S i e s o o i i

! Prefix (variable) !
| |
B T S i T s i i e e SEI S
Type
170 for Route-1Pv6-1nformation
Length

Length, in bytes. At least 4 and no larger than 20; typically, 12
or |ess.

Prefix Length
8-bit unsigned integer. The nunber of leading bits in the prefix
that are valid. The value can range fromO to 128. The prefix
field is 0, 8, or 16 octets dependi ng on Length.

Prefix
Vari able-1ength field containing an I P prefix. The prefix length
field contains the nunber of valid |leading bits in the prefix.

The bits in the prefix after the prefix length, if any, are
reserved and MJST be initialized to zero.
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3.4. Del egat ed- | Pv6- Prefi x- Pool

The Del egat ed- | Pv6- Prefi x-Pool Attribute contains the nane of an

assi gned pool that SHOULD be used to select an | Pv6 del egated prefix
for the user on the NAS. [|f a NAS does not support prefix pools, the
NAS MUST ignore this Attribute. It MAY be used in an Access- Request
packet as a hint by the NAS to the RADIUS server regarding the pool,
but the RADI US server is not required to honor the hint.

A summary of the Del egated-1Pv6-Prefix-Pool Attribute format is shown
bel ow.

0 1 2
012345678901234567890123
i S T S S e S S

| Type | Length | String..
R e s T o e T e I e i o T i NI S e R S

Type
171 for Del egat ed-1Pv6- Prefix-Poo

Length
Length, in bytes. At |east 3.

String
The string field contains the nane of an assigned |Pv6 prefix poo
configured on the NAS. The field is not NULL (hexadeci mal 00)
terni nat ed

Note: The string data type is as docunented in [ RFC6158] and carries

binary data that is external to the RADI US protocol, e.g., the nane
of a pool of prefixes configured on the NAS
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3.5. Stateful -1Pv6- Addr ess- Pool

The Stateful -1Pv6- Address-Pool Attribute contains the nane of an
assi gned pool that SHOULD be used to select an | Pv6 address for the
user on the NAS. |If a NAS does not support address pools, the NAS
MUST ignore this Attribute. A sumary of the Stateful-1Pv6-Address-
Pool Attribute format is shown below. It MAY be used in an Access-
Request packet as a hint by the NAS to the RADI US server regarding
the pool, but the RADIUS server is not required to honor the hint.

0 1 2
012345678901234567890123
b Lk Tl o e ek
| Type | Lengt h | String...
i T S S O S i o S

Type

172 for Stateful -1Pv6-Address- Pool
Length

Length, in bytes. At least 3.
String

The string field contains the nane of an assigned | Pv6 stateful
address pool configured on the NAS. The field is not NULL
(hexadeci mal 00) term nated.

Note: The string data type is as docunented in [ RFC6158] and carries
binary data that is external to the RAD US protocol, e.g., the name
of a pool of addresses configured on the NAS.

3.6. Table of Attributes

The following table provides a guide to which Attributes may be found
in which kinds of packets, and in what quantity. The optional
inclusion of the options in Access Request nmessages is intended to
allow for a NAS to provide the RADIUS server with a hint of the
Attributes in advance of user authentication, which may be useful in
cases in which a user reconnects or has a static address. The server
is under no obligation to honor such hints.
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Request Accept Reject Challenge Accounting # Attribute
Request

0+ 0+ 0 0 0+ 168 Fr anmed- | Pv6- Addr ess

0+ 0+ 0 0 0+ 169 DNS- Ser ver - | Pv6- Addr ess

0+ 0+ 0 0 0+ 170 Rout e- 1 Pv6- | nf or mati on

0+ 0+ 0 0 0+ 171 Del egat ed- | Pv6- Prefi x- Pool
0+ 0+ 0 0 0+ 172 St at ef ul -1 Pv6- Addr ess- Pool

4, Di anet er Consi derati ons

Gven that the Attributes defined in this docunent are allocated from
the standard RADI US type space (see Section 6), no special handling
is required by Dianeter entities.

5. Security Considerations
Thi s docunent specifies additional |1Pv6 RADI US Attributes useful in
resi dential broadband network depl oynents. 1In such networks, the
RADI US protocol may run either over |IPv4 or over |IPv6, and known
security vulnerabilities of the RADI US protocol, e.g., [SEC], apply
to the Attributes defined in this document. A trust relationship
bet ween a NAS and RADI US server is expected to be in place, with
conmuni cation optionally secured by | Psec or Transport Layer Security
(TLS) [ RFC6614].

6. | ANA Consi derations
| ANA has assigned five new RADIUS Attribute types in the "Radius
Attribute Types" registry (currently |ocated at
http://ww. i ana. or g/ assi gnnent s/ radi us-types) for the follow ng
Attributes:
o Franed-1Pv6- Address
0 DNS-Server-| Pv6- Addr ess
0 Route-I1Pv6-Informtion
0 Del egat ed-1 Pv6- Prefi x- Pool

o Stateful-1Pv6-Addr ess- Pool
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