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Requi renments for Operations, Adm nistration, and M ntenance (OQAM
in Transparent Interconnection of Lots of Links (TRILL)

Abst ract

Qperations, Adm nistration, and M ntenance (QAM is a general term
used to identify functions and tool sets to troubl eshoot and nonitor

networks. This docunent presents OAM requirenents applicable to the
Transparent Interconnection of Lots of Links (TRILL).

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6905
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Copyri ght Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

1.

I nt roducti on

The Operations, Administration, and Mai ntenance (OQAM generally
covers various production aspects of a network. |In this docunent, we
use the term OAM as defined in [ RFC6291].

The success of network operations depends on the ability to
proactively nonitor it for faults, performance, etc., as well as the
ability to efficiently and quickly troubl eshoot defects and fail ures.
A well-defined OAMtoolset is a vital requirenent for w der adoption
of Transparent |nterconnection of Lots of Links (TRILL) as the next
generation data-forwardi ng technology in | arger networks such as data
centers.

In this docunment, we define the requirenents for TRILL OAM It is
assuned that the readers are famliar with the OAM concepts and
term nol ogi es defined in other OAM standards such as [8021lag],

[ RFC5860], and [RFC4377]. This docunent does not attenpt to redefine
the ternms and concepts specified el sewhere.

1. Scope

The scope of this docunent is OAM between Routing Bridges (RBridges)
of a TRILL canmpus over links selected by TRILL routing.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Al t hough this docunment is not a protocol specification, the use of
this language clarifies the instructions to protocol designers
produci ng solutions that satisfy the requirements set out in this
docunent .

Ter mi nol ogy

Section: This termrefers to a segment of a path between any two
given RBridges. As an exanple, consider the case where RB1 is
connected to RBx via RB2, RB3, and RB4. The segnent between RB2 to
RB4 is referred to as a section of the path RB1L to RBx. Mre details
of this definition can be found in [ RFC5960].

Flow This termindicates a set of packets that share the sane path
and per-hop behavior (such as priority). Aflowis typically
identified by a portion of the inner payload that affects the hop-by-
hop forwardi ng decisions. This may contain Layer 2 through Layer 4

i nformation.
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4.

4.

Al'l Sel ectable Least-Cost Paths: This termrefers to a subset of all
potentially available | east-cost paths to a specified destination
RBri dge that are available (and usable) for forwarding of frames. It
is inportant to note that in practice, due to limtations in

i npl ementations, not all available | east-cost paths may be sel ectabl e
for forwarding.

Connectivity: This termindicates reachability between an arbitrary
RBri dge RB1 and any other RBridge RB2. The specific path can be
either explicit (i.e., associated with a specific flow or
unspecified. Unspecified nmeans that nessages used for connectivity
verification take whatever path the RBs happen to select. Please
refer to [ OAMOVER] for details.

Continuity Verification: This termrefers to proactive verification
of liveliness between two RBridges at periodic intervals and the
generation of explicit notification when connectivity failures occur.
Pl ease refer to [ CAMOVER] for details.

Fault: This termrefers to an inability to performa required action,
e.g., an unsuccessful attenpt to deliver a packet. Please refer to
[ TERMIP] for definition.

Defect: This termrefers to an interruption in the normal operation,
such that over a period of time no packets are delivered
successfully. Please refer to [TERMIP] for definition.

Failure: This termrefers to the termnation of the required function
over a longer period of tinme. Persistence of a defect for a period
of time is interpreted as a failure. Please refer to [ TERMIP] for
definition.

Sinmulated Flow This termrefers to a sequence of QOAM gener at ed
packets designed to follow a specific path. The fields of the
packets in the sinulated fl ow may or nmay not be identical to the
fields of data packets of an actual flow being sinulated. However,
the purpose of the sinulated flowis to have OAM packets of the
simul ated flow foll ow a specific path.

OAM Requi renent s
1. Data Plane

OAM franes, utilized for connectivity verification, continuity
checks, performance neasurenents, etc., will by default take whatever

path TRILL chooses based on the current topol ogy and per-hop equal -
cost path choices. |In sone cases, it nmay be required that the OAM
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franes utilize specific paths. Thus, it MJST be possible to arrange
that OAM frames follow the path taken by a specific flow

RBri dges MJUST have the ability to identify frames that require OAM
processi ng.

TRILL OAM frames MJST remain within a TRILL canpus and MJST NOT be
egressed froma TRILL network as native franes.

OAM MUST have the ability to include all Ethernet traffic types
carried by TRILL.

4.2. Connectivity Verification
4.2.1. Unicast

Froman arbitrary RBridge RB1, OAM MJUST have the ability to verify
connectivity to any other RBridge RB2.

From an arbitrary RBridge RB1, OAM MJUST have the ability to verify
connectivity to any other RBridge RB2 for a specific flow via the
pat h associated with the specified flow

4.2.2. Distribution Trees

OAM MUST have the ability to verify connectivity froman arbitrary
RBridge RB1 to either a specific set of RBridges or all memnber
RBridges, for a specified distribution tree. This functionality is
referred to as verification of the unpruned distribution tree.

OAM MUST have the ability to verify connectivity froman arbitrary
RBridge RB1 to either a specific set of RBridges or all memnber

RBri dges, for a specified distribution tree and for a specified flow
This functionality is referred to as verification of the pruned tree.

4.3. Continuity Check

OAM MUST provide functions that allow any arbitrary RBridge RBl to
performa Continuity Check to any ot her RBridge.

OAM MUST provide functions that allow any arbitrary RBridge RBlL to
performa Continuity Check to any other RBridge using a path
associated with a specified flow

OAM SHOULD provide functions that allow any arbitrary RBridge to

performa Continuity Check to any other RBridge over any section of
any sel ectabl e | east-cost path.
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4. 4.

4.5.

Sen

OAM SHOULD provide the ability to performa Continuity Check on
sections of any selectable path within the network.

OAM SHOULD provide the ability to performa nulticast Continuity
Check for specified distribution tree(s), as well as specified

conbi nations of distribution trees and flows. The forner is referred
to as an unpruned mnulti-destination tree Continuity Check and the
latter is referred to as a pruned tree Continuity Check.

Pat h Tracing

OAM MUST provide the ability to trace a path between any two RBridges
corresponding to a specified unicast flow

OAM SHOULD provide the ability to trace all sel ectabl e |east-cost
pat hs between any two RBri dges.

OAM SHOULD provide functionality to trace all branches of a specified
distribution tree (unpruned tree).

OAM SHOULD provide functionality to trace all branches of a specified
distribution tree for a specified flow (pruned tree).

General Requirenents

OAM MUST provide the ability to initiate and maintain nultiple
concurrent sessions for nultiple OAM functions between any arbitrary
RBridge RB1 to any other RBridge. 1In general, nultiple OAM
operations will run concurrently. For exanple, proactive continuity
checks may take place between RB1 and RB2 at the sane tine that an
operator decides to test connectivity between the sanme two RBs.
Multiple OAM functions and instances of those functions MJST be able
to run concurrently without interfering with each other.

OAM MUST provide a single OAM franework for all TRILL OAM functi ons
within the scope of this docunent.

OAM as practical and as possible, SHOULD reuse functional,
operational, and senmantic el ements of existing OAM st andar ds.

OAM MUST maintain related error and operational counters. Such
counters MJST be accessible via network managenent applications
(e.g., SNWP).

OAM functions related to continuity and connectivity checks MJST be
abl e to be invoked either proactively or on denmand.
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OAM MAY be required to provide the ability to specify a desired
response node for a specific OAM nessage. The desired response node
can be in-band, out-of-band, or none.

The OAM Franmewor k MJUST be extensible to include new functionality.
For exanple, the solution needs to include a version nunber to
differentiate ol der and newer inplenentations and TLV structures for
flexibility to include new information el enents.

OAM MAY provide nethods to verify control -plane and forwardi ng-pl ane
al i gnnent s.

OAM SHOULD | everage exi sting OAM technol ogi es, where practi cal
4.6. Performance Mnitoring
4.6.1. Packet Loss

In this docurment, the term "packet |o0ss" is used as defined in
Section 2.4 of [RFC2680].

OAM SHOULD provide the ability to neasure packet |oss statistics for
a flow fromany arbitrary RBridge RB1 to any other RBridge

OAM SHOULD provide the ability to measure packet |oss statistics over
a section for a flow between any arbitrary RBridge RB1 to any ot her
RBr i dge.

OAM SHOULD provide the ability to neasure packet |oss statistics
bet ween any two RBridges over all |east-cost paths.

An RBridge SHOULD be able to performthe above packet |oss
measur enent functions either proactively or on demand.

4.6.2. Packet Del ay

There are two types of packet delays -- one-way del ay and two-way
del ay (Round-Trip Del ay).

One-way delay is defined in [ RFC2679] as the time el apsed fromthe
start of transm ssion of the first bit of a packet by an RBridge
until the reception of the last bit of the packet by the destination
RBr i dge.
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Two-way delay is also referred to as Round-Trip Delay and is defined
simlar to [RFC2681]; i.e., the time elapsed fromthe start of
transm ssion of the first bit of a packet from RB1, receipt of the
packet at RB2, RB2 sending a response packet back to RB1, and RB1l
receiving the last bit of that response packet.

OAM SHOULD provi de functions to measure two-way del ay between two
RBri dges.

OAM MAY provide functions to neasure one-way del ay between two
RBri dges for a specified flow

OAM MAY provi de functions to nmeasure one-way del ay between two
RBri dges for a specified flow over a specific section.

4.7. ECWP Uilization

OAM MAY provide functionality to nonitor the effectiveness of per-hop
Equal - Cost Multi path (ECMP) hashing. For exanple, individual

RBri dges could maintain counters that show how packets are being

di stributed across equal -cost next hops for a specified destination
RBri dge or RBridges as a result of ECMP hashi ng.

4.8. Security and Operational Considerations

Met hods MUST be provided to protect against exploitation of OAM
framework for security and deni al - of -service attacks.

Met hods MUST be provided to prevent OAM nessages from causing
congestion in the networks. Periodically generated nessages with
hi gh frequencies may | ead to congestion, hence nethods such as
shaping or rate limting SHOULD be utilized.

Certain OAM functions may be utilized to gather operational

i nformati on such as topol ogy of the network. Methods MJST be
provided to prevent unauthorized users accessing OAM functions to
gather critical and sensitive information of the network.

OAM packets MUST be |limted to within the TRILL canpus, and the

i mpl ementati on MUST provide nethods to prevent |eaking of OAM packets
out of the TRILL canpus. Additionally, nethods MJST be provided to
prevent accepting OAM packets from outsi de the TRILL canpus.

4.9. Fault Indications
OAM MUST provide a Fault Indication framework to notify the packet’s

ingress RBridge or other interested parties (such as syslog servers)
about faults.
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OAM MUST provide functions to selectively enable or disable different
types of Fault |ndications.

4.10. Defect

I ndi cati ons

OAM SHOULD provide a framework for Defect Detection and Indication.

OAM Def ect Detection and Indication Framework SHOULD provi de met hods
to selectively enable or disable Defect Detection per defect type.

OAM Def ect Detection and Indication Framework SHOULD provi de mnet hods
to configure Defect Detection thresholds per different types of

def ect s.

OAM Def ect Detection and Indication Framework SHOULD provi de net hods
to log defect indications to a locally defined archive (such as |og
buffer) or Sinple Network Managerment Protocol (SNWP) traps.

OAM Def ect Detection and Indication Framework SHOULD provi de a Renote
Def ect Indication franework that facilitates notifying the

ori gi nator/owner of the flow experiencing the defect, which is the

i ngress RBridge.

Rermot e Defect Indication MAY be either in-band or out-of-band.

4.11. Live Traffic Monitoring

OAM i npl enent ati ons MAY provide nethods to utilize live traffic for
troubl eshooti ng and perfornance nonitoring.

5. Security Considerations

Security requirenments are specified in Section 4.8. For general TRILL
security considerations, please refer to [ RFC6325].
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