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JavaScri pt Object Notation (JSON) Patch
Abst r act

JSON Pat ch defines a JSON document structure for expressing a
sequence of operations to apply to a JavaScript Object Notation
(JSON) docunent; it is suitable for use with the HTTP PATCH net hod
The "application/json-patch+json" nedia type is used to identify such
pat ch docunents.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6902

Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunment authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

JavaScript Object Notation (JSON) [ RFC4627] is a common format for
the exchange and storage of structured data. HITP PATCH [ RFC5789]
extends the Hypertext Transfer Protocol (HTTP) [RFC2616] with a
met hod to performpartial nodifications to resources.

JSON Patch is a format (identified by the nedia type "application/

j son-patch+j son") for expressing a sequence of operations to apply to
a target JSON docunent; it is suitable for use with the HITP PATCH
net hod.

This format is also potentially useful in other cases in which it is
necessary to make partial updates to a JSON docunent or to a data
structure that has simlar constraints (i.e., they can be serialized
as an object or an array using the JSON granmar).

2. Conventions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

3. Document Structure

A JSON Pat ch document is a JSON [ RFC4627] docunent that represents an
array of objects. Each object represents a single operation to be
applied to the target JSON docunent.

The following is an exanple JSON Patch document, transferred in an
HTTP PATCH request:

PATCH / ny/data HTTP/ 1.1

Host: exanpl e.org

Content-Length: 326

Cont ent - Type: application/json-patch+json
| f-Match: "abc123"

[

"op": "test", "path": "/a/b/c", "value": "foo" },

"op": "renove", "path": "/al/b/c" },

"op": "add", "path": "/al/b/c", "value": [ "foo", "bar" ] },
"op": "replace", "path": "/a/b/c", "value": 42 },

"op": "move", "from': "/al/b/c", "path": "/al/b/d" },

"op": "copy", "from': "/a/b/d", "path": "/a/ble" }

Lt Yt Yot Ut Waen Vo)
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Eval uation of a JSON Patch docunent begins against a target JSON
docunent. (Operations are applied sequentially in the order they
appear in the array. Each operation in the sequence is applied to
the target docunent; the resulting docunent becones the target of the
next operation. Evaluation continues until all operations are
successfully applied or until an error condition is encountered.

4. Operations

Qper ation objects MIST have exactly one "op" nenber, whose val ue

i ndi cates the operation to perform |Its value MJST be one of "add",
"remove", "replace", "nobve", "copy", or "test"; other values are
errors. The semantics of each object is defined bel ow

Addi tionally, operation objects MIST have exactly one "path" nenber.
That nenber’s value is a string containing a JSON Pointer val ue

[ RFC6901] that references a location within the target docunent (the
"target location") where the operation is perforned.

The neani ngs of ot her operation object nmenbers are defined by
operation (see the subsections below). Menbers that are not
explicitly defined for the operation in question MJST be ignored
(i.e., the operation will conplete as if the undefined nmenber did not
appear in the object).

Note that the ordering of nenbers in JSON objects is not significant;
therefore, the follow ng operation objects are equival ent:

{ "op": "add", "path": "/a/b/c", "value": "foo" }
{ "path": "/alb/c", "op": "add", "value": "foo" }
{ "value": "foo", "path": "/alb/c", "op": "add" }
Operations are applied to the data structures represented by a JSON
docunent, i.e., after any unescaping (see [ RFC4627], Section 2.5)
takes pl ace.

4.1. add

The "add" operation perforns one of the follow ng functions,
dependi ng upon what the target |ocation references:

o |If the target location specifies an array index, a new value is
inserted into the array at the specified index.

o If the target location specifies an object nenber that does not
al ready exist, a new nenber is added to the object.
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o If the target location specifies an object menber that does exist,
that menber’s value is repl aced.

The operation object MJST contain a "val ue" nenber whose content
specifies the value to be added.

For exanpl e:
{ "op": "add", "path": "/al/b/c", "value": [ "foo", "bar" ] }

When the operation is applied, the target |ocation MJST reference one
of :

o The root of the target docunent - whereupon the specified val ue
becones the entire content of the target docunent.

0 A nenber to add to an existing object - whereupon the supplied
value is added to that object at the indicated |ocation. If the
menber already exists, it is replaced by the specified val ue.

0 An elenent to add to an existing array - whereupon the supplied
value is added to the array at the indicated |ocation. Any
el ements at or above the specified index are shifted one position
to the right. The specified index MUST NOT be greater than the
nunber of elements in the array. |If the "-" character is used to
i ndex the end of the array (see [RFC6901]), this has the effect of
appendi ng the value to the array.

Because this operation is designed to add to existing objects and
arrays, its target location will often not exist. Although the
pointer’s error handling algorithmwll thus be invoked, this

speci fication defines the error handling behavior for "add" pointers
to ignore that error and add the val ue as specifi ed.

However, the object itself or an array containing it does need to
exist, and it remains an error for that not to be the case. For
exanpl e, an "add" with a target location of "/a/b" starting with this
docurnent :

{ n a" . { "f ooll . 1 } }

is not an error, because "a" exists, and "b" will be added to its
value. It is an error in this docunent:

{ "gq": { "bar": 2} }

because "a" does not exist.
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4.2. renove
The "renove" operation renpoves the value at the target |ocation
The target |ocation MIST exist for the operation to be successful
For exanpl e:
{ "op": "renove", "path": "/al/b/c" }
If renoving an el enent froman array, any el enents above the
specified index are shifted one position to the |eft.

4.3. replace

The "repl ace" operation replaces the value at the target | ocation
with a new value. The operation object MJST contain a "val ue" nenber
whose content specifies the replacenent val ue.

The target |ocation MJIST exist for the operation to be successful

For exanpl e:

{ "op": "replace", "path": "/alb/c", "value": 42}

This operation is functionally identical to a "renove" operation for
a value, followed inmredi ately by an "add" operation at the sane
| ocation with the repl acenent val ue.

4.4, nove

The "nove" operation rempoves the value at a specified | ocation and
adds it to the target |ocation.

The operation object MJST contain a "froni' nenber, which is a string
containing a JSON Pointer value that references the location in the
target docunent to nove the value from

The "from' |ocation MJIST exist for the operation to be successful

For exanpl e:

{ "op": "move", "from': "/al/b/c", "path": "/a/b/d" }

This operation is functionally identical to a "renove" operation on

the "front' location, followed i mediately by an "add" operation at
the target location with the value that was just renoved.
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The "from' |ocation MJUST NOT be a proper prefix of the "path"
location; i.e., a location cannot be noved into one of its children

4.5. copy

The "copy" operation copies the value at a specified location to the
target |ocation.

The operation object MIST contain a "front nenber, which is a string
containing a JSON Pointer value that references the location in the
target docunent to copy the value from

The "from' |ocation MIST exist for the operation to be successful

For exanpl e:

{ "op": "copy", "from': "/alb/c", "path": "/a/b/le" }

This operation is functionally identical to an "add" operation at the
target location using the value specified in the "from menber.

4.6. test

The "test" operation tests that a value at the target location is
equal to a specified val ue.

The operation object MIST contain a "value" menber that conveys the
value to be conpared to the target |ocation' s val ue.

The target |ocation MJST be equal to the "value" value for the
operation to be considered successful

Here, "equal" means that the value at the target location and the
val ue conveyed by "value" are of the sane JSON type, and that they
are considered equal by the following rules for that type:

0 strings: are considered equal if they contain the same nunber of
Uni code characters and their code points are byte-by-byte equal

0 nunbers: are considered equal if their values are nunerically
equal .

0 arrays: are considered equal if they contain the sane nunber of
val ues, and if each val ue can be considered equal to the value at
the corresponding position in the other array, using this list of
type-specific rules.
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0 objects: are considered equal if they contain the same nunmber of
menbers, and if each menber can be considered equal to a menber in
the ot her object, by conparing their keys (as strings) and their
val ues (using this list of type-specific rules).

o literals (false, true, and null): are considered equal if they are
the sane.

Note that the conmparison that is done is a |ogical comparison; e.g.,
whi t espace between the nmenber values of an array is not significant.

Al so, note that ordering of the serialization of object nenbers is
not significant.

For exanpl e:

{ "op": "test", "path": "/al/b/c", "value": "foo" }

5. Error Handling

If a normative requirenent is violated by a JSON Patch docunent, or
if an operation is not successful, evaluation of the JSON Patch
docunent SHOULD term nate and application of the entire patch
docunment SHALL NOT be deemed successful

See [ RFC5789], Section 2.2 for considerations regarding handling
errors when JSON Patch is used with the HITP PATCH net hod, i ncluding
suggested status codes to use to indicate various conditions.

Note that the HTTP PATCH nethod is atomic, as per [RFC5789].
Therefore, the followi ng patch would result in no changes bei ng nade
to the docunent at all (because the "test" operation results in an
error):

[

{ "op": "replace", "path": "/al/b/c", "value": 42 },
{ "op": "test", "path": "/a/b/c", "value": "C' }

]
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6. | ANA Consi derati ons

The Internet nmedia type for a JSON Patch docunment is application/
j son- pat ch+j son.

Type name: application

Subt ype nane: | son-patch+json
Requi red paraneters: none

Opti onal paraneters: none
Encodi ng consi derations: binary

Security considerations:
See Security Considerations in Section 7.

Interoperability considerations: NA

Publ i shed specification:
RFC 6902

Applications that use this nedia type:
Applications that manipul ate JSON docunents.

Addi tional information:
Magi ¢ nunber(s): NA
File extension(s): .json-patch
Maci ntosh file type code(s): TEXT

Person & email address to contact for further information:
Paul C. Bryan <pbryan@node. ca>

I ntended usage: COMMON
Restrictions on usage: none
Aut hor: Paul C. Bryan <pbryan@node. ca>

Change controller: |ETF
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7.

9.

9.

9.

Security Considerations

Thi s specification has the sanme security considerati ons as JSON
[ RFC4627] and JSON- Poi nter [RFC6901].

A few ol der Wb browsers can be coerced into |oading an arbitrary
JSON document whose root is an array, leading to a situation in which
a JSON Pat ch docunent containing sensitive information could be
exposed to attackers, even if access is authenticated. This is known
as a Cross-Site Request Forgery (CSRF) attack [ CSRF].

However, such browsers are not widely used (at the tinme of witing,
it is estimated that they are used in |less than 1% of the narket).

Publ i shers who are neverthel ess concerned about this attack are
advi sed to avoi d maki ng such docunments available with HITP GET.
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Appendi x A.  Exanpl es

A.1. Adding an Object Member
An exanpl e target JSON docunent:
{ "foo": "bar"}

A JSON Pat ch docunent:

[
{ "op": "add", "path": "/baz", "value": "qux" }
]

The resulting JSON docunent:

{
"baz": "qux",
Ilfooll: " bar "

}
A.2. Adding an Array El enent

An exanpl e target JSON docunent:
{ "foo": [ "bar", "baz" ] }
A JSON Pat ch docunent:

[
{ "op": "add", "path": "/foo/1l", "value":

]

The resulting JSON docunent:

qux” '}

{ "foo": [ "bar", "qux", "baz" ] }
A. 3. Renoving an Obj ect Member

An exanpl e target JSON docunent:

{
" bazll : " quX" ,
"foo": "bar"

}
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A JSON Pat ch docunent:

; { "op": "renove", "path": "/baz" }
The resulting JSON docunent:
{ "foo": "bar" }

A. 4. Renoving an Array El enent
An exanpl e target JSON docunent:
{ "foo": [ "bar", "qux", "baz" ] }
A JSON Pat ch docunent:

[

{ "op": "renove", "path": "/fool/l" }

]

The resulting JSON docunent:

{ "foo": [ "bar", "baz" ] }
A.5. Replacing a Val ue

An exanpl e target JSON docunent:

{
"baz": "qux",
"foo": "bar"

}
A JSON Pat ch docunent:

[

{ "op": "replace", "path": "/baz", "value": "boo" }

]

The resulting JSON docunent:

{

"baz": "boo",
"foo": "bar"

}
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A.6. Myving a Val ue

An exanpl e target JSON docunent:
{

"foo": {
"bar": "baz",
"wal do": "fred"
b,
"qux": |
"corge": "grault"
}
}
A JSON Pat ch docunent:
[
{ "op": "move", "from': "/fool/wal do",
]
The resulting JSON docunent:
{
"foo": {
"bar": "baz"
b,
"qux": {
"corge": "grault",
"thud": "fred"
}
}

A. 7. Mwving an Array El enment

An exanpl e target JSON docunent:

"pat h":

{ nfoon: [ " al I ||1 llgrassll1 "COV\B", " eat " ] }

A JSON Pat ch docunent:

[
]

The resulting JSON docunent:

{ "op": "move", "from': "/foo/l", "path":

{ "foo": [ "all", "cows", "eat", "grass" ] }

Bryan & Notti ngham St andards Track
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A. 8.

A 9.

Al

Bry

Testing a Val ue: Success

An exanpl e target JSON docunent:

"baz": "qux",

Ilfooll: [ n all, 21 IICII ]
}
A JSON Pat ch docunent that will result in successful evaluation:
[

{ n OpII : Ilt est n , n pat hll : II/ bazll , n Val uell : n quX" } ,

{ "op": "test", "path": "/foo/1l", "value": 2}
]

Testing a Value: Error

An exampl e target JSON docunent:
{ "baz": "qux" }

A JSON Pat ch docunment that will result in an error condition:

[

{ "op": "test", "path": "/baz", "value": "bar" }
]
0. Adding a Nested Menber Object

An exampl e target JSON docunent:
{ "foo": "bar" }

A JSON Pat ch docunent:

2013

{ "op": "add", "path": "/child", "value": { "grandchild": { } } }

]
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The resulting JSON docunent:

"foo": "bar",
"child": {
"grandchil d": {
}
}
}
A.11. lgnoring Unrecogni zed El enents

An exampl e target JSON docunent:
{ "foo": "bar" }

A JSON Pat ch docunent:

{ "op": "add", "path": "/baz", "val ue":

]

The resulting JSON docunent:

"foo": "bar",
"baz": "qux"

}

A.12. Adding to a Nonexistent Target
An exanpl e target JSON docunent:
{ "foo": "bar" }

A JSON Pat ch docunent:

{ "op": "add", "path": "/baz/bat", "value":

]

April 2013

123 }

This JSON Pat ch docunent, applied to the target JSON docunment above,
would result in an error (therefore, it would not be applied),

because the "add" operation’s target |ocation that

ref erences neit her

the root of the docunment, nor a nenber of an existing object, nor a

menber of an existing array.
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A.13. Invalid JSON Patch Docunent

A JSON Pat ch docunent:

{ "op": "add", "path": "/baz", "value": "qux", "op": "renove" }

]

This JSON Pat ch docunment cannot be treated as an "add" operation,
because it contains a later "op":"renove" elenment. JSON requires
that object nenber nanes be unique with a "SHOULD' requirenent, and
there is no standard error handling for duplicates.
A.14. ~ Escape Ordering

An exanpl e target JSON docunent:

II/II: 91

"~1": 10
}

A JSON Pat ch docunent:
[
]

The resulting JSON docunent:

{

{"op": "test", "path": "/~01", "value": 10}

"It9,
"~1": 10
}

A.15. Conparing Strings and Numbers

An exanpl e target JSON docunent:

"o,
"~1": 10
}
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A JSON Pat ch docunent:

[
{"op":
]

This results in an error, because the test fails. The docunent val ue
is numeric, whereas the value being tested for is a string.

"test", "path": "/~01", "value": "10"}

A.16. Adding an Array Val ue
An exanpl e target JSON docunent:
{ "foo": ["bar"] }
A JSON Pat ch docunent:

[
{ nopn: " add", " pat h": "/fOO/'", nval uen: [n aan’ ndef n] }

]

The resulting JSON docunent:
{ "foo": ["bar", ["abc", "def"]] }
Aut hors’ Addr esses

Paul C. Bryan (editor)
Sal esforce. com

Phone: +1 604 783 1481
EMai | : pbryan@node. ca
Mar k Notti ngham (editor)

Akanmai

EMai | : mmot @mot . net

Bryan & Notti ngham St andards Track [ Page 18]






