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Abst ract

Multipath TCP (MPTCP) adds the capability of using multiple paths to
a regul ar TCP session. Even though it is designed to be totally
backward conpatible to applications, the data transport differs
conpared to regular TCP, and there are several additional degrees of
freedomthat applications may wish to exploit. This docunent

summari zes the inpact that MPTCP may have on applications, such as
changes in performance. Furthernore, it discusses conpatibility

i ssues of MPTCP in combination with non- MPTCP-aware applications.
Finally, the docunment describes a basic application interface that is
a sinple extension of TCP's interface for MPTCP-aware applications.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6897
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I nt roduction

Mul tipath TCP adds the capability of using multiple paths to a
regular TCP session [1]. The notivations for this extension include
i ncreasing throughput, overall resource utilization, and resilience
to network failure, and these notivations are discussed, along with
hi gh-1 evel design decisions, as part of the nultipath TCP
architecture [4]. MPTCP [5] offers the sane reliable, in-order

byt e-streamtransport as TCP and is designed to be backward
conpatible with both applications and the network layer. It requires
support inside the network stack of both endpoints.

Thi s docunent first presents the effects that MPTCP nmay have on
applications, such as performance changes conpared to regular TCP
Second, it defines the interoperation of MPTCP and applications that
are unaware of the nultipath transport. MPTCP is designed to be
usabl e wi thout any application changes, but sone conpatibility issues
have to be taken into account. Third, this neno specifies a basic
Application Programming Interface (APlI) for MPTCP-aware applications.
The APl presented here is an extension to the regular TCP APl to
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al l ow an MPTCP-aware application the equivalent |evel of control and
access to informati on of an MPTCP connection that woul d be possible
with the standard TCP APl on a regular TCP connecti on.

The de facto standard APl for TCP/IP applications is the "sockets"
interface [8]. This docunent provides an abstract definition of
MPTCP- specific extensions to this interface. These are operations
that can be used by an application to get or set additional MPTCP-
specific information on a socket, in order to provide an equival ent

| evel of information and control over MPTCP as exists for an
application using regular TCP. It is up to the applications, high-

| evel programming | anguages, or libraries to decide whether to use
these optional extensions. For instance, an application may want to
turn on or off the MPTCP mechanismfor certain data transfers or
limt its use to certain interfaces. The abstract specification is
inline with the Portable Qperating SystemInterface (PCSI X) standard
[8] as nuch as possible.

An advanced APl for MPTCP is outside the scope of this docunent.
Such an advanced APl could offer a nore fine-grained control over
mul tipath transport functions and policies. The appendi x includes
a brief, non-conpulsory list of potential features of such an
advanced API.

There can be interactions or inconpatibilities of MPTCP with other
APls or sockets interface extensions, which are discussed later in
this document. Some network stack inplenentations, especially on
nmobi | e devi ces, have centralized connection nanagers or ot her

hi gher-level APls to solve nulti-interface issues, as surveyed in
[15]. Their interaction with MPTCP is outside the scope of this
docunent .

The target readers of this document are application devel opers whose
software nmay benefit significantly from MPTCP. This docunent al so
provi des the necessary information for devel opers of MPTCP to
i npl emrent the APl in a TCP/IP network stack

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [3].

Thi s docunent uses the MPTCP term nol ogy introduced in [5].
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Concerning the APl towards applications, the following terns are
di sti ngui shed:

0 Legacy API: The interface towards TCP that is currently used by
applications. This docunent explains the effect of MPTCP for such
applications, as well as resulting issues.

0 Basic API: A sinple extension of TCP's interface for applications
that are aware of MPTCP. This docunent abstractly describes this
interface, which provides access to nultipath address information
and a | evel of control equivalent to regular TCP

o0 Advanced API: An APl that offers nore fine-grained control over
the behavior of MPTCP. |Its specification is outside the scope of
thi s docunent.

3. Conparison of MPTCP and Regul ar TCP

This section discusses the effect of MPTCP on performance as seen by
an application, in conparison to what may be expected fromthe use of
regul ar TCP

3.1. Effect on Perfornance

One of the key goals of adding nmultipath capability to TCP is to

i mprove the performance of a transport connection by | oad

di stribution over separate subflows across potentially disjoint

paths. Furthernore, it is an explicit goal of MPTCP that it provides
a connection that perforns at |east as well as one using single-path
TCP. A correspondi ng congestion control algorithmis described in
[7]. The follow ng sections sumuarize the performance effect of
MPTCP as seen by an application

3.1.1. Throughput

The nost obvi ous performance i nprovenment that can be expected from
the use of MPTCP is an increase in throughput, since MPTCP wll pool
nmore than one path (where avail abl e) between two endpoints. This
will usually provide as great or greater bandwidth for an
application, even though exceptions may exist, e.g., due to
differences in the congestion control dynamics. For instance, if a
new subflow is started, the short-termthroughput can be snaller than
the theoretical optimum |If there are shared bottl enecks between the
flows, then the congestion control algorithms will in nost cases
ensure that load is evenly spread anongst regular and nultipath TCP
sessions, so that no end user receives worse performance than if al
were using single-path TCP. There are some known corner cases in

whi ch an upgrade to MPTCP can affect other users [21].
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Thi s performance increase additionally means that an MPTCP sessi on
coul d achi eve throughput that is greater than the capacity of a
single interface on the device. |If any applications nake assunptions
about interfaces due to throughput, they nust take this into account
(al though an MPTCP inpl enentation nmust al ways respect an
application’s request for a particular interface).

Furthermore, the flexibility of MPTCP to add and renove subfl ows as
pat hs change availability could |lead to a greater variation, and nore
frequent change, in connection bandwi dth. Applications that adapt to
avai | abl e bandwi dth (such as video and audi o streaming) nmay need to
adj ust sone of their assunptions to nost effectively take this into
account .

The transport of MPTCP signaling information results in a smal
overhead. The use of MPTCP instead of a single TCP connection
therefore results in a snaller goodput. Also, if nultiple subflows
share a sanme bottleneck, this overhead slightly reduces the capacity
that is available for data transport. Yet, this potential reduction

of throughput will be negligible in many usage scenarios, and the
protocol contains optimzations in its design so that this overhead
is mninmal.

3.1.2. Delay

The benefits of MPTCP regardi ng throughput and resilience my cone at
some cost regarding data delivery delay and delay jitter

If the delays on the constituent subflows of an MPTCP connection
differ, the jitter perceivable to an application nmay appear higher as
the data are spread across the subflows. Al though MPTCP will ensure
in-order delivery to the application, the data delivery could be nore
bursty than may be usual with single-path TCP, in particular on

hi ghly asymretric paths

Applications with high real-time requirenments mght be affected by
such a scenario. One possible renedy is to disable MPTCP for such
jitter-sensitive applications, either by using the basic APl defined
in this docunent, or by other neans, such as system poli cies.

However, the actual delay and jitter of data transport over MPTCP
depend on the scheduling and congestion control algorithns used for
sending data, as well as the heuristics to establish and shut down
subflows. A sender can inplenment strategies to mnimnmze the del ay
jitter seen by applications, but this requires an accurate estimation
of the path characteristics. |If the scheduling decisions are
suboptimal or if assunptions about the path characteristics turn out
to be wong, delay jitter may be increased and affect delay-sensitive
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applications. 1In general, for a delay-sensitive application, it
woul d be desirable to select an appropriate congestion contro
algorithmfor its traffic needs.

Al ternatively, MPTCP could be used in high-reliability, rather than
hi gh-t hroughput, nodes of operation, such as by mirroring traffic on
subflows, or by only using additional subflows for hot standby.
These nethods of traffic scheduling would not cause delay variation
in the same way. These additional nodes, and the selection of
alternative scheduling algorithns, would need to be indicated by an
advanced API, the specification of which requires further analysis
and is outside the scope of this docunent.

If data transport on one subflow fails, the retransm ssions inside
MPTCP could affect the delivery delay to the application. Yet,

wi t hout MPTCP that data or the whole connection nmght have been | ost,
and other reliability nechanisns (e.g., application-level recovery)
woul d i kely have an even | arger delay inpact.

In addition, applications that nake round-trip tinme (RTT) estimtes
at the application | evel may have some issues. VWhilst the average
delay calculated will be accurate, whether this is useful for an
application will depend on what it requires this information for. |If
a new application wi shes to derive such information, it should

consi der how multiple subflows may affect its neasurenments and thus

how it may wish to respond. 1In such a case, an application nmay w sh
to express its scheduling preferences, as described later in this
docunent .

3.1.3. Resilience

Anot her performance inprovenent through the use of MPTCP is better
resilience. The use of multiple subflows simnultaneously neans that
if one should fail, all traffic will nove to the remaining
subflow(s), and additionally any | ost packets can be retransmitted on
t hese subfl ows.

As one special case, MPTCP can be used with only one active subfl ow

at a given point in tine. |In that case, resilience conmpared to
single-path TCP is inproved. MPTCP al so supports nake-bef ore-break
and break- bef ore- make handovers between subflows. |In both cases, the

MPTCP connection can survive an unavailability or change of an IP
address (e.g., due to shutdown of an interface or handover). MPTCP
cl oses or resets the MPTCP connection separately fromthe individua
subfl ows, as described in [5].

Subflow failure may be caused by issues within the network, which an
application would be unaware of, or interface failure on the node.
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An application may, under certain circunstances, be in a position to
be aware of such failure (e.g., by radio signal strength, or sinply
an interface enabled flag), and so nust not make assunptions of an
MPTCP flow s stability based on this. An MPTCP inplenentation nust
never override an application’s request for a given interface,
however, so the cases where this issue nay be applicable are linited.

3.2. Potential Problens
3.2.1. Inpact of M ddl eboxes

MPTCP has been designed to pass through the nmajority of niddl eboxes.
Enpi rical evidence suggests that new TCP options can successfully be
used on nmost paths in the Internet [22]. Neverthel ess, some

m ddl eboxes may still refuse to pass MPTCP nessages due to the
presence of TCP options, or they may strip TCP options. If this is
the case, MPTCP falls back to regular TCP. Although this will not
create a problemfor the application (its comunication will be set
up either way), there may be additional (and indeed, user-

percei vabl e) delay while the first handshake fails. Therefore, an
alternative approach could be to try both MPTCP and regul ar TCP
connection attenpts at the sanme tinme and respond to whi chever replies
first, in a fashion simlar to the "Happy Eyeballs" nechanism for
IPv6 [16]. One could also apply a shorter timeout on the MPTCP
attenpt and thus reduce the setup delay if fallback to regular TCP is
needed.

An MPTCP inplenmentation can learn the rate of MPTCP connection
attenpt successes or failures to particular hosts or networks, and on
particular interfaces, and could therefore |earn heuristics of when
and when not to use MPTCP. A detail ed discussion of the various

fall back mechani sms, for failures occurring at different points in

the connection, is presented in [5]. It nust be enphasized that al
such heuristics could also fail, and learning can be difficult in
certain environments, e.g., if the host is nobile.

There may al so be ni ddl eboxes that transparently change the |ength of
content. If such m ddl eboxes are present, MPTCP' s reassenbly of the
byte streamin the receiver is difficult. Still, MPTCP can detect
such m ddl eboxes and then fall back to regular TCP. An overview of
the inpact of mddl eboxes is presented in [4], and MPTCP's nechani snms
to work around these issues are presented and di scussed in [5].

MPTCP can al so have ot her unexpected inplications. For instance,
intrusion detection systens could be triggered. A full analysis of
MPTCP s i npact on such m ddl eboxes is for further study after

depl oynent experinents.
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3.2.2. Dealing with Multiple Addresses inside Applications

In regular TCP, there is a one-to-one mapping of the sockets
interface to a flow through a network. Since MPTCP can nake use of
mul tiple subflows, applications cannot inplicitly rely on this
one-t 0-one nmappi ng any nore.

Wil st this doesn't matter for nost applications, sone applications
may need to adapt to the presence of multiple addresses, because
inplicit assunptions are outdated. 1In this section, selected
exanples for resulting i ssues are discussed. The question of whether
such inplicit assunptions matter is an application-I|evel decision,
and this docurment only provides general guidance and a basic APl to
retrieve relevant information

A few applications require the transport to be along a single path;
they can disable the use of MPTCP as described later in this
docunent. Exanples include nonitoring tools that want to neasure the
avai | abl e bandwi dth on a path, or routing protocols such as BGP that
require the use of a specific link

Certain applications store the I P addresses of TCP connections, e.g.,
by | oggi ng nmechani snms. Such | oggi ng nechani sns will continue to work
with MPTCP, but two inportant aspects have to be nmentioned: First, if
the application is not aware of MPTCP, it will use the existing
interface to the network stack. This inmplies that an MPTCP-unaware
application will track the I P addresses of the first subflow only.

| P addresses used by foll owup subflows will be ignored. Second, an
MPTCP- awar e application can use the basic APl described in this
docunent to nonitor the | P addresses of all subflows, e.g., for

| oggi ng mechanisms. | f an MPTCP connection uses several subfl ows,
this will possibly inply that data structures have to be adapted and
that the amount of data that has to be | ogged and stored per
connection will increase.

An MPTCP inpl ementati on may choose to maintain an MPTCP connection
even if the I P address of the original subflowis no | onger allocated
to a host, depending on the policy concerning the first subfl ow
(fate-sharing; see Section 4.2.2). 1In this case, the |IP address
exposed to an MPTCP-unaware application can differ fromthe addresses
actual ly being used by MPTCP. It is even possible that the IP
address gets assigned to another host during the lifetinme of an MPTCP
connection. As further discussed below, this could be an issue if
the I P addresses are exchanged by applications, e.g., inside the
application protocol. This issue can be addressed by enabling fate-
sharing, at the cost of resilience, because the MPTCP connection then
cannot close the initial subflow
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3.2.3. Security Inplications

4.

4.

The support for multiple IP addresses within one MPTCP connecti on can
result in additional security vulnerabilities, such as possibilities
for attackers to hijack connections. The protocol design of MPTCP
mnimzes this risk. An attacker on one of the paths can cause harm
but this is hardly an additional security risk conpared to single-
path TCP, which is vulnerable to man-in-the-mddl e attacks as well.

A detailed threat analysis of MPTCP is published in [6].

I npact on Transport Layer Security (TLS) is discussed in Section 6.1
Operation of MPTCP with Legacy Applications
1. Overview of the MPTCP Network Stack

MPTCP is an extension of TCP, but it is designed to be backward
conpati ble for | egacy (MPTCP-unaware) applications. TCP interacts
with other parts of the network stack via different interfaces. The
de facto standard APl between TCP and applications is the sockets
interface. The position of MPTCP in the protocol stack is
illustrated in Figure 1.

| \Y;
o m e e e e e e aaao o +
| MPTCP |
T T
| Subflow (TCP) | Subflow (TCP) |
o mm e e e e e e a— oo oo +
| I P | I P |
o m e e e e e e aaao o +

Figure 1: MPTCP Protocol Stack

In general, MPTCP can affect all interfaces that nake assunptions
about the coupling of a TCP connection to a single |IP address and TCP
port pair, to one socket endpoint, to one network interface, or to a
gi ven path through the network.
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This means that there are two classes of applications:

0 Legacy applications: These applications are unaware of MPTCP and
use the existing APl towards TCP wi thout any changes. This is the
default case

o MPTCP-aware applications: These applications indicate support for
an enhanced MPTCP interface. This docunment specifies a nininmm
set of APl extensions for such applications.

In the followi ng sections, it is discussed to what extent MPTCP

af fects | egacy applications using the existing sockets API. The

exi sting sockets APl inplies that applications deal with data
structures that store, anongst others, the |IP addresses and TCP port
nunbers of a TCP connection. A design objective of MPTCP is that

| egacy applications can continue to use the established sockets API
wi t hout any changes. However, in MPTCP there is a one-to-nany
mappi ng between the socket endpoint and the subflows. This has
several subtle inplications for |egacy applications using sockets AP
functi ons.

4.2. Address |ssues
4.2.1. Specification of Addresses by Applications

During binding, an application can either select a specific address
or bind to | NADDR_ANY. Furthernore, on sonme systens other socket
options (e.g., SO BINDTCDEVI CE) can be used to bind to a specific
interface. |If an application uses a specific address or binds to a
specific interface, then MPTCP MJST respect this and not interfere in
the application’ s choices. The binding to a specific address or
interface inplies that the application is not aware of MPTCP and wil |
di sabl e the use of MPTCP on this connection. An application that

wi shes to bind to a specific set of addresses with MPTCP nust use

mul tipath-aware calls to achieve this (as described in

Section 5.3.3).

If an application binds to | NADDR_ANY, it is assuned that the
application does not care which addresses are used locally. In this
case, a local policy MAY allow MPTCP to automatically set up nultiple
subfl ows on such a connection

The basic sockets APl of MPTCP-aware applications allows the

expression of further preferences in an MPTCP-conpatible way (e.qg.,
binding to a subset of interfaces only).
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4.2.2. Querying of Addresses by Applications

Applications can use the getpeernane() or getsockname() functions in
order to retrieve the I P address of the peer or of the |ocal socket.
These functions can be used for various purposes, including security
mechani sms, geo-location, or interface checks. The sockets APl was
designed with an assunption that a socket is using just one address,
and since this address is visible to the application, the application
may assume that the information provided by the functions is the sane
during the lifetine of a connection. However, in MPTCP, unlike in
TCP, there is a one-to-nmany mappi ng of a connection to subflows, and
subfl ows can be added and renoved while the connection continues to
exist. Since the subfl ow addresses can change, MPTCP cannot expose
addresses by get peernane() or getsockname() that are both valid and
constant during the connection’s lifetinmne.

This problemis addressed as follows: If used by a | egacy
application, the MPTCP stack MJST al ways return the addresses and
port nunbers of the first subflow of an MPTCP connection, in al
circunstances, even if that particular subflowis no | onger in use.

As the addresses may not be valid any nore if the first subflowis
cl osed, the MPTCP stack MAY cl ose the whol e MPTCP connection if the
first subflowis closed (i.e., fate-sharing between the initia
subfl ow and the MPTCP connection as a whole). This fate-sharing
avoi ds the reuse of the pair of |IP addresses and ports while an MPTCP
connection is still in progress, but at the cost of reducing the
utility of MPTCP if |IP addresses of the first subflow are not

avail abl e any nore (e.g., nobility events). \Wether to close the
whol e MPTCP connection by default SHOULD be controlled by a | oca
policy. Further experinents are needed to investigate its

i mplications.

The functions getpeernane() and getsockname() SHOULD al so al ways
return the addresses of the first subflowif the socket is used by an
MPTCP- awar e application, in order to be consistent with MPTCP-unaware
applications, and, e.g., also with the Stream Control Transni ssion

Protocol (SCTP). Instead of getpeername() or getsocknanme(),
MPTCP- awar e applications can use new APl calls, described in
Section 5.3, in order to retrieve the full list of address pairs for

the subflows in use.
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4.3. MPTCP Connection Managenent
4.3.1. Reaction to Close Call by Application

As described in [5], MPTCP distingui shes between the closing of
subflows (by TCP FIN) and cl osing the whol e MPTCP connecti on
(by Data FIN)

VWhen an application closes a socket, e.g., by calling the close()
function, this indicates that the application has no nore data to
send, like for single-path TCP. MPTCP will then close the MPTCP
connection via Data FIN nessages. This is conpletely transparent for
an application.

In summary, the semantics of the close() interface for applications
are not changed conpared to TCP

4.3.2. Oher Connection Managenment Functions

In general, an MPTCP connection is maintained separately from

i ndi vi dual subflows. MPTCP therefore has internal nechanisns to
establish, close, or reset the MPTCP connection [5]. These
mechani sns provi de equi val ent functions |ike single-path TCP and can
be mapped accordingly. Therefore, these MPTCP internals do not
affect the application interface.

4.4. Socket Option |ssues
4.4.1. General Cuideline

The existing sockets APl includes options that nodi fy the behavi or of
sockets and their underlying comunications protocols. Various

socket options exist on the socket, TCP, and IP |level. The value of
an option can usually be set by the setsockopt() system function.

The getsockopt() function gets information. |In general, the existing
sockets interface functions cannot configure each MPTCP subfl ow
individually. 1In order to be backward conpatible, existing APIs

therefore SHOULD apply to all subflows within one connection, as far
as possi bl e.

4.4.2. Disabling of the Nagle Al gorithm

One comonly used TCP socket option (TCP_NODELAY) disables the Nagle

al gorithmas described in [2]. This option is also specified in the

PCSI X standard [8]. Applications can use this option in conbination

with MPTCP in exactly the sane way. It then SHOULD di sable the Nagle
al gorithmfor the MPTCP connection, i.e., all subflows.
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In addition, the MPTCP protocol instance MAY use a different path
schedul er algorithmif TCP_NODELAY is present. For instance, it
could use an algorithmthat is optimzed for |atency-sensitive
traffic (for instance, only transmtting on one path). Specific
al gorithnms are outside the scope of this docunent.

4.4.3. Buffer Sizing

Applications can explicitly configure send and receive buffer sizes
via the sockets APl (SO SNDBUF, SO RCVBUF). These socket options can
al so be used in conbination with MPTCP and then affect the buffer
size of the MPTCP connection. However, when defining buffer sizes,
application programmers shoul d take into account that the transport
over several subflows requires a certain amount of buffer for
resequencing in the receiver. MPTCP may al so require nore storage
space in the sender, in particular, if retransnissions are sent over
nmore than one path. |In addition, very small send buffers may prevent
MPTCP fromefficiently scheduling data over different subfl ows.
Therefore, it does not make sense to use MPTCP in conbination with
smal | send or receive buffers

An MPTCP i npl ementati on MAY set a | ower bound for send and receive
buffers and treat a small buffer size request as an inplicit request
not to use MPTCP

4.4.4. O her Socket Options

TCP features the ability to send "Urgent" data, but its use is not
recomrended in general, and specifically not with MPTCP [4].

Some network stacks may provide additional inplementation-specific
socket options or interfaces that affect TCP's behavior. In such
cases, inplenenters nmust ensure that these options do not interfere
with the MPTCP interface.

4.5. Default Enabling of MPTCP

It is upto a local policy at the end system whether a network stack
shoul d automatically enable MPTCP for sockets even if there is no
explicit sign of MPTCP awareness of the correspondi ng application
Such a choice may be under the control of the user through system

pr ef er ences.

The enabling of MPTCP, either by application or by systemdefaults,
does not necessarily mean that MPTCP will always be used. Both
endpoi nts nust support MPTCP, and there nust be nultiple addresses at
at | east one endpoint, for MPTCP to be used. Even if those
requirenents are net, however, MPTCP nmay not be inmediately used on a
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4. 6.

5

5. 1.

Sch

connection. It may make sense for multiple paths to be brought into
operation only after a given period of time, or if the connection is
sat ur at ed.

Sunmary of Advice to Application Devel opers

0 Using the default MPTCP configuration: Like TCP, MPTCP is designhed
to be efficient and robust in the default configuration
Application devel opers should not explicitly configure TCP (or
MPTCP) features unless this is really needed.

0 Socket buffer dinensioning: Miltipath transport requires |arger
buffers in the receiver for resequencing, as already expl ai ned.
Appli cations shoul d use reasonabl e buffer sizes (such as the
operating systemdefault values) in order to fully benefit from
MPTCP. A full discussion of buffer sizing issues is givenin [5].

o Facilitating stack-internal heuristics: The path nmanagenent and
data scheduling by MPTCP is realized by stack-internal algorithmns
that may inplicitly try to self-optimze their behavi or according
to assumed application needs. For instance, an MPTCP
i mpl ementation nay use heuristics to determ ne whether an
application requires del ay-sensitive or bulk data transport,
usi ng, for instance, port nunbers, the TCP_NODELAY socket options,
or the application's read/wite patterns as input paraneters. An
application devel oper can facilitate the operation of such
heuristics by avoiding atypical interface use cases. For
instance, for long bulk data transfers, it does not nake sense to
enabl e the TCP_NODELAY socket option, nor is it reasonable to use
many small socket send() calls each with small anmounts of data
only.

Basi ¢ APl for MPTCP- Aware Applications
Desi gn Consi derati ons

Wi |l e applications can use MPTCP with the unnodified sockets API,

mul tipath transport results in many degrees of freedom MPTCP
manages the data transport over different subflows automatically. By
default, this is transparent to the application, but an application
could use an additional APl to interface with the MPTCP | ayer and to
control inportant aspects of the MPTCP inpl enentation’s behavior

Thi s docunent describes a basic MPTCP API. The APl contains a

m ni mum set of functions that provide an equival ent |evel of control
and information as exists for regular TCP. It nmintains backward
conpatibility with | egacy applications.
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An advanced MPTCP APl is outside the scope of this docunent. The
basic APl does not allow a sender or a receiver to express

pref erences about the managenent of paths or the scheduling of data,
even if this can have a significant performance inpact and if an
MPTCP i npl ementation could benefit from additional gui dance by
applications. A list of potential further APl extensions is provided
in the appendi x. The specification of such an advanced APl is for
further study and may partly be inpl enentation-specific.

MPTCP nmai nly affects the sending of data. But a receiver nmay al so
have preferences about data transfer choices, and it nmay have
performance requirenents as well. Yet, the configuration of such
preferences is outside of the scope of the basic API.

5.2. Requirements on the Basic MPTCP API

Because of the inportance of the sockets interface there are severa
fundanental design objectives for the basic interface between MPTCP
and applications:

o Consistency with existing sockets API's nmust be maintained as far
as possible. In order to support the |arge base of applications
using the original APlI, a |legacy application nust be able to
continue to use standard sockets interface functions when run on a
system supporting MPTCP. Al so, MPTCP-aware applications should be
abl e to access the socket w thout any nmajor changes.

0 Sockets APl extensions nust be mninzed and i ndependent of an
i mpl ement ati on.

0 The interface should handle both | Pv4 and | Pv6.
The following is a list of the core requirenents for the basic API:

REQL: Turn on/off MPTCP:. An application should be able to request to
turn on or turn off the usage of MPTCP. This neans that an
application should be able to explicitly request the use of
MPTCP if this is possible. Applications should also be able
to request not to enable MPTCP and to use regular TCP
transport instead. This can be inplicit in many cases, since
MPTCP nust be di sabl ed by the use of binding to a specific
address. MPTCP may al so be enabled if an application uses a
dedi cated nultipath address fam ly (such as AF_MJLTI PATH
[20]).

REQ2: An application should be able to restrict MPTCP to binding to
a given set of addresses.
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REQ3: An application should be able to obtain information on the
pairs of addresses used by the MPTCP subfl ows.

REQ4: An application should be able to extract a unique identifier
for the connection (per endpoint).

The first requirenent is the nost inportant one, since sone
applications could benefit a lot from MPTCP, but there are al so cases
in which it hardly nmakes sense. The existing sockets APl provides
simlar nmechanisns to enable or disable advanced TCP features. The
second requirenent corresponds to the binding of addresses with the
bi nd() socket call, or, e.g., explicit device bindings with a

SO BI NDTODEVI CE option. The third requirement ensures that there is
an equi val ent to getpeernanme() or getsocknane() that is able to dea
with nmore than one subflow. Finally, it should be possible for the
application to retrieve a unique connection identifier (local to the
endpoint on which it is running) for the MPTCP connection. This
repl aces the (address, port) pair for a connection identifier in
single-path TCP, which is no longer static in MPTCP

An application can continue to use getpeernane() or getsocknane() in
addition to the basic MPTCP API. Both functions return the
correspondi ng addresses of the first subflow, as already explai ned.

5.3. Sockets Interface Extensions by the Basic MPTCP API
5.3.1. Overview

The abstract, basic MPTCP APl consists of a set of new val ues that
are associated with an MPTCP socket. Such values may be used for
changi ng properties of an MPTCP connection or retrieving information.
These val ues coul d be accessed by new synbols on existing calls such
as setsockopt () and getsockopt() or could be inplenented as entirely
new function calls. This inplenmentation decision is out of scope for
this docunment. The following |ist presents synbolic nanes for these
MPTCP socket settings.

0 TCP_MJLTI PATH ENABLE: Enabl e/ di sabl e MPTCP
0 TCP_MULTI PATH ADD: Bind MPTCP to a set of given |ocal addresses,
or add a set of new | ocal addresses to an existing MPTCP

connection

0 TCP_MJLTI PATH REMOVE: Renove a | ocal address from an MPTCP
connecti on
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0 TCP_MULTI PATH SUBFLONS: Get the pairs of addresses currently used
by the MPTCP subfl ows

0 TCP_MULTI PATH CONNI D: Get the local connection identifier for this
MPTCP connecti on

Table 1 shows a list of the abstract socket operations for the basic
configuration of MPTCP. The first colum gives the symbolic nane of
the operation. The second and third col ums indi cate whet her the
operation provides values to be read ("Get") or takes values to
configure ("Set"). The fourth colum lists the type of data
associated with this operation. The data types are listed for
information only. |In addition to |IP addresses, an application MAY
al so indicate TCP port nunbers, as further detailed bel ow

o e e e e e e oo oo oo +----- +----- o e e e e e e e e e +
| Nare | Get | Set | Data type |
T demenn demenn TS +
| TCP_MULTIPATH ENABLE | o | o | bool ean |
| TCP_MULTI PATH_ADD | | o | list of addresses |
| | | | ~ (and ports) |
| TCP_MULTI PATH_REMOVE | | o | list of addresses |
| | | | (and ports) |
| TCP_MULTI PATH SUBFLONS | o | | list of pairs of addresses |
| | I | (and ports) |
| TCP_MULTIPATH CONNND | o | | i nt eger |
o e e e e e e e e oo o - +--m - - +--m - - o e e e e e e e e e o +

Table 1. MPTCP Socket Operations

There are restrictions on when these new socket operations can be
used:

0 TCP_MUILTI PATH ENABLE: This val ue should only be set before the
establi shnent of a TCP connection. |Its value should only be read
after the establishnent of a connection.

0 TCP_MULTI PATH ADD: This operation can be applied both before
connection setup and during a connection. |If used before, it
controls the local addresses that an MPTCP connection can use. In
the latter case, it allows MPTCP to use an additional |oca
address, if there has been a restriction before connection setup.

0 TCP_MJULTI PATH REMOVE: This operation can be applied both before
connection setup and during a connection. 1In both cases, it
renoves an address fromthe list of |ocal addresses that may be
used by subfl ows.
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0 TCP_MULTI PATH SUBFLOWS: This value is read-only and can only be
used after connection setup

0 TCP_MULTI PATH CONNI D: This value is read-only and should only be
used after connection setup

5.3.2. Enabling and Di sabling of MPTCP

An application can explicitly indicate nultipath capability by
setting TCP_MULTI PATH ENABLE to the value "true". In this case, the
MPTCP i npl ementation SHOULD try to negotiate MPTCP for that
connection. Note that nmultipath transport will not necessarily be
enabled, as it requires support at both end systenms, no niddl eboxes
on the path that would prevent any additional signaling, and at | east
one endpoint with multiple addresses.

Bui | di ng on the backward conpatibility specified in Section 4.2.1, if
an application enabl es MPTCP but binds to a specific address or
interface, MPTCP MUST be enabl ed, but MPTCP MJST respect the
application’s choice and only use addresses that are explicitly
provided by the application. Note that it would be possible for an
application to use the | egacy bindings and then expand on them by
usi ng TCP_MJULTI PATH ADD. Note also that it is possible for nore than
one local address to be initially available to MPTCP in this case, if
an application has bound to a specific interface with multiple

addr esses.

An application can disable MPTCP by setting TCP_MJLTI PATH ENABLE to a
value of "false". |In that case, MPTCP MJUST NOT be used on that
connecti on.

After connection establishment, an application can get the val ue of
TCP_MULTI PATH ENABLE. A value of "false" then neans | ack of MPTCP
support. A value of "true" means that MPTCP i s supported.

5.3.3. Binding MPTCP to Specified Addresses

Bef ore connection establishment, an application can use the
TCP_MULTI PATH ADD function to indicate a set of |ocal |P addresses
that MPTCP nay bind to. The paraneter of the functionis a list of
addresses in a corresponding data structure. By extension, this
operation will also control the list of addresses that can be
advertised to the peer via MPTCP signaling.

If an application binds to a specific address or interface, it is not
required to use the TCP_MJLTI PATH ADD operation for that address. As
explained in Section 5.3.2, MPTCP MJUST only use the explicitly

speci fied addresses in that case.
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An application MAY also indicate a TCP port numnber that, if

speci fied, MPTCP MJST attenpt to bind to. The port number MAY be
different than the one used by existing subflows. If no port nunber
is provided by the application, the port nunber is automatically

sel ected by the MPTCP inplenentation, and it is RECOMWENDED that it
is the same across all subfl ows.

Thi s operation can also be used to nodify the address list in use

during the lifetinme of an MPTCP connection. |In this case, it is used
to indicate a set of additional |ocal addresses that the MPTCP
connection can nmake use of and that can be signaled to the peer. It

shoul d be noted that this signal is only a hint, and an MPTCP
i mpl ement ati on MAY sel ect only a subset of the addresses.

The TCP_MJLTI PATH_REMOVE operation can be used to renove a |l oca
address, or a set of |ocal addresses, froman MPTCP connection
MPTCP MJST cl ose any correspondi ng subflows (i.e., those using the
| ocal address that is no | onger present) and signal the renoval of
the address to the peer. |If alternative paths are avail abl e using
the supplied address list but MPTCP is not currently using them an
MPTCP i npl ement ati on SHOULD establish alternative subflows before
undertaki ng the address renoval .

It should be renenbered that these operations SHOULD support both
I Pv4 and | Pv6 addresses, potentially in the same call

5.3.4. Querying the MPTCP Subfl ow Addresses

An application can get a list of the addresses used by the currently
establ i shed subflows in an MPTCP connection by neans of the read-only
TCP_MJLTI PATH_SUBFLOAS oper ati on.

The return value is a list of pairs of tuples of |IP address and TCP
port nunber. In one pair, the first tuple refers to the local IP
address and the local TCP port, and the second one to the renote |IP
address and renote TCP port used by the subflow. The Iist MJST only
i ncl ude established subflows. Both addresses in each pair MJST be
either 1Pv4 or |Pv6.

5.3.5. Getting a Unique Connection Identifier
An application that wants a unique identifier for the connection,
anal ogous to an (address, port) pair in regular TCP, can query the
TCP_MULTI PATH CONNI D val ue to get a | ocal connection identifier for
the MPTCP connecti on.

Thi s SHOULD be an integer nunmber and SHOULD be | ocally unique (e.g.,
the MPTCP token).
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6. O her Compatibility |Issues
6.1. Usage of TLS over MPTCP

Transport Layer Security (TLS) [17] may be used over MPTCP' s basic
APl .  When TLS conpares any addresses used by MPTCP agai nst nanes or
addresses present in X 509 certificates [18] [19], it MJST only
compare themwi th the address that MPTCP used to start the initia
subfl ow as presented to TLS. The addresses used for subsequent
subfl ows need not to be conpared agai nst any TLS certificate
information. Finer-grained control would require an advanced APl or
proactive subfl ow managenent via the basic AP

6.2. Usage of the SCTP Sockets API

For dealing with multihom ng, several sockets APl extensions have
been defined for SCTP [13]. As MPTCP realizes nultipath transport
fromand to nmulti honed end systens, some of these interface function
calls are actually applicable to MPTCP in a sinilar way.

APl devel opers may wish to integrate SCTP and MPTCP calls to provide
a consistent interface to the application. Yet, it nust be

enphasi zed that the transport service provided by MPTCP is different
than that of SCTP, and this is why not all SCTP API functions can be
mapped directly to MPTCP. Furthernore, a network stack inplenmenting
MPTCP does not necessarily support SCTP and its specific sockets
interface extensions. This is why the basic APl of MPTCP defines
addi tional socket options only, which are a backward-conpati bl e
extension of TCP's application interface. Integration with the SCTP
APl is outside the scope of the basic API.

6.3. Inconpatibilities with G her Miltihom ng Sol utions

The use of MPTCP can interact with various rel ated sockets AP
extensions. The use of a multihom ng shimlayer conflicts with

mul tipath transport such as MPTCP or SCTP [11]. Care should be taken
that the use of MPTCP not conflict with the overlapping features of
ot her APIs:

0 SHIMAPI [11]: This APl specifies sockets APl extensions for the
mul ti homi ng shim | ayer

0o HP APl [12]: The Host ldentity Protocol (H P) also results in a
new API .

o APl for Mbile IPv6 [10]: For Mobile IPv6, a significantly

ext ended sockets APl exists as well (in addition to APl extensions
for IPv6 [9]).
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In order to avoid any conflict, multiaddressed MPTCP SHOULD NOT be
enabled if a network stack uses SH M5, H P, or Mbile |IPv6.

Furt hernore, applications should not try to use both the MPTCP API
and another nultihoming or nobility |ayer API.

It is possible, however, that sone of the MPTCP functionality, such
as congestion control, could be used in a SH M6 or H P environnent.
Such operation is for further study.

6.4. Interactions with DNS

In multi honed or multiaddressed environnents, there are various
i ssues that are not specific to MPTCP but have to be considered as
well. These problens are sumarized in [14].

Specifically, there can be interactions with DNS. Wilst it is
expected that an application will iterate over the list of addresses
returned froma call such as getaddrinfo(), MPTCP itself MJST NOT
make any assunptions about nultiple A or AAAA records fromthe sane
DNS query referring to the sanme host, as it is possible that multiple
addresses refer to nultiple servers for | oad-bal anci ng purposes.

7. Security Considerations

This docunment first defines the behavior of the standard TCP/ I P API
for MPTCP-unaware applications. |In general, enabling MPTCP has sone
security inmplications for applications, which are introduced in
Section 5.3.3, and these threats are further detailed in [6]. The
protocol specification of MPTCP [5] defines several nechanisns to
protect MPTCP agai nst those attacks.

The syntax and semantics of the APl for MPTCP-unaware applications
does not change. However, assunptions that non- MPTCP- awar e
applications may nake on the data retrieved by the backward-
conpatible APl are discussed in Section 4.2.2. Systemadninistrators
may wi sh to disable MPTCP for certain applications that signa
addresses, or nake security decisions (e.g., opening firewall holes),
based on responses to such queri es.

In addition, the basic MPTCP APl for MPTCP-aware applications defines
functions that provide an equival ent | evel of control and infornation
as exists for regular TCP. This docunent does not mandate a specific
i mpl emrent ati on of the basic MPTCP API. The inplenentation should be
designed not to affect menory nanagement assunptions in existing
code. Inplenentors should take into account that data structures
will be nore conplex than for standard TCP, e.g., when nultiple
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subfl ow addresses have to be stored. Wen dealing with such data
structures, care is needed not to add security vulnerabilities to
appl i cations.

New functions enabl e addi ng and renovi ng | ocal addresses from an
MPTCP connection (TCP_MULTI PATH_ADD and TCP_MJULTI PATH REMOVE). These
functions don’t add security threats if the MPTCP stack verifies that
the addresses provided by the application are indeed avail able as
source addresses for subfl ows.

However, applications should use the TCP_MJULTI PATH ADD function with
care, as new subflows m ght get established to those addresses.
Furthermore, it could result in sone formof information | eakage
since MPTCP might advertise those addresses to the other connection
endpoi nt, which could learn I P addresses of interfaces that are not
vi si bl e otherwi se.

Use of different addresses should not be assuned to | ead to use of
different paths, especially for security purposes.

MPTCP- awar e applications should al so take care when querying and
using information about the addresses used by subfl ows
(TCP_MULTI PATH SUBFLOANB). As MPTCP can dynanically open and cl ose
subflows, a list of addresses queried once can get outdated during
the lifetime of an MPTCP connection. Then, the list may contain
invalid entries, i.e., addresses that are not used any nore or that

m ght not even be assigned to that host any nore. Applications that
want to ensure that MPTCP only uses a certain set of addresses should
explicitly bind to those addresses.

One specific exanple is the use TLS on top of MPTCP. Correspondi ng
gui dance can be found in Section 6.1

8. Concl usi on

Thi s docunent di scusses MPTCP's inplications and its performance

i mpact on applications. In addition, it specifies a basic MPTCP API
For | egacy applications, it is ensured that the existing sockets AP
continues to work. MPTCP-aware applications can use the basic MPTCP
APl that provides sone control over the transport |ayer equivalent to
regul ar TCP
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Appendi x A.  Requirenments on a Future Advanced MPTCP API
A.1. Design Considerations

Mul tipath transport results in nmany degrees of freedom The basic
MPTCP APl only defines a mninmm set of the APl extensions for the
interface between the MPTCP | ayer and applications, which does not

of fer much control of the MPTCP inplenentation’s behavior. A future,
advanced APl coul d address further features of MPTCP and provide nore
control

Applications that use TCP nay have different requirenents on the
transport layer. \While devel opers have becone used to the
characteristics of regular TCP, new opportunities created by MPTCP
could allow the service provided to be optimnized further. An
advanced APl coul d enabl e MPTCP-aware applications to specify
preferences and control certain aspects of the behavior, in addition
to the sinple control provided by the basic interface. An advanced
APl could al so address aspects that are conpletely out of scope of
the basic APlI, for example, the question of whether a receiving
application could influence the sending policy. A better integration
with TLS coul d be another relevant objective (cf. Section 6.1) that
requires further work.

Furt hernmore, an advanced MPTCP APl could be part of a new overal
interface between the network stack and applications that addresses
ot her issues as well, such as the split between identifiers and

| ocators. An APl that does not use |IP addresses (but instead uses,
e.g., the connectbynane() function) would be useful for nunerous
pur poses, independent of MPTCP

It has al so been suggested that a separate address fanmily called
AF_MULTI PATH [ 20] be used. This separate address fam |y could be
used to exchange nultiple addresses between an application and the
standard sockets API, but it would be a nore fundanental change
conpared to the basic APl described in this docunent.

Thi s appendi x docunents a list of potential usage scenarios and

requirenents for the advanced API. The specification and
i mpl ementation of a corresponding APl are outside the scope of this
docunent .
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A. 2. MPTCP Usage Scenarios and Application Requiremnments

There are different MPTCP usage scenarios. An application that

wi shes to transmt bulk data will want MPTCP to provide a high-

t hroughput service i mediately, through creating and nmaxi m zi ng
utilization of all available subflows. This is the default MPTCP use
case.

But at the other extreme, there are applications that are highly
interactive but require only a small anount of throughput, and these
are optimally served by low |l atency and jitter stability. 1In such a
situation, it would be preferable for the traffic to use only the

| owest -l atency subflow (assuning it has sufficient capacity), maybe
with one or two additional subflows for resilience and recovery
purposes. The key challenge for such a strategy is that the delay on
a path may fluctuate significantly and that just always selecting the
path with the snallest delay might result in instability.

The choi ce between bul k data transport and | atency-sensitive
transport affects the scheduler in terms of whether traffic should
be, by default, sent on one subflow or across several subflows. Even
if the total bandwidth required is less than that avail able on an

i ndividual path, it is desirable to spread this |load to reduce stress
on potential bottlenecks, and this is why this method should be the
default for bulk data transport. However, that may not be optimm

for applications that require latency/jitter stability.

In the case of the latter option, a further question arises: Should
addi tional subfl ows be used whenever the primary subflowis

over| oaded, or only when the primary path fails (hot standby)? In
other words, is latency stability or bandwidth nore inportant to the
application? This results in two different options: Firstly, there
is the single path that can overflow into an additional subflow and
secondly, there is the single path with hot standby, whereby an
application may want an alternative backup subflow in order to
inprove resilience. |In case data delivery on the first subfl ow
fails, the data transport could i medi ately be continued on the
second subflow, which is idle otherw se.

Yet another conplication is introduced with the potential that MPTCP
i ntroduces for changes in avail abl e bandwi dth as t he nunber of
avai |l abl e subfl ows changes. Such jitter in bandwi dth may prove
confusing for some applications, such as video or audi o stream ng,
that dynam cally adapt codecs based on avail abl e bandwi dth. Such
applications may prefer MPTCP to attenpt to provide a consistent
bandwi dth as far as is possible and avoid nmaxi m zi ng the use of all
subf | ows.
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A further, nostly orthogonal question is whether data shoul d be
duplicated over the different subflows, in particular if there is
spare capacity. This could inprove both the tineliness and
reliability of data delivery.

In sunmary, there are at |east three possible perfornmance objectives
for multipath transport:

1. High bandw dth
2. Lowlatency and jitter stability
3. Highreliability

These are not necessarily disjoint, since there are al so broadband
interactive applications that require both high-speed bul k data
traffic and a low latency and jitter.

In an advanced API, applications could provide high-level guidance to
the MPTCP inpl ementati on concerning these performance requirenents,
for instance, which requirenent is considered to be the npst
important. The MPTCP stack would then use internal mechanisns to
fulfill this abstract indication of a desired service, as far as
possible. This would affect the assignnent of data (including
retransm ssions) to existing subflows (e.g., 'use all in parallel’
"use as overflow, "hot standby’, 'duplicate traffic’') as well as the
deci sions regardi ng when to set up additional subflows to which
addresses. In both cases, different policies can exist, which can be
expected to be inplenentation-specific.

Therefore, an advanced APl coul d provide a nechani smfor how
applications can specify their high-level requirenments in an

i mpl ement ati on-i ndependent way. One possibility would be to sel ect
one "application profile" out of a nunber of choices that
characterize typical applications. Yet, as applications today do not
have to inform TCP about their communi cation requirenents, it
requires further studies as to whether such an approach woul d be
realistic.

O course, independent of an advanced API, such functionality could
al so partly be achi eved by MPTCP-internal heuristics that infer sone
application preferences, e.g., fromexisting socket options, such as
TCP_NODELAY. \Whether this would be reliable, and i ndeed appropriate,
is for further study.
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A. 3. Potential Requirements on an Advanced MPTCP API

The following is a list of potential requirements for an advanced
MPTCP APl beyond the features of the basic API. It is included here
for information only:

RECE:

REQS:

REQT7:

REB:

REQO:

REQLO:

REQL1:

An application should be able to establish MPTCP connecti ons
wi t hout using |IP addresses as | ocators.

An application should be able to obtain usage information and
statistics about all subflows (e.g., ratio of traffic sent
via this subflow).

An application should be able to request a change in the
nunber of subflows in use, thus triggering renoval or
addition of subflows. An even finer control granularity
woul d be a request for the establishnment of a specific
subflow to a provided destination or a request for the
ternmination of a specified, existing subflow.

An application should be able to informthe MPTCP
i npl ementation about its high-level perfornmance requirenents,
e.g., inthe formof a profile.

An application should be able to indicate conmunication
characteristics, e.g., the expected anount of data to be
sent, the expected duration of the connection, or the
expected rate at which data is provided. Applications may in
sonme cases be able to forecast such properties. |If so, such
informati on could be an additional input paraneter for
heuristics inside the MPTCP i npl erentati on, which could be
useful, for exanple, to decide when to set up additiona
subf | ows.

An application should be able to control the automatic
establishment/term nation of subflows. This would inply a
sel ection anong different heuristics of the path manager,
e.g., 'try as soon as possible’, "wait until there is a bunch
of data’, etc.

An application should be able to set preferred subflows or
subfl ow usage policies. This would result in a selection
anong different configurations of the nultipath schedul er.
For instance, an application nmght want to use certain
subfl ows as backup only.
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REQL2: An application should be able to control the |evel of
redundancy by telling whether segnents should be sent on nore
than one path in parallel

REQL3: An application should be able to control the use of fate-
sharing of the MPTCP connection and the initial subflow,
e.g., to overwite system policies.

REQL4: An application should be able to register for call backs to be
i nformed of changes to subflows on an MPTCP connection. This
"push" interface would allow the application to nake tinely
| oggi ng and configuration changes, if required, and would
avoi d frequent polling of information.

An advanced APl fulfilling these requirements would allow application
devel opers to nore specifically configure MPTCP. It could avoid
subopti mal decisions of internal, inplicit heuristics. However, it

i s uncl ear whether all of these requirenents woul d have a significant
benefit to applications, since they are goi ng above and beyond what
the existing APl to regular TCP provides.
A subset of these functions mght also be inplenented systemw de or
by other configuration nmechanisns. These inplenentation details are
left for further study.

A 4. Integration with the SCTP Sockets API
The advanced APl may also integrate or use the SCTP sockets API. The
followi ng functions that are defined for SCTP have functionality
simlar to the basic MPTCP API:
0 sctp_bindx()
0 sctp_connectx()
0 sctp_getladdrs()
0 sctp_getpaddrs()
0 sctp_freeladdrs()
0 sctp_freepaddrs()
The syntax and semantics of these functions are described in [13].
A potential objective for the advanced APl is to provide a consistent

MPTCP and SCTP interface to the application. This is left for
further study.
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