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An I nformati on Mbdel for Kerberos Version 5
Abst ract

Thi s docunment describes an informati on nodel for Kerberos version 5
fromthe point of view of an adm nistrative service. There is no
standard for adm nistrating a Kerberos 5 Key Distribution Center
(KDC). This docunent describes the services exposed by an

adm nistrative interface to a KDC.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6880.
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1. Introduction

The Kerberos version 5 authentication service described in [ RFC4120]
describes how a Key Distribution Center (KDC) provides authentication
to clients. RFC 4120 does not stipulate how a KDC i s nmanaged, and
several "kadnin" servers have evol ved since RFC 4120 was witten.
Thi s docunent describes the services required to adninister a KDC and
the underlying information nodel assuned by a kadm n-type service.

The information nodel is witten in terns of "attributes" and either
"services" or "interfaces", but the use of these particular words
must not be taken to inply any particul ar nodeling paradigm Neither
an object-oriented nodel nor a Lightweight Directory Access Protoco
(LDAP) [ RFC4510] schemm is intended. The author has attenpted to
describe, in prose, the intended senmantics and syntax of the
conponents of the nodel. For instance, an LDAP schena based on this
nmodel will be nore precise in the expression of the syntax while
preserving the semantics of this nodel.
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I mpl ement ati ons of this docunent MAY decide to change the nanes used
(e.g., principal Name). |If so, an inplementati on MJUST provi de a name-
to-name mapping to this docunment. 1In particular, schema | anguages
may have different typographical conventions, e.g., the use of an
uppercase letter (as seen in canel Case) versus the use of ' ' and '-’
to separate 'words’ in a nane. |Inplenentations MJST call out such
conventions explicitly.

I mpl enent ati ons of this docunent MJUST be able to support default
val ues for attributes and have the ability to specify syntax for
attribute val ues

2. Requirenents Notation

Thi s docunent uses the standard key words ("MJST", "MJST NOT",

"REQUI RED", "SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT",

" RECOMMVENDED', "MAY", and "OPTIONAL") that are defined in [ RFC2119],
but with nodifications to those definitions as described below. The
reason for this (which was discussed extensively in the Kerberos

wor ki ng group) is as foll ows:

Thi s docunment describes an information nodel for Kerberos 5, but it
does not directly describe any mapping onto a particular schema or
nmodel i ng | anguage. Hence, an inplenentation of this nodel consists
of a mapping to such a |l anguage, e.g., an LDAP or SQ@ schena
Therefore, the standard normative key words require precise
definition.

The ternms "MJUST" and "REQUI RED' nean that a schenm inplenenting this
nmodel must have a way to represent a feature (i.e., that it is
mandatory to inplenment it in the schema), but that, unless otherw se
specified, the feature may represent an optional element in the
chosen schema definition | anguage.

However, "MJST" also neans that a KDC or administrative interface
i mpl ementing this informati on nodel has to provide the feature and
associ at ed behavi or consistent with the schema

For instance, principal Name (see Section 4.1.1.1) represents the nane
of a principal. 1In an LDAP schema (for instance), this may be
represented as an optional attribute even though all KDCs

i mpl ementing this specification nmust support this attribute.

The ternms "MAY" and "OPTIONAL" mean that it is optional for a KDC or
adm nistrative interface inplenenting this information nodel to
inmplement this feature. These terns also nean that inplenmenting the
feature in the schena is optional

Johansson St andards Track [ Page 4]



RFC 6880 KDC | nformati on Model March 2013

I mpl ementers of the schema should be aware that, unless the schema
definition can represent critical but optional elenments, |anguage
confusion may arise when optional elenents are used but not
understood by all inplenentations in a particul ar depl oynent.

The expression "MJST NOT be OPTIONAL" neans that it is mandatory that
a feature be inplenmented ("MJST" per the definition in [RFC2119]) and
additionally that it rmust not be marked as optional in the schema

| anguage. |In particular, this expression means that the feature is
bot h mandatory to inplenent and nmust be present in al

representations of the object to which it applies.

The ternms "SHOULD' and "RECOMMVENDED' nean that the consequences of
not inplenenting the feature as if it were described with the "MJST"
keyword must be carefully wei ghed before choosing a different course.
In particular, these terns inply that interoperability concerns may
arise fromnot follow ng the recommrended practice in schema that

i npl ement this nodel.

Context will determ ne whether the "SHOULD' key word applies to the
schema, to the underlying behavior of the KDC, or both. For

i nstance, when this docunent states that principallsD sabled (see
Section 4.1.1.4) SHOULD default to FALSE, this statenment inplies both
a recommendation for the behavior of KDCs as well as a reconmendation
for the representation of that behavior in schem

3. I nformati on Model Demarcation

The information nodel specified in Section 4 describes objects, their
properties, and the rel ationshi ps between the objects. These

el ements conprise an abstract view of the data represented in a KDC
It is inportant to understand that the information nodel is not a
schema. In particular, the way objects are conpared for equality
beyond that which is inplied by the specification of a syntax is not
part of this specification, nor is the ordering specified between the
el ements of a particul ar syntax.

Further work on Kerberos will undoubtedly pronmpt updates to this
informati on nodel to reflect changes in the functions performed by
the KDC. Such extensions to the information nodel should al ways use
a nornmative reference to the relevant RFCs in detailing the change in
KDC function

Thi s nodel describes a nunber of elements related to password policy
managenent. Not all of the elements in this nodel are unique to
Kerberos. For exanple, an LDAP inplenmentation of this nodel should
i ncorporate existing LDAP schema where functional overlap exists,
rather than defining additional Kerberos-specific el ements.

Johansson St andards Track [ Page 5]



RFC 6880 KDC | nformati on Model March 2013

4. Information Mdel Specification
4.1. Principal

The fundanental entity stored in a KDCis the principal. The
principal is associated with keys and generalizes the "user" concept.
The principal MIST be inplenented in full and MJST NOT be OPTIONAL in
an i npl erent ati on

4.1.1. Principal: Attributes

4.1.1.1. principal Nane
The princi pal Name MJST uniquely identify the principal within the
adm nistrative context of the KDC. The princi pal Nane MJST be
equi valent to the string representation of the principal nane (see
Section 2.1.1 of [RFC1964]), including, if applicable for the nane
type, the realm

The attribute MAY be multivalued if the inplenentation supports

al i ases, enterprise nanes, or both. 1In this case, exactly one of the
princi pal Nane val ues MAY be designhated as the canoni cal
principal Nanme. |f the inplenentation supports encryption types

(enctypes) that require salt, exactly one of the values of
princi pal Namre MAY be designated as the canonical salting
pri nci pal Nare.

I npl enentations (i.e., schenmm) that support enterprise nanes,
al i ases, or both, SHOULD provide for efficient |ookup of principal
obj ects based on the alias or enterprise nane.

4.1.1.2. principal Not UsedBef or e
The principal MIUST NOT be used before this date. The syntax of the
attribute MJUST be Internet date/tinme format from [RFC3339]. The
attribute MJST be singl e-val ued.

4.1.1.3. principal Not UsedAft er
The principal MIUST NOT be used after this date. The syntax of the
attribute MJUST be Internet date/tinme format from [RFC3339]. The
attribute MJST be singl e-val ued.

4.1.1.4. principallsbi sabled

A bool ean attribute used to disable a principal. The attribute
SHOULD default to bool ean FALSE.
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4.1.1.5. principal Last Credenti al ChangeTi ne

This single-valued attribute contains the time of the | ast successfu
change of credentials (e.g., password or private key) associated with
this principal. The syntax of the attribute MJUST be Internet
date/time format from [ RFC3339].

4.1.1.6. principal CreateTi ne

This single-valued attribute contains the tinme and date when this
principal was created. The syntax of the attribute MJST be Internet
date/time format from [ RFC3339].

4.1.1.7. principal Modi fyTi ne

This single-valued attribute contains the tinme and date when this
principal was |last nodified, excluding changes to credentials. The
syntax of the attribute MJUST be Internet date/tine format from

[ RFC3339] .

4.1.1.8. principal Maxi munili cket Li feti ne

This single-valued attribute contains the tine, in seconds,
representing the maximumlifetime of a ticket issued for this
princi pal .

4.1.1.9. principal Maxi munRenewabl eTi cket Li feti me

This single-valued attribute contains the delta tinme, in seconds,
representing the maxi mum anmount of tinme a ticket nay be renewed for
this principal.

4.1.1.10. principal All owedEnct ype

This OPTIONAL nultivalued attribute lists the enctypes all owed for
this principal. |If enpty or absent, any enctype supported by the
i mpl ementation is allowed for this principal

This attribute is intended as a policy attribute and restricts al
uses of enctypes, including server, client, and session keys. Data
nodel s MAY choose to use policy objects in order to represent nore
conpl ex deci si on nechani sns.

4.1.2. Principal: Associations
Each principal MAY be associated with O or nore KeySets and MAY be

associated with O or nore Policies. The KeySet is represented as an
object in this nodel, because it has attributes associated with it
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(the key version nunber). |In typical situations, the principal is
associated with exactly one KeySet, but inplenentations MJUST NOT
assune this case. That is, an inplenmentation of this standard MJST
be able to handle the general case of nultiple KeySets associ ated
with each principal. Miltiple KeySets may, for instance, be usefu
when performng a key rollover for a principal

4.2. KeySet

In Kerberos, principals are associated with zero or nore symetric
secret keys, and each key has a key version nunber (kvno) and an
enctype. In this nodel, we group keys by kvno into KeySet objects.
A principal can have zero or nore KeySet objects associated with it,
each of which MJUST have one or nore keys. Each KeySet is associated
with exactly one principal. A schema derived fromthis nodel MAY

|l ack a direct anal ogue of KeySet, as described in this docunent.

It is expected that nost Kerberos inplenentations will use a special -
purpose interface for setting and changi ng princi pal passwords and
keys.

If a server supports an enctype for a principal, that enctype nust be
present in at |east one key for the principal in question. For any
gi ven enctype, a KeySet MJST NOT contain nore than one key with that
enct ype.

The security of Kerberos 5 depends absolutely on the confidentiality
and integrity of the key objects stored in the KDC. |Inplenentations
of this standard MJUST facilitate, to the extent possible, an
administrator’s ability to place nore restrictive access controls on
KeySets than on other principal data, and to arrange for nore secure
backup for KeySets.

4.2.1. KeySet: Attributes

4.2.1.1. kvno

The key version nunber. This is a single-valued attribute containing
a non-negative integer. This nunber is increnmented by one each tine
a key in the KeySet is changed.

4.2.2. KeySet: Associations

Each KeySet MJST be associated with a set of one or nore Keys.
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4.3. Key
I mpl enent ati ons of this nodel MJUST NOT force keys to be represented.
That is, a schema that REQUI RED a key to be present would not neet
this constraint.

4.3.1. Key: Attributes

4.3.1.1. keyEncryptionType
The enctype SHOULD be represented as an enuneration of the enctypes
supported by the KDC using the string nanme ("encryption type") of the
enctype fromthe | ANA registry of Kerberos Encryption Type Nunbers.
One exanple is "aes128-cts-hnmac-shal-96".

4.3.1.2. keyVal ue

The binary representation of the key data. This MJST be a single-
val ued octet string.

4.3.1.3. keySaltVal ue

The binary representation of the key salt. This MJST be a single-
val ued octet string.

4.3.1.4. keyStringToKeyPar amnet er
This MJUST be a single-valued octet string representing an opaque
paraneter associated with the enctype. This paraneter is specified
using the string-to-key nmethod defined in Section 3 of [RFC3961].

4.3.1.5. keyNot UsedBef ore
The key MUST NOT be used before this date. The syntax of the
attribute MJST be semantically equivalent to the standard | SO date
format ([ RFC3339]). This attribute MJST be singl e-val ued.

4.3.1.6. keyNot UsedAfter
The key MUST NOT be used after this date. The syntax of the
attribute MJST be semantically equivalent to the standard | SO date
format ([ RFC3339]). This attribute MJST be singl e-val ued.

4.3.1.7. keylsDi sabl ed
This is a boolean attribute that SHOULD be set to FALSE by default.

If this attribute is TRUE, the key MJST NOT be used. The
keyl sDi sabled attributed is used to tenporarily disable a key.
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4.3.2. Key: Associations
None

4.3.3. Key: Renmarks
The security of the keys is an absolute requirenment for the operation
of Kerberos 5. |If keys are inplenented, adequate protection from

unaut hori zed nodi fication and di scl osure MJUST be available and is
REQUI RED of the inplenmentation.

4.4. Policy
| mpl enent ati ons SHOULD i npl enent policies, but MAY allow themto be
OPTI ONAL. The policy should be thought of as a "typed hole", i.e.,
as an opaque binary value paired with an identifier of the type of

data contained in the binary value. Both attributes (type and val ue)
must be present.

4.4.1. Policy: Attributes
4.4.1.1. policyldentifier

The policyldentifier MJST be globally unique. Possible types of
i dentifiers include:

0 An Object ldentifier (OD) [RFC4517]
o A URI [RFC3986]
0o A UU D [RFC4122]
I mpl enentati ons of this specification are expected to assign globally
unique identifiers to the list of the standard policy belowin
accordance with best practices for identifier managenent for the
schenma | anguage used.

4.4.1.2. policylsCritica
This bool ean attribute indicates that the KDC MIST be able to
correctly interpret and apply the policy for the principal to be
used.

4.4.1.3. policyContent
Thi s optional single opaque binary value is used to store a

representation of the policy. 1In general, a policy cannot be fully
expressed using attribute-value pairs. The policyContent is OPTI ONAL
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in the sense that an inplenmentation MAY use it to store an opaque
value for the policy types that are not directly representable in
that inplenmentation.

4.4.1.4. policyUse

This optional single enunerated string value is used to describe the
use of the policy. Inplenentations SHOULD provide this attribute and
MJUST (if the attribute is inplenented) describe the enunerated set of
possi ble values. The intent is that this attribute provide an
initial context-based filtering.

4.4.2. Mandatory-to-Inplenment Policy

Al'l inplementations that represent policy objects MIST be able to
represent the policies listed in this section. |Inplenentations are
not required to use the sanme underlying data representation for the
pol i cyContent binary value, but SHOULD use the same O Ds as the
policyldentifier. |In general, the expression of policy may require a
Turing-conpl ete | anguage. This specification does not attenpt to
nmodel policy-expression | anguage.

4.4.2.1. Password Quality Policy

Password quality policy controls the requirenents placed by the KDC
on new passwor ds.

4.4.2.2. Password Managenent Policy
Passwor d managenent policy controls how passwords are changed
4.4.2.3. Keying Policy
A keying policy specifies the association of enctypes with new
principals. For exanple, when a principal is created, one of the
appl i cabl e keying policies is used to deternmine the set of keys to
associate with the principal

4.4.2.4. Ticket Flag Policy

A ticket flag policy specifies the ticket flags allowed for tickets
i ssued for a principal

5. Inplenmentation Scenarios
There are several ways to inplenent an adm nistrative service for

Kerberos 5 based on this information nodel. 1In this section, we |ist
a few of them
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5.1. LDAP Backend to KDC

G ven an LDAP schema inplementation of this information nodel, it
woul d be possible to build an adnministrative service by backendi ng
the KDC to a directory server where principals and keys are stored.
Using the security mechani sms avail able on the directory, server keys
are protected from access by anyone apart fromthe KDC

Admi ni stration of the principals, policy, and other non-key data is
done through the directory server, while the keys are nodified using
the set/change password protocol [PASSWORD) .

5.2. LDAP Frontend to KDC

An alternative way to provide a directory interface to the KDCis to
i mpl ement an LDAP frontend to the KDC that exposes all non-key
objects as entries and attributes. As in the exanple above, all keys
are nodified using the set/change password protocol [PASSWORD]. In
this scenario, the inplenentation would typically not use a
traditional LDAP inplementation, but would treat LDAP as a protoco

to access data in the native KDC dat abase.

5.3. SOAP

G ven an XM schena inplenmentation of this information nodel, it
woul d be possible to build a SOAP interface to the KDC. This
situation denonstrates the value of creating an abstract information
nmodel that is mappable to nmultiple schema representations.

5.4. NETCONF

Gven a YAML (YAML Ain’t Markup Language) inplenentation of this

i nformati on nodel, it would be possible to create a NETCONF- based
interface to the KDC, enabling managenent of the KDC from standard
net wor K managenent applicati ons.

6. Security Considerations

Thi s docunent describes an abstract information nodel for Kerberos 5
The Kerberos 5 protocol depends on the security of the keys stored in
the KDC. The nodel described here assunes that keys MJST NOT be
transported in the clear over the network and furthernore that keys
be treated as wite-only attributes that SHALL be nodified (using the
adm nistrative interface) only by the change-password protoco

[ PASSVORD .

Exposi ng the object nodel of a KDC typically inplies that objects can

be nodified, deleted, or both. In a KDC, not all principals are
created equal. For instance, deleting krbtgt/EXAMPLE. COMGEXAMPLE. COMV
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8.

8.

effectively disables the EXAMPLE. COM real m Hence, access control is
paranount to the security of any inplenentation. This docunent does
not mandate access control. This situation inplies only that access
control is beyond the scope of the standard i nformation nodel, i.e.,
that access control nmay not be accessible via any protocol based on
this nodel. |f access control objects are exposed via an extension
to this nodel, the presence of access control may in itself provide
poi nts of attack by giving away information about principals that
have el evated rights.
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