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1. Introduction

The NEA architecture [RFC5209] defines a system for communicating
posture between a client, where it is collected, and server, where it
is assessed. Posture is configuration and/or status of hardware or
software on an endpoint as it pertains to an organi zation's security
policy. This docunent specifies PT-TLS, a TLS-based Posture
Transport (PT) protocol protected by a TLS channel

NEA protocols are intended to be used for pre-admn ssion assessment of
endpoints joining the network and to assess endpoints al ready present
on the network. 1In order to support both usage nodels, two different
types (or bindings) of PT protocols are necessary to operate before
and after the endpoint has an assigned |P address and ot her network-
| ayer information. This specification focuses on the PT protoco
used to assess endpoints already present on the network and thus is
able to use TCP/IP-based transport protocols. NEA has defined

anot her protocol called PT-EAP [PT-EAP] to address assessment prior
to the endpoi nt having an assigned | P address.

The Posture Transport protocol in the NEA architecture [ RFC5209] is
responsi ble for transporting Posture Broker (PB-TNC [ RFC5793])

bat ches, often containing Posture Attributes (PA-TNC [ RFC5792]) over
the network between the Posture Transport Cient component of the NEA
Client and the Posture Transport Server conponent of the NEA Server
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The PT protocol also offers strong security protections to ensure
that the exchanged nessages are protected froma variety of threats
fromhostile internediaries.

1.1. Prerequisites

Thi s docunment does not define an architecture or reference nodel
Instead, it defines one binding of the PT protocol that works within
the reference nodel described in the NEA Overvi ew and Requirenents
specification [ RFC5209]. The reader is assuned to be thoroughly
famliar with [ RFC5209]. The NEA worki ng group conpared the
functionality described in this specification with the requirenents
in [RFC5209] and found that each applicable requirenent was

addr essed.

1.2. Message Di agram Conventi ons

Thi s specification defines the syntax of PT-TLS nessages using

di agrans. Each diagram depicts the format and size of each field in
bits. Inplenentations MJUST send the bits in each diagramas they are
shown, traversing the diagramfromtop to bottomand then fromleft
to right within each line (which represents a 32-bit quantity)
Multi-byte fields representing nunmeric values nmust be sent in network
(bi g endi an) byte order.

Bit field (e.g., flag) values are described referring to the position
of the bit within the field. These bit positions are nunbered from
the nost significant bit through the |east significant bit, so a
one-octet field with only bit 0 set has the val ue 0x80.

1.3. Conventions Used in This Docunent

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
RFC 2119 [ RFC2119].

1.4. Conpatibility with O her Specifications

One of the goals of the NEA effort is to deliver a single set of
endpoi nt assessnent standards, agreed upon by all parties. For this
reason, the authors understand that the Trusted Conputing G oup (TCG
will be replacing its existing posture transport protocols with new
versions that are equivalent to and interoperable with the NEA

speci fications.
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Desi gn Consi derati ons

Thi s section discusses sone of the key design considerations for the
PT protocol. This docunent specifies the PT binding for use when
perform ng an assessnent or reassessnent after the endpoi nt has been
admitted to the network and is capable of using TCP/IP to comunicate
with the NEA Server. |If the endpoint does not yet have TCP/IP-|ayer
access to the NEA Server (and vice versa), the endpoint can use the
PT- EAP (Posture Transport (PT) Protocol for Extensible Authentication
Prot ocol (EAP) Tunnel Methods) protocol when perform ng an
assessnent .

Because the endpoint has TCP/I P access to the NEA Server (potentially
on a restricted portion of the network), the NEA Cient and NEA
Server have the ability to establish (or re-use) a reliable TCP/IP
connection in order to performthe assessnment. The TCP/IP connection
enabl es the assessnent to occur over a relatively high-perfornmance,
reliable channel capable of supporting multiple roundtrip nessage
exchanges in a full-duplex manner. These connection properties are
very different fromwhat is available when the endpoint is initially
joining the network (e.g., during an 802. 1X-based assessnent);
therefore, the design described in this specification follows a
different path to maxim ze the benefits of the underlying TCP/IP
connecti on.

1. Benefits of TCP/IP Connectivity

The PT protocol over TLS is typically able to offer to the NEA dient
and NEA Server significantly higher quality of service and
flexibility of operation than PT-EAP. However, there may be sone
added risks when the endpoint is on the network prior to its initial
assessnent (if no admi ssion tine assessnent had been perforned).
Because of these risks, the conbi ned use of an EAP-based assessnent
during adm ssion foll owed by reassessment using TCP/IP may be
appropriate in sone environnents.

Some of the benefits to having a TCP/I P-based transport during an
assessnent incl ude:

o Full-Duplex Connectivity - used to support asynchronous initiation
of posture exchanges within a single TLS connection (e.g.,
triggered by alerts of posture or policy changes)

0 High Bandwidth - potentially nuch hi gher bandw dth than ot her
transports (e.g., EAP), allow ng nore in-band data (e.g.
renedi ati on, verbose posture information)
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0 Large Messages - ability to send very large Posture Attribute
messages without directly fragnenting them (underlying carrier
protocol may introduce fragnmentation)

o Bidirectional - NEA Cient and NEA Server can initiate an
assessnent or reassessnent

o Miltiple Roundtrips - NEA dient and NEA Server can exchange
nuner ous nmessages w thout fear of infrastructure tinmeouts.
However, the entire exchange should be kept as brief as possible
if the user has to wait for its conpletion

2. Leveraging Proven TLS Security

Al'l PT protocol bindings nmust be capabl e of providing strong
authentication, integrity, and confidentiality protection for the

PB- TNC bat ches. Rather than define a new protocol over TCP/IP to
provi de adequate protection, this specification requires the use of
Transport Layer Security [RFC5246] to secure the connection. TLS was
sel ected because it’s a widely deployed protocol with parall el
protections to a nunber of the EAP tunnel methods, and it neets al

of the security requirenents.

3. TLV-Based Message Encapsul ation

The design of the PT-TLS protocol is based upon the use of a

type-1l ength-value (TLV)-oriented protocol nessage that identifies the
type of nessage, the nessage’'s length, and a potentially variabl e-

| ength payl oad value. The use of a TLV-oriented encodi ng was chosen
to match the Internet standard PA-TNC and PB-TNC protocols. Because
the PA-TNC, PB-TNC, and PT-TLS protocols are typically inplenented

i nside the same process space, this allows a common set of nessage-
parsing code to be used. Simlarly, creation of debugging tools is
sinmplified by the common encodi ng et hodol ogi es. TLV-based encodi ng
was used in each of the NEA protocols in part because it enables a
very space-efficient representation on the network and is sinpler to
parse than some other encodings to benefit |ower-powered (or battery
constrai ned) devices.

4. No Change to Base TLS Protoco

During the design of the PT-TLS protocol, several approaches were
considered with different costs and benefits. Several considered
approaches invol ved integrating the PT protocol into the TLS
handshake protocol. Because the PT protocol requires the underlying
TLS carrier to provide security protections, the PT protocol couldn't
operate before the cipher suites were negotiated and in use. One
option was to integrate into the TLS handshake protocol after the
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ChangeCi pher Spec phase, allowi ng the PT nmessage to be protected. The
benefit of this approach is that the assessnent protocol could
operate bel ow the application protocols, allow ng for easier
integration into applications. However, naking this change woul d
require sone extensions to the TLS handshake protocol standards and
exi sting widely deployed TLS inpl enentations, so it wasn't clear that
the cost was warranted, particularly because the application

i ndependence can al so be offered by a shimlibrary between the
application and TLS library that provides the PT protoco
encapsul ati on/ decapsul ati on.

The ot her general approach considered was to have PT-TLS |layer on top
of TLS as an application protocol (using the standard
application_data ContentType). This has the advantage that existing
TLS software could be used. However, the PB-TNC traffic woul d need
to be encapsul at ed/ decapsul ated by a new PT-TLS protocol |ayer before
bei ng passed to the TLS library. This didn’t seemlike a significant
issue, as PB-TNC is architected to layer on PT anyway.

After considering the different options, it was determn ned that

| ayering the PT protocol on top of the TLS protocol w thout requiring
current TLS protocol inplenentations to change net all the
requirenents and offered the best path toward rapid adoption and

depl oynent. Therefore, the followi ng sections describe a PT protoco
that is carried on top of TLS

3. PT- TLS Pr ot ocol

This section specifies the PT-TLS protocol, a Posture Transport (PT)
protocol carried by the Transport Layer Security (TLS) protocol over
a TCP/IP network. As shown in Figure 1, this protocol runs directly
on top of TLS as an application. This means PT-TLS is encapsul at ed
within the TLS Record Layer protocol using the standard Content Type
for applications (application_data).

o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo— o on +
| TLV Encapsul ati on of PB-PA message |
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmamao o +
| TLS |
o ot o o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e me oo - o +
I TCP I
o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeo— o on +

Figure 1. PT-TLS Layering Model
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3.1. Initiating a PT-TLS Session

The PT-TLS protocol may be initiated by a Posture Transport Cient or
a Posture Transport Server. This flexibility supports different use
cases. For exanple, a Posture Transport Client that wi shes to
trigger a NEA assessnment to determine whether its security posture is
good can start up a PT-TLS session and request a posture assessnent.
On the other hand, when an endpoi nt requests access to a protected
network or resource, a Posture Transport Server can start up a PT-TLS
session and perform a posture assessnment before deciding whether to
grant access.

The party that initiates a PT-TLS session is known as the "PT-TLS
Initiator". The other party in the session (which receives the
request to open a PT-TLS session) is known as the "PT-TLS Responder”.

3.1.1. Issues with Server-Initiated PT-TLS Sessi ons

In order for a NEA Server to establish a PT-TLS session, the NEA
Client needs to be listening for a connection request on a TCP port
known by the NEA Server. |In many depl oynents, the security policies
of an endpoint (e.g., firewall software) or the security policies of
a network (e.g., firewall devices) are designed to mnimze the
number of open inbound TCP/UDP ports that are available to the
network to reduce the potential attack footprint. This is one issue
that makes it difficult for a NEA Server to initiate a PT-TLS

sessi on.

Anot her issue with this scenario involves X 509 certificates. Wen
the NEA Server creates a TLS session to the NEA Cient, the NEA
Client is effectively acting as the TLS server during the TLS

prot ocol exchange. This neans the NEA Client would typically need to
possess an X. 509 certificate to protect the initial portion of the
TLS handshake. |In situations where the NEA Server initiates the
creation of the TLS session, both the NEA Cient and NEA Server MJST
possess X. 509 certificates to fully authenticate the session. For
many depl oynments, provisioning X 509 certificates to all NEA dients
has scalability and cost issues; therefore, it is recomended that
the NEA Cdient not listen for connection requests fromthe NEA Server
but instead establish and maintain a TLS session to the NEA Server
proactively, so either party can initiate an assessnent using the
preexi sting TLS session as required.

In nost cases, the traditional nmethods of server certificate ID
validation will not apply when the NEA Server initiates the
connection. In this case, the NEA Cient and Server need to foll ow
the certificate path validation rules in RFC 5280 [ RFC5280]. In
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addition, each side needs to be able to authorize its peer based upon
mat chi ng Subj ect and Subject AltNane fields for certificates issued by
a particular trust anchor.

Therefore, NEA Cients SHOULD be capabl e of establishing and hol di ng
open a TLS session with the NEA Server inmmedi ately after obtaining
network access. A NEA Cient MAY listen for connection requests from
the NEA Server and establish a new PT-TLS sessi on when one does not
al ready exist. Because of the potential added complexity, a NEA
Client’s support for accepting i nbound PT-TLS connections is optiona
to inplenent. Having an existing PT-TLS session allows either party
toinitiate an assessnent without requiring the NEA dient to be
listening for new connection requests. |In order to keep the TLS
session alive, the NEA Cient and NEA Server SHOULD be capabl e of
supporting the TLS heartbeat protocol [RFC6520].

3.1.2. Establish or Re-Use Existing PT-TLS Sessi on

A single PT-TLS session can support multiple NEA assessnents, which
can be started by either party (the PT-TLS Initiator or the PT-TLS
Responder). The party that starts a NEA assessnent is known as the
"assessnment initiator", and the other party is known as the
"assessnment responder".

If the assessnent initiator already has a PT-TLS session to the
assessnent responder, the initiator can re-use this session;
ot herwi se, a new PT-TLS session needs to be established.

3.2. TCP Port Usage

In order for a PT-TLS Initiator to establish a TCP connection to a
PT- TLS Responder, the initiator needs to know the TCP port number on
whi ch the responder is listening for assessment requests. The | ANA
has reserved TCP port nunber 271 for use by "pt-tls".

3.3. Preventing MTM Attacks wi th Channel Bindi ngs

As described in "The Network Endpoi nt Assessment (NEA) Asokan Attack
Anal ysi s" [RFC6813], a sophisticated Man-in-the-Mddle (MTM attack
can be nounted agai nst NEA systens. The attacker forwards PA-TNC
messages from a heal thy machi ne through an unhealthy one so that the
unheal t hy machi ne can gai n network access. Because there are easier
attacks on NEA systens, |ike having the unhealthy machine |ie about
its configuration, this attack is generally only nounted agai nst
machi nes with an External Measurenent Agent (EMA). The EMA is a
separate entity, difficult to conpronise, that nmeasures and attests
to the configuration of the endpoint.
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To protect against NEA Asokan attacks, the Posture Broker Cient on
an EMA- equi pped endpoi nt shoul d pass the tls-uni que channel binding

[ RFC5929] for PT-TLS s underlying TLS session to the EMA. This val ue
can then be included in the EMA's attestation, and the Posture
Val i dat or responsible for comunicating with the EMA nay then confirm
that the value matches the tls-unique channel binding for its end of
the connection. |If the values match, the posture sent by the EMA and
NEA Client is fromthe same endpoint as the client side of the TLS
connection (since the endpoint knows the tls-unique value), so no
man-in-the-mddle is forwarding posture. |f they differ, the Asokan
attack has been detected. The Posture Validator MJUST fail its
verification of the endpoint if the Asokan attack has been detect ed.

3.4. PT-TLS Message Fl ow
This section discusses the general flow of nessages between the NEA
Client’s Posture Transport Cient and the NEA Server’'s Posture
Transport Server in order to perform NEA assessnents using the PT-TLS
pr ot ocol

3.4.1. Assessnent Triggers
Initially, the NEA Cient or NEA Server will decide that an
assessnent is needed. What stinulates the decision to performan
assessnent is outside the scope of this specification, but sone
exanpl es i ncl ude:
0 NEA Server beconing aware of suspicious behavior on an endpoi nt
0 NEA Server receiving new policies requiring i medi ate action
0 NEA Cient noticing a change in |local security posture
0 NEA Cient wishing to access a protected network or resource
Because either the NEA Cient or NEA Server can trigger the
establi shment of the TLS session and initiate the assessnment, this
docunent will use the terns "assessnent initiator" and "assessnent

responder”. This nonenclature allows either NEA conponent to fil
ei ther of the PT-TLS rol es.
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3.4.2. PT-TLS Message Exchange Phases
The PT-TLS nessage exchange occurs in three distinct phases:
0 TLS Setup (including TLS handshake protocol)
0 PT-TLS Negoti ation
o0 PT-TLS Data Transport

The TLS Setup phase is responsible for the establishnment of the TCP
connection and the TLS protections for the PT-TLS nessages. The TLS
Setup phase starts with the establishment of a TCP connection between
the Posture Transport Client and Posture Transport Server. The new
connection triggers the TLS server to start the TLS handshake
protocol to establish the cryptographic protections for the session
Once the TLS Setup phase has conpl eted (after the TLS Fi ni shed
messages), the TLS session MJUST NOT be renegotiated. TLS session
renegoti ati on MAY be used before the TLS Setup phase ends and the

PT- TLS Negoti ati on phase begins. This phase al so enabl es the

est abli shnent of the tls-unique shared secret. The tls-unique shared
secret can later be used by the PA protocol to protect agai nst sone
forms of man-in-the-mddle attacks.

The PT-TLS Negotiation phase is only perforned at the start of the
first assessment on a TLS session. During this phase, the NEA Cdient
and NEA Server discover each other’s PT-TLS capabilities and
establish a context that will apply to all future PT-TLS nessages
sent over the TLS session. The PT-TLS Negoti ati on phase MJST NOT be
repeated after the session has entered the Data Transport phase. NEA
assessnent nessages (PB-TNC batches) MJST NOT be sent by the NEA
Client or NEA Server prior to the conpletion of the PT-TLS

Negoti ati on phase to ensure that the security protections for the
session are properly established and applied to the NEA assessnent
messages.

Finally, the Data Transport phase allows the NEA Cient and NEA
Server to exchange PT nessages under the protection of the TLS
session consistent with the capabilities established in earlier
phases. The exchanged nessages can be a PT-TLS protected NEA
assessnent as described in this specification or other vendor-defined
PT- TLS exchanged nessages.
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3.4.2.1. TLS Setup Phase

After a new TCP connection is established between the Posture
Transport Client and Posture Transport Server, a standard TLS
exchange is perforned to negotiate a commpn security context for
protecting subsequent comunications. As discussed in Section 3.1,
the TCP connection establishment and/or the TLS handshake protoco
could be initiated by either the NEA dient or NEA Server. The npst
common situation would be for the assessnent initiator to trigger the
creation of the TCP connection and TLS handshake, so an assessnent
coul d begin when no session already exists. Wen the NEA Server has
initiated the TLS Setup, the NEA Server is acting as a TLS client and
the NEA dient is the TLS server (accepting the inbound TLS session
request). The expected normal case is that the NEA Client initiates
this phase, so that the NEA Server is acting as the TLS server and
therefore the bootstrapping of the security of the TLS session is
using the NEA Server’'s certificate. Having the NEA Client initiate
the TLS session avoids the need for the NEA Cient to al so possess a
certificate.

During the TLS Setup phase of PT-TLS, the PT-TLS Initiator contacts
the listening port of the PT-TLS Responder and perforns a TLS
handshake. The PT-TLS Responder MJST possess a trustworthy X 509
certificate used to authenticate to the PT-TLS Initiator and used to
bootstrap the security protections of the TLS session. The PT-TLS
Initiator MAY al so use an X. 509 certificate to authenticate to the
PT- TLS Responder providing for a bidirectional authentication of the
PT-TLS session. The NEA Cient MJST provide certificate validation
according to the rules in RFC 5280 when eval uating the server
certificate. The NEA Cient MAY performcertificate revocation
checking on the NEA Server’'s certificate. This specification allows
the NEA Cdient inplenentation to decide on what certificate
revocation technique is to be inplenmented. |If revocation information
is not provided in a TLS handshake extension, then clients performng
certificate validation will require sonme network access (e.g., HITP)
to be allowed during the assessnment. NEA Cient network access to

ot her non-essential services mght be restricted during assessnments

in sone situations. |If the client cannot access the status
information, then its policy may prevent it from conpleting the TLS
handshake.
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In addition, the NEA Cient MJST follow the reconmendations in

RFC 6125 [ RFC6125] when validating the NEA Server domai n name agai nst
the contents of the server certificate, taking into consideration the
followi ng restrictions:

0 Any SRV-1Ds and URI-I1Ds in the certificate are ignored.
0 Use of CN-IDs in certificates is NOT RECOMVENDED.

0 Wldcards MJUST NOT appear in the DNS-ID or CN-1D of a certificate
i dentifying a PT-TLS server.

Details for the reverse direction are given in Section 3.1

Due to depl oynent issues with issuing and distributing certificates
to a potentially | arge nunber of NEA Clients, this specification
allows the NEA Client to be authenticated during the PT-TLS
Negoti ati on phase using other nore cost-effective nethods, as
described in Section 3.8.1. At the conclusion of a successfu
initial TLS Setup phase, the NEA Cient and NEA Server have a
protected session to exchange nessages. This allows the protocol to
transition to the PT-TLS Negoti ati on phase.

3.4.2.2. PT-TLS Negotiation Phase

Once a TLS session has been established between a Posture Transport
Client and Posture Transport Server, the PT-TLS Initiator sends a
Ver si on Request nessage indicating its supported PT-TLS protocol
versi on range. Next, the PT-TLS Responder sends a Version Response
message, which selects a protocol version fromw thin the range

of fered. The PT-TLS Responder SHOULD sel ect the preferred version
offered if supported; otherw se, the highest version that the
responder is able to support fromthe received Versi on Request
message will be used. If the PT-TLS Responder is unable or unwilling
to support any of the versions included in the Versi on Request
message, the responder SHOULD send a Version Not Supported error
nmessage

If no client-side authentication occurred during the TLS Setup phase,
the Posture Transport Server can authenticate the client using PT-TLS
client authentication nessages as described in Section 3.8. The NEA
Server initiates the client authentication and indicates when the

aut hentication is conplete.

VWhen the NEA Cient receives the Sinple Authentication and Security
Layer (SASL) [ RFC4422] Mechanisns list, the NEA Cient responds with
a SASL Mechani sm Sel ection TLV indicating the nmethod of

aut hentication to be used. Upon selecting an appropriate SASL
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mechani sm the NEA Cient and Server exchange SASL-nechani smspecific
messages in order to authenticate the NEA Client. Wen the client
aut henti cati on successfully conpletes and no additiona

aut hentications are required (as indicated by the NEA Server sending
an enpty SASL Mechanisns list), the PT-TLS session transitions into
the Data Transport phase, where it will remain for the duration of
the session. Note that the NEA Server could choose to not
authenticate the client (indicated by only sending an enpty SASL
Mechani sns list) or to continue performng a posture assessment even
if the authentication did not conplete successfully.

3.4.2.3. PT-TLS Data Transport Phase

Once a PT-TLS session is available to carry NEA assessnents, PT-TLS
all ows either side of the connection to send the first PB-TNC batch.
The PB-TNC st andard prescri bes whether the Posture Broker Cdient or
Posture Broker Server starts the assessment. The assessnent
initiator first envel opes the PB-TNC batch in a PT-TLS nessage, then
assigns a nmessage identifier to the nmessage and finally transmts it
over the session. The assessnment responder validates the PT-TLS
message and delivers the encapsul ated PB-TNC batch to its upstream
conmponent (Posture Broker Cient or Server).

Most PT-TLS nessages contain PB-TNC batches that house PA-TNC
requests for posture information or a response containing the
requested posture information. The Posture Transport Cient and
Posture Transport Server may al so exchange nmessages between them
such as a PT-TLS Error nessage indicating that a problem occurred
processing a nessage. During an assessnent, the Posture Transport
Client and Server nerely encapsul ate and exchange the PB- TNC bat ches
and are unaware of the state of the assessnent.

The PT-TLS protocol allows either party to send a PT-TLS nessage at
any tinme, reflecting the full-duplex nature of the underlying TLS
session. For exanple, an assessnent initiator nmay send severa

PT- TLS nessages prior to receiving any responses fromthe assessnent
responder. Al inplenmentations of PT-TLS MJUST support full-duplex
PT- TLS nmessage exchange. However, sone hi gher-layer NEA protocols
(e.g., PB-TNC) may not be able to fully make use of the full-duplex
message exchange

3.4.3. TLS Requirenents

In order to ensure that strong security is always available for

depl oyers and to inprove interoperability, this section discusses
sonme requirenments on the underlying TLS transport used by PT-TLS
Whenever TLS is used by this specification, the appropriate version
(or versions) of TLS will vary over tine, based on the w despread

Sangster, et al. St andards Track [ Page 14]



RFC 6876 PT-TLS February 2013

depl oynent and known security vulnerabilities. At the time of this
witing, TLS version 1.2 [RFC5246] is the nost recent version, but it
has a very limted depl oynent base and m ght not be readily avail able
for inplementation. TLS version 1.0 [ RFC2246] and version 1.1

[ RFC4346] are the npbst wi dely depl oyed versions and will provide the
broadest interoperability. |Inplenentations of PT-TLS SHOULD support
use of TLS 1.2.

For each TLS version supported, inplementations of the PT-TLS
protocol MJUST at | east support the TLS RSA WTH AES 128 CBC SHA

ci pher suite. This cipher suite requires the server to provide a
certificate that can be used during the key exchange.

| mpl enent ati ons SHOULD NOT i ncl ude support for cipher suites that do
not mnimally offer PT-TLS Responder (typically Posture Transport
Server) authentication, such as the anonynous Diffie-Hellman cipher
suites (e.g., TLS DH anon W TH AES 128 CBC SHA). Inplenentations
MUST support RFC 5746 [RFC5746]. |Inplenentations MAY al |l ow
renegotiation to provide confidentiality for the client certificate.
If renegotiation is allowed, inplenmentations need to select the
appropri ate handshake nessages as described in RFC 5929 for the
tls-uni que val ue.

3.5. PT-TLS Message For nmat

This section describes the format and semantics of the PT-TLS
message. Every nessage sent over a PT-TLS session MJST start with
the PT-TLS header described in this section.

The PT-TLS header format is as foll ows:

1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Reserved | Message Type Vendor |ID |
R e s T o T S R El ok i R e e S S e o o s
| Message Type |
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| Message Length |
B i s T T i i o S o T Ji I
| Message |dentifier |
R e s T o T S R El ok i R e e S S e o o s
| Message Value (e.g., PB-TNC Batch) . . . |
R e o T T e S S T ol S i T S s ik i I S I S S R S R

Reserved

Reserved for future use. This field MJUST be set to O on
transm ssion and ignored upon reception.
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Message Type Vendor |D

This field indicates the owner of the nanespace associated with
the nmessage type. This is acconplished by specifying the 24-bit
Structure of Managenent Information (SM) Private Enterprise
Nunber [PEN] (Vendor I1D) of the party who owns the nessage type
namespace. Consistent with PA-TNC and PB-TNC, we depend on the
PEN fitting in 24 bits, so if 1ANA were to register a w der PEN,
then that PEN could not be used with NEA. | ETF nanespace PT-TLS
Message Types MUST use zero (0) in this field. For nore

i nformati on about the intended use of NEA nanespace identifiers,
see the PA-TNC specification (RFC 5792), Sections 2.1 and 2. 2.

The PT-TLS Message Type Vendor |ID Oxffffff is reserved. Posture
Transport Clients and Servers MJST NOT send PT-TLS nessages in
whi ch the PT-TLS Message Type Vendor ID has this reserved val ue
(oxffffff). |If a Posture Transport Cient or Posture Transport
Server receives a nmessage containing this reserved val ue
(oxffffff) in the PT-TLS Message Type Vendor |ID, the recipient
SHOULD respond with an Invalid Paraneter error code in a PT-TLS
Error message.

Message Type

This field defines the type of the PT-TLS nessage within the scope
of the specified Message Type Vendor ID that is included in the
Message Value field. The specific |ETF-defined val ues all owabl e
inthis field when the Message Type Vendor IDis the | ETF SM
Private Enterprise Nunber value (0) are defined in Section 3.6.
Reci pi ents of a nmessage containing a Message Type Vendor ID and a
message type that is unrecogni zed SHOULD respond with a Type Not
Supported error code in a PT-TLS Error message.

Posture Transport Cients and Posture Transport Servers MJST NOT
require support for particular vendor-defined PT-TLS Message Types
in order to interoperate with other PT-TLS conpli ant

i npl ement ations (although inplenmentations MAY pernit

adm nistrators to configure themto require support for specific
vendor - defi ned PT-TLS Message Types).

If the PT-TLS Message Type Vendor ID field has the value zero (0),
then the PT-TLS Message Type field contains an | ETF nanespace

PT- TLS Message Type, as listed in the ANA registry. | ANA

mai ntains a registry of PT-TLS Message Types. Entries in this
registry are added follow ng the | ANA Specification Required
policy, following the guidelines in Section 6.1. Section 3.6 of
this specification defines the initial set of |ETF-defined PT-TLS
Message Types.
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The PT-TLS Message Type Oxffffffff is reserved. Posture Transport
Clients and Posture Transport Servers MJUST NOT send PT-TLS
messages in which the PT-TLS Message Type has this reserved val ue
(oxffffffff). 1f a Posture Transport Cient or Posture Transport
Server receives a nessage in which the PT-TLS Message Type has
this reserved value (Oxffffffff), it SHOULD respond with an
Invalid Parameter error code in a PT-TLS Error nessage

Message Length

This field contains the length in octets of the entire PT-TLS
message (including the entire header). Therefore, this value MJST
al ways be at least 16. Any Posture Transport Client or Posture
Transport Server that receives a message with a PT-TLS Message
Length field whose value is less than 16 SHOULD respond with an
Invalid Paranmeter PT-TLS Error Code. Simlarly, if a Posture
Transport Client or Posture Transport Server receives a PT-TLS
message for a Message Type that has a known Message Length and the
Message Length indicates a different value (greater or |ess than
the expected value), the recipient SHOUD respond with an Invalid
Par amet er PT-TLS Error Code.

Message ldentifier

This field contains a value that uniquely identifies the PT-TLS
message on a per nessage sender (Posture Transport dient or
Server) basis. This value is copied into the body of the PT-TLS
Error nessage so the recipient can detern ne which nessage caused
the error.

The Message ldentifier MJST be a nonotonically increasing counter
starting at zero indicating the nunber of the messages the sender
has transmitted over the TLS session. It is possible that a busy
or long-lived session m ght exceed 2732-1 nessages sent, so the
message sender MUST roll over to zero upon reaching the 2732nd
message, thus restarting the increasing counter. During a
rollover, it is feasible that the nmessage recipient could be
confused if it keeps track of every previously received Message
ldentifier, so recipients MIST be able to handl e roll over
situations without generating errors.
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3.

6

Message Val ue

The contents of this field vary depending on the particul ar
Message Type Vendor |D and Message Type given in the PT-TLS header
for this PT-TLS nessage. This field nost frequently contains a
PB- TNC batch. The contents of this field for each of the initial

| ETF namespace PT-TLS Message Types are defined in this

speci fication.

| ETF Nanespace PT-TLS Message Types

This section defines the NEA standard PT-TLS Message Types used to
carry PT-TLS nmessages and PB- TNC bat ches between the Posture
Transport Cient and Posture Transport Server.

The followi ng table sunmarizes the initial set of |ETF-defined
nmessage type val ues, which are used with the PT-TLS Message Type
Vendor ID field set to the |ETF SM PEN (0). Note that the | ANA
adm ni sters a PEN value of 0 on behalf of the |IETF. These
descriptions only apply to the | ETF nanespace.

Val ue (Name) Definition

0 (Experinental) Reserved for experinmental use. This
type will not offer interoperability
but allows for experinmentation. This
message type MJST only be sent when the
NEA Cient and NEA Server are in the
Data Transport phase and only on a
restricted, experinmental network.
Conpl i ant inpl enentati ons MJST send an
I nvalid Message error code in a PT-TLS
Error message if an Experinenta
nmessage i s received

1 (Version Request) Ver si on negotiation request including
the range of versions supported by the
sender. This nessage type MJUST only be
sent by the TLS session initiator as
the first PT-TLS nessage in the PT-TLS
Negoti ati on phase. Recipients MJST
send an Invalid Message error code in a
PT-TLS Error nessage if a Version
Request is received at another tinme.
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2 (Version Response)

3 (SASL Mechani sms)

4 (SASL Mechani sm Sel ecti on)

5 (SASL Aut hentication Data)

Sangst er,

et al.

PT-TLS February 2013

PT- TLS protocol version selected by the
responder. This nessage type MJST only
be sent by the PT-TLS Responder as the
second nmessage in the PT-TLS
Negoti ati on phase. Recipients MJST
send an Invalid Message error code in a
PT-TLS Error nessage if a Version
Response is received at another tine.

Sent by the NEA Server to indicate what
SASL mechanisnms it is willing to use
for authentication on this session.

Thi s nmessage type MJST only be sent by
the NEA Server in the PT-TLS

Negoti ati on phase. The NEA dient MJST
send an Invalid Message error code in a
PT-TLS Error nessage if a SASL

Mechani sns nmessage i s received at

anot her time.

Sent by the NEA Client to select a SASL
mechanismfromthe list offered by the
NEA Server. This nessage type MJUST
only be sent by the NEA dient in the
PT- TLS Negoti ati on phase. The NEA
Server MUST send an Invalid Message
error code in a PT-TLS Error nessage if
a SASL Mechani sm Sel ection is received
after the PT-TLS Negoti ati on phase.
Once a SASL nmechani sm has been
selected, it may not change until the
mechani sm conpl etes either successfully
or as a failure.

Opaque octets exchanged between the NEA
Client and NEA Server’s SASL nmechani sns
to performthe client authentication.
Thi s nmessage type MJST only be sent
during the PT-TLS Negoti ati on phase.
Reci pi ents MJST send an Invalid Message
error code in a PT-TLS Error nessage if
a SASL Aut hentication Data nessage is
received after the PT-TLS Negoti ation
phase.
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3.

7

6 (SASL Result) I ndicates the result code of the SASL
mechani sm aut henti cati on as descri bed
in Section 3.8.10. This nessage type
MUST only be sent by the NEA Server
when the NEA Cient and NEA Server are
in the PT-TLS Negotiation phase. The
NEA Client MJST send an Invalid Message
error code in a PT-TLS Error message if
a SASL Result is received after the
PT- TLS Negoti ati on phase

7 (PB-TNC Bat ch) Contains a PB-TNC batch. For nore
i nformati on on PB-TNC bat ches, see
RFC 5793 (PB-TNC) Section 4. This
message type MJST only be sent when the
NEA Cient and NEA Server are in the
PT-TLS Data Transport phase.
Reci pi ents SHOULD send an Invalid
Message error code in a PT-TLS Error
message if a PB-TNC Batch is received
outside of the Data Transport phase.

8 (PT-TLS Error) PT-TLS Error nessage as described in
Section 3.9. This nessage type may be
used during any PT-TLS phase.

9- 4294967294 (Unassi gned) These val ues are for future allocation
foll owi ng gui delines defined in the
| ANA Consi derations section (see
Section 6.1). Recipients of
unsupported nessages in the | ETF
nanespace using a nessage type of 9 to
4294967294 MJIST respond with a Type Not
Supported PT-TLS Error Code in a PT-TLS
Error message

4294967295 Reserved
PT- TLS Versi on Negoti ati on

Thi s section describes the nessage format and senantics for the

PT- TLS protocol version negotiation. This exchange is used by the
PT-TLS Initiator to trigger a version negotiation at the start of an
assessnent. The PT-TLS Initiator MJST send a Versi on Request mnessage
as its first PT-TLS nmessage and MJST NOT send any other PT-TLS
messages on this connection until it receives a Version Response
message or an Error nessage. The PT-TLS Responder MUST conpl ete the
versi on negotiation (or cause an error) prior to sending or accepting
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reception of any additional nessages. After the successfu

compl etion of the version negotiation, both the Posture Transport
Client and Posture Transport Server MJST only send nessages conpliant
with the negotiated protocol version. Subsequent assessnments on the
same session MJST use the negotiated version nunber and therefore
MUST NOT send additional version negotiation messages.

3.7.1. Version Request Message

This nessage is sent by a PT-TLS Initiator as the first PT-TLS
message in a PT-TLS session. This nessage discloses the sender’s

supported versions of the PT-TLS protocol. To ensure conpatibility,
this message MUST al ways be sent using version 1 of the PT-TLS
protocol. Recipients of this message MIST respond with a Version

Response or with a PT-TLS Error message (Version Not Supported or
Invalid Message). The follow ng diagram shows the format of the
Ver si on Request nessage:

1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I

| Reserved | Mn Vers | Max Vers | Pref Vers
i i i T i I S i e s o o i i

Reserved

Reserved for future use. This field MJST be set to 0 on
transm ssi on and i gnored upon reception

Mn Vers

This field contains the m ni mumversion of the PT-TLS protocol
supported by the sender. This field MIST be set to 1 indicating
support for the first version of PT-TLS. However, future versions
of this specification will probably renmove this requirenent, so
PT- TLS Responders MJST be prepared to receive ot her val ues.

Max Vers

This field contains the maxi mumversi on of the PT-TLS protocol
supported by the sender. This field MIST be set to 1 indicating
support for the first version of PT-TLS. However, future versions
of this specification will probably renmove this requirenent, so
PT- TLS Responders MJUST be prepared to receive other val ues.

Sangster, et al. St andards Track [ Page 21]



RFC 6876 PT-TLS February 2013

Pref Vers

This field contains the sender’s preferred version of the PT-TLS
protocol. This is a hint to the recipient that the sender would
like this version selected if supported. The value of this field
MUST fall within the range of Mn Vers to Max Vers. This field
MUST be set to 1 indicating support for the first version of
PT-TLS. However, future versions of this specification wll
probably renove this requirenent, so PT-TLS Responders MJST be
prepared to receive other val ues.

3.7.2. Version Response Message

This nmessage is sent in response to receiving a Version Request
message at the start of a new assessnent session. |If a recipient
receives a Version Request after a successful version negotiation has
occurred on the session, the recipient MJST send an |Invalid Message
error code in a PT-TLS Error nessage and have TLS cl ose the session
Thi s message MJUST be sent using the syntax, semantics, and
requirenents of the protocol version specified in this message.

1 2 3
01234567890123456789012345678901
I S i o T s S S S e s s T
| Reserved | Ver si on |
B i aT T e e o S o S S S I T et sl o ST S S S S S S

Reser ved

Reserved for future use. This field MJST be set to 0 on
transm ssi on and i gnored upon reception

Ver si on

This field contains the version selected by the sender of this
message. The version selected MUST be within the Mn Vers to Max
Vers inclusive range sent in the Version Request nessage. If a
PT-TLS Initiator receives a nessage with an invalid Version

sel ected, the PT-TLS Initiator MJST respond with a Version Not
Supported PT-TLS Error nessage.

3.8. dient Authentication Using SASL

This section includes a description of the nessage format and
semanti cs necessary to performclient authentication (authentication
of the NEA dient) over PT-TLS. Cient authentication could be
necessary if the NEA Server requires such an authentication and it
was not performed during the TLS handshake. The general npdel used
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for performng an authentication of the client using PT-TLS nessages
is tointegrate the Sinple Authentication and Security Layer (SASL)
[ RFC4422] framework. SASL provides a number of standards-based

aut henti cati on nmechani sns capabl e of authenticating the NEA dient
using a variety of base technol ogi es.

Client authentication could occur during the TLS handshake using TLS-
defined authentication techni ques. Because this client

aut hentication is optional, the NEA Server’s policy mght require the
client to be authenticated by PT-TLS before perform ng the
assessnent. Simlarly, the NEA Server may require a PT-TLS

aut hentication even if the NEA Cient was authenticated during the
TLS handshake (e.g., to allow a user authentication after a system

| evel authentication occurred during the TLS handshake). The

deci sion of whether a SASL client authentication is to occur is left
to the NEA Server’s policy.

As discussed in Section 3.1.1, it is possible that the NEA Server may
initiate the TLS session to the NEA Client, thus causing it to fil
the role of TLS client during the TLS handshake. Because the NEA
Server is required to possess an X 509 certificate for those tines
when it is acting as the TLS server (nornal case), PT-TLS requires
that the NEA Server MJST use its X 509 certificate for TLS client
aut hentication during the TLS handshake to authenticate itself even
when it is acting as the TLS client. 1In this case, the NEA dient
and NEA Server will authenticate using certificates during the TLS
handshake, so the PT-TLS SASL client authentication m ght not be
required unl ess NEA Server policy required an additiona
authentication of the NEA Cient. Therefore, the normal usage for
the SASL nmessages is when the NEA Cient acted as the TLS client and
did not authenticate during the TLS handshake.

3.8.1. SASL dient Authentication Requirenents

I mpl enent ati ons conpliant with the PT-TLS specification MJST

i npl ement the PT-TLS client authentication nessages described in this
section. These PT-TLS client authentication nessages are capabl e of
carrying a variety of SASL authentication mechanisns’ exchanges. In
order to ensure interoperability, all PT-TLS inpl enentations
conpliant with this specification MJST at | east support the PLAIN
SASL mechani sm [ RFC4616]. Simlarly, inplenentations MJUST provide
the EXTERNAL SASL mechanismif both parties are authenticated during
the TLS establishnent. In order to be able to take advantage of
other strong, w dely depl oyed authentication technol ogi es such as
Ker beros and support for channel bindings, inplenentations MAY
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i nclude support for GS2 (the second Generic Security Service
Application ProgramInterface (GSS-APlI) bridge for SASL) [RFC5801].
GS2 includes negoti abl e support for channel binding for use with SASL
(see Section 5 of RFC 5801)

| mpl enent ati ons MJST al so support the case where no client
aut hentication is required.

3.8.2. SASL in PT-TLS Overview

Mechani sm negotiation is initiated by the NEA Server sending the SASL
Mechani sns TLV to the NEA Client to indicate the zero or nobre SASL
mechani sms that the NEA Server’s policy is willing to use with the
NEA Client. The NEA Cient selects one SASL nmechanismfromthe |ist
and sends a SASL Mechani sm Sel ecti on TLV conpl eting the negotiation
Subsequent chal | enges and responses are carried within the SASL

Aut hentication Data TLV carrying the authentication data for the

sel ected mechanism The authentication outcone is comunicated in a
SASL Result TLV containing a status code. |[|f additiona

aut hentications are required, the NEA Server could trigger the next
aut henti cati on by sendi ng anot her SASL Mechani sms TLV after sending
the SASL Result TLV for the current authentication nmechanism

3.8.3. SASL Authentication Flow

The SASL client authentication starts when the NEA Server enters the
PT- TLS Negoti ati on phase and its policy indicates that an
authentication of the NEA Cient is necessary, such as if it was not
performed during the TLS handshake protocol. The NEA Server is
responsible for triggering the client authentication by sending the
SASL Mechanisms TLV to the NEA Client listing the set of SASL
mechani sms the server is willing to use based upon its policy.

The NEA Cient selects a SASL nechanismfromthe |ist proposed by the
NEA Server or sends a PT-TLS Invalid Message error code indicating
that it is unable or unwilling to performany of the mechani sns that
were offered. |f the NEA Server receives a SASL Mechani sm Sel ecti on
TLV that contains an unacceptabl e SASL nmechani sm the NEA Server
woul d respond with a SASL Mechanism Error in a PT-TLS Error TLV.

In situations where the NEA Server does not require a client

aut hentication, the NEA Server MJST send a SASL Mechanisns TLV with
no mechani sms included (only the PT-TLS header) indicating that the
connection should transition to the PT-TLS Data Transport phase. The
same mechanismis enployed to indicate that a SASL authentication

al ready perforned in this session is adequate to permt transition to
the PT-TLS Data Transport phase. So the NEA Server MJST al ways send
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a SASL Mechani sms TLV with no nechani sns as the | ast nessage in the
PT- TLS Negoti ati on phase, and the NEA Cient MJST NOT transition to
the PT-TLS Data Transport phase until it receives such a nmessage.

If the NEA Server receives a NEA assessnent nessage before the

conpl etion of the client authentication, the NEA Server MJST send an
Aut henti cation Required PT-TLS Error nessage indicating to the NEA
Client that an authenticati on exchange is required prior to entering
the PT-TLS Data Transport phase.

3.8.4. Aborting SASL Authentication
The NEA Server mmy abort the authentication exchange by sending the
SASL Result TLV with a status code of Abort. The NEA dient may
abort the authentication exchange by sending a PT-TLS Error nessage
with an Error Code of SASL Mechani sm Error

3.8.5. Linkages to SASL Framework

3.8.5.1. SASL Service Nane
The service nane for PT-TLS is "nea-pt-tls".

3.8.5.2. SASL Authorization ldentity

The PT-TLS protocol does not make use of a SASL authorization
identity string as described in RFC 4422

3.8.5.3. SASL Security Layer

The NEA PT-TLS protocol always runs under the protection of TLS
SASL security layers are not used and thus MUST be negoti ated off
during SASL authentication

3.8.5.4. Miltiple Authentications

Only one SASL nmechani sm aut hentication may be in progress at any one
time. Once a SASL nechani sm conpl etes (successfully or
unsuccessfully), the NEA Server MAY trigger an additiona

aut henti cation by sending a SASL Mechani sns TLV.

3.8.6. SASL Channel Bindings

SASL channel bindings are used to bind the SASL authentication to the
outer TLS tunnel to ensure that the authenticating endpoints are the
sanme as the TLS endpoints. For SASL nechanisns that support channel
bi ndi ngs, the tls-unique value defined in RFC 5929 is carried by the
SASL nmechani sm For nost mechani sms, this neans including the
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tls-unique value with the appropriate prefix defined in RFC 5929 in
the application data portion of the SASL Mechani sm channel - bi ndi ng
data. |If the validation of the channel binding fails, then the
connection MJST be abort ed.

3.8.7. SASL Mechani sns

This TLV is sent by the NEA Server to indicate the |list of SASL
mechani sms that it is willing and able to use to authenticate the NEA
Client. Each nmechani sm name consists of a length followed by a nane.
The total length of the list is determned by the TLV Length field.

1 2 3
01234567890123456789012345678901
+ i T i T S e i S R g ol S I R S S
| Rsvd| Mech Len| Mechani sm Nane (1-20 bytes) |
i i i T i I S i e s o o i i
| Rsvd| Mech Len| Mechani sm Narme (1-20 bytes) |
+ i I i S e bt T S R S e e e i it S S R S e S 2
I

I
Rsvd ( Reserved)

Reserved for future use. This field MJST be set to 0 on
transm ssi on and i gnored upon reception.

Mech Len (Mechani sm Nanme Lengt h)
The I ength of the Mechanism Nane field in octets.
Mechani sm Nane

SASL mechani sm nane adhering to the rules defined in RFC 4422 with
no paddi ng.

3.8.8. SASL Mechani sm Sel ecti on

This TLV is sent by the NEA Client in order to select a SASL
mechani smfor use on this session.

1 2 3
01234567890123456789012345678901
I i S s i S S Tl ik SN S S S S
Rsvd| Mech Len| Mechani sm Narme (1-20 bytes) |
i T o T i e S S S i S e S

Optional Initial Mechani sm Response |

+-
+-
T i i S g S S I S SR SR S o ok
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8.

Rsvd ( Reserved)

Reserved for future use. This field MJST be set to 0 on
transm ssion and i gnored upon reception.

Mech Len (Mechani sm Name Lengt h)

The I ength of the Mechanism Nane field in octets.
Mechani sm Name

SASL mechani sm nane adhering to the rules defined in RFC 4422.
Optional Initial Mechani sm Response

Initial set of authentication information required fromthe NEA
Client to kick-start the authentication. This data is optional
and if not provided woul d be solicited by the NEA Server in the
first SASL Authentication Data TLV request.

9. SASL Authentication Data

This TLV carries an opaque (to PT-TLS) blob of octets being exchanged
between the NEA Client and the NEA Server. This TLV facilitates
their comunications wi thout interpreting any of the bytes. The SASL
Aut hentication Data TLV MJUST NOT be sent until a SASL nechani sm has
been established for a session. The SASL Authentication Data TLV
associated with the current authenticati on mechani sm MUST NOT be sent
after a SASL Result is sent with a Result Code of Success.

Addi ti onal SASL Authentication Data TLVs would be sent if the PT-TLS
Initiator and Responder desire a subsequent SASL authentication to
occur but only after another SASL mechani sm sel ecti on exchange
occurs.

1 2 3
01234567890123456789012345678901
T e L o o o e i i s it NN R SR S B S
~ SASL Mechani sm Data (Vari abl e Lengt h) ~
B i s T T i i o S o T Ji I

SASL Mechani sm Dat a

Opaque, variable-length set of bytes exchanged between the PT-TLS
Initiator’s SASL mechani smand its peer PT-TLS Responder’s SASL
mechani sm  These bytes MJST NOT be interpreted by the PT-TLS

| ayer.
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3.8.10. SASL Result

This TLV is sent by the NEA Server at the conclusion of the SASL
exchange to indicate the authentication result. Upon reception of a
SASL Result TLV indicating an Abort, the NEA Cient MJST term nate
the current authentication conversation. The recipient nmay retry the
authentication in the event of an authentication failure. Sinilarly,
the NEA Server may request that additional SASL authentication(s) be
performed after the conpletion of a SASL nechani sm by sendi ng anot her
SASL Mechani snms TLV includi ng any nmechani sns dictated by its policy.

1 2 3
01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Resul t Code | Optional Result Data |
el i I e i it T e e e e i i T o S e e S e T R R

T T S S e e i S S U S S AR Tk ok e

Resul t Code

This field contains the result of the SASL authentication

exchange.

Val ue (Nane) Definition

0 (Success) SASL aut hentication was successful, and
identity was confirned.

1 (Failure) SASL authentication failed. This might be
caused by the client providing an invalid
user identity and/or credential pair. Note
that this is not the same as a nechanisnm s
failure to process the authentication as
reported by the Mechani sm Fail ure code.

2 (Abort) SASL aut henti cati on exchange was aborted by

t he sender.

3 (Mechanism Failure) SASL "mechanismfailure" during the
processing of the client’s authentication
(e.g., not related to the user’s input).
For exanple, this could occur if the
mechanismis unable to allocate nmenory
(e.g., malloc) that is needed to process a
recei ved SASL nmechani sm nessage
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3.

9.

Optional Result Data

This field contains a variable-length set of additional data for a
successful result. This field MJST be zero |length unless the NEA
Server is returning a Result Code of Success and has nore data to
return. For nore information on the additional data with success
in SASL, see RFC 4422.

Error Message

This section describes the format and contents of the PT-TLS Error
message sent by the NEA Cient or NEA Server when it detects a

PT- TLS-1 evel protocol error. Each error message contains an error
code indicating the error that occurred, followed by a copy of the
message that caused the error.

When a PT-TLS error is received, the recipient MIST NOT respond wth
a PT-TLS error, because this could result in an infinite | oop of
error nessages being sent. Instead, the recipient MAY |log the error,
modify its behavior to avoid future errors, ignore the error,

term nate the assessnment, or take other action as appropriate (as
long as it is consistent with the requirenents of this

speci fication).

The Message Val ue portion of a PT-TLS Error nmessage contains the
foll owi ng information:

1 2 3
01234567890123456789012345678901
T T S S e T o S U S SUp S SEp S SR S i

| Reserved | Error Code Vendor ID |
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Error Code |

B T S i T s i i e e SEI S
| Copy of Oiginal Message (Variable Length) |
R i T I e T S S e S TR S T e i I S e S e e e e o o

Reserved

Reserved for future use. This field MJUST be set to O on
transm ssion and ignored upon reception.
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Error Code Vendor |ID

This field contains the | ANA-assigned SM Private Enterprise
Nunber for the vendor whose Error Code nanespace is being used in
the nmessage. For | ETF nanespace Error Code values, this field
MJST be set to zero (0). For other vendor-defined Error Code
namespaces, this field MIST be set to the SM Private Enterprise
Nunber of the vendor.

Error Code

This field contains the error code. This error code exists within
the scope of Error Code Vendor IDin this message. Posture
Transport Clients and Posture Transport Servers MJST NOT require
support for particular vendor-specific PT-TLS Error Codes in order
to interoperate with other PT-TLS-conpliant inplenentations
(al t hough i npl enentati ons MAY permt administrators to configure
themto require support for specific PT-TLS Error Codes).

When the Error Code Vendor IDis set to the | ETF Private
Enterprise Nunber, the following table lists the initial supported
| ETF-defi ned nuneric error codes:

Val ue (Nane) Definition
0 (Reserved) Reserved val ue indicates that the
PT-TLS Error nessage SHOULD be ignored
by all recipients. This MAY be used
for debuggi ng purposes to allow a
sender to see a copy of the nessage
that was received

1 (Mal formed Message) PT- TLS nmessage unrecogni zed or
unsupported. This error code SHOULD be
sent when the basic nessage content
sanity test fails. The sender of this
error code MUST consider it a fata
error and abort the assessnent.

2 (Version Not Supported) This error SHOULD be sent when a PT-TLS

Responder receives a PT-TLS Version
Request nessage contai ning a range of
version nunbers that doesn't include
any version nunbers that the recipient
is wlling and able to support on the
session. Al PT-TLS nessages carrying
the Version Not Supported error code
MJUST use a version nunber of 1. Al
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3 (Type Not Supported)

4 (Invalid Message)

5 (SASL Mechani sm Error)

PT-TLS February 2013

parties that receive or send PT-TLS
messages MUST be able to properly
process an error nmessage that neets
this description, even if they cannot
process any other aspect of PT-TLS
version 1. The sender and receiver of
this error code MJIST consider it a
fatal error and close the TLS session
after sending or receiving this PT-TLS
message.

PT- TLS Message Type unknown or not
supported. Wen a recipient receives a
PT-TLS Message Type that it does not
support, it MJST send back this error,

i gnore the nessage, and proceed. For
exanple, this could occur if the sender
used a Vendor |ID for the Message Type
that is not supported by the recipient.
This error nessage does not indicate
that a fatal error has occurred, so the
assessnent is allowed to continue.

PT- TLS nessage received was invalid
based on the protocol state. For
exanple, this error would be sent if a
reci pient receives a nmessage associ at ed
with the PT-TLS Negotiation Phase (such
as Version nessages) after the protoco
has reached the PT-TLS Data Transport
Phase. The sender and receiver of this
error code MJST consider it a fata
error and close the TLS session after
sendi ng or receiving this PT-TLS
message

A fatal error occurred while trying to
performthe client authentication. For
exanple, the NEA Client is unable to
support any of the offered SASL

mechani sms.  The sender and receiver of
this error code MJST consider it a
fatal error and close the TLS session
after sending or receiving this PT-TLS
message
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6 (Invalid Paraneter) The PT-TLS Error nmessage sender has
received a nmessage with an invalid or
unsupported value in the PT-TLS header
This could occur if the NEA Cient
receives a PT-TLS nmessage fromthe NEA
Server with a Message Length of zero
(see Section 3.5 for details). The
sender and receiver of this error code
MJST consider it a fatal error and
close the TLS session after sending or
receiving this PT-TLS nessage.

Copy of Oiginal Message

Thi s variabl e-1ength val ue MIUST contain a copy (up to 1024 bytes)
of the original PT-TLS nessage that caused the error. |If the
original nessage is |longer than 1024 bytes, only the initial 1024
bytes will be included in this field. This field is included so
the error recipient can determ ne which nmessage sent caused the
error. |In particular, the recipient can use the Message
ldentifier field fromthe Copy of Oiginal Message data to

det erm ne whi ch nessage caused the error

4. Security Considerations

This section discusses the major threats potentially faced by each
bi ndi ng of the PT protocol and counterneasures provided by the PT-TLS
pr ot ocol

4.1. Trust Rel ationships

In order to understand where security countermeasures are necessary,
this section starts with a discussion of where the NEA architecture
envi sions sone trust relationshi ps between the processing el enents of
the PT-TLS protocol. Inplenmentations or depl oynents where these
trust rel ationships are not present would need to provide additiona
count ernmeasures to ensure the proper operation and security of PT-TLS
(which relies upon these relationships to be trustworthy). The

foll owi ng subsections discuss the trust properties associated with
each portion of the NEA reference nodel directly involved with the
processing of the PT-TLS protocol
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4. 1. Posture Transport Cient
The Posture Transport Cient is trusted by the Posture Broker
Client to:
0 Not observe, fabricate, or alter the contents of the PB-TNC

bat ches recei ved fromthe network

Not observe, fabricate, or alter the PB-TNC batches passed down
fromthe Posture Broker Client for transm ssion on the network

Transmit on the network any PB-TNC batches passed down fromthe
Posture Broker dient

Del i ver properly security protected nessages received fromthe
network that are destined for the Posture Broker Cient

Provi de configured security protections (e.g., authentication,
integrity, and confidentiality) for the Posture Broker Client’s
PB- TNC bat ches sent on the network

Expose the authenticated identity of the Posture Transport Server
only to the PB-TNC | ayer within the NEA dient

Verify the security protections placed upon nmessages received from
the network to ensure that the nmessages are authentic and
protected from attacks on the network

Provide a secure, reliable, "in-order delivery", full-duplex
transport for the Posture Broker Cient’s nessages

The Posture Transport Cient is trusted by the Posture Transport
Server to:

(o]

Not send nalicious traffic intending to harm (e.g., denial of
service) the Posture Transport Server

Not send mal forned nmessages (e.g., messages |acking a PT-TLS
header)

Not send invalid or incorrect responses to nessages (e.g., errors
when no error is warranted)

Not ignore or drop messages when such an action woul d cause issues
for the protocol processing (e.g., dropping PT-TLS SASL
Aut henti cation Data nessages)

Sangster, et al. St andards Track [ Page 33]



RFC 6876 PT-TLS February 2013

o Verify the security protections placed upon nmessages received from
the network to ensure that the nmessages are authentic and
protected from attacks on the network

4. 1. Posture Transport Server

The Posture Transport Server is trusted by the Posture Broker

Server to:

o Not observe, fabricate, or alter the contents of the PB-TNC

bat ches recei ved fromthe network

Not observe, fabricate, or alter the PB-TNC batches passed down
fromthe Posture Broker Server for transm ssion on the network

Transmt on the network any PB-TNC batches passed down fromthe
Post ure Broker Server

Del i ver properly security protected nessages received fromthe
network that are destined for the Posture Broker Server

Provi de configured security protections (e.g., authentication,
integrity, and confidentiality) for the Posture Broker Server’'s
nessages sent on the network

Expose the authenticated identity of the Posture Transport dient
only to the PB-TNC | ayer within the NEA Server

Verify the security protections placed upon nessages received from
the network to ensure that the nessages are authentic and
protected from attacks on the network

Provide a secure, reliable, "in-order delivery", full-duplex
transport for the Posture Broker Server’s nessages

The Posture Transport Server is trusted by the Posture Transport
Client to:

(0]

Not send malicious traffic intending to harm (e.g., denial of
service) the Posture Transport Cient

Not send nal forned nessages (e.g., nessages |acking a PT-TLS
header)

Not send invalid or incorrect responses to nessages (e.g., errors
when no error is warranted)
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4.

4.

0 Not ignore or drop nessages when such an action woul d cause issues
for the protocol processing (e.g., dropping PT-TLS SASL Result
messages)

o Verify the security protections placed upon nessages received from
the network to ensure that the nessages are authentic and
protected from attacks on the network

2. Security Threats and Counter nmeasures

Beyond the trust relationships assuned in Section 4.1, the PT-TLS
protocol faces a nunber of potential security attacks that could
require security countermeasures

General ly, the PT-TLS protocol is responsible for offering strong
security protections for all of the NEA protocols, so any threats to
its ability to protect NEA protocol nessages could be very damagi ng
to deploynments. Once the nessage is delivered to the Posture Broker
Client or Posture Broker Server, the posture brokers are trusted to
properly and safely process the nmessages.

2.1. Message Theft

When PT-TLS nessages are sent over unprotected network |inks or
spanni ng | ocal software stacks that are not trusted, the contents of
the messages may be subject to information theft by an internmediary
party. This theft could result in information being recorded for
future use or analysis by the adversary. Messages observed by
eavesdroppers could contain informati on that exposes potentia
weaknesses in the security of the endpoint, or systemfingerprinting
information; this information would make it easier for the attacker
to employ attacks nmore likely to be successful against the endpoint.
The eavesdropper nmight also learn information about the endpoint or
network policies that either singularly or collectively is considered
sensitive information. For exanple, if PT-TLS does not provide
confidentiality protection, an adversary coul d observe the PA-TNC
attributes included in the PT-TLS nmessage and deterni ne that the
endpoint is |acking patches or that particul ar sub-networks have nore
| eni ent policies.

In order to protect against NEA assessnment nessage theft, the PT-TLS
protocol provides strong cryptographic authentication, integrity, and
confidentiality protection. Deployers are strongly encouraged to
enpl oy "best practice of the day" TLS ciphers to ensure that the
informati on remai ns safe despite advances in technol ogy and

di scovered ci pher weaknesses. The use of bidirectiona

aut hentication of the assessnent transport session ensures that only
properly authenticated and authorized parties nay be involved in an
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assessnent dialog. The PT-TLS protocol al so provides strong
cryptography for all of the PB-TNC and PA- TNC protocol messages
traveling over the network, allow ng the message contents to be

hi dden from potential theft by the adversary even if the attacker is
abl e to observe the encrypted PT-TLS session.

4.2.2. Message Fabrication

Attackers on the network or present within the NEA system coul d

i ntroduce fabricated PT-TLS nessages intending to trick or create a
deni al of service against aspects of an assessnment. For exanple, an
adversary could attenpt to insert into the nessage exchange fake
PT-TLS Error Codes in order to disrupt comuni cations

The PT-TLS protocol provides strong security protections for the
conpl ete nessage exchange over the network. These security
protections prevent an internediary frombeing able to insert fake
messages into the assessnment. |In particular, TLS s use of hashing
al gorithms provides strong integrity protections that allow for
detection of any changes in the content of the message stream
Additionally, adversaries are unable to observe the PT-TLS protoco
exchanges because they are encrypted by the TLS ci phers and so woul d
have difficulty deternm ning where to insert the falsified nessage,
since the attacker is unable to determ ne where the nessage
boundaries exist. Even if a successful nmessage insertion did occur,
the recipient would be able to detect it due to failure of the TLS
ci pher suite’'s integrity check

4.2.3. Message Mdification

This attack could allow an active attacker capable of intercepting a
message to nodify a PT-TLS message or transported PA-TNC attribute to
a desired value to nake it easier to conprom se an endpoint. Wthout
the ability for nessage recipients to detect whether a received
nmessage contains the sane content as what was originally sent, active
attackers can stealthily nodify the attribute exchange.

The PT-TLS protocol |everages the TLS protocol to provide strong

aut hentication and integrity protections as a counterneasure to this
threat. The bidirectional authentication prevents the attacker from
acting as an active man-in-the-niddle to the protocol that could be
used to nodify the nessage exchange. The strong integrity protection
(e.g., hashing) offered by TLS allows PT-TLS nessage recipients to
detect message alterations by other types of network-based
adversari es.
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4.2.4. Denial of Service

A variety of types of denial-of-service attacks are possi bl e agai nst
the PT-TLS protocol if the message exchanges are |eft unprotected
while traveling over the network. The Posture Transport Cient and
Posture Transport Server are trusted not to participate in the denial
of service of the assessnent session, leaving the threats to cone
fromthe network.

The PT-TLS protocol provides bidirectional authentication
capabilities in order to prevent a nan-in-the-mddle on the network
from becom ng an undetected active proxy of PT-TLS nessages. Because
the PT-TLS protocol runs after the TLS handshake and thus cipher

est abli shnent/use, all of the PT-TLS nessages are protected from
undet ected nodi fication that could create a denial -of -service
situation. However, it is possible for an adversary to alter the
message flows, causing each nessage to be rejected by the recipient
because it fails the integrity checking.

The PT-TLS protocol operates as an application protocol on top of TLS
and thus TCP/IP protocols, so is subject to denial -of-service attacks
agai nst the TLS, TCP, and | P protocols.

4.2.5. NEA Asokan Attacks

As described in Section 3.3 and in [RFC6813], a sophisticated MTM
attack can be nounted agai nst NEA systenms. The attacker forwards
PA- TNC nessages from a heal thy nmachi ne t hrough an unheal thy one so
that the unheal thy nachine can gain network access. Section 3.3 and
[ RFC6813] provide a detail ed description of this attack and of the
count ermeasures that can be enpl oyed against it.

Because |ying endpoint attacks are nmuch easier than Asokan attacks
and the only known effective counternmeasure agai nst |ying endpoint
attacks is the use of an External Measurenent Agent (EMY),
count er measur es agai nst an Asokan attack are not necessary unl ess an
EMA is in use. However, PT-TLS inplenmenters may not know whet her an
EMA will be used with their inplenmentation. Therefore, PT-TLS

i mpl ement ers SHOULD support the Asokan attack counternmeasures
described in Section 3.3 by providing the value of the tls-unique
channel binding to higher layers in the NEA reference nodel: Posture
Broker Cients, Posture Broker Servers, Posture Collectors, and
Posture Validators.

The Asokan attack can also apply to authentication nechani sns carried
within TLS. SASL nechani snms provi di ng channel bindings use the

tl s-uni que channel -binding data as defined in Section 3.3 to protect
agai nst the attack.
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4.2.6. Trust Anchors

The TLS protocol bases its trust decision about the signer of the
certificates received during the TLS authentication on using a set of
trust anchor certificates. It is essential that these trust anchor
certificates are integrity protected from unauthorized nodification
Many comon software conponents (e.g., browsers, operating systens,
security protocols) include a set of trust anchor certificates that
are relevant to their operation. The PT-TLS SHOULD use a PT-TLS-
specific set of trust anchor certificates in order to limt what
Certificate Authorities are authorized to issue certificates for use
wi th NEA

5. Privacy Considerations

The role of PT-TLS is to act as a secure transport for PB-TNC and

ot her hi gher-layer protocols. As such, PT-TLS does not directly
utilize personally identifiable information (PIl) except when client
aut hentication is enabled. Wen client authentication is being used,
the NEA Cient will be asked to use SASL, which may disclose a loca
identifier (e.g., usernane) associated with the endpoint and an
authenticator (e.g., password) to authenticate that identity.

Because the identity and authenticator are potentially privacy-
sensitive information, the NEA Client MJST offer a mechanismto
restrict which NEA Servers will be sent this information. Similarly,
the NEA dient SHOULD provide an indication to the person being
identified that a request for their identity has been nade in case
they choose to opt out of the authentication to remai n anonynous

unl ess no user interface is available. PT-TLS provides cryptographic
peer authentication, nmessage integrity, and data confidentiality
protections to higher-layer NEA protocols that may exchange data
potentially including PIl. These security services can be used to
protect any PIl involved in an assessment from passive and active
attackers on the network. Endpoints sending potentially privacy-
sensitive informati on SHOULD ensure that the PT-TLS security
protections (TLS ci pher suites) negotiated for an assessnent of the
endpoi nt are adequate to avoid interception and off-1ine attacks of
any long-term privacy-sensitive information unl ess other network
protections are already present.

6. | ANA Consi derations

Per this specification, two new | ANA regi stries have been created and

a TCP port nunber has been assigned. |ANA has permanently reserved
the early allocated TCP port nunmber 271 for use with the PT-TLS
pr ot ocol
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This section defines the contents of two new | ANA registries, PT-TLS
Message Types and PT-TLS Error Codes, and expl ai ns how t hese
registries work.

Each of the registries defined in this docunent support | ETF-defined
val ues and vendor-defined values. To explain this phenonmenon, we
will use the PT-TLS Message Type as an exanple, but the other
registry works the same way.

Whenever a PT-TLS Message Type appears on a network, it is always
acconpani ed by an SM Private Enterprise Nunber (PEN), also known as
a vendor ID. If this vendor IDis zero, the acconpanying PT-TLS
Message Type is an | ETF nanespace value listed in the | ANA registry
for PT-TLS Message Types, and its neaning is defined in the
specification |listed for that PT-TLS Message Type in that registry.
If the vendor IDis not zero, the neaning of the PT-TLS Message Type
is defined by the vendor identified by the vendor ID (as listed in
the ANA registry for SM PENs). The identified vendor is encouraged
but not required to register with | ANA sone or all of the PT-TLS
Message Types used with their vendor 1D and publish a specification
for each of these val ues.

6.1. Designated Expert Quidelines

For each of the | ANA registries defined by this specification, new
val ues are added to the registry by follow ng the | ANA Specification
Required policy [RFC5226].

Thi s section provides guidance to designated experts so that they nmay
make deci si ons using a phil osophy appropriate for these registries.

The registries defined in this docunent have plenty of values. In
nmost cases, the | ETF has approximately 2732 val ues available for it
to define, and each vendor has the sane nunmber of values for its use
Because there are so nany val ues avail abl e, designated experts shoul d
not be terribly concerned about exhausting the set of val ues.

I nst ead, designated experts should focus on the follow ng
requirenents. All values in these ANA registries are required to be
docunented in a specification that is permanently and publicly
avai |l abl e. | ETF nanespace val ues nust al so be useful not harnful to
the Internet, and defined in a manner that is clear and likely to
ensure interoperability.

Desi gnat ed experts shoul d encourage vendors to avoid defining simlar
but inconpatible values and instead agree on a single | ETF-revi ewed
approach and value. However, it is beneficial to docunent existing
practi ce.
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There are several ways to ensure that a specification is permanently
and publicly available. 1t may be published as an RFC

Alternatively, it may be published in another manner that nakes it
freely available to anyone. However, in this latter case, the vendor
will need to supply a copy to the | ANA and authorize the ANA to
archive this copy and nake it freely available to all if at sone
poi nt the document becones no | onger freely available to all through
ot her channel s.

The following two sections provide guidance to the 1ANA in creating
and nanagi ng the new | ANA regi stries defined by this specification.

6.2. Registry for PT-TLS Message Types

The nane for this registry is "PT-TLS Message Types". Each entry in
this registry should include a human-readabl e name, an SM Private
Enterpri se Nunber, a decimal integer value between 0 and 4294967294,
and a reference to the specification where the contents of this
message type are defined. This specification nust define the neaning
of the PT-TLS Message Type and the format and semantics of the PT-TLS
Message Value field that include the designated Private Enterprise
Nunber in the PT-TLS Message Type Vendor ID field and the designated
nuneric value in the PT-TLS Message Type field.

The following entries for this registry are defined in this docunent.
Additional entries to this registry are added by follow ng the | ANA
Speci fication Required policy, consistent with the guidelines in
Section 6. 1.

PEN Val ue Narmre Ref erence
0 0 Experi ment al RFC 6876
0 1 Ver si on Request RFC 6876
0 2 Ver si on Response RFC 6876
0 3 SASL Mechani sns RFC 6876
0 4 SASL Mechani sm Sel ection RFC 6876
0 5 SASL Aut hentication Data RFC 6876
0 6 SASL Resul t RFC 6876
0 7 PB- TNC Bat ch RFC 6876
0 8 PT-TLS Error RFC 6876
0 9- 4294967294 Unassi gned
0 4294967295 Reser ved RFC 6876

The PEN O (I ETF) PT-TLS Message Type val ues between 9 and 4294967294
inclusive are allocated for future assignnent by the | ANA
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6.3. Registry for PT-TLS Error Codes

The nane for this registry is "PT-TLS Error Codes". Each entry in
this registry should include a human-readabl e name, an SM Private
Enterpri se Nunber, a decimal integer value between 0 and 4294967295,
and a reference to the specification where this error code is
defined. This specification nust define the neaning of this error
code, a PT-TLS Message Type of PT-TLS Error, the designated Private
Enterprise Nunber in the PT-TLS Error Code Vendor ID field, and the
desi gnated nuneric value in the PT-TLS Error Code fi el d.

The following entries for this registry are defined in this docunent.
Additional entries to this registry are added follow ng the | ANA
Speci fication Required policy, consistent with the guidelines in
Section 6. 1.

PEN Val ue Nare Ref er ence
0 0 Reserved RFC 6876
0 1 Mal f ormed Message RFC 6876
0 2 Versi on Not Supported RFC 6876
0 3 Type Not Supported RFC 6876
0 4 I nvalid Message RFC 6876
0 5 SASL Mechani sm Error RFC 6876
0 6 I nvalid Paraneter RFC 6876
0 7-4294967295 Unassi gned

The PEN O (I ETF) PT-TLS Error Codes between 7 and 4294967295
inclusive are allocated for future assignnent by the | ANA
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