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Thi s docunent anal yzes the current state of OSPFv2 and OSPFv3

according to the requirenents of [RFC6518].
previous anal ysis efforts regarding routing security.

It builds on several
The OPSEC

wor ki ng group put together an analysis of cryptographic issues with
routing protocols [RFC6039]. Earlier, the RPSEC working group put
together a detail ed analysis of OSPF vul nerabilities [ OSPF-SEC .
Wirk on solutions to address gaps identified in this analysis is
underway [ OSPF- MANKEY] [ RFC6506] .

OSPF neets many of the requirenents expected froma manually keyed

routing protocol.
crypt ographi c al gorithns.
al gorithm can be changed as part of
I ntra-connection rekeying is provided by the specifications,

Integrity protection is provided with nodern
Algorithmagility is provided:
rekeying an interface or peer.

t he

al t hough

apparently sone i nplenmentations have trouble with this in practice.

OSPFv2 security does not

However ,

some gaps remain between the current state and the

interfere with prioritization of packets.

requirenents for manual ly keyed routing security expressed in

[ RFC6862] .

for addressing the gaps.
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1.1. Requirements to Meet

There are a nunber of requirenents described in Section 3 of
[ RFC6862] that OSPF does not currently neet. The gaps are as
fol |l ows:

0 Secure Sinple Pre-Shared Keys (PSKs): Today, OSPF directly uses
the key as specified. Related key attacks, such as those
described in Section 4.1 of [OPS-MODEL], are possible.

0 Replay Protection: The requirenents docunent addresses
requi renents for both inter-connection replay protection and
i ntra-connection replay protection. OSPFv3 has no repl ay
protection at all. GOSPFv2 has nobst of the nmechani sns necessary
for intra-connection replay protection. Unfortunately, OSPFv2
does not securely identify the neighbor with whomrepl ay
protection state is associated in all cases. This weakness can be
used to create significant denial-of-service issues using intra-
connection replays. OSPFv2 has no inter-connection replay
protection; this creates significant denial-of-service
opportunities.

o Packet Prioritization: OSPFv3 uses |Psec [RFC4301] to process
packets. This conplicates inplenentations that wish to process
some packets, such as Hellos and Acknow edgenents, above ot hers.
In addition, if IPsec replay mechani sms were used, packets would
need to be processed at |east by IPsec even if they were | ow
priority.

0 Neighbor ldentification: In some cases, OSPF identifies a neighbor
based on the | P address. This operation is never protected with
OSPFv2 and is not typically protected with OSPFv3.

The remai nder of this docunent explains how OSPF fails to neet these
requirenents, and it proposes nechani sns for addressing them

1.2. Requirenments Notation

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. Current State
This section describes the security mechanisns built into OSPFv2 and
OSPFv3. There are two goals to this section. First, this section

gives a brief explanation of the OSPF security nmechani snms to those
famliar with connectionless integrity mechani sms but not with OSPF.
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Second, this section provides the background necessary to understand
how OSPF fails to neet some of the requirenents proposed for routing
security.

2.1. OSPFv2

Appendi x D of [RFC2328] describes the basic procedure for
cryptographi ¢ authentication in OSPFv2. An authentication data field
in the OSPF packet header contains a key ID, the Iength of the

aut hentication data, and a sequence nunber. A Message Aut hentication
Code (MAC) is appended to the OSPF packet. This code protects all
fields of the packet including the sequence nunber but not the IP
header .

RFC 2328 defines the use of a keyed-MD5 MAC. While MD5 has not been
broken as a MAC, it is not the algorithmof choice for new MACs.

However, RFC 5709 [ RFC5709] adds support for the SHA fam |y of hashes
[ FI PS180] to OSPFv2. The cryptographic authentication described in
RFC 5709 neets nodern standards for per-packet integrity protection
Thus, OSPFv2 neets the requirenent for strong algorithms. Since
multiple algorithns are defined and a new al gorithm can be sel ected
with each key, OSPFv2 neets the requirenent for algorithmagility.

In order to provide cryptographic algorithns believed to have a
relatively long useful life, RFC 5709 nandates support for SHA-2

rat her than SHA-1.

These security services provide integrity protection on each packet.
In addition, limted replay detection is provided. The sequence
nunber is non-decreasing. So, once a router has increased its
sequence number, an attacker cannot replay an ol d packet.
Unfortunately, sequence nunbers are not required to increase for each
packet. For instance, because existing OSPF security solutions do
not specify how to set the sequence nunber, it is possible that sone
i npl ementations use, for exanple, "seconds since reboot" as their
sequence nunbers. The sequence nunbers are thus increased only every
second, permtting an opportunity for intra-connection replay. Al so,
no mechanismis provided to deal with the loss of anti-replay state;

i f sequence nunbers are reused when a router reboots, then inter-
connection replays are straight forward. In [OSPF- MANKEY], the
OSPFv2 sequence nunber is expanded to 64 bits, with the | east
significant 32-bit value containing a strictly increasing sequence
number and the nost significant 32-bit value containing the boot
count. The boot count is retained in non-volatile storage for the
depl oynent life of an OSPF router. Therefore, the sequence numnber

wi Il never decrease, even after a cold reboot.
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Al so, because the I P header is not protected, the sequence number may
not be associated with the correct neighbor, a situation that opens
up opportunities for outsiders to performreplay attacks. See
Section 3 for analysis of these attacks. |n [OSPF-MANKEY], this

i ssue is addressed by changing the definition of Apad froma constant
defined in [RFC5709] to the source address in the |IP header of the
OSPFv2 protocol packet. In this way, the source address fromthe IP
header is incorporated in the cryptographic authentication

comput ation, and any change of the I P source address will be

det ect ed.

The nechani sm provi des good support for key rollover. There is a key
ID. In addition, nechanisns are described for managi ng key lifetines
and starting the use of a new key in an orderly manner. Perform ng
orderly key rollover requires that inplenentations support accepting
a new key for received packets before using that key to generate
packets. Section D.3 of RFC 2328 requires this support in the form
of four configurable lifetimes for each key: two lifetimes contro

t he begi nning and ending period for acceptance, while two other
lifetimes control the beginning and endi ng period for generation
These lifetinmes provide a superset of the functionality in the key
tabl e [ CRYPTO KEYS] regarding lifetine.

The OSPFv2 replay nechani sm does not handle prioritized transm ssion
of OSPF Hello and Link State Acknow edgenent (LSA) packets as
recomrended in [ RFC4222]. When OSPF packets are transmtted with
varied prioritization, they can arrive out of order, which results in
packets with | ower prioritization being discarded.

2.2. OSPFv3

"Aut hentication/Confidentiality for OSPFv3" [RFC4552] describes how
the 1 Psec authentication header and encapsul ati ng security payl oad
mechani sm can be used to protect OSPFv3 packets. This mechani sm
provi des per-packet integrity and optional confidentiality using a
wi de variety of cryptographic algorithnms. Because OSPF uses

mul ticast traffic, only manual key nanagenent is supported. This
mechani sm neets requirenents related to al gorithm sel ection and

agility.

The Security Paraneter |Index (SPl) [RFC4301] provides an identifier
for the security association. This identifier, along with other

| Psec facilities, provides a nechanismfor noving fromone key to
anot her, neeting the key rollover requirements.

Because manual keying is used, no replay protection is provided for

OSPFv3. Thus, the intra-connection and inter-connection replay
requirenments are not nmnet.
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There is another serious problemw th the OSPFv3 security: rather
than being integrated into OSPF, it is based on IPsec. |In practice,
this has | ead to depl oynment probl ens.

OSPF i nmpl enent ations generally prioritize packets in order to

m nimze disruption when router resources such as CPU or nenory
experience contention. Wen IPsec is used with OSPFv3, the offset of
the packet type, which is used to prioritize packets, depends on
which integrity transformis used. For this reason, prioritizing
packets may be nore conplex for OSPFv3. One approach is to establish
per-SPI filters to find the packet type and then act accordingly.

3. Inpacts of OSPF Repl ays

As di scussed, neither version of OSPF nmeets the requirenents of

i nter-connection or intra-connection replay protection. 1In order to
mount a replay, an attacker needs sone nmechanismto inject a packet.
Physi cal security can limt a particular deploynent’s vulnerability

to replay attacks. This section discusses the inpacts of OSPF

repl ays.

In OSPFv2, two facilities limt the scope of replay attacks. First,
when cryptographic authentication is used, each packet includes a
sequence nunber that is non-decreasing. In the current

speci fications, the sequence nunber is remenbered as part of an

adj acency: if an attacker can cause an adjacency to go down, then
replay state is lost. Database Description packets also include a
per - LSA sequence nunber that is part of the information that is

fl ooded. Even if a packet is replayed, the per-LSA sequence nunber
will prevent an old LSA frombeing installed. Unlike the per-packet
sequence nunber, the per-LSA sequence nunber mnust increase when an
LSA is changed. As a result, replays cannot be used to install old
routing information

Wi |l e the LSA sequence nunber provides sone defense, the Routing
Protocol Security Requirenments (RPSEC) anal ysis [ OSPF- SEC] descri bes
a nunber of attacks that are possible because of per-packet replays.
The nopst serious appear to be attacks against Hell o packets, which
may cause an adjacency to fail. Oher attacks may cause excessive
fl oodi ng or excessive use of CPU.

Anot her serious attack concerns Database Description packets. In
addition to the per-packet sequence nunber that is part of

crypt ographi ¢ authentication for OSPFv2 and the per-LSA sequence
nunbers, Database Description packets al so include a Dat abase
Description sequence nunber. |f a Database Description packet with
the incorrect sequence nunber is received, then the database exchange
process will be restarted.
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The per-packet OSPFv2 sequence nunber can be used to reduce the

wi ndow in which a replay is valid. A receiver will harm essly reject
a packet whose per-packet sequence nunber is older than the one npst
recently received froma neighbor. Replaying the nost recent packet
froma nei ghbor does not appear to create problens. So, if the per-
packet sequence nunber is increnented on every packet sent, then
replay attacks should not disrupt OSPFv2. Unfortunately, OSPFv2 does
not have a procedure for dealing with sequence nunbers reaching the
maxi mum value. It may be possible to figure out a set of rules
sufficient to disrupt the damage of packet replays while mninzing
the use of the sequence nunber space.

As nentioned previously, when an adjacency is dropped, replay state
is lost. So, after rebooting or when all adjacencies are lost, a
router may allow its sequence nunber to decrease. An attacker can
cause significant damage by replaying a packet captured before the
sequence nunber decrease at a tine after the sequence nunber

decrease. |If this happens, then the replayed packet will be accepted
and t he sequence nunber will be updated. However, the legitinmate
sender will be using a | ower sequence nunber, so legitimte packets

will be rejected. A simlar attack is possible in cases where OSPF

i dentifies a neighbor based on source address. An attacker can
change the source address of a captured packet and replay it. |If the
attacker causes a replay froma neighbor with a high sequence nunber
to appear to be froma neighbor with a | ow sequence nunber, then
connectivity with that neighbor will be disrupted until the adjacency
fails.

OSPFv3 | acks the per-packet sequence nunber but has the per-LSA
sequence number. As such, OSPFv3 has no defense agai nst deni al - of -
service attacks that exploit replay.

4. Gap Anal ysis and Specific Requirenents

The design guide requires each design teamto enunerate a set of
requirenents for the routing protocol. The only concerns identified
with OSPF are areas in which it fails to neet the genera

requirenents outlined in the threats and requirenments docunment. This
section expl ains how some of these general requirenents nmap
specifically onto the OSPF protocol and enunerates the specific gaps
that need to be addressed.

There is a general requirenment for inter-connection replay
protection. |In the context of OSPF, this means that if an adjacency
goes down between two nei ghbors and |l ater is re-established,

repl ayi ng packets from before the adjacency went down cannot disrupt
the adjacency. In the context of OSPF, intra-connection replay
protection neans that replaying a packet cannot prevent an adjacency
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fromformng or cannot disrupt an existing adjacency. In terns of
meeting the requirenments for intra-connection and inter-connection
replay protection, a significant gap exists between the optiml state
and where CSPF is today.

Since OSPF uses fields in the | P header, the general requirenment to
protect the I P header and handl e nei ghbor identification applies.
This is another gap that needs to be addressed. Because the replay
protection will depend on neighbor identification, the replay
protection cannot be adequately addressed w thout handling this issue
as wel | .

In order to encourage depl oynent of OSPFv3 security, an
aut hentication option is required that does not have the depl oynent
chal | enges of | Psec.

In order to support the requirenent for sinple pre-shared keys, OSPF
needs to make sure that when the sane key is used for two different
pur poses, no problens result.

In order to support packet prioritization, it is desirable for the
i nformati on needed to prioritize OSPF packets (the packet type) to be
at a constant |ocation in the packet.

5. Solution Wrk
It is recomrended that the OSPF Working Group devel op a solution for
OSPFv2 and OSPFv3 based on the OSPFv2 cryptographic authentication
option. This solution would have the foll owi ng inprovenents over the
exi sting OSPFv2 option:
Address nost inter-connection replay attacks by splitting the
sequence nunber and requiring preservation of state so that the
sequence nunber increases on every packet.
Add a form of sinple key derivation so that if the sane pre-shared
key is used for OSPF and ot her purposes, cross-protocol attacks do
not result.
Support OSPFv3 aut hentication wi thout use of |Psec.

Speci fy processing rules sufficient to pernit replay detection and
packet prioritization.

Enphasi ze requirenments already present in the OSPF specification
sufficient to pernmit key migration w thout disrupting adjacencies.

Speci fy the proper use of the key table for OSPF.
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Protect the source |P address.
Require that sequence nunbers be increnmented on each packet.

The key conponents of this solution work are al ready underway.

OSPFv3 now supports an authentication option [ RFC6506] that neets the
requirenents of this section; however, this docunment does not
descri be how the key tables are used for OSPF. (OSPFv2 is being
enhanced [ OSPF- MANKEY] to protect the source address, provide inter-
connection replay and describe how to use the key table.

6. Security Considerations

This meno di scusses and conpiles vulnerabilities in the existing OSPF
crypt ogr aphi ¢ handl i ng.

I n anal yzi ng proposed inprovenents to OSPF per-packet security, it is
desirabl e to consider how these inprovenments interact with potentia

i mprovenents in overall routing security. For exanple, the inpact of
replay attacks currently depends on the LSA sequence number
mechanism I f cryptographic protections against insider attackers
are considered by future work, then that work will need to provide a
solution that neets the needs of the per-packet replay defense as
well as protects routing data frominsider attack. An experinental
solution is discussed in [ RFC2154] that explores end-to-end
protection of routing data in OSPF. It may be beneficial to consider
how i nprovements to the per-packet protections would interact with
such a mechani smto future-proof these nechani sns.

| mpl enent ati ons have a nunber of options in mninzing the potentia
deni al - of -servi ce i npact of OSPF cryptographi c authentication. The
Generalized TTL Security Mechanism (GISM [ RFC5082] night be
appropriate for OSPF packets except for those traversing virtua
links. Using this nmechani smrequires support of the sender; new OSPF
crypt ographi c authentication could specify this behavior if desired.
Alternatively, inplenentations can lint the source addresses from
whi ch they accept packets. Non-Hello packets need only be accepted
fromexisting neighbors. |If a systemis under attack, Hello packets
from existing neighbors could be prioritized over Hell o packets from
new nei ghbors. These nechanisns can be considered to limt the
potential inpact of denial-of-service attacks on the cryptographic
aut henti cati on mechani smitself.
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