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Leaving Wl |l Enough Al one

I recently decided it was tine for an overhaul of our FTP user and
server progranms. This was ny first venture into the world of network
protocols, and | soon discovered that there was a | ot we were doing
wong -- and a few things that everyone seemed to be doing
differently fromeach other. Wen |I enquired about this, the
response fromsone quarters was "Ch, you're running version 1!"

Since, as far as | can tell, all but one network host are running
version 1, and basically transferring files OK it seems to ne that
the existence on paper of an unused protocol should not stand in the
way of maintaining the current one unless there is a good reason to
believe that the new one is either inmnent or strongly superior or
both. (I understand, by the way, that FTP-2 represents a | ot of

t hought and effort by several people who are greater network experts
than I, and that it isn't nice of ne to propose junking all that
work, and | hereby apologize for it.) Let me list what strike ne as
the main differences in FTP-2 and exam ne their potential imnpact on
the worl d.

1. FTP-2 uses TELNET-2. The nmin advantage of the new Tel net
protocol is that it allows flexible negotiation about things Iike
echoing. But the comrunicators in the case of FTP are conputer
progranms, not people, and don’'t want any echoi ng anyway. The
argunent that new hosts m ght not know about old Tel net seens an
unlikely one for quite sone tine to cone if TELNET-2 ever does
really take over the world, FTP-1 could be inplemented in it.

2. FTP-2 straightens out the "print file" mess. This is nore of a

mess on paper than in practice, | think. Al though the protoco
docunent is confusing on the subject, | think it is perfectly
obvi ous what to do: if the user specifies, and the server

accepts, TYPE P (ASCI| print file) or TYPE F (EBCDIC print file),
then the data sent over the network should contain Fortran contro
characters. That is, the source file should contain Fortran
controls, and should be sent over the net as is, and reformatted
if necessary not by the SERVER as the protocol says but by the
RECI PI ENT (server for STOR, user for RETR). As a non-Fortran-user
I may be missing something here but | don't think so; it is just
like the well-understood TYPE E in which the data is sent in
EBCDI C and the recipient can format it for |local use as desired.
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One never reformats a file fromASCI|I to EBCDI C at the sending
end. Perhaps the confusion happened because the protocol authors
had in mnd using these types to send files directly to a line
printer at the server end, and indeed maybe that’s all it’'s good
for and nobody’'s user programw |l inplenment TYPE P RETR | n any
event, using a two-dinmensional schene to specify the conbinations
of ASCI|/EBCDI C and ASA/ nornmal conveys no nore information than
the present A-P-E-F schene. |If there is any straightening out of
FTP-2, it could only be in the handling of these files once the
negotiation is settled, not in the negotiation process.

3. FTP-2 approves of the Network Virtual File System concept even
though it doesn’'t actually inplenent it. It seenms to nme that the
NVFS notion is full of pitfalls, the | east of which is the probl em
of incompatibilities in filenane syntax. (For example, one would
like to be able to do random access over the network, which
requires that different systens find a way to accommopdat e each
other’s rules about record sizes and so on.) |In any case, FTP-2
doesn’t really use NVFS and | nention it here only because RFC 542
does.

4. FTP-2 reshuffles reply codes sonmewhat. The reply codes in the
original FTP-2 docunent, RFC 542, don’t address what | see as the
real reply code problens. The increased specificity of reply
codes doesn’t seemto be nuch of a virtue; if, say, a renane
operation fails, it is the human user, not the FTP user program
who needs to know that it was because of a nane conflict rather
than sone other file systemerror. | amall for putting such
information in the text part of FTP replies. Sone real problens
are actually addressed in the reply code revision of RFC 640, in
whi ch the basic scheme for assigning reply code nunbers is nore
rational than either the FTP-1 schenme or the original FTP-2
schene. However, | think that nmost of the benefits of RFC 640 can
be obtained in a way which does not require cataclysnc
reprogranmmng. More on this bel ow

5. FTP-2 was established by a duly constituted ARPAnet conmittee
and we are duty-bound to inplenent it. | don’t suppose anyone
woul d actually put it that baldly, but I’'ve heard things which
anmounted to that. It's silly.

6. FTP-2 specifies default sockets for the data connection. Mbst
pl aces use the default sockets already anyway, and it is easy
enough to ignore the 255 nmessage if you want to. This is a
security issue, of course, and |'mafraid that | can't work up
much excitenent about hel ping the Cl A keep track of what anti-war
denonstrations | attended in 1968 and whi ch Vi etnanese hamets to
bonb for the greatest strategic effect even if they do pay ny
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salary indirectly. | could rave about this subject for pages, and
probably will if |I ever get around to witing an argument agai nst
MAI L-2, but for now let me just get one anecdote off mnmy chest: |
have access to an account at an ARPAnet host because | am
responsible at ny own site for |ocal nmintenance of a program
which was witten by, and is naintained by, someone at the other
site. However, the other site doesn't really trust us outsiders
(the account is shared by people in ny position at several other
hosts) to protect their vital systemsecurity, so every week they
run a conputer programto generate a new random password for the
account (last week’s was HRHPUK) and notify us all by network
mail. Well, on nmy systemand at | east one of the others, that
mail isn't read protected. | delete ny mail when | read it, but
since it is hard enough renmenberi ng HRHPUK wi t hout them changi ng
it every week, | naturally wite it in a file on our system That
file could in principle be read protected but it isn't, since
sonetines |'min sonmeone else’s office when | want to use it, and
the other passwords in it are for open guest accounts which are
wi dely known. Moral #1: Security freaks are pretty wierd. Moral
#2: 1If you have a secret don't keep it on the ARPAnet. (In the
past week | have heard about two newl y di scovered holes in Tenex
security.)

7. FTP-2 is available online and FTP-1 isn’t, so new hosts can’t
find out howto do it. Aargh!!! Wat a reason for doing
anything! Surely it would be less costly for soneone to type it
in again than for everyone to reprogram Meanwhile these new
hosts can ask Jon or Geoff or Bobby or even ne for help in getting
FTP up.

8. FTP-2 has some changes to the strange MODEs and STRUs. This is
another thing | can’t get too excited about. W support only MODE
S and STR F and that will probably still be true even if we are
forced into FTP-2. If the relatively few people who do very |arge
file transfers need to inprove the restart capability, they can do
so within FTP-1 without inpacting the rest of us. The recent

i mpl erent ati on of paged file transfers by TENEX shows t hat

probl ems of individual systens can be solved within the FTP-1
framework. |f the |IBM peopl e have sone probl em about record
structure in FTP-1, for exanple, let themsolve it in FTP-1, and
what ever the solution is, nobody who isn't affected has to

repr ogram

Well, to sumup, | ampretty happy with the success |’ve had
transferring files around the network the way things are. Wen | do
run into trouble it’s generally because sone particul ar host hasn't

i mpl ement ed sone particular feature of FTP-1, and there’'s no reason
to suppose they' |l do it any faster if they also have to convert to
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FTP-2 at the sane tinme. The main thing about FTP-2, as | said at the
beginning, is that its existence is an excuse for not sol ving
problenms in FTP-1. Sonme such problens are quite trivial except for
the fact that people are reluctant to go against anything in the
protocol document, as if the latter were the Holy wit. A few
actually require some coordinated effort. Here is ny problemli st

1. It is alnost true that an FTP user program can understand
reply codes by the follow ng sinple al gorithm

a. Replies starting with 0 or 1 should be typed out and
ot herwi se i gnored.

b. Replies starting with 2 indicate success (of this step or of
the whol e operation, depending on the conmand).

c. Replies starting with 4 or 5 indicate failure of the
conmmand.

d. Replies starting with 3 are only recognized in three cases:
the initial 300 nessage, the 330 password request, and the 350
MAI L response. (Note that the user program need not

di stingui sh which 300 nessage it got, nerely whether or not it
i s expecting one right now.)

The only real problemw th this, aside frombugs in a few servers
whose maintainers tell me they're working on it, is the HELP
command, which is not in the original protocol and which returns
Oxx, 1xx, or 2xx depending on the server. (Sonetinmes nore than one
message is returned.) The word from one network protocol expert
at BBN is that (a) 050 or 030 is the correct response to HELP, and
(b) there is a perfectly good nechanismin the protocol for
multi-line responses. Unfortunately this does not do nmuch good in
dealing with reality. There seens to be a uniform albeit
contra-protocol, procedure for handling the STAT conmand:

151 information

151 information

151 ...

151 information

200 END OF STATUS
which fits right in with the above algorithm This is despite the
fact that 1xx is supposed to constitute a positive response to a

command |i ke STAT, so that according to the protocol it ought to
be
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151-informati on
information

iéi i nformation

instead. (It seens to ne, by the way, that 050 and 030 aren’t
good enough as response to HELP since they "constitute neither a
positive nor a negative acknow edgment” of the HELP conmmand and
thus don’t tell the user programwhen it ought to ask the human
user what to do next.) | suggest that despite the protocol, a 200
response be given by all servers at the end of whatever other HELP
it gives as of, let’'s say, June 1. The alternatives are either to
| et the current rather chaotic situation continue forever while
waiting for FTP-2, or to try to standardi ze everyone on a nulti-
line 1xx for both HELP and STAT. |’ m agai nst changi ng STAT, which
wor ks perfectly for everyone as far as | can tell, and it should
be clear that |'’magainst waiting for FTP-2. Unfortunately there
is no real nmechanismfor "officially" adopting my plan, but | bet
if TENEX does it on June 1 the rest of the world will cone al ong.

2. Another reply code problemis the use of 9xx for
"experimental" replies not in the protocol. This includes the BBN
mai | - forwar di ng nessage and one other that | know of. This
procedure is sanctioned by RFC 385, but it seens |ike a bad idea
to me. For one thing, the user program has no way of know ng
whether the reply is positive, negative, or irrelevant. The
exanpl es |1’ve been burned by all should have been Oxx messages.
propose that all such nessages be given codes in the 000-599
range, chosen to fit the schene given above for interpreting reply
codes. x9x or xx9 could be used to indicate experinents.

3. One nore on reply: RFC 630 (the one about the TENEX nod to the
reply codes for MAIL and M.FL) raises the issue of "tenporary”
versus "pernmanent” failures within the 4xx category. RFC 640
deals with this question in the FTP-2 context by changing the
meani ng of 4xx and 5xx so that the forner are for tenporary errors

and the latter are for permanent errors. | like this idea, and |
think it could easily be adapted for FTP-1 use in a way which
woul d al |l ow people to ignore the change and still win. At
present, | believe that the only programwhich attenpts to

di stingui sh between tenporary and pernanent errors is the TENEX
mai l er. For other prograns, no distinction is currently made

bet ween 4xx and 5xx responses; both indicate failure, and any
retrials are done by the human user based on the text part of the
message. A specific set of changes to the reply codes codes is
proposed bel ow.
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Perhaps | should make a few nore points about RFC 640, since it’'s
the best thing about FTP-2 and the only argument for it | find at
all convincing. Let me try to pick out the virtues of 640 and

i ndi cate how they m ght be achieved in FTP-1.

a. The 3xx category is used uniformy for "positive
internmedi ate replies" where further negotiation in the Tel net
connection is required, as for RNFR |I'mafraid this one can't
be changed w thout affecting existing user prograns. (One of
my goals here is to enable exiting user prograns to work while
sonme servers continue as now and ot hers adopt the suggestions
make bel ow.) However, although this 3xx idea is logically
pleasing, it is not really necessary for a sinple-mnded user
programto be able to interpret replies. The only really new
3xx in RFC 640 is the 350 code for RNFR  But this would only
be a real inprovenent for the user programif there were also a
2xx code which nmight be returned after RNFR, which is not the
case. 640 also abolishes the 300 initial connection nessage
with 220, but again there is clearly no conflict here.

b. The use of 1xx is expanded to include what is now the 250
code for the beginning of a file transfer. The idea is that a
1xx nmessage doesn't affect the state of the user process, but
this is not really true. Consider the file transfer conmands.
The state diagram on page 13 of RFC 640 is slightly nisleading.
It appears as if 1xx replies are sinply ignored by the user
program In reality, that little |l oop hides a ot of work: the
file transfer itself! |If the server replied to the file
transfer conmand i mediately with a 2xx nmessage, it would be a
bug in the server, not a successful transfer. The real state
diagramis nore like

B-->cnd --> W-->1 -->W-->2-->8

(with branches out fromthe "Ws for bad replies). It should
be clear fromthis diagramthat the user program if it trusts
the server to know what it’s doing, can expect a 2xx instead of
the 1xx without getting confused, since it knows which of the W

states it’s in. In fact, the use of 1xx in file transfer is
very different fromits other uses, which are indeed nore |ike
the Oxx and 1xx replies in FTP-1. 1'd call this particular

poi nt a bug in RFC 640.

c. Automatic programs which use FTP (like mail ers) can decide
whet her to queue or abandon an unsuccessful transfer based on
the distinction between 4xx and 5xx codes. | like this idea,
al t hough those tenporary errors virtually never happen in rea
life. This could be acconplished in FTP-1 by novi ng many of
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the 4xx replies to 5xx. Miilers would be nodified to use the
first digit to decide whether or not to retry. This schene
does not cause any catastrophes; if sone server is slowin
converting it nerely leads to unnecessary retries. A few CPU
cycles woul d be wasted in the nonth following the officia
switch. Thus, this feature is very different from(a) and (b),
which could lead to catastrophic failures if not inplenmented
all at once. (Yes, | knowthat FTP-2 is supposed to be done on
a different 1 CP socket. | am not discussing FTP-2 but whet her
its virtues can be transferred to FTP-1.) The specific codes

i nvol ved are |isted bel ow

d. The use of the second digit to indicate the type of

message. (The proposed division is not totally clean; for
exanple, why is 150 ("file status okay; about to open data
connection") considered to be nore about the file systemthan
about data connection?) This can easily be done, since the
second digit is not currently inportant to any user process--
the TENEX mailer is, in this plan, already due for nodification

because of (c). Since this is npbstly an aesthetic point, |I'm
hesitant to do it if it would be difficult for anyone. In
particular, | would want to | eave the 25x nessages alone, in

case some user progranms distinguish these. This is especially
likely for the ones which are entirely nmeant for the program
251 and 255. Therefore | propose that if this idea is adopted
in FTP-1 the meani ngs of x2x and x5x be interchanged. This
proposal is reflected in the specific |ist bel ow.

4. The print file thing again. Let's get it nade "official" that
it is the recipient, not the server, who is responsible for any
reformatting which is to be done on these files. After all, the
reci pi ent knows what his own print prograns want.

Let me summari ze the specific changes to FTP-1 1'd like to see made,
nmost of which are nmerely docunentation changes to reflect reality:

1. HELP should return 200. Al commands should return 2xx if
successful, and | believe all do except HELP

2. The definition of 1xx nessages shoul d be changed to read:
"Informative replies to status inquiries. These constitute
neither a positive nor negative acknow edgnent."

3. Experinental reply codes should be of the form x9x or xx9,
where the first digit is chosen to reflect the significance of the
reply to automated user prograns. Reply codes greater than 599
are not permtted. The xx9 formshould be used if the reply falls
into one of the existing categories for the second digit. User
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progranms are encouraged to determine the significance of the reply
fromthe first digit, rather than requiring a specific reply code,
when possi bl e.

4. The STAT command with no argunent is considered a request for a
directory listing for the current working directory, except that

it may be given along with TELNET SYNCH while a transfer is in
progress, in which case it is a request for the status of that
transfer. (Everyone seens to do the first part of this. [|’mnot
sure if anyone actually inplenents the second. This is just
getting the protocol to agree with reality.) The reply to a STAT
command shoul d be zero or nore 1xx nmessages followed by a 200.

5. TYPEs P and F nean that the source file contains ASA contro
characters and that the recipient programshould reformat it if
necessary.

Here is a list of the current FTP-1 replies, and how they shoul d be
renunbered for the new scheme. The changes from 4xx to 5xx shoul d be
REQUI RED as of June 1; changes in the second or third digit are not
so inportant. (As explained above, it will not be catastrophic even
if some hosts do not neet the requirenent.) The list also contains
one new possi ble reply adapted from RFC 640.

oD NEW TEXT

0x0 0x0 (These nessages are not very well defined nor
very inportant. Servers should use their judgment.)

100 110 System status reply. (Since nobody does STAT
as in the protocol, this nay be a noot point.)

150 150 "File status reply." (If this were really that,
it would be switched to 120, but | believe what is neant is
the response to a bare STAT in md-transfer, which is nore
a connection status reply than a file status reply.

151 121 Directory listing reply.

200 200 Last command ok.

201 251 ABOR ok

202 252 ABCR i gnored, no transfer in progress.

new 206 Conmand i gnored, superfluous here.

230 230 Logi n conpl et e.

231 231 Logout conpl et e.

232 232 Logout command wil|l be processed when
transfer is conplete.

250 250 Transfer started correctly.

251 251 MARK yyyy = nmmmm

252 252 Transfer conpleted ok

253 223 Renane ok.

254 224 Del ete ok

255 255 SOCK nnnn
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256
300
301
330
350
400

401
430
431
432
434
435
436
450
451
452
453
454
500
501
502
503
504
505
506
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300
301
330
350
huh?
under st
no FTP
451
430
531
532
454
455
456
520
521
452
423
454
500
501
502
503
504
505
506

[ Thi
[

Leavi ng Wel |l Enough Al one

Mai | conpl eted ok

Connection greeting

Conmand i nconplete (no crlf)

Ent er password

Enter rmail.

"This service not inplemented." | don't

May 1975

and this; how does it differ from506? |f it means

at all, who gave the nmessage? Flush.
Servi ce not accepting users now, goodbye.
Foo, you are a password hacker
I nvalid user or password.
User invalid for this service.
Logout by operator
Logout by system
Servi ce shutting down.
File not found.
Access deni ed.
Transfer inconplete, connection closed.

Transfer inconplete, insufficient storage space.

Can’t connect to your socket.

Conmand gi bberi sh

Argunment gi bberi sh.

Argunment m ssing.

Argunments conflict.

You can't get there from here

Conmand conflicts with previous command.
Action not inpl enented.

s RFC was put into nachine readable formfor entry ]

into the online RFC archives by Via Genie 3/00 ]
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