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NERD:
A Not - so-novel Endpoint ID (EID) to Routing Locator (RLOC) Database

Abst ract

The Locator/1D Separation Protocol (LISP) is a protocol to
encapsul ate I P packets in order to allow end sites to route to one
anot her without injecting routes fromone end of the Internet to
another. This nmeno presents an experinmental database and a

di scussi on of nethods to transport the mappi ng of Endpoint |Ds (ElDs)
to Routing Locators (RLOCs) to routers in a reliable, scalable, and
secure manner. Qur analysis concludes that transport of all ElIDto-
RLOC mappi ngs scales well to at |east 1078 entries.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinental Protocol for the Internet
community. This is a contribution to the RFC Series, independently
of any other RFC stream The RFC Editor has chosen to publish this
docunent at its discretion and makes no statenment about its value for
i mpl ement ati on or depl oynent. Docunents approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6837
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1. Introduction

The Locator/1D Separation Protocol (LISP) [RFC6830] separates an IP
address used by a host and local routing systemfromthe Locators
advertised by BGP participants on the Internet in general, and in the
Defaul t-Free Zone (DFZ) in particular. It acconplishes this by
establ i shing a mappi ng between gl obally uni que Endpoint |Ds (ElDs)
and Routing Locators (RLOCs). This reduces the amount of state
change that occurs on routers within the DFZ on the Internet, while
enabling end sites to be nultihoned.

In sone mapping distribution approaches to LISP, the mapping is

| earned via data-triggered control nmessages between |ngress Tunne
Routers (I TRs) and Egress Tunnel Routers (ETRs) through an alternate
routing topol ogy [ RFC6836]. |In other approaches of LISP, the nmapping
fromEIDs to RLOCCs is instead | earned through some other neans. This
meno addresses different approaches to the problem and specifies a
Not - so- novel EI D-to-RLOC Dat abase (NERD) and net hods to both receive
the dat abase and to receive updates.

NERD is offered primarily as a way to avoid droppi ng packets, the
under | yi ng assunption being that dropping packets is bad for
applications and end users. Those who do not agree with this
underlying assunption may find that other approaches nmake nore sense.

NERD is specified in such a way that the nethods used to distribute
or retrieve it may vary over tinme. Miltiple databases are supported
in order to allow for nultiple data sources. An effort has been nade
to divorce the database fromaccess methods so that both can evol ve

i ndependent|y through experimentation and operational validation

1.1. Applicability

This nmeno is based on experinments perfornmed in the 2007-2009 tine
frane. At the time of its publication, the author is unaware of
operational use of NERD. Those w shing to pursue NERD should
consi der the substantial anmount of work left for the future. See
Section 10 for nore details.

1.2. Base Assunptions
In order to specify a mapping, it is inmportant to understand how it
will be used, and the nature of the data being mapped. |In the case
of LISP, the follow ng assunptions are pertinent:
o0 The data contained within the mappi ng changes only on provisioning

or configuration operations, and is not intended to change when a
link either fails or is restored. Sone other nechanism such as

Lear Experi ment al [ Page 4]



RFC 6837 NERD LI SP EI D Mappi ng Transport January 2013

1.3.

the use of LISP Reachability Bits with mapping replies, handles
heal i ng operations, particularly when a tail circuit within a
service provider’s aggregate goes down. NERD can be used as a
verification nethod to ensure that whatever operational mapping
changes an | TR recei ves are authori zed.

o Wiile weight and priority are defined, these are not hop-by-hop
metrics. Hence, the information contained within the mappi ng does
not change based on where one sits within the topol ogy.

0 Because a purpose of LISP is to reduce control-plane overhead by
reducing "rate X state" conplexity, updates to the mapping will be
relatively rare.

0 Because NERD is designed to ease interdomain routing, its use is
intended within the inter-domain environment. That is, NERD is
best inplenmented at either the custonmer edge or provider edge, and
there will be on the order of as many | TRs and EI D-Prefi xes as
there are connections to Internet service providers by end
cust omer s.

0 As such, NERD cannot be the sole neans to inplenent host mohility,
al though NERD may be in used in conjunction with other nechani sns.

What i s NERD?

NERD is a Not-so-novel ElIDto-RLOC Database. |t consists of the
fol | owi ng conponents:

1. a network database format;

2. a change distribution format;

3. a database retrieval /bootstrapping nethod; and

4. a change distribution nethod.

The network database format is conpressible. However, at this tinmg,
we specify no conpression nmethod. NERD will nake use of potentially
several transport nethods, but nost notably HTTP [ RFC2616]. HITP has
restart and conpression capabilities. It is also w dely depl oyed.
There exi st many nethods to show di fferences between two versions of
a database or a file, UNNX s "diff" being the classic example. In

this case, because the data is well structured and easily keyed, we
can nake use of a very sinple format for version differences that
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sinmply provides a list of EIDto-RLOC nmappi hgs that have changed
usi ng the sane record format as the database, and a list of ElIDs that
are to be renpved.

1.4. dossary

The reader is once again referred to [ RFC6830] for a general gl ossary
of terns related to LISP. The following terns are specific to this
meno.

Base Distribution URI: An Absolute-URl as defined in Section 4.3 of
[ RFC3986] from which other references are relative. The base
distribution URI is used to construct a URI to an EID-to-RLOC
mappi ng database. |If nore than one NERD is known, then there will
be one or nore base distribution URIs associated with each
(al though each such base distribution URI may have the sane
val ue) .

El D Dat abase Authority: The authority that will sign database files
and updates. It is the source of both.

The Authority: Shorthand for the EI D Database Authority.

NERD: Not-so-novel EID-to-RLOC Dat abase.

AFl  Address Family ldentifier.

Pull Mbdel: An architecture where clients pull only the information
they need at any given tine, such as when a packet arrives for
f orwar di ng.

Push Mbdel: An architecture in which clients receive an entire
dat aset, containing data they may or may not require, such as
mappi ngs for EIDs that no host served is attenpting to send to.

Hybrid Model: An architecture in which sonme information is pushed

toward the receiver froma source and sonme information is pulled
by the receiver.
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2

Theory of Qperation

Operational functions are split into two conponents: database updates
and state exchange between | TR and ETR during a conmmuni cati on.

2. 1.

Dat abase Updat es

VWhat follows is a sutmmary of how NERDs are generated and updat ed
Specifics can be found in Section 3. The general way in which NERD
works is as foll ows:

1.

Lear

A NERD is generated by an authority that all ocates Provider-

I ndependent (Pl) addresses (e.g., |ANA or a Regional Internet
Registry (RIR)) that are used by sites as EIDs. As part of this
process, the authority generates a digest for the database and
signs it with a private key whose public key is part of an X 509
certificate. [ITU X509.2000] That signature along with a copy of
the authority’'s public key is included in the NERD

The NERD is distributed to a group of well-known servers.

ITRs retrieve an initial copy of the NERD via HTTP when they cone
into service

I TRs are preconfigured with a group of certificates whose private
keys are used by database authorities to sign the NERD. This
list of certificates should be configurable by adm nistrators.

| TRs next verify both the validity of the public key and the
signed digest. |If either fail validation, the |ITR attenmpts to
retrieve the NERD froma different source. The process iterates
until either a valid database is found or the list of sources is
exhaust ed.

Once a valid NERD is retrieved, the ITRinstalls it into both
non-vol atile and | ocal nenory.

At sonme point, the authority updates the NERD and increnents the
dat abase version counter. At the same time, it generates a |ist
of changes, which it also signs, as it does with the origina

dat abase

Periodically, ITRs will poll fromtheir list of servers to
determine if a new version of the database exists. Wen a new
version is found, an ITRwill attenpt to retrieve a change file
using its list of preconfigured servers.
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9. The ITR validates a change file just as it does the origina
dat abase. Assumi ng the change file passes validation, the ITR
installs new entries, overwites existing ones, and renoves enpty
entries, based on the content of the change file.

As tinme goes on, it is quite possible that an | TR nay probe a list of
configured peers for a database or change file copy. It is equally
possi bl e that peers might advertise to each other the version nunber
of their database. Such nmethods are not explored in depth in this
meno but are mentioned for future consideration

2.2. Communi cations between | TR and ETR

[ RFC6830] descri bes the basic approach to what happens when a packet
arrives at an ITR, and what conmuni cati ons between the I TR and ETR
take place. NERD provides an optimstic approach to establishing
conmuni cations with an ETR that is responsible for a given El D
Prefix. State nust be kept, however, on an I TR to determ ne whet her
that ETRis in fact reachable. It is expected that this is a common
requi renent across LI SP mapping systens, and will be handled in the
core LISP architecture

2.3. \Who are database authorities?

This meno does not specify who the database authority is. That is

because there are several possible operational models. In each case,
the nunber of database authorities is meant to be small so that |ITRs
need only keep a small list of authorities, simlar to the way a nane

server mght cache a list of root servers

0 A single database authority exists. In this case, all entries in
the database are registered to a single entity, and that entity
distributes the database. Because the EID space is provider-

i ndependent address space, there is no architectural requirenent
that address space be hierarchically distributed to anyone, as
there is with provider-assigned address space. Hence, there is a
natural affinity between the | ANA function and the database
authority function.

o0 Each region runs a database authority. |In this case, provider-
i ndependent address space is allocated to either RIRs or to
affiliates of such organi zati ons of network operations guilds
(NOGs). The benefit of this approach is that there is no single
organi zation that controls the database. It allows one database
authority to back up another. One could envision as nany as ten
dat abase authorities in this scenario. One drawback to this
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approach, however, is that any reference to a region inposes a
notion of locality, thus potentially dimnishing the split between
Locator and identifier.

0 Each country runs a database authority. This could occur should
countries decide to regulate this function. Wile linmting the
scope of any single database authority as the previous scenario
describes, this approach woul d introduce sone overhead as the |ist
of database authorities would grow to as many as 200, and possibly
more if jurisdictions within countries attenpted to regulate the
function. There are two drawbacks to this approach. First, as
distribution of EIDs is driven to nore |ocal jurisdictions, an
EID-Prefix is tied even nore tightly to a |l ocation. Second, a
| arge number of database authorities will demand sone sort of
di scovery mechani sm

0 |Independent operators nanage database authorities. This has the
appeal s of being l|ocation independent and enabling conpetition for
good performance. This nmethod has the drawback of potentially
requiring a discovery mechani sm

The latter two approaches are not nutually exclusive. Wile this
specification allows for multiple databases, discovery nechanisns are
|l eft as future work.

3. NERD For mat

The NERD consists of a header that contains a database version and a
signature that is generated by ignoring the signature field and
setting the authentication block length to O (NULL). The

aut hentication block itself consists of a sighature and a certificate
whose private-key counterpart was used to generate the signature

Records are kept sorted in nuneric order with AFl plus EID as primary
key and prefix length as secondary. This is so that after a database
update it should be possible to reconstruct the database to verify
the digest signature, which may be retrieved separately fromthe

dat abase for verification purposes.
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0 1 2 3
01234567890123456789012345678901
i T o T i e S S S i S e S
Schema Vers=1 | DB Code | Dat abase Nanme Size |
N i S S i T i i e S S S s
Dat abase Ver si on |
T o e i e S e e R b ok ok b NI T R
A d Dat abase Version or 0 |
i T o T i e S S S i S e S

Dat abase Name

PKCS#7 Bl ock Size | Reserved
B i T i T S i s S S N e s o T S

I
I
I
R s i e R i e oI S e S e S R i Tk T S S R S R i S
I
. o . I

PKCS#7 Bl ock Containing Certificate and Signature |

I

+-
I
+-
I
+-
I
+-
I
I
I
+-
I
+-
I
I
I
+-

+
R e o i i e S S R S R ol i il S S S S R e o T R e
Dat abase Header

The "DB Code’ field indicates O if what follows is an entire database
or 1 if what follows is an update. The 'Database Version' field

hol ds the database file version, which is increnented each tinme the
compl ete database is generated by the authority. |In the case of an
update, the field indicates the new database file version, and the
ol d database file version is indicated in the 'O d Database Version
field. The database file version is used by routers to determ ne
whet her or not they have the nbst current database.

The ' Dat abase Nanme’ field holds a DNS-1D, as specified in [ RFC6125].
This is the nane that will appear in the Subject field of the
certificate used to verify the database. The purpose of the database
name is to allow for nore than one database. Such databases woul d be
merged by the router. It is inportant that an ElID-to-RLOC nappi hg be
listed in no nore than one database, |est inconsistencies arise.
However, it may be possible to transition a mapping from one dat abase
to another. During the transition period, the mappings woul d be
identical. Wen they are not, the resultant behavior will be
undefined. The database nane is padded with NULLs to the nearest
fourth byte.

The PKCS#7 [ RFC2315] authentication bl ock contai ns a DER-encoded

[1 TU. X509. 2000] signature and associ ated public key. For the
purposes of this experinent, all inplenentations will support the RSA
encryption signature algorithmand SHAL di gest algorithm and the
standard attributes are expected to be present.
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N.B., it has been suggested that the Cryptographic Message Syntax
(CvB) [ RFC5652] be used instead of PKCS#7. At the time this
experinent was performed, CM5 was not yet w dely depl oyed. However,
it is certainly the correct direction and should be strongly
considered in future rel ated work.

3.1. NERD Record For nat
As distributed over the network, NERD records appear as follows:

0 1 2 3

01234567890123456789012345678901
I T I i i S T it S S S S
RLCCs | EID Pref. Len | El D AFI |
B I i S gt

+

+-
Num
+-

+

+-
LT

| Endpoi nt identifier |
e s i i e e S  t o i R S
| Priority 1 | Weight 1 | AFl 1 |
i e e R el T R L b o i S SR R S S
| Routing Locator 1 |
B i s T T i i o S o T Ji I
| Priority 2 | Wi ght 2 | AFl 2 |
e s i i i L e ok o i R SR S
| Routing Locator 2 |
i e e R e o o e e b i o I N S T
| Priority 3 | Wei ght 3 | AFl 3 |
B i s T T i i o S o T Ji I
| Routing Locator 3... |
e L i i e e S ik ik I R S S

EID AFl is the AFl of the EID. Priority N, Weight N, and AFl N are
associated with Routing Locator N. There will always be at |east one
RLOC. The mininumrecord size for I1Pv4 is 16 bytes. Each additional
I Pv4 RLOC increases the record size by 8 bytes. The purpose of this
format is to keep the database conpact, but sonewhat easily read.

The neani ng of weight and priority are described in [RFC6830]. The
format of the AFl is specified by ANA in the "Address Family
Nunbers" registry, with the exception of how | Pv6 EID Prefixes are
stored.

NERD assunes that ElIDs stored in the database are prefixes, and
therefore are acconpanied with prefix lengths. 1In order to reduce
storage and transnission anmounts for |Pv6, only the necessary nunber
of bytes of an EID as specified by the prefix length are kept in the
record, rounded to the nearest 4-byte (word) boundary. For instance,
if the prefix length is /49, the nearest 4-byte word boundary woul d
require that 8 bytes are stored. |Pv6 RLOCs are represented as
normal 128-bit | Pv6 addresses.
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3.2. Database Update Format

A dat abase update contains a set of changes to an existing database.
Each {AFl, EID, mask-length} tuple may have zero or nore RLCOCs
associated with it. In the case where there are no RLOCs, the EID
entry is renoved fromthe database. Records that contain ElDs and
prefix lengths that were not previously listed are sinply added.

O herwise, the old record for the EID and prefix length is replaced
by the nore current information. The record format used by the

dat abase update is the sane as described in Section 3.1

4. NERD Distribution Mechani sm
4.1. Initial Bootstrap

Bootstrap occurs when a router needs to retrieve the entire database.
It knows it needs to retrieve the entire database because either it
has none or it has an update too substantial to process, as night be
the case if a router has been out of service for a substantially

| engthy period of tine.

To bootstrap, the I TR appends t he database nane plus "/current/
entiredb" to a base distribution URI and retrieves the file via HITP
More formally (using ABNF from [ RFC5234]):

entire-db = base-uri dbnanme "/current/entiredb"
base-uri = uri ; from RFC 3986
dbnane = DNS-ID ; from RFC 6125

For exanple, if the base distribution URl is
"http://ww. exanpl e. coni ei ddb/", and assumi ng a dat abase name of
"nerd.arin.net", the I TR woul d request

"http://ww. exanpl e. coni ei ddb/ nerd. arin. net/current/entiredb”

Rout ers check the signature on the database prior to installing it,
and they check that the database schema natches a schenma t hey
understand. Once a router has a valid database, it stores that

dat abase in sone sort of non-volatile nenory (e.g., disk, flash
menory, etc).

N. B., the host conmponent for such URI's should not resolve to a LISP
EID, lest a circular dependency be created.

4.2. Retrieving Changes

In order to retrieve a set of database changes, an ITR will have
previously retrieved the entire database. Hence, it knows the
current version of the database it has. |Its first step for

retrieving changes is to retrieve the current version nunber of the
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dat abase. It does so by appending "/current/version" to the base
distribution URI and database nane and retrieving the file. |Its
format is text, and it contains the integer value of the current
dat abase versi on.

Once an I TR has retrieved the current version, it conpares the

version of its local copy. |If there is no difference, then the
router is up to date and need take no further actions until it next
checks.

If the versions differ, the router next sends a request for the
appropri ate change file by appending "current/changes/" and the
textual representation of the version of its local copy of the
dat abase to the base distribution URI. Mre formally:

base-uri dbnanme "/current/version"
base-uri dbname "/current/changes/" ol d-version
1*DIAT

db-versi on
db- curupdat e
ol d-versi on

For exanple, if the current version of the database is 1105503, the
router’s version is 1105500, and the base URI and dat abase nane are
the sane as above, the router would first request

"http://ww. exanpl e. coni ei ddb/ nerd. arin. net/current/version" to
determine that it is out of date, and also to learn the current
version. It would then attenpt to retrieve

"http://ww. exanpl e. coni ei ddb/ nerd. ari n. net/current/changes/ 1105500"

The server may not have that change file, either because there are
too many versions between what the router has and what is current or
because no such change file was generated. |If the server has changes
fromthe router’s version to any later version, the server issues an
HTTP redirect to that change file, and the router retrieves and
processes it. Mre formally:

base-uri dbnane "/" newer-version
"/ changes/" ol d-version
1I*DIGA T

db-i ncupdat e

newer - ver si on
For exanpl e:
"http://ww. exanpl e. coni ei ddb/ nerd. ari n. net/ 1105450/ changes/ 1105401"
woul d update a router fromversion 1105401 to 1105450. Once it has

done so, the router should then repeat the process until it has
brought itself up to date.
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Thi s begs the question: how does a router know to retrieve version
1105450 in our exanple above? It cannot. A redirect nust be given
by the server to that URI when the router attenpts to retrieve
differences fromthe current version, say, 1105503.

Wiile it is unlikely that database versions would wap, as they
consi st of 32-bit integers, should the event occur, |ITRs should
attenpt first to retrieve a change file when their current version
nunber is within 10,000 of 2732 and they see a version avail abl e that
is less than 10,000. Barring the availability of a change file, the
I TR can still assune that the database version has wapped and
retrieve a new copy. It may be safer in future work to include
additional wap information or a larger field to avoid having to use
any heuristics.

5. Analysis

We will start our analysis by | ooking at how nuch data will be
transferred to a router during bootstrap conditions. W wll then

| ook at the bandwi dth required. Next, we will turn our concerns to
servers. Finally, we will ponder the effect of providing only
changes.

In the analysis below, we treat the overhead of the database header
as insignificant (because it is). The analysis should be sinilar,
whet her a single database or nultiple databases are enpl oyed, as we
woul d assunme that no entry woul d appear nore than once.

5.1. Database Size

By its very nature, the information to be transported is relatively
static and is specifically designed to be topologically insensitive.
That is, every ITRis intended to have the sane set of RLOCs for a
given EID. Wile some processing power will be necessary to instal

a table, the anpbunt required should be far | ess than that of a
routing i nformati on database because the | evel of entropy is intended
to be | ower.

For purposes of this analysis, we will assunme that the world has
mgrated to | Pv6, as this increases the size of the database, which
woul d be our primary concern. However, to mtigate the size
increase, we have limted the size of the prefix transmtted. For
purposes of this analysis, we shall assume an average prefix |length
of 64 bits.

Lear Experi ment al [ Page 14]



RFC 6837 NERD LI SP EI D Mappi ng Transport January 2013

Based on that assunption, Section 3.1 states that mapping infornmation
for each EID/ prefix includes a group of RLOCs, each with an
associated priority and weight, and that a mnimumrecord size with
IPv6 EIDs with at | east one RLOC is 30 bytes unconpressed. Each
additional |Pv6 RLOC costs 20 bytes.

e e e Fome e Fome e e +
| 10°n EIDs | 2 RLOC| 4 RLOC| 8 RLOC |
o mmeea s N N T +
| 4| 500 KB | 900 KB | 1.70 MB |
| 5| 5.0 M| 9.0 MB| 17.0 MB |
| 6| 50 MB| 90 MB| 170 MB |
| 7 | 500 MB| 900 MB | 1.70 GB |
| 8| 5.0 GB| 9.0 GB| 17.0 GB |
o mmeea s N N T +

Tabl e 1. Database size for |IPv6 routes with average prefix | ength of
64 bits

Entries in the above table are derived as foll ows:
E* (30 +20 * (R- 1))
where E = nunber of EIDs (10"n), R = nunber of RLOCs per EID.

Qur scaling target is to accommodate 1078 rmnul ti honed systens, which
is one order of magnitude greater than what is discussed in [ CARPO7].
At 10”8 entries, a device could be expected to use between 5 and 17
GB of RAM for the mapping. No matter the nmethod of distribution, any
router that sits in the core of the Internet would require near this
anount of menory in order to performthe I TR function. Large-
enterprise ETRs would be simlarly strained, sinply due to the
diversity of sites that comunicate with one another. The good news
is that this is not our starting point, but rather our scaling
target, a nunber that we intend to reach by the year 2050. Cur
starting point is nore likely in the nei ghborhood of 104 or 1075

El Ds, thus requiring between 500 KB and 17 MB.
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5.2. Router Throughput versus Tinme

o e e e o S R S R TS Fomm oo +
| Table Size (10”n) | 1 MB/s | 10 MB/s | 100 MB/s | 1 GB/s
o e e o s S S S T +
| 6 | 8 | 0.8 | 0.08 | 0.008
| 7| 80 | 8 | 0.8 | 0.08
| 8 | 800 | 80 | 8 | 0.8
| 9 | 8, 000 | 800 | 80 | 8
| 10 | 80,000 | 8, 000 | 800 | 80
| 11 | 800,000 | 80,000 | 8, 000 | 800
o e e oo s S S S T +

Tabl e 2: Nunber of seconds to process NERD

The length of tinme it takes to receive the database is significant in
nodel s where the device acquires the entire table. During this
period of tine, either the router will be unable to route packets
using LISP or it nust use sone sort of query mechanismfor specific
ElIDs as it populates the rest of its table through the transfer
Table 2 shows us that at our scaling target, the length of tine it
woul d take for a router using 1 MB/s of bandwi dth is about 80
seconds. W can neasure the processing rate in small nunbers of
hours for any transfer speed greater than that. The fastest
processing time shows us as taking 8 seconds to process an entire
tabl e of 1079 bytes and 80 seconds for 10710 bytes.

5.3. Nunber of Servers Required

As easy as it may be for a router to retrieve, the aggregate
information may be difficult for servers to transnit, assuming the
information is transmtted in aggregate (we'll revisit that
assunption later).

o a o Fom ek Fom e Fom ek Fom ek +
| # Simultaneous | 10 Servers | 100 | 1, 000 | 10, 000
| Requests | | Servers | Servers | Servers
oo o - Fomm e oo - N Fomm e oo - Fomm e oo - +
| 100 | 720 | 72 | 72 | 72 |
| 1, 000 | 7,200 | 720 | 72 | 72 |
| 10, 000 | 72,000 | 7,200 | 720 | 72 |
| 100, 000 | 720, 000 | 72,000 | 7,200 | 720
| 1, 000, 000 | 7,200, 000 | 720, 000 | 72,000 | 7,200 |
| 10, 000, 000 | 72,000,000 | 7,200,000 | 720, 000 | 72,000
o e R R R R +

Table 3: Retrieval tinme per nunber of servers in seconds
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This assunmes an average of 1078 entries with 4 RLOCs per EID and that
each server has access to 1 GB/s, 100% efficient use of that
bandwi dt h, and no conpressi on.

Entries in the above table were generated using the follow ng nethod:

For 1078 entries with four RLOCs per EID, the table size is 9.0 GB,
per our previous table. Assume 1 GB/s transfer rates and 100%
utilization. Protocol overhead is ignored for this exercise. Hence,
a single transfer X takes 48 seconds and can get no faster.

Wth this in mnd, each entry is as follows:
max( 1X, N* X/ S)

where N = nunber of transfers,
X = 72 seconds, and
S = nunber of servers.

If we have a distribution nodel in which every device nust retrieve
the mapping i nformati on upon start, Table 3 shows the length of tine
in seconds it will take for a given nunber of servers to conplete a
transfer to a given nunber of devices. This table says, as an
exanple, that it would take 72,000 seconds (20 hours) for 1,000, 000
ITRs to sinultaneously retrieve the database from 1,000 servers,
assunmi ng equal | oad distribution. Should a cold-start scenario
occur, this nunber should be of some concern. Hence, it is inportant
to take some neasures both to avoid such a scenario and to ease the
| oad should it occur. The primary defense should be for ITRs to
first attenpt to retrieve their databases fromtheir peers or
upstream provi ders. Secondary defenses could include data sanity
checks within ITRs, with agreed norns for how much the dat abase
shoul d change in any given update or over any given period of tinmne.
As we will see bel ow, dissem nation of changes is considerably |ess
vol une.

. . S RIS . +
| % Daily Change | 100 Servers | 1,000 Servers | 10,000 Servers
o e S T o e +
| 0.1% | 300 | 30 | 3|
| 0.5% | 1, 500 | 150 | 15
| 1% | 3, 000 | 300 | 30
| 5% | 15, 000 | 1,500 | 150
| 10% | 30, 000 | 3,000 | 300
o e S T o e +

Table 4: Transfer times for hourly updates, shown in seconds

Lear Experi ment al [ Page 17]



RFC 6837 NERD LI SP EI D Mappi ng Transport January 2013

Assuming 10 million routers and a database size of 9 GB, resulting
transfer tines for hourly updates are shown in seconds, given numnber
of servers and daily rate of change. Note that when insufficient
resources are devoted to servers, an unsustainable situation arises
where updates for the next batch would begin prior to the conpletion
of the current batch.

This table shows us that with 10,000 servers the average transfer
time with 1 GB/s links for 10,000,000 routers will be 300 seconds
with 10% daily change spread over 24 hourly updates. For a 0.1%
daily change, that nunber is 3 seconds for a database of size 9.0 GB

The anount of change goes to the purpose of LISP. If its purpose is
to provide effective nultihom ng support to end custoners, then we
m ght anticipate relatively few changes. 1f, on the other hand,

service providers attenpt to make use of LISP to provide some form of
traffic engineering, we can expect the sane data to change nore
often. W cannot conclude nuch in this regard without additiona
operational experience. The one thing we can say is that different
applications of LISP may require new and different distribution
mechani sms.  Such optim zation is left for another day.

5.4. Security Considerations

If an attacker can forge an update or tanper with the database, he
can in effect redirect traffic to end sites. Hence, integrity and
authenticity of the NERD is critical. 1In addition, a nmeans is
required to determ ne whether a source is authorized to nodify a

gi ven database. No data privacy is required. Quite to the contrary,
this information will be necessary for any |ITR

The first question one nmust ask is who to trust to provide the ITR a
mapping. Utimtely, the owner of the EID Prefix is nost
authoritative for the mapping to RLOCs. However, were all owners to
sign all such nmappings, |TRs would need to know which owner is

aut hori zed to nodify which mappi ng, creating a problemof QN‘2)
conpl exity.

We can reduce this problem substantially by investing some trust in a
smal | nurmber of entities that are allowed to sign entries. |If an
authority manages ElI Ds nuch the same way a donmain nane registrar
handl es domai ns, then the owner of the EID woul d choose a dat abase
authority she or he trusts, and ITRs nust trust each such authority
in order to map the EIDs |listed by that authority to RLOCs. This
reduces the amount of managenent conplexity on the ETR to retaining
know edge of Q(# authorities), but does require that each authority
establish procedures for authenticating the owner of an EID. Those
procedures needn't be the sane.
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There are two classic nethods to ensure integrity of data:

0 secure transport of the source of the data to the consuner, such
as Transport Layer Security (TLS) [RFC5246]; and

0 provide object-1evel security.

These net hods are not nutually exclusive, although one can argue
about the need for the former, given the latter.

In the case of TLS, when it is properly inplenmented, the objects
bei ng transported cannot easily be nodified by interlopers or so-
called men in the nmddle. Wen data objects are distributed to
multiple servers, each of those servers nmust be trusted. As we have
seen above, we could have quite a | arge nunber of servers, thus
providing an attacker a |arge nunber of targets. W conclude that
sonme form of object-level security is required

Obj ect-level security involves an authority signing an object in a
way that can easily be verified by a consuner, e.g., a router. In
this case, we would want the mapping table and any increnental update
to be signed by the originator of the update. This inplies that we
cannot sinply nake use of a tool like CVS [CVS]. Instead, the
originator will want to generate diffs, sign them and nake them
avail abl e either directly or through sonme sort of content
distribution or peer to peer network.

5.4.1. Use of Public Key Infrastructures (PKISs)

X. 509 provides a certificate hierarchy that has scaled to the size of
the Internet. The systemis nobst nanageabl e when there are few
certificates to manage. The nodel proposed in this menmo makes use of
one current certificate per database authority. The two pieces of

i nformati on necessary to verify a signature, therefore, are as
fol |l ows:

o the certificate of the database authority, which can be provided
al ong with the database; and

o the certificate authority's certificate.
The latter two pieces of information nust be very well known and nust
be configured on each ITR It is expected that both woul d change

very rarely, and it would not be unreasonable for such updates to
occur as part of a normal OS rel ease process.
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The tools for both signing and verifying are readily avail abl e.
QpenSSL (http://ww. openssl.org) provides tools and libraries for
both signing and verifying. Oher tools comobnly exist.

Use of PKIs is not without inplenmentation conplexity, operationa
complexity, or risk. The following risks and nitigations are
identified with NERD s use of PKIs:

The private key of a NERD authority is exposed:
In this case, an attacker could sign a fal se database update,
either redirecting traffic or otherw se causi ng havoc. The NERD
adm ni strator nust revoke its existing key and i ssue a new one.
The certificate is added to a certificate revocation list (CRL),
whi ch may be distributed with both this and ot her databases, as
wel | as through other channels. Because this event is expected to
be rare, and the nunber of database authorities is expected to be
small, a CRL will be small. When a router receives a revocation,
it checks it against its existing databases, and attenpts to
update the one that is revoked. This inplies that prior to
i ssuing the revocation, the database authority would sign an
update with the new key. Routers would discard updates they have
al ready received that were signed after the revocation was
generated. If a router cannot confirmwhether the authority’'s
certificate was revoked before or after a particular update, it
will retrieve a fresh new copy of the database with a valid
si gnature.

The private key associated with a CAin the chain of trust of the
Authority’'s certificate is conproni sed
In this case, it becones possible for an attacker to masquerade as
the database authority. To aneliorate damage, the database
authority revokes its certificate and get a new certificate issued
froma CA that is not conprom sed. Once it has done so, the
previous procedure is followed. The conpromised certificate can
be renmpbved during the normal OS upgrade cycle. |In the case of the
root authority, the situation could be nore serious. Updates to
the S in the ITR need to be validated prior to installation. One
possi bl e method of doing this is provided in [RFC4108]. Trust
anchors are assunmed to be updated as part of an OS update;
i mpl ement ors shoul d consider using a key other than the trust
anchor for validating OS updates.
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An algorithmused if either the certificate or the signature is
cracked:
This is a catastrophic failure and the above forns of attack
becone possible. The only mtigation is to nake use of a new
algorithm 1In theory, this should be possible, but in practice it
has proved very difficult. For this reason, additional work is
recommended to nake alternative algorithms avail abl e.

The NERD authority |loses its key or disappears:
In this case, nobody can update the existing database. There are
few programmatic mitigations. |f the database authority pl aces
its private keys and suitable amounts of information in escrow,
under agreed upon circunstances (for exanple, no updates for three
days), the escrow agent would release the information to a party
competent of generating a database update.

5.4.2. Oher R sks

Because this specification does not require secure transport, if an
attacker prevents updates to an I TR for the purposes of having that

I TR continue to use a conprom sed ETR, the I TR could continue to use
an ol d version of the database w thout realizing a new version has
been nmade available. |[If one is worried about such an attack, a
secure channel (such as SSL) to a secure chain back to the database
authority should be used. It is possible that, after sone
operational experience, later versions of this format will contain
additional semantics to address this attack. SSL would al so prevent
attenpts to spoof false database versions on the server.

As di scussed above, substantial risk would be a cold-start scenario.
If an attacker found a bug in a conmon OS that allowed it to erase an
| TR s dat abase, and was able to dissem nate that bug, the collective
ability of ITRs to retrieve new copies of the database could be taxed
by collective demand. The renedy to this is for devices to share
copi es of the database with their peers, thus nmaki ng each potenti al
requester a potential service.

6. Wiy not use XM.?

Many obj ects these days are distributed as either XM pages or

sonet hing derived as XM. [ WBC. REC- xml 11- 20040204], such as SCAP

[ VBC. REC- soapl2-part 1- 20070427] [ WBC. REC- soapl2-part2-20070427]. Use
of such well-known standards allows for high-level tools and library
reuse. XM.'s strength is extensibility. Wthout a doubt XM. woul d
be nore extensible than a fixed field database. Wy not, then, use
these standards in this case? The greatest concern the author had
was conpactness of the data stream In as nuch as this nechanismis

Lear Experi ment al [ Page 21]



RFC 6837 NERD LI SP EI D Mappi ng Transport January 2013

used at all in the future, so long as that concern could be
addressed, and so long as signatures of the database can be verified,
XML probably shoul d be consi der ed.

7. Oher Distribution Mechani sns

W now consi der various different mechani snms. The probl em of

di stributing changes in various databases is as old as databases.

The author is aware of two obvi ous approaches that have been well

used in the past. One approach would be the wide distribution of CVS
repositories. However, for reasons nentioned in Section 5.4, CVSis
insufficient to the task

The other tried and true approach is the use of periodic updates in
the formof messages. The good old Network News Transfer Protoco
(NNTP) [ RFC3977] itself provides two separate nechani sns (one push
and another pull) to provide a coherent update process. This was in
fact used to update nol ecul ar biol ogy dat abases [gh91] in the early
1990s. Netnews offers a way to deternine whether articles with
specified Article-1ds have been received. In the case where the
mapping file source of authority wi shes to transmt updates, it can
sign a change file and then post it into the network. Routers nerely
need to keep a record of article ids that it has received. Netnews
systens have years ago handl ed far greater volune of traffic than we
envision [Usenet]. Initially this is probably overkill, but it may
not be so later in this process. Sone consideration should be given
to a mechani sm known to wi dely distribute vast anmbunts of data, as

i nstant aneously as either the sender or the receiver wi shes.

To attain an additional |evel of hierarchy in the distribution
networ k, service providers could retrieve information to their own
| ocal servers and configure their routers with the host portion of
t he above URI.

Anot her possibility would be for providers to establish an agreenent
on a snmall set of anycast addresses for use for this purpose. There
are limtations to the use of anycast, particularly with TCP. In the
m dst of a routing flap, an anycast address can becone all but
unusabl e. Careful study of such a use as well as appropriate use of
HTTP redirects is expected.

7.1. \What about DNS as a mmpping retrieval nodel ?

It has been proposed that a query/response mechani smbe used for this
informati on and specifically that the Domai n Name System ( DNS)

[ RFC1034] be used. The previous nodels do not preclude DNS. DNS has
the advantage that the adnministrative lines are well drawn, and that
the ID-to-RLOC mapping is likely to appear very close to these
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boundaries. DNS al so has the added benefit that an entire
distribution infrastructure already exists. There are, however, some
probl enms that could inpact end hosts when intermedi ate routers make
queries, sone of which were first pointed out in [RFC1383]:

0 Any query mechani smoffers an opportunity for a resource attack if
an attacker can force the ITRto query for information. |In this
case, all that would be necessary would be for a "botnet" (a group
of conputers that have been conprom sed and used as vehicles to
attack others) to ping or otherw se contact via sone nornal
service hosts that sit behind the ETR |If the botnet hosts
thensel ves are behind ETRs, the victinis ITRwill need to query
for each and every one of them thus becoming part of a classic
reflector attack.

o0 Packets will be delayed at the very least, and probably dropped in
the process of a mapping query. This could be at the begi nning of
a conmuni cation, but it will be inpossible for a router to
conclude with certainty that this is the case

o The DNS has a backoff algorithmthat presunes that applications
are nmaki ng queries prior to the beginning of a communication.
This is appropriate for end hosts who know in fact when a
communi cati on begins. An end user nmay not enjoy that a router is
wai ting seconds for a retry.

o Wiile the adm nistrative |lines may appear to be correct, the
| ocation of nanme servers may not be. |[|f nanme servers sit within
Pl address space, thus requiring LISP to reach, a circular
dependency is created. This is precisely where nany enterprise
nane servers sit. The LISP experinment should not predicate its
success on relocation of such name servers

Nevert hel ess, DNS nay be able to play a role in providing the
enterprise control over the mapping of its EIDs to RLOCs. Posit a
new DNS record "EID2RLOC'. This record is used by the authority to
coll ect and aggregate nmapping information so that it may be
distributed through one of the other mechanisns. As an exanpl e:

$ORI G N 0. 10. PI - SPACE
128 El D2RLOC  mask 23 priority 10 weight 5 172.16.5. 60
El D2RLOC  mask 23 priority 15 weight 5 192.168.1.5

In the above figure, network 10.0.128/23 woul d del egated to sone end
system say, EXAMPLE. COM They woul d manage the above zone
information. This would allow a DNS nmechanismto work, but it would
al so al |l ow soneone to aggregate the informati on and distribute a
tabl e.
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7.2. Use of BGP and LI SP+ALT

The Border Gateway Protocol (BGP) [RFC4A271] is currently used to
distribute inter-domain routing throughout the Internet. Wy not,
then, use BGP to distribute mapping entries, or provide a rendezvous
mechanismto initialize mapping entries? |In fact, this is precisely
what LISP Alternative Topol ogy (LISP+ALT) [ RFC6836] acconpli shes,
using a conpletely separate topology fromthe normal DFZ. It does so
usi ng existing code paths and expertise. The alternative topol ogy

al so provides an extrenely accurate control path fromITRs to ETRs,
whereas NERD s operational nodel requires an optimstic assunption
and control -plane functionality to cycle through unresponsive ETRs in
an EID-Prefix’s mapping entry. The nmenory-scaling characteristics of
LI SP+ALT are extrenely attractive because of expected strong
aggregation, whereas NERD nakes al nost no attenpt at aggregation.

A nunber of key deploynment issues are |left open. The principle issue
is whether it is deened acceptable for routers to drop packets
occasionally while mapping information is being gathered. This
shoul d be the subject of future research for ALT, as it was a key
design goal of NERD to avoid such a situation

7.3. Perhaps use a hybrid nodel ?

Perhaps it would be useful to use both a prepopul ated database such
as NERD and a query mechani sm ( perhaps LI SP+ALT, LI SP-CONS

[LI SP-CONS], or DNS) to determine an ElID-to-RLOC mappi ng. One idea
woul d be to receive a subset of the mappings, say, by taking only the
NERD for certain regions. This alleviates the need to drop packets
for sone subset of destinations under the assunption that one’'s
business is localized to a particular region. |If one did not have a
|l ocal entry for a particular EID, one would then nake a query.

One approach to using DNS to query live would be to periodically walk
"interesting" portions of the network, in search of rel evant records,
and to cache themto non-volatile storage. Wile preventing resource
attacks, the walk itself could be viewed as an attack, if the

al gorithm was not sel ective enough about what it thought was
interesting. A simlar approach could be applied to LI SP+ALT or

LI SP-CONS by forcing a data-driven Map Reply for certain sites.

8. Depl oynent |ssues
VWil e LISP and NERD are intended as experinents at this point, it is
al ready obvi ous one must give serious consideration to circular

dependencies with regard to the protocols used and the el enents
within them

Lear Experi ment al [ Page 24]



RFC 6837 NERD LI SP EI D Mappi ng Transport January 2013

8.1. HITP

In as much as HITP depends on DNS, either due to the authority
section of a URI or to the configured base distribution URI, these
same concerns apply. In addition, any HTTP server that itself makes
use of Provider-1ndependent addresses would be a poor choice to

di stribute the database for these exact sane reasons.

One issue with using HTTP is that it is possible that a m ddl ebox of
sonme form such as a cache, may intercept and process requests. In
sonme cases, this nmight be a good thing. For instance, if a cache
correctly returns a database, sone anount of bandw dth is conserved
On the other hand, if the cache itself fails to function properly for
what ever reason, end-to-end connectivity could be inpaired. For
exanple, if the cache itself depended on the mapping being in place
and functional, a cold-start scenario night |eave the cache
functioning inproperly, in turn providing routers no neans to update
their databases. Sonme care nust be given to avoid such

ci rcunst ances

9. Open Questions

Do we need to discuss reachability in nore detail? This was clearly
an issue at the I ST-RING (Information Sci ence Technol ogi es - Routing
in Next Generation) workshop. There are two key issues. First, what
is the appropriate architectural separation between the data pl ane
and the control plane? Second, is there sone specific way in which
NERD i npacts the data pl ane?

Shoul d we specify a (perhaps conpressed) tarball that treads a middle
ground for the | ast question, where each update tarball contains both
a signature for the update and for the entire database, once the
update is applied?

Shoul d we conpress? |n sonme initial testing of databases with 1, 5,
and 10 mllion IPv4 EIDs and a randomdi stribution of |IPv4d RLCCs, the
current format in this docunent conpresses down by a factor of

bet ween 35% and 36% using Burrows-Weel er block sorting text
conmpression algorithm (bzip2). The NERD used random EIDs with prefix
| engths varying from 19-29 bits, with probability weighted toward the
smal l er masks. This only very roughly reflects reality. A better
test would be to start with the existing prefixes found in the DFZ
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10.

Concl usi ons

This menmo has specified a database format, an update format, a UR
convention, an update nethod, and a validation nmethod for EID-to-RLOC
mappi ngs. We have shown that beyond the predictions of 108 EI D
prefix entries, the aggregate database size would likely be at nost
17 GB. We have considered the anpbunt of servers to distribute that

i nformati on, and we have denonstrated the linmtations of a sinple
content distribution network and other well-known mechani sms. The
effort required to retrieve a database change anounts to between 3
and 30 seconds of processing tinme per hour at today’'s gigabit speeds.
W conclude that there is no need for an off-box query mechani sm
today and that there are distinct disadvantages for having such a
mechani smin the control plane.

Beyond this, we have exam ned alternatives that allow for hybrid
nodel s that do use query nechani sns, shoul d our operating assunptions
prove overly optimstic. Use of NERD today does not foreclose use of
such nodels in the future, and in fact both nodels can happily
coexi st .

Since the first draft of this docunment in 2007, portions of this work
have been inplenented. Future work shoul d consider the size of
fields, such as the version field, as well as key roll-over and
revocation issues. As previously noted, CM5 is now wi dely depl oyed.
Current work on DNS-based authentication of naned entities [ RFC6698]
may provide a nmeans to test authorization of a NERD provider to carry
a specific prefix.

W |l eave to future work how the |ist of databases is distributed, how
BGP can play a role in distributing know edge of the databases, and
how DNS can play a role in aggregating information into these

dat abases.

We also | eave to future work whether HTTP is the best protocol for
the job, and whether the schene described in this docunent is the
nmost efficient. One could easily envision that when applied in high-
del ay or high-loss environments, a broadcast or nulticast nethod may
prove nore effective.

Speaki ng of nmulticast, we also |eave to future work how nulticast is
inplemented, if at all, either in conjunction or as an extension to
thi s nodel.

Finally, perhaps the nost interesting future work would be to
understand if and how NERD could be integrated with the LI SP mappi ng
server [RFC6833].
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Appendi x A. Cenerating and Verifying the Database Signature with
OpenSSL

As previously nmentioned, one goal of NERD was to use off-the-shelf
tools to both generate and retrieve the database. To many, PKl is
magic. This section is meant to provide at |east some clarification
as to both the generation and verification process, conplete with
command- i ne exanples. Not included is how you get the entries
thenselves. W' || assunme they exist and that you re just trying to
sign the database.

To sign the database, to start with, you need a database file that

has a dat abase header described in Section 3. Block size should be
zero, and there should be no PKCS#7 bl ock at this point. You also

need a certificate and its private key with which you will sign the
dat abase

The OpenSSL "sm nme" command contains all the functions we need from
this point forth. To sign the database, issue the follow ng conmand:

openssl smine -binary -sign -outform DER -signer yourcert.crt \
-inkey yourcert.key -in database-file -out signature

-binary states that no M ME canoni cal i zati on shoul d be perforned.
-sign indicates that you are signing the file that was given as the
argunent to -in. The output format (-outform is binary DER and
your public certificate is provided with -signer along with your key
with -inkey. The signature itself is specified with -out.

The resulting file "signature" is then copied into to PKCS#7 bl ock in
the dat abase header, its size in bytes is recorded in the PKCS#7

bl ock size field, and the resulting file is ready for distribution to
| TRs.

To verify a database file, first retrieve the PKCS#7 bl ock fromthe
file by copying the appropriate nunber of bytes into another file,

say, "signature". Next, zero this field, and set the bl ock size
field to 0. Next use the "smme" command to verify the signature as
fol | ows:

openssl snmine -binary -verify -inform DER -content database-file
-out /dev/null -in signature

QpenSSL will return "Verification OK* if the signature is correct.

OpenSSL provides sufficiently rich libraries to acconmplish the above
within the C progranmi ng | anguage with a single pass.
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