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Abst r act

A sinmple tool called the Locator/|ID Separation Protocol (LISP)
Internet Groper or 'lig’ can be used to query the LISP mapping
dat abase. This document describes how it worKks.
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1. Introduction

The Locator/ 1D Separation Protocol [RFC6830] specifies an
architecture and nechani smfor replacing the addresses currently used
by IP with two separate namespaces: Endpoint IDs (EIDs), used within
sites, and Routing Locators (RLOCs), used on the transit networks
that make up the Internet infrastructure. To achieve this
separation, LISP defines protocol mechanisnms for mapping fromEIDs to
RLOCs. In addition, LISP assunmes the existence of a database to
store and propagate those mappings gl obally. Several such databases
have been proposed, anbng them a Content distribution Overlay

Net work Service for LISP [LISP-CONS], a Not-so-novel EIDto-RLOC

Dat abase (LI SP-NERD) [ RFC6837], and LISP Alternative Topol ogy (LI SP+
ALT) [RFC6836], with LISP+ALT being the systemthat is currently

bei ng i npl emented and depl oyed on the pilot LISP network.

In conjunction with the vari ous nmappi ng systens, there exists a

net wor k- based APl called LI SP Map-Server [RFC6833]. Using Map-

Resol vers and Map-Servers allows LISP sites to query and register
into the database in a uniformway independent of the napping system
used. Sendi ng Map- Requests to Map-Resol vers provides a secure
mechanismto obtain a Map-Reply containing the authoritative EID-to-
RLOC mapping for a destination LISP site.

The 'lig" is a manual nanagenent tool to query the mappi ng dat abase.
It can be run by all devices that inplenent LISP, including Ingress
Tunnel Routers (ITRs), Egress Tunnel Routers (ETRs), Proxy-1TRs,
Proxy- ETRs, Map- Resol vers, Map-Servers, and LI SP-ALT Routers, as well
as by a host systemat either a LISP-capable or non-LI SP-capabl e
site.
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The mappi ng dat abase systemis typically a public database used for
wi de-range connectivity across Internet sites. The information in
the public database is purposely not kept private so it can be
general ly accessi ble for public use.

2. Definition of Terns

Map- Server: a network infrastructure conponent that |earns ElDto-
RLOC mapping entries froman authoritative source (typically, an
ETR, though static configuration or another out-of-band nmechani sm
may be used). A Map-Server advertises these mappings in the
di stributed mappi ng dat abase.

Map- Resol ver: a network infrastructure conponent that accepts LISP
Encapsul at ed Map- Requests, typically froman ITR quickly
determ nes whether or not the destination |P address is part of
the EID nanespace; if it is not, a Negative Map-Reply is
i medi ately returned. O herw se, the Mp-Resolver finds the
appropriate ElD-to-RLOC mappi ng by consulting the distributed
mappi ng dat abase system

Routing Locator (RLOC): the I Pv4 or | Pv6 address of an Egress
Tunnel Router (ETR). It is the output of an EID-to-RLOC nmappi ng
| ookup. An EID maps to one or nore RLOCs. Typically, RLOCs are
nunbered from topol ogi cal |l y aggregat abl e bl ocks that are assi gnhed
to a site at each point to which it attaches to the gl obal
Internet. Thus, the topology is defined by the connectivity of
provi der networks, and RLOCs can be thought of as Provider-

Assi gned (PA) addresses. Miltiple RLOCs can be assigned to the
same ETR device or to nultiple ETR devices at a site.

Endpoint I D (EID): a 32-bit (for IPv4) or 128-bit (for 1Pv6) val ue
used in the source and destination address fields of the first
(rmost inner) LISP header of a packet. The host obtains a
destination EID the sane way it obtains a destination address
today, for exanple, through a DNS | ookup. The source EIDis
obt ai ned via existing nechani sns used to set a host’s "local" IP
address. An EIDis allocated to a host froman El D prefix bl ock
associated with the site where the host is |located. An EID can be
used by a host to refer to other hosts. EIDs nust not be used as
LI SP RLOCs. Note that EID bl ocks nay be assigned in a
hi erarchi cal nanner, independent of the network topology, to
facilitate scaling of the mappi ng database. In addition, an EID
bl ock assigned to a site nmay have site-local structure
(subnetting) for routing within the site; this structure is not
visible to the global routing system
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El D-t 0- RLOC Cache: a short-lived, on-demand table in an I TR that
stores, tracks, and is responsible for timng-out and ot herw se
validating El D-to-RLOC mappi ngs. This cache is distinct fromthe
full "database" of ElID-to-RLOC mappi ngs; the cache is dynam c,
local to the ITR(s), and relatively small, while the database is
distributed, relatively static, and nmuch nore gl obal in scope.

El D-t o- RLOC Dat abase: a gl obal distributed database that contains
all known EIDprefix to RLOC mappi ngs. Each potential ETR
typically contains a small piece of the database: the EID-to-RLOC
mappi ngs for the EID prefixes "behind" the router. These map to
one of the router’s own, globally-visible, |IP addresses.

Encapsul at ed Map- Request (EMR): an EMR i s a Map- Request nessage
that is encapsul ated with another LISP header using UDP
destination port nunber 4342. It is used so an ITR, PITR, or a
systeminitiating a 'lig  command can get the Map-Request to a
Map- Resol ver by using | ocator addresses. Wen the Map- Request is
decapsul ated by the Map-Resolver, it will be forwarded on the ALT
network to the Map-Server that has injected the EID-prefix for a
registered site. The Map-Server will then encapsul ate the Mp-
Request in a LISP packet and send it to an ETR at the site. The
ETR will then return an authoritative reply to the systemthat
initiated the request. See [RFC6830] for packet format details.

I ngress Tunnel Router (ITR): An ITRis a router that accepts an IP
packet with a single I P header (nore precisely, an |IP packet that
does not contain a LISP header). The router treats this "inner"
| P destination address as an EID and perforns an ElID-to- RLOC
mappi ng | ookup. The router then prepends an "outer" |P header
with one of its globally routable RLOCs in the source address
field and the result of the mapping | ookup in the destination
address field. Note that this destination RLOC may be an
i ntermedi ate, proxy device that has better know edge of the ElID
to- RLOC mappi ng closer to the destination EID. 1n general, an I TR
receives | P packets fromsite end-systens on one side and sends
LI SP-encapsul ated | P packets toward the Internet on the other
si de.

Egress Tunnel Router (ETR): An ETR is a router that accepts an IP
packet where the destination address in the "outer" |P header is
one of its own RLOCs. The router strips the "outer" header and
forwards the packet based on the next |IP header found. In
general, an ETR receives LI SP-encapsul ated | P packets fromthe
Internet on one side and sends decapsul ated | P packets to site
end-systens on the other side. ETR functionality does not have to
be limted to a router device. A server host can be the endpoint
of a LISP tunnel as well.
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Proxy-1TR (PITR): A PITR also known as a PTR, is defined and

described in [RFC6832]. A PITR acts like an I TR but does so on
behal f of non-LISP sites that send packets to destinations at LISP
sites.

Proxy- ETR (PETR): A PETR is defined and described in [ RFC6832]. A

PETR acts |ike an ETR but does so on behalf of LISP sites that
send packets to destinations at non-LISP sites.

XTR: An xXTR is a reference to an | TR or ETR when direction of data

flowis not part of the context description. xTR refers to the
router that is the tunnel endpoint; it is used synonynously wth
the term"tunnel router". For exanple, "an xTR can be |ocated at
the Customer Edge (CE) router" means that both ITR and ETR
functionality is at the CE router

Provi der - Assi gned (PA) Addresses: PA addresses are an address bl ock

3.

assigned to a site by each service provider to which a site
connects. Typically, each block is a sub-block of a service-

provi der O assless Inter-Domain Routing (ClDR) [RFC4632] bl ock and
is aggregated into the larger block before being advertised into
the global Internet. Traditionally, IP nultihom ng has been

i mpl emented by each nultihomed site acquiring its own gl obally
visible prefix. LISP uses only topologically assigned and

aggr egat abl e address bl ocks for RLOCs, elimnating this
demonstrably non-scal abl e practi ce.

Basi ¢ Overvi ew

When the 'lig’ command is run, a Map-Request is sent for a
destination EID. Wen a Map-Reply is returned, the contents are
di splayed to the user. The information displayed includes:

(o]

The EID-prefix for the site that the queried destination EID

mat ches.

The | ocator address of the Map Replier

The Locator-Set for the mapping entry, which includes the |ocator
address, up/down status, priority, and wei ght of each Locator.

A round-trip-time estimate for the Map-Request/ Map-Reply exchange.
possi ble syntax for a 'lig" command coul d be:

lig <destination> [source <source>] [to <map-resol ver>]
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4.

4.

Par anet er description:

<destination> is either a Fully Qualified Domain Name (FQDN) or a
destination EID for a renote LISP site.

source <source>. is an optional source EIDto be inserted in the
"Source EID field of the Map- Request.

to <map-resolver>: is an optional FCQDN or RLOC address for a Map-
Resol ver.
The 'lig wutility has two use cases. The first is a way to query the

mappi ng dat abase for a particular EID. The other is to verify if a
site has registered successfully with a Map-Server.

The first usage has al ready been described. Verifying registration
is called "ligging yourself"; it happens as follows. In the 'lig
initiator, a Map-Request is sent for one of the EIDs for the 'lig
initiator’s site. The Map-Request is then returned to one of the
ETRs for the 'lig -initiating site. 1In response to the Map-Request,
a Map-Reply is sent back to the |ocator address of the 'lig
initiator (note the Map-Reply could be sent by the 'lig initiator).
That Map-Reply is processed, and the mapping data for the 'lig -
initiating site is displayed for the user. Refer to the syntax in
Section 4.1 for an inplenmentation of "ligging yourself". However,
for host-based inplenmentations within a LISP site, "lig self" is |less
useful since the host may not have an RLOC with which to receive a
Map-Reply. But, 'lig" can be used in a non-LISP site, as well as
frominfrastructure hosts, to get mapping information.

I mpl ement ation Details
1. LISP Router Inplenentation

The Cisco LISP prototype inplenentation has support for 'lig for
I Pv4 and | Pv6. The command |ine description is:

lig <dest-eid> [source <source-eid>] [to <nt>] [count <1-5>]

This command initiates the LISP Internet Goper. It is simlar to
the DNS anal ogue 'dig’ but works on the LISP nappi ng database. Wen
this command is invoked, the |ocal systemw |l send a Map- Request to
the configured Map- Resol ver. Wen a Map-Reply is returned, its
contents will be displayed to the user. By default, up to three Map-
Requests are sent if no Map-Reply is returned, but, once a Map-Reply
is returned, no other Map-Requests are sent. The destination can
take a DNS nane, or an |IPv4 or |Pv6 EID address. The <source-eid>
can be one of the EID addresses assignhed to the site in the default
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Virtual Routing and Forwarding (VRF) table. VWhen <nr> is specified,
then the Map-Request is sent to the address. Oherw se, the Map-
Request is sent to a configured Map-Resolver. Wen a Map-Resolver is
not configured, then the Map- Request is sent on the ALT network if
the local router is attached to the ALT. Wen "count <1-5>" is
specified, 1, 2, 3, 4, or 5 Map-Requests are sent.

Sone sanpl e out put:

router# |ig abc.exanpl e.com
Send map-request to 10.0.0.1 for 192.168.1.1 ...
Received map-reply from10.0.0.2 with rtt 0.081468 secs

Map- Cache entry for abc.exanple.comEl D 192. 168. 1. 1:
192.168.1.0/24, uptine: 13:59:59, expires: 23:59:58,
via map-reply, auth
Locat or Upti me State Priority/Wight Packets |In/Qut
10.0.0.2 13:59:59 wup 1/ 100 0/ 14

Using 'lig to "lig yourself" is accomplished with the follow ng
synt ax:

lig {self | self6} [source <source-eid>] [to <nr>] [count <1-5>]

Use this command for a sinple way to see if the site is registered

wi th the mappi ng dat abase system The destination-ElD address for
the Map- Request will be the first configured EID-prefix for the site
(with the host bits set to 0). For exanple, if the site’s EID prefix
is 192.168.1.0/24, the destination-EID for the Map-Request is
192.168.1.0. The source-EID address for the Map-Request will also be
192.168.1.0 (in this exanple), and the Map-Request is sent to the
configured Map-Resolver. |f the Map-Resolver and Map- Server are the
same LISP system then the "lig self" is testing if the Map-Resol ver
can "turn back a Map-Request to the site". |f another Map-Resol ver
is used, it can test that the site’'s EID-prefix has been injected
into the ALT infrastructure, in which case the 'lig" Mp-Request is
processed by the Map-Resol ver and propagated through each ALT- Router
hop to the site’s registered Map-Server. Then, the Map- Server
returns the Map-Request to the originating site. |In that case, an
XTR at the originating site sends a Map-Reply to the source of the
Map- Request (could be itself or another xTR for the site). Al other
command paraneters are described above. Using "lig self6" tests for
registering of |1 Pv6 El D prefixes.

Fari nacci & Meyer I nf or mat i onal [ Page 7]



RFC 6835 LI SP Internet Goper (LIG January 2013

Sonme sanpl e output for "ligging yourself":

router# lig self
Send | oopback map-request to 10.0.0.1 for 192.168.2.0 ..
Received map-reply from 10.0.0.3 with rtt 0.001592 secs

Map- Cache entry for EID 192.168. 2. 0:
192.168. 2. 0/ 24, uptime: 00:00: 02, expires: 23:59:57
via map-reply, self
Locat or Upti me State Priority/Wight Packets |In/Qut
10.0.0.3 00: 00: 02 up 1/ 100 0/0

router# lig self6
Send | oopback map-request to 10.0.0.1 for 2001: db8: 1:
Received map-reply from10::1 with rtt 0.044372 secs

Map- Cache entry for EID 192:168: 1::
2001: db8:1::/48, uptinme: 00:00:01, expires: 23:59:58
via map-reply, self

Locat or Upti me State Priority/Wight Packets In/Qut
10.0.0.3 00: 00: 01 up 1/ 100 0/ 0
2001: db8: ffff::1 00:00:01 up 2/ 0 0/0

4.2. Public Domain Host |nplenentation

There is a public domain inplenentation that can run on any x86-based

system The only requirenent is that the systemthat initiates 'lig’

must have an address assigned fromthe | ocator nanespace.

lig [-d] <eid> -m<map-resolver> [-c <count>] [-t <tineout>]

Par armet er descri ption:

-d:  prints additional protocol debug output.

<eid>: the destination EID or FQDN of a LI SP host.

-m <map-resolver>: the RLOC address or FQN of a Map- Resol ver.

-c <count>: the nunber of Mp-Requests to send before the first Map-
Reply is returned. The default value is 3. The range is from1l
to 5.

-t <tineout>: the amount of time, in seconds, before another Map-

Request is sent when no Map-Reply is returned. The default val ue
is 2 seconds. The range is from1l to 5.
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Sone sanpl e out put:

%1ig xyz.exanple.com-m10.0.0.1
Send map-request to 10.0.0.1 for 192.168.1.1 ..
Received map-reply from 10.0.0.2 with rtt 0.04000 sec

Mappi ng entry for EID 192.168.1.1
192.168. 1.0/ 24, record ttl: 60

Locat or State Priority/ Wi ght
10.0.0.1 up 1/ 25
10.0.0.2 up 1/ 25
10.0.0.3 up 1/ 25
10.0.0. 4 up 2/ 25
The public domain inplementation of 'lig is available at

<http://github. com LI SPhob/ i g>
5. Testing the ALT

There are cases where a Map-Reply is returned froma 'lig request,
but the user doesn’'t really know how nmuch of the mapping
infrastructure was tested. There are two cases to consider --

avoi ding the ALT and traversing the ALT.

When an I TR sends a 'lig request to its Map-Resolver for a
destination-El D, the Map-Resol ver could al so be configured as a Map-
Server. And if the destination-EIDis for a site that registers with
this Map-Server, the Map-Request is sent to the site directly without
testing the ALT. This occurs because the Map-Server is the source of
the advertisenent for the site’s EID-prefix. So, if the map-reply is
returned to the '"lig -requesting site, you cannot be sure that other
sites can reach the sane destinati on-El D

If a Map-Resolver is used that is not a Map-Server for the EI D prefix
bei ng sought, then the ALT infrastructure can be tested. This test
case is testing the functionality of the Map-Resolver, traversal of
the ALT (testing BGP-over-GRE), and the Map- Server

It is reconmrended that users issue two 'lig requests; they send Map-
Requests to different Map-Resol vers

The network can have a LISP-ALT Router deployed as a "ALT | ooki ng-
gl ass" node. This type of router has BGP peering sessions with other
ALT Routers where it does not inject any EID-prefixes into the ALT
but just |earns ones advertised by other ALT Routers and Map- Servers.

This router is configured as a Map-Resolver. 'lig wusers can point to
the ALT | ooki ng-gl ass router for Map-Resolver services via the "to
<map-resol ver>" parameter on the 'lig command. The ALT | ooki ng-
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gl ass node can be used to 'lig other sites as well as your own site.
When the ALT | ooking-glass is used as a Map-Resol ver, you can be
assured the ALT network is being tested.

6. Future Enhancenents

When Negative Map-Replies have been further devel oped and

i mpl emented, 'lig’ should be nodified appropriately to process and
clearly indicate how and why a Negative Map-Reply was received.
Negative Map-Replies could be sent in the followi ng cases: the 'lig’

request was initiated for a non-EI D address or there was rate-
limting on the replier.

7. Depl oyed Network Di agnostic Tool s

There is a web-based interface to do auto-polling with "lig" on the
back-end for nost of the LISP sites on the LISP test network. The
web page can be accessed at <http://ww.lisp4.net/status>

There is a LISP site nonitoring web-based interface that can be found
at <http://1ispnon. net>.

At <http://bal domar. ccaba. upc. edu/lispmon>, witten by the fol ks at
Uni versitat Politecnica de Catalunya (UPC), shows a geographical nap
i ndi cati ng where each LISP site resides.

8. Security Considerations

The use of 'Iig" does not affect the security of the LISP
infrastructure as it is sinply a tool that facilities diagnostic
querying. See [RFC6830], [RFC6836], and [ RFC6833] for descriptions
of the security properties of the LISP infrastructure.

"lig provides easy access to the information in the public mapping
dat abase. Therefore, it is inportant to protect the mapping
information for private use. This can be provided by disall ow ng
access to specific mapping entries or to place such entries in a
private mappi ng dat abase system
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