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Abstract

The I TU-T has defined an architecture and requirenents for operating
an Automatically Switched Optical Network (ASON)

The Generalized Miultiprotocol Label Switching (GWLS) protocol suite
is designed to provide a control plane for a range of network
technol ogi es. These include optical networks such as time division
mul tiplexing (TDM networks including the Synchronous Optica

Net wor k/ Synchronous Digital Hierarchy (SONET/SDH), Optical Transport
Net wor ks (OTNs), and | anbda switching optical networks

The requirenents for GVPLS routing to satisfy the requirements of
ASON routing and an eval uation of existing GWLS routing protocols
are provided in other docunments. This docunent defines extensions to
the OSPFv2 Link State Routing Protocol to neet the requirenents for
routing in an ASON

Note that this work is scoped to the requirenents and eval uation
expressed in RFC 4258 and RFC 4652 and the | TU-T Recomendati ons t hat
were current when those docunents were witten. Future extensions or
revisions of this work may be necessary if the | TU T Reconmendati ons
are revised or if newrequirenments are introduced into a revision of
RFC 4258. This docunent obsol etes RFC 5787 and updates RFC 5786.
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This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6827

Copyright Notice

Copyright (c) 2013 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

The Generalized Miultiprotocol Label Switching (GWLS) [RFC3945]
protocol suite is designed to provide a control plane for a range of
networ k technol ogi es. These include optical networks such as tine
division multiplexing (TDM networks includi ng SONET/ SDH, Opti cal
Transport Networks (OINs), and | anbda sw tching optical networks.

The I TU-T defines the architecture of the Automatically Sw tched
Optical Network (ASON) in [ G 8080].

[ RFC4258] describes the routing requirenents for the GWLS suite of
routing protocols to support the capabilities and functionality of
ASON control planes identified in [G 7715] and in [G 7715.1].

[ RFC4652] evaluates the IETF Link State routing protocols against the
requirenents identified in [RFC4258]. Section 7.1 of [RFC4652]
summari zes the capabilities to be provided by OSPFv2 [ RFC2328] in
support of ASON routing. This docunent describes the OSPFv2
specifics for ASON routing.

Multi-layer transport networks are constructed fromnultiple networks
of different technol ogies operating in a client-server relationship.
The ASON routing nodel includes the definition of routing |evels that
provi de scaling and confidentiality benefits. In multi-Ileve

routing, domains called routing areas (RAs) are arranged in a

hi erarchical relationship. Note that as described in [ RFC4652],
there is no inplied relationship between multi-Ilayer transport
networks and multi-level routing. The multi-Ilevel routing nechanisns
described in this docunent work for both single-layer and multi-|ayer
net wor ks.

I mpl enent ati ons may support a hierarchical routing topology (multi-
level) for multiple transport network | ayers and/or a hierarchica
routing topology for a single transport network |ayer

Thi s docunment describes the processing of the generic (technol ogy-

i ndependent) link attributes that are defined in [ RFC3630],

[ RFC4202], and [RFC4203] and that are extended in this docunment. As
described in Section 5.2, technol ogy-specific traffic engineering
attributes and their processing may be defined in other docunents
that conpl enent this docunent.
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Note that this work is scoped to the requirenents and eval uation
expressed in [ RFC4258] and [ RFC4652] and the | TU- T Recommendati ons
that were current when those docunments were witten. Future
extensions or revisions of this work may be necessary if the ITU-T
Recomendati ons are revised or if new requirenents are introduced
into a revision of [RFC4258].

1.1. Conventions Used in This Docunment

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

The reader is assunmed to be fanmiliar with the term nol ogy and
requi renents devel oped in [ RFC4258] and the eval uati on out cones
described in [ RFC4652] .

General ASON terminology is provided in Appendix A  ASON routing
terminol ogy is described in Appendix B

2. Routing Areas, OSPF Areas, and Protocol Instances

An ASON routing area (RA) represents a partition of the transport
plane, and its identifier is used within the control plane as the
representation of this partition

RAs are hierarchically contained: a higher-level (parent) RA contains
| ower-level (child) RAs that in turn MAY al so contain RAs. Thus, RAs
contain RAs that recursively define successive hierarchical RA

|l evels. Routing informati on nmay be exchanged between | evels of the
RA hierarchy, i.e., Level N+1 and N, where Level N represents the RAs
contai ned by Level N+1. The links connecting RAs may be vi ewed as

external links (inter-RA links), and the Iinks representing
connectivity within an RA may be viewed as internal links (intra-RA
links). The external links to an RA at one | evel of the hierarchy

may be internal links in the parent RA. Intra-RA links of a child RA
MAY be hidden fromthe parent RA's view [ RFC4258].

An ASON RA can be mapped to an OSPF area, but the hierarchy of ASON

RA | evel s does not map to the hierarchy of OSPF areas. |nstead,
successive hierarchical |evels of RAs MIST be represented by separate
i nstances of the protocol. Thus, inter-level routing information

exchange (as described in Section 7) involves the export and inport
of routing information between protocol instances.
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An ASON RA may therefore be identified by the conbination of its OSPF
Instance ID and its OSPF Area ID. Wth proper and careful network-

wi de configuration, this can be achieved using just the OSPF Area ID,
and this process is RECOWENDED in this docunent. These concepts are
di scussed in Section 7.

A key ASON requirenment is the support of multiple transport planes or
| ayers. Each transport node has associ ated topol ogy (links and
reachability), which is used for ASON routing.

3. Termnology and ldentification

Thi s section describes the mappi ng of key ASON entities to OSPF
entities. Appendix A contains a conplete glossary of ASON routing
t er m nol ogy.

There are three categories of identifiers used for ASON routing

(G 7715.1): transport-plane nanes, control-plane identifiers for
components, and Signaling Comruni cati ons Network (SCN) addresses.
Thi s section discusses the nmappi ng between ASON routing identifiers
and corresponding identifiers defined for GVWLS routing and how t hese
support the physical (or logical) separation of transport-plane
entities and control -pl ane conponents. GWLS supports this
separation of identifiers and pl anes.

In the context of OSPF Traffic Engineering (TE), an ASON transport
node corresponds to a unique OSPF TE node. An OSPF TE node is
uniquely identified by the TE Router Address TLV [ RFC3630]. In this
docunment, the TE Router Address is referred to as the TE Router |D.
In GWLS, TE router addresses are advertised as reachable in both the
control and transport planes, see Section 4 below. Furthernore, the
TE Router ID should not be confused with the OSPF Router |D that
uniquely identifies an OSPF router within an OSPF routing domain

[ RFC2328] and is in a name space for control-plane conponents.

The Router Address top-level TLV definition, processing, and usage
are largely unchanged from [ RFC3630]. This TLV specifies a stable
OSPF TE node | P address, i.e., the |IP address is always reachabl e
when there is I P connectivity to the associ ated OSPF TE node.

ASON defines a Routing Controller (RC) as an entity that handles
(abstract) information needed for routing and the routing information
exchange with peering RCs by operating on the Routing Database (RDB).
ASON defines a Protocol Controller (PC) as an entity that handles
prot ocol - speci fi c message exchanges according to the reference point
over which the information is exchanged (e.g., E-NNI, I-NNI') and

i nternal exchanges with the RC [ RFC4258]. In this docunent, an OSPF
router advertising ASON TE topology infornmation will performboth the
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functions of the RC and PC. The OSPF routing domain conprises the
control plane, and each OSPF router is uniquely identified by its
CSPF Router |D [ RFC2328].

4. Reachability

In ASON, reachability information describes the set of endpoints that
are reachabl e by the associated node in the transport plane.
Reachability information represents transport-plane resources, e.g.,
an optical cross-connect interface, and uses transport-pl ane
identifiers.

In order to advertise bl ocks of reachabl e address prefixes, a

summari zati on nechanismis introduced that is based on the techniques
described in [RFC5786]. For ASON reachability adverti senent, bl ocks
of reachabl e address prefixes are advertised together with the

associ ated transport-plane node. The transport-plane node is
identified in OSPF TE Link State Advertisements (LSAs) by its TE
Router ID, as discussed in Section 6.

In order to support ASON reachability adverti senent, the Node
Attribute TLV defined in [RFC5786] is used to advertise the
conbination of a TE Router ID and its set of associated reachabl e
address prefixes. The Node Attribute TLV can contain the follow ng
sub- TLVs:

- Local TE Router |ID sub-TLV: Length: 4; Defined in Section 6.2
- Node | Pv4 Local Address sub-TLV: Length: variable; [RFC5786]
- Node | Pv6 Local Address sub-TLV: Length: variable; [RFC5786]

A router may support nultiple transport nodes as discussed in

Section 6 and, as a result, may be required to advertise reachability
separately for each transport node. As a consequence, it MJST be
possible for the router to originate nore than one TE LSA contai ni ng
the Node Attribute TLV when used for ASON reachability advertisenent.

Hence, the Node Attribute TLV [ RFC5786] advertisenent rules are

rel axed. A Node Attribute TLV MAY appear in nore than one TE LSA
originated by the RC when the RC is advertising reachability
information for a different transport node identified by the Local TE
Rout er sub-TLV (refer to Section 6.2).

As specified in [ RFC3630], TE-advertised router addresses are al so

advertised as reachable in the control plane and are therefore al so
valid identifiers in the ASON SCN nane space

Malis, et al. St andards Track [ Page 7]



RFC 6827 ASON Routing for OSPFv2 Protocols January 2013

5. Link Attribute

Wth the exception of |ocal adaptation (described bel ow), the mapping
of link attributes and characteristics to OSPF TE Li nk TLV sub-TLVs

i s unchanged [ RFC4652]. OSPF TE Link TLV sub-TLVs are described in

[ RFC3630] and [ RFC4203]. Advertisenent of this information SHOULD be
supported on a per-layer basis, i.e., one TE LSA per uni que swi tching
capability and bandw dth granularity conbi nation

5.1. Local Adaptation

Local adaptation is defined as a TE link attribute (i.e., sub-TLV)
that describes the cross/inter-layer relationships.

The Interface Switching Capability Descriptor (1SCD) TE Attribute

[ RFC4202] identifies the ability of the TE link to support cross-
connection to another link within the sane | ayer. Wen advertising
link adaptation, it also identifies the ability to use a locally
term nated connection that belongs to one |ayer as a data link for
anot her | ayer (adaptation capability). However, the informtion
associated with the ability to term nate connections within that

| ayer (referred to as the termnation capability) is advertised with
the adaptation capability.

For instance, a |link between two optical cross-connects will contain
at least one | SCD attribute describing the Lanbda Swi tchi ng Capabl e
(LSC) switching capability. Conversely, a link between an optica
cross-connect and an | P/ MPLS Label Switching Router (LSR) will
contain at least two | SCD attributes, one for the description of the
LSC termination capability and one for the Packet Switching Capabl e
(PSC) adaptation capability.

In OSPFv2, the Interface Switching Capability Descriptor (1SCD) is a
sub-TLV (type 15) of the top-level Link TLV (type 2) [RFC4203]. The
adaptation and ternmination capabilities are advertised using two
separate | SCD sub-TLVs within the same top-Ilevel Link TLV.

An interface MAY have nore than one | SCD sub-TLV, per [RFC4202] and

[ RFC4203]. Hence, the correspondi ng advertisenments should not result
in any conpatibility issues.
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5.2. Bandwi dth Accounting

GWPLS routing defines an | SCD that provides, anbng other things, the
quantities of the maxi mum m ni num avail abl e bandwi dth per priority
for Label Switched Paths (LSPs). One or nore | SCD sub-TLVs can be
associated with an interface, per [RFC4202] and [ RFC4203]. This
information, conbined with the Unreserved Bandwi dth Link TLV sub-TLV
[ RFC3630], provides the basis for bandw dth accounti ng.

In the ASON context, additional information may be included when the
representation and information in the other advertised fields are not
sufficient for a specific technology, e.g., SDH  The definition of
technol ogy-specific information elements is beyond the scope of this
docunent. Some technologies will not require additional information
beyond what is already defined in [RFC3630], [RFC4202], and

[ RFC4203] .

6. Routing Information Scope

For ASON routing, the control-plane conmponent routing adjacency

topol ogy (i.e., the associated Protocol Controller (PC) connectivity)
and the transport topology are not assuned to be congruent [RFC4258].
Hence, a single OSPF router (i.e., the PC) MJST be able to advertise
on behalf of multiple transport-layer nodes. The OSPF routers are
identified by OSPF Router ID, and the transport nodes are identified
by TE Router 1D

The Router Address TLV [RFC3630] is used to advertise the TE Router
I D associated with the advertising Routing Controller (RC. TE
Router IDs for additional transport nodes are advertised through
specification of the Local TE Router Identifier in the Local and
Renote TE Router TE sub-TLV and the Local TE Router ldentifier
sub-TLV described in the sections below. These Local TE Router
Identifiers are typically used as the local endpoints for TE LSPs
term nating on the associated transport node.

The use of multiple OSPF Routers to advertise TE information for the
same transport node is not considered a required use case and i s not
di scussed further in this docunent.

6.1. Link Advertisenent (Local and Renote TE Router |D Sub-TLV)

When an OSPF Router advertises on behalf of multiple transport nodes,
the link endpoints cannot be automatically assigned to a single
transport node associated with the advertising router. 1In this case,
the local and renote transport nodes MJST be identified by TE Router
I D to unanbi guously specify the transport topol ogy.
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For this purpose, a new sub-TLV of the OSPFv2 TE LSA top-Ievel Link
TLV is introduced that defines the Local and Renpte TE Router |D.

The Type field of the Local and Renpte TE Router ID sub-TLV is
assigned the value 10 (see Section 10). The Length field takes the
value 8. The Value field of this sub-TLV contains 4 octets of the
Local TE Router ldentifier followed by 4 octets of the Renote TE
Router Identifier. The value of the Local and Renpte TE Router
Identifier MJUST NOT be set to O.

The format of the Local and Renote TE Router |ID sub-TLV is:

0 1 2 3

01234567890123456789012345678901
B i s T T i i o S o T Ji I
| Type (10) | Length (8) |
e L i i e e it ik o i S S S S
| Local TE Router Identifier |
i e e R e o o e i ol S N B S
| Renote TE Router ldentifier |
B i s T T i i o S o T Ji I

Thi s sub-TLV MJUST be included as a sub-TLV of the top-level Link TLV
if the OSPF router is advertising on behalf of one or nore transport
nodes having TE Router I1Ds different fromthe TE Router |D advertised
in the Router Address TLV. For consistency, this sub-TLV MJST be

i ncluded when OSPF is used for the advertisenment of ASON information
as described herein. If it is not included in a Link TLV, or if a
value of 0 is specified for the Local or Renbte TE Router Identifier,
the Link TLV will not be used for transport-plane path conputation.
Additionally, the condition SHOULD be | ogged for possible action by
the networ k operator.

Note: The Link ID sub-TLV identifies the other end of the link (i.e.,
Router I D of the neighbor for point-to-point |inks) [ RFC3630]. Wen
the Local and Renote TE Router |ID sub-TLV is present, it MJST be used
to identify local and renote transport node endpoints for the |ink
and the Link-1D sub-TLV MJST be ignored. |In fact, when the Local and
Renote TE Router |ID sub-TLV is specified, the Link-1D sub-TLV MAY be
omtted. The Local and Renote TE Router ID sub-TLV, if specifi ed,
MUST only be specified once. |f specified nore than once, instances
other than the first will be ignored and the condition SHOULD be

| ogged for possible action by the network operator.
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6.2. Reachability Advertisenent (Local TE Router |D Sub-TLV)

VWhen an OSPF router is advertising on behalf of nultiple transport
nodes, the routing protocol MJST be able to associate the advertised
reachability information with the correct transport node.

For this purpose, a new sub-TLV of the OSPFv2 TE LSA top-|evel Node
Attribute TLV is introduced. This TLV associates the |ocal prefixes
(see above) to a given transport node identified by the TE Router |D

The Type field of the Local TE Router ID sub-TLV is assigned the
value 5 (see Section 10). The Length field takes the value 4. The
Value field of this sub-TLV contains the Local TE Router Identifier
encoded over 4 octets.

The format of the Local TE Router |D sub-TLV is:

0 1 2 3
01234567890123456789012345678901
B i aT T e e o S o S S S I T et sl o ST S S S S S S
| Type (5) | Length (4) |
B T S i T s i i e e SEI S
| Local TE Router ldentifier |
I S i o T s S S S e s s T

This sub-TLV MJUST be included as a sub-TLV of the top-Ievel Node
Attribute TLV if the OSPF router is advertising on behalf of one or
nore transport nodes having TE Router IDs different fromthe TE
Router |ID advertised in the Router Address TLV. For consi stency,
this sub-TLV MUST be included when OSPF is used for the advertisenent
of ASON information as described herein. |If it is not included in a
Node Attribute TLV, or if a value of 0 is specified for the Local TE
Router Identifier, the Note Attribute TLV will not be used for
determ ning ASON SCN reachability. Additionally, the condition
SHOULD be | ogged for possible action by the network operator

7. Routing Information Dissem nation

An ASON routing area (RA) represents a partition of the transport
plane, and its identifier is used within the control plane as the
representation of this partition. An RA nmay contain snaller RAs

i nter-connected by links. ASON RA levels do not nap directly to OSPF
areas. Rather, hierarchical levels of RAs are represented by
separate OSPF protocol instances. However, it is useful to align the
RA IDs and area IDin order to facilitate isolation of RAs as
described in Section 11.1
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Routing Controllers (RCs) supporting multiple RAs di sseninate

i nformati on downward and upward in this ASON hi erarchy. The vertica
routing information di ssem nation mechani snms described in this
section do not introduce or inply hierarchical OSPF areas. RCs
supporting RAs at multiple |evels are structured as separate OSPF
instances with routing information exchange between |evel s described
by inport and export rules between these instances. The
functionality described herein does not pertain to OSPF areas or OSPF
Area Border Router (ABR) functionality.

7.1. Inport/Export Rules

RCs supporting RAs di ssenminate information upward and downward in the
hi erarchy by inmporting/exporting routing information as TE LSAs. TE
LSAs are area-scoped Opaque LSAs with Opaque type 1 [ RFC3630]. The
informati on that MAY be exchanged between adjacent |evels includes
the Router Address, Link, and Node Attribute top-level TLVs.

The inmported/ exported routing information content MAY be transformed,
e.g., filtered or aggregated, as long as the resulting routing
information is consistent. In particular, when nore than one RCis
bound to adjacent levels and both are allowed to inport/export
routing information, it is expected that these transformations are
performed in a consistent manner. Definition of these policy-based
mechani sms are outside the scope of this docunent.

In practice, and in order to avoid scalability and processing
overhead, routing information inported/exported downward/ upward in
the hierarchy is expected to include reachability information (see
Section 4) and, upon strict policy control, |ink topol ogy

i nformati on.

7.2. Loop Prevention

When nore than one RC is bound to an adjacent |evel of the ASON

hi erarchy and is configured to export routing information upward or
downward, a specific mechanismis required to avoid | ooping of
routing information. Looping is the re-advertisenent of routing
information into an RA that had previously advertised that routing

i nformati on upward or downward into an upper or lower level RAin the
ASON hi erarchy. For exanple, w thout |oop-prevention nmechani sms,
this could happen when the RC advertising routing information
downward in the hierarchy is not the same one that advertises routing
i nformati on upward in the hierarchy.
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7.

7.

2.

2.

1. Inter-RA Export Upward/ Downward Sub- TLVs

The Inter-RA Export sub-TLVs can be used to prevent the

re-adverti senent of OSPF TE routing information into an RA that
previously advertised that information. The type value 13 (see
Section 10) will indicate that the associated routing information has
been exported downward. The type value 12 (see Section 10) wll

i ndi cate that the associated routing information has been exported
upward. VWhile it is not required for routing information exported
downward, both sub-TLVs will include the Routing Area (RA) ID from
which the routing informati on was exported. This RA is not
necessarily the RA originating the routing information but the RA
fromwhich the informati on was i nmedi ately export ed.

These additional sub-TLVs MAY be included in TE LSAs that include any
of the follow ng top-level TLVs:

- Router Address top-level TLV
- Link top-level TLV
- Node Attribute top-level TLV

The Type field of the Inter-RA Export Upward and | nter-RA Export
Downwar d sub-TLVs are respectively assigned the values 12 and 13 (see
Section 10). The Length field in these sub-TLVs takes the val ue 4.
The Value field in these sub-TLVs contains the associated RA ID. The
RA 1D val ue must be a unique identifier for the RA within the ASON
routing domain.

The format of the Inter-RA Export Upward and Inter-RA Export Downward
sub-TLVs is graphically depicted bel ow

0 1 2 3

01234567890123456789012345678901
B T S i T s i i e e SEI S
| Upwar d/ Downwar d Type | Length (4) |
| (12/13) | I
R e o T T e S S T ol S i T S s ik i I S I S S R S R
| Associated RA ID |
B i s T T i i o S o T Ji I

2. Inter-RA Export Upward/ Downward Sub-TLV Processing

TE LSAs MAY be inported or exported downward or upward in the ASON
routing hierarchy. The direction and advertising RAID are
advertised in an Inter-RA Export Upward/ Downward sub-TLV. They MJST
be retained and advertised in the receiving RA with the associ ated
routing information.
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When exporting routing information upward in the ASON routing

hi erarchy, any information received froma |evel above, i.e., tagged
with an Inter-RA Export Downward sub-TLV, MJST NOT be exported
upward. Since an RA at Level Nis contained by a single RA at

Level N+1, this is the only checking that is necessary and the
associated RAID is used solely for informational purposes.

When exporting routing information downward in the ASON routing

hi erarchy, any information received froma |level below, i.e., tagged
with an Inter-RA Export Upward sub-TLV, MJST NOT be exported downward
if the target RA ID matches the RA ID associated with the routing
information. This additional checking is required for routing

i nformati on exported downward since a single RA at Level N+1 may
contain multiple RAs at Level Nin the ASON routing hierarchy. In
other words, routing information MUST NOT be exported downward into
the RA fromwhich it was received

8. OSPFv2 Scalability

The extensions described herein are only applicable to ASON routing
domains, and it is not expected that the attendant reachability (see
Section 4) and link information will ever be conbined with gl oba
Internet or Layer 3 Virtual Private Network (VPN) routing. |If there
were ever a requirenent for a given RCto participate in both

domai ns, separate OSPFv2 instances would be utilized. However, in a
multi-level ASON hierarchy, the potential volune of information could
be quite large and the recomendations in this section MJST be

foll owed by RCs inplenenting this specification.

- Routing informati on exchange upward/ downward in the hierarchy
bet ween adj acent RAs MJST, by default, be linited to reachability
information. |In addition, several transformations such as prefix
aggregation are RECOMVENDED to reduce the anpunt of information
i mported/ exported by a given RC when such transformations will not
i npact consi stency.

- Routing informati on exchange upward/ downward in the ASON hi erarchy
involving TE attributes MJST be under strict policy control
Paci ng and m n/ max thresholds for triggered updates are strongly
RECOMVENDED.

- The nunber of routing | evels MJST be nmintained under strict policy
control
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9

10.

10.

Security Considerations

Thi s docunent specifies the contents and processing of OSPFv2 TE LSAs
[ RFC3630] and [RFC4202]. The TE LSA extensions defined in this
docunent are not used for Shortest Path First (SPF) conputation and
have no direct effect on IP routing. Additionally, ASON routing
domai ns are delimted by the usual adm nistrative domai n boundari es.

Any mechani snms used for securing the exchange of normal OSPF LSAs can
be applied equally to all TE LSAs used in the ASON cont ext.

Aut henti cation of OSPFv2 LSA exchanges (such as OSPF cryptographic
aut henti cation [ RFC2328] [ RFC5709]) can be used to provide
significant protection against active attacks. [RFC5709] defines a
mechani sm for aut henti cati ng OSPFv2 packets by maki ng use of the
Hashed Message Aut hentication Code (HMAC) algorithmin conjunction
with the SHA fam |y of cryptographic hash functions.

RCs i nmpl ementing export/inmport of ASON routing information between
RAs MUST al so i nclude policy control of both the maxi mum anmount of
i nformati on adverti sed between RAs and the maxi mumrate at which it
is advertised. This is to isolate the consequences of an RC being
conprom sed to the RAs to which that subverted RC is attached

The "Anal ysis of OSPF Security According to KARP Desi gn CGui de"
[ OSPF- SEC] provi des a conprehensive anal ysis of OSPFv2 and OSPFv3
security relative to the requirenents specified in [ RFC6518].

| ANA Consi der ati ons

Thi s docunment defines new sub-TLVs for inclusion in OSPF TE LSAs.
| ANA has assigned val ues per the assignnent policies for the
registries of code points for these sub-TLVs [ RFC3630].

The foll owi ng subsections sumrmari ze the required sub-TLVs.
1. Sub-TLVs of the Link TLV

Thi s docunent defines the follow ng sub-TLVs of the Link TLV
advertised in the OSPF TE LSA

- Local and Renpbte TE Router |ID sub-TLV (10)
- Inter-RA Export Upward sub-TLV (12)
- Inter-RA Export Downward sub-TLV (13)

Codepoints for these sub-TLVs have been allocated in the Standards
Action range of the "Types for sub-TLVs of TE Link TLV (Value 2)"
registry [ RFC3630].
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10.

10.

Note that the sane values for the Inter-RA Export Upward sub-TLV and
the Inter-RA Export Downward sub-TLV MJST be used when they appear in
the Link TLV, Node Attribute TLV, and Router Address TLV.

2. Sub-TLVs of the Node Attribute TLV

Thi s docunent defines the follow ng sub-TLVs of the Node Attribute
TLV advertised in the OSPF TE LSA

- Local TE Router |ID sub-TLV (5)
- Inter-RA Export Upward sub-TLV (12)
- Inter-RA Export Downward sub-TLV (13)

Codepoints for these sub-TLVs have been assigned in Standards Action
range of the "Types for sub-TLVs of TE Node Attribute TLV (Value 5)"
[ RFC5786] .

Note that the same values for the Inter-RA Export Upward sub-TLV and
the Inter-RA Export Downward sub-TLV MJST be used when they appear in
the Link TLV, Node Attribute TLV, and Router Address TLV.

3. Sub-TLVs of the Router Address TLV

The Router Address TLV is advertised in the OSPF TE LSA [ RFC3630].
Since the TLV had no sub-TLVs defined, a "Types for sub-TLVs of
Rout er Address TLV (Value 1)" registry has been defi ned.

The registry guidelines for the assignnment of types for sub-TLVs of
the Router Address TLV are as foll ows:

o Types in the range 0-32767 are to be assigned via Standards
Acti on.

o Type 0 in the aforenentioned Standards Action range (0-32767)
is reserved

0 Types in the range 32768-32777 are for experinental use; these
will not be registered with | ANA and MUST NOT be nentioned by
RFCs.

0 Types in the range 32778-65535 are not to be assigned at this
time. Before any assignnents can be nade in this range, there
MUST be a Standards Track RFC that specifies | ANA
Consi derations that covers the range bei ng assi gned.
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11.

11.

11.

12.

Thi s docunent defines the follow ng sub-TLVs for inclusion in the
Rout er Address TLV:

- Inter-RA Export Upward sub-TLV (12)
- Inter-RA Export Downward sub-TLV (13)

Codepoi nts for these sub-TLVs have been allocated in the Standards
Action range of the "Types for sub-TLVs of Router Address TLV
(Value 1)" registry.

Note that the same values for the Inter-RA Export Upward sub-TLV and
the Inter-RA Export Downward sub-TLV MUST be used when they appear in
the Link TLV, Node Attribute TLV, and Router Address TLV.

Management Consi derati ons
1. Routing Area (RA) Isolation

If the RAID is mapped to the OSPF Area | D as recomrended in
Section 2, OSPF [RFC2328] inmplicitly provides isolation. On any
intra-RA link, packets will only be accepted if the area IDin the
OSPF packet header matches the area ID for the OSPF interface on
whi ch the packet was received. Hence, RCs will only establish

adj acenci es and exchange reachability information (see Section 4.0)
with RCs in the same RA. Oher mechanisnms for RA isolation are
beyond the scope of this docunent.

2. Routing Area (RA) Topol ogy/ Configuration Changes

The GWLS Routing for ASON requirenments [ RFC4258] dictate that the
routing protocol MJIST support reconfigurati on and SHOULD support
architectural evolution. OSPF [RFC2328] includes support for the
dynami ¢ introduction or renoval of ASON reachability informtion
through the floodi ng and purgi ng of OSPF Opaque LSAs [ RFC5250].

Al so, when an RA is partitioned or an RC fails, stale LSAs SHOULD NOT
be used unless the advertising RCis reachable. The configuration of
OSPF RAs and the policies governing the redistribution of ASON
reachability informati on between RAs are inplenentation issues
out si de of the OSPF routing protocol and beyond the scope of this
docunent .

Conparison to Requirements in RFC 4258

The foll owi ng tabl e shows how this document conplies with the
requirenments in [RFC4258]. The first colum contains a requirements
nunber (1-30) and the relevant section in RFC 4258. The second

col unm describes the requirenment, the third colum di scusses the
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compliance to that requirenment, and the fourth colum lists the
rel evant section in this document and/or another RFC that already
satisfies the requirenent.
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I e S RIS . +

| RFC 4258 | RFC 4258 Requi r enent | Conpliance | Reference |

| Section | | | |

| (Req. | I I I

| Nunber) | I I I

dememmaaaa Fome e e eeeaeceieeaaaaaa. . . +
3 (1) Not an

| The failure of an RC, or | Inplied by | |
| the failure of | separation of |attribute of
| communi cati ons between RCs,| transport and | routing |
| and the subsequent recovery|control plane. | protocol. |
|fromthe failure condition | | |
I I I
I I I

MUST NOT disrupt calls in

progress. |
Fomm e e e oo o m e e e e e e e maaaoo- Fom e e e oo - o e e e e oo o +
| 3.1 (2) | Mul tiple Hierarchical | Yes | Sections 2 |
| | Levels of ASON Routing | | and 3. |
I I Areas (RAs). I I I
S o e e e e e e eie oo n o S +
3.1 (3) | Prior to establishing Yes, when RA |Section 11.1

I I

| | comunications, RCs MUST | maps to OSPF |
| | verify that they are bound | Area ID
I I
I I

I
| to the sane parent RA O herw se, |
| out of scope. |
Ry Fome e e eeeaeceieeaaaaaa. . . +
| 3.1 (4) | The RC ID MJST be unique | Yes | RFC 2328 and
| | within its containing RA | | Section 3. |
TS o e e e e e T S +
| 3.1 (5 |Bach RAwithin a carrier’s |Yes - although | Sections 2,
| | network SHALL be uniquely | uniqueness is | 3, and 11.1.
| | identifiable. RA IDs MAY |the operator’s | |
| | be associated with a | responsibility.| |
| | transport-pl ane name space, | | |
| | whereas RC I Ds are | | |
| | associated with a | | |
| | control-plane nane space. | | |
Ry Fom e e eemaeceieeaaaaaa. . . +
| 3.2 (6) | Hi erarchi cal Routing | Yes | Section 7.
| | I'nformation Di ssem nation. | | |
TS o e e e e e T S +
| 3.2 (7) | Routing Information | Yes | Section 7.1.
| | exchanged between | evels N | | |
| | and N+1 via separate | | |
| | i nstances and | | |
| | i mport/export. | | |
TS o e e e e e T S +
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No - Not
descri bed.

| Routing I nformation |
| exchanged between | evels N

| and N+1 via external link |
| (inter-RA |inks). |

| Routing information |
| exchange MUST i ncl ude |
| reachability information

| and MAY include, upon |
| policy decision, node and

| i nk topol ogy. |

| There SHOULD NOT be any |Yes - separate
| dependenci es on the | instances.

| di fferent routing protocol s|

| used within an RA or in |

| different RAs. |

| The routing protocol SHALL | Yes
| differentiate the routing
|information originated at al

| gi ven-1evel RA from derived

| routing infornation |

| (received fromexternal |

| RAs), even when this |
|information is forwarded by|

| another RC at the sane |

| | evel . |

| The routing protocol MIST | Yes
| provide a nechanismto
| prevent information |
| propagated froma Level N+1|
| RAs RCinto the Level N |
| RA"s RC from being |
| re-introduced into the |
| Level N+1 RA's RC. |

| The routing protocol MJST |
| provide a nechanismto |
| prevent infornation |
| propagated froma Level N1
| RAs RCinto the Level N |
| RA”s RC from bei ng |
| re-introduced into the |
| Level N1 RA's RC |

St andards Track
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............. +
I
|
I
I

_____________ +

Sections 4, |
6, 6.1, 6.2, |
and 8. |

I

I

I

............. +
Sections 2 |
and 3. |

I

I

I

............. +
Section 7. 2.
|

I

I

I

I

I

|

I

I

_____________ +
Section 7. 2.
I

|

I

I

I

I

I

_____________ +
Section 7.2.
I

I

I

I

|

I

I

_____________ +
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e
| Instance of a Level N

| routing function and an

| instance of a Level N+1

| routing function in the

| same system
e

| The Level N routing

| function is on a separate
| systemthan the Leve
I

N+1 routing function.

| The RC MUST support static

| (i.e., operator assisted)

| and MAY support automnated

| configuration of the

| information describing its

|relationship to its parent
and its child within the

January 2013

o S +
| Yes | Sections 2, |
| | 3, and 7. |
I I I
I I I
I I I
oo S +
| Not described | N A |
| but possible. | |
I I I
I I I
oo - S +

The automation| Sections 2

requirenent is|and 3. Refer

anbi guous. | to RFC 2328

OSPF supports | for OSPF

aut o- di scovery]| aut o-

of nei ghbors di scovery.

I
I
I
I
I
I
| and topol ogy.
I
I
I
I
I

I
I I
| hierarchical structure Def aul t and
| (including RAID and RC automatically |
| I D). configured |
| polices are |
| out of scope. |
o e e e e e e e e e e oo - oo R +
| The RC MUST support static | Yes - when OSPF| RFC 2328 and
| (i.e., operator assisted) |area maps to RA| Section 11.1.
| and MAY support autonmated | discovery is | |
| configuration of the | automatic. | |
|information describing its | | |
| associated adj acencies to | | |
| other RCs within an RA. | | |
o e e e e e T S +
| The routing protocol SHOULD| Yes | RFC 2328.
| support all the types of R(C | |
| adj acencies described in | | |
| Section 9 of [G 7715]. The | | |
| latter includes congruent | | |
| topology (with distributed | | |
| RC and hubbed topol ogy | | |
| (e.g., note that the latter| | |
| does not automatically | | |
| inmply a designated RC). | | |
Tt o m e e e oo - o m e e e oo - +
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| 3.4 (19) | The routing protocol SHOULD| Yes | RFC 2328, RFC
| | be capable of supporting | | 5250, and

| | architectural evolution in | | Section 11.2.
| | ternms of the nunber of |

| | hi erarchical |evels of RAs,|
| |as well as the aggregation |
| | and segnmentation of RAs. |

| 3.5.2 (20)| Advertisenments MAY contain |
| the foll owing cormbn set of |
| information regardl ess of |
whet her they are link or
node rel at ed:

- RAIDoOf the RAto Yes Section
whi ch the
advertisenent is
bounded

- RCIDof the entity Yes RFC 2328.

I I

I I

| |

I I

I I

I I

I I

| generating the |

| adverti senment |

| - Information to | Yes
| uni quely identify |

I I

I I

I I

| |

I I

I I

I I

I I

I
|

~
N
[EnN

RFC 2328, RFC|
5250.
advertisenents

- Information to
det er m ne whet her an
adverti senent has
been updat ed

- Infornmation to
i ndi cate when an
adverti senent has been
derived froma
different |evel RA |

No - Must
compare to ol d.

Yes
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I e S RIS . +
| 3.5.3 (21)| The Node Attributes’ Node |Yes - Prefixes | RFC 5786, |
| | 1D and Reachability nust be| only for | Sections 4 |
| | advertised. It MAY be | reachability. | and 6. |
| | advertised as a set of | | |
| | associ ated external (e.g., | | |
| | User Network Interface | | |
| | (UNI)) address/address | | |
| | prefixes or a set of | | |
| | associ at ed Subnet wor k | | |
| | Poi nt Pool (SNPP) |ink | | |
| | I'Ds/ SNPP I D prefixes, the | | |
| | sel ection of which MJST be | | |
| | consistent within the | | |
| | appl i cabl e scope. | | |
TS o e e e e e e e oo S S +
| 3.5.4 (22)| The Link Attributes’ Local| Yes | Section 6.1.
| | SNPP link I D, Renote SNPP | | |
| |l'ink I D, and layer specific| | |
| | characteristics must be | | |
| | adverti sed. | | |
TS o e e e e e e e oo S S +
|3.5.4 (23)| Link Signaling Attributes | Yes | Section 5, |
| | ot her than Local Adaptation]| | RFC 4652 -
| | (Signal Type, Link Weight, | | Section |
| | Resource dass, Local | | 5.3. 1. |
| | Connection Types, Link | | |
| | Capacity, Link | | |
| | Availability, Diversity | | |
I I Support). I I I
T T T I IRy I +
|3.5.4 (24)] Li nk Si gnaling Local | Yes | Section 5.1.
| | Adapt at i on. | | |
TS o e e e e e e e oo S S +
| 5 (25) | The routing adjacency | Yes | Sections 2,
| | topol ogy (i.e., the | | 3, and 6. |
| | associ ated PC connectivity | | |
| | t opol ogy) and the transport| | |
| | networ k topol ogy SHALL NOT | | |
| | be assuned to be congruent. | | |
Focmmnaaann e S I . +
| 5 (26) | The routing topology SHALL | Yes | RFC 2328, RF(C
| | support multiple links | | 3630. |
| | between nodes and RAs. | | |
TS o e e e e e T S +
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RAs at the top/bottom of
the hierarchy, adding or |
renovi ng a hierarchical |
|l evel of RAs in or fromthe
| mi ddl e of the hierarchy, as|
| well as aggregation and |
| segnent ati on of RAs. |

S o e e e e e e e e e e oo - oo R +
| 5 (27) |The routing protocol SHALL | Yes | RFC 2328, RFC
| | converge such that the | | 5250. |
| | distributed Routing | | |
| | Databases (RDBs) becone | | |
| | synchroni zed after a period| | |
| | of tine. | | |
Fomm oo - Tt o m e e e oo - o m e e e oo - +
| 5 (28) |Self-consistent information|Yes - However, | Section 7.1.
| | at the receiving |evel | this is not a | |
| | resulting from any | routing | |
| | transformation (filter, | pr ot ocol | |
| | sunmmari ze, etc.) and | function. | |
| | forwarding of information | | |
| | fromone RCto RC(s) at | | |
| | different |evels when | | |
| | multiple RCs are bound to a| | |
| | single RA | | |
S o e e e e e e e e e e oo - oo R +
| 5 (29) | In order to support | Partial - OSPF | RFC 2328 and

| | operator-assisted changes | supports the | RFC 5250.

| | in the containnent | purging of | |
| | relationships of RAs, the | stal e | |
| | routing protocol SHALL | adverti senents | |
| | support evolution in terms |and origination]| |
| | of the nunber of | of new. The | |
| | hi erarchical |evels of RAs.|non-disruptive | |
| | For exanple, support of | behavior is | |
| | non-disruptive operations |inplenentation | |
| | such as addi ng and renovi ng| speci fic. | |
I I I I
I I I I
| | | |
I I I
I I I
I I I
I I I

| Acollection of links and |Yes - Wthin an| Sections 4
| nodes such as a subnetwork | RA it nust be and 6

| or RA MUST be able to | consistent.
| represent itself to the |

| wider network as a single
| logical entity with only
|its external links visible |
I I

I
I
I
I
I
to the topol ogy database. |
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Appendi x A.  ASON Ter m nol ogy
Thi s docunent nakes use of the follow ng terns:

Adm ni strative domain: (See Reconmendation [G 805].) For the
purposes of [G 7715.1], an adnministrative domain represents the
extent of resources that belong to a single player such as a
networ k operator, a service provider, or an end-user.

Adm ni strative domains of different players do not overl ap anpngst
t hensel ves.

Control plane: perfornms the call control and connection contro
functions. Through signaling, the control plane sets up and
rel eases connections and may restore a connection in case of a
failure.

(Control) Domain: represents a collection of (control) entities that
are grouped for a particular purpose. The control plane is
subdi vi ded i nto domai ns matchi ng adm nistrative domains. Wthin
an admini strative domain, further subdivisions of the contro
pl ane are recursively applied. A routing control domain is an
abstract entity that hides the details of the RC distribution.

External NNI (E-NNI): interfaces |ocated between protocol controllers
bet ween control donmains

Internal NNI (I-NNI): interfaces |ocated between protocol controllers
wi thin control donains

Li nk: (See Recommendation G 805.) A "topological conponent” that
describes a fixed relationship between a "subnetwork" or "access
group” and anot her "subnetwork" or "access group". Links are not
limted to being provided by a single server trail

Managenent pl ane: perforns managenent functions for the transport
pl ane, the control plane, and the systemas a whole. It also
provi des coordi nation between all the planes. The follow ng
managenent functional areas are perforned in the managenent pl ane:
performance, fault, configuration, accounting, and security
managenent .

Managenent donai n: (See Recommendation G 805.) A managenent donain
defines a collection of managed objects that are grouped to neet
organi zational requirenents accordi ng to geography, technol ogy,
policy, or other structure, and for a number of functional areas
such as Fault, Configuration, Accounting, Performance, and
Security (FCAPS), for the purpose of providing control in a
consi stent manner. Managenent donains can be disjoint, contained,

Malis, et al. St andards Track [ Page 27]



RFC 6827 ASON Routing for OSPFv2 Protocols January 2013

or overlapping. As such, the resources within an administrative
domai n can be distributed into several possible overl apping
managenent dommi ns. The sanme resource can therefore belong to
several managenent dommai ns simultaneously, but a managenent domain
shall not cross the border of an administrative domain.

Subnetwork Point (SNP): The SNP is a control-plane abstraction that
represents an actual or potential transport-plane resource. SNPs
(in different subnetwork partitions) may represent the sane
transport resource. A one-to-one correspondence should not be
assumned.

Subnetwork Poi nt Pool (SNPP): A set of SNPs that are grouped together
for the purposes of routing.

Term nation Connection Point (TCP): A TCP represents the output of a
Trail Termination function or the input to a Trail Term nation
Si nk functi on.

Transport plane: provides bidirectional or unidirectional transfer of
user information, fromone |location to another. It can also
provi de transfer of sonme control and network nmanagenent
information. The transport plane is layered; it is equivalent to
the Transport Network defined in Reconmmendati on G 805.

User Network Interface (UNI): interfaces are | ocated between protoco
controll ers between a user and a control domain. Note: There is
no routing function associated with a UNI reference point.

Appendi x B. ASON Routing Term nol ogy
Thi s docunent nakes use of the follow ng terns:

Routing Area (RA): an RA represents a partition of the transport
plane, and its identifier is used within the control plane as the
representation of this partition. Per [G 8080], an RA is defined
by a set of subnetworks, the links that interconnect them and the
interfaces representing the ends of the links exiting that RA. An
RA may contain smaller RAs inter-connected by links. The limt of
subdivision results in an RA that contains two subnetworks
i nterconnected by a single link

Routi ng Dat abase (RDB): a repository for the | ocal topology, network
topol ogy, reachability, and other routing information that is
updated as part of the routing information exchange and nmay
additionally contain information that is configured. The RDB may
contain routing information for nore than one routing area (RA)
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Routi ng Conponents: ASON routing architecture functions. These
functions can be classified as protocol independent (Link Resource
Manager (LRM, Routing Controller (RC)) or protocol specific
(Protocol Controller (PQ)).

Routing Controller (RC): handles (abstract) information needed for
routing and the routing informati on exchange with peering RCs by
operating on the RDB. The RC has access to a view of the RDB.
The RC is protocol independent.

Note: Since the RDB may contain routing information pertaining to
mul tiple RAs (and possibly to nmultiple | ayer networks), the RCs
accessing the RDB may share the routing information.

Li nk Resource Manager (LRM: supplies all the rel evant conponent and
TE link information to the RC. It inforns the RC about any state
changes of the link resources it controls.

Protocol Controller (PC): handl es protocol -specific nessage exchanges
according to the reference point over which the information is
exchanged (e.g., E-NNI, I-NNI') and internal exchanges with the RC
The PC function is protocol dependent.

Appendi x C. Changes from RFC 5787
Thi s docunent contains the foll owi ng changes from RFC 5787:

1. This docunent will be on the Standards Track, rather than
Experinmental, and reflects experience gained from RFC 5787
i mpl ementation and interoperability testing. This also required
changes to the | ANA Consi derati ons.

2. There is a new Section 3 on Term nology and ldentification to
descri be the mappi ng of key ASON entities to OSPF entities.

3. Sections were reorgani zed to explain term nol ogy before defining
prefix extensions.

4. There is a new Section 11, Management Consi derations, which
descri bes how exi sting OSPF nmechani sns address ASON requirenents
on Routing Area changes.

5. There is a new Section 12, which conpares the docunment to the
requirenents in RFC 4258.

6. The prefix format was changed to reference RFC 5786 rather than

defining a separate format and The Node Attribute TLV in RFC 5786
has been updated as a result.
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7. Routing Information Advertisements were sinplified from RFC 5787.

8. Review comments fromITU T SGL5 and the | ESG were incor por at ed.
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