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1. Overview

[1S010589] defines the fornmat of Type-Length-Values (TLVs) that may
be sent in IS-IS Protocol Data Units (PDUs). The first octet of a
TLV encodes the "type" or "codepoint" that provides a scope for the
informati on and information format that follows. The protocol is
therefore limted to 256 different codepoints that may be assigned.
Thi s nunber has proved generous as regards the information required
for correct operation of the IS-1S protocol. However, the increasing
use of IS IS Link State Protocol Data Units (LSPs) for advertisenent
of generic information (GENINFO) not directly related to the
operation of the 1S-1S protocol places additional demands on the TLV
encodi ng space that have the potential to consume a significant
nunber of TLV codepoints. This docunent therefore defines an
encoding format for GENINFO that m nim zes the consunption of TLV
codepoints and al so nmaxim zes the flexibility of the formats that can
be used to represent GEN NFO

Thi s docunent al so di scusses optimal behavi or associated with the
adverti senent and fl oodi ng of LSPs containing GENINFO in order to
avoi d the advertisement of stale information and minimze the
presence of duplicate or conflicting informati on when advertisenents
are updat ed.

The manner in which the information contained in GENINFO TLVs is
exchanged between an instance of the IS-IS protocol and the
application that generates or consunes the GENINFO i s outside the
scope of this specification
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In order to minimze the inpact that advertisenment of GEN NFO nmay
have on the operation of routing, such advertisements MJST occur in
the context of a non-zero instance of the IS 1S protocol as defined
in [ RFC6822] except where the rules for the use of the zero instance
set out later in this docunent are foll owed.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Encoding Format for GEN NFO

The encoding format defined bel ow has the foll owi ng goal s regarding
the advertisement of GENINFO in |S-1S LSPs:

0 Mnimze the nunber of IS-1S top | evel and sub-TLV codepoints
required

0 Mnimze the depth of sub-TLV | evels required

In order to support these goals, a new | ANA registry has been
created. This registry nmanages the assignnent of IS 1S GENI NFO
Application Identifiers. These nunbers are unsigned 16-bit numnbers
ranging in value from1 to 65535. Application-specific sub-TLV
codepoints are unsigned 8-bit nunbers ranging in value fromO to 255
The assi gnnent of the sub-TLV codepoints is scoped by the Application
Identifier. Managenent of the application specific sub-TLV
codepoints is outside the scope of this docunent.

3.1. GENINFO TLV
The GENI NFO TLV supports the advertisenment of application-specific
information that is not directly related to the operation of the
I S-1S protocol

Type: 251
Lengt h: Nunber of octets in the value field (3 to 255)
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Val ue:

No. of octets

o e e e e e e oo +
| Flags | 1
oo +
| Application ID | 2
Tt +
| Application |
| I'P Address Info | 0to 20
Fom oo +
| Addi ti onal Application-| 0to (252 -
| Specific Information | I en of | P Address info)
Tt +

Fl ags

01234567
i S S
| Rsvd |V|II|DS
I S N T

The following bit flags are defined.

S bit (0x01): If the S bit is set (1), the GENINFO TLV MJST be

fl ooded across the entire routing domain. |If the S bit is not set
(0), the TLV MJST NOT be | eaked between levels. This bit MJST NOT
be altered during the TLV | eaki ng.

D bit (0x02): Wien the GENINFO TLV is | eaked from Level -2 to
Level -1, the D bit MJST be set. Oherwise, this bit MJST be
clear. CENINFO TLVs with the D bit set MJST NOT be | eaked from
Level -1 to Level-2. This is to prevent TLV | oopi ng.

I bit (0x04): Wien the | bit is set, the 4-octet |Pv4 address
associated with the application inmediately follows the
Application |ID

V bit (0x08): Wen the V bit is set, the 16-octet |Pv6 address
associated with the application inmediately follows either the
Application ID (if | bit is clear) or the IPv4 address (if | bit
is set).

Application ID

An identifier assigned to this application via the ANA registry
defined later in this docunent.
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3.

2

Application | Pv4d Address Info
The 1 Pv4 address associated with the application. This is not
necessarily an address of a router running the 1S-1S protocol

Application | Pv6 Address Info
The 1 Pv6 address associated with the application. This is not
necessarily an address of a router running the 1S-1S protocol

Addi tional Application-Specific Information
Each application may define additional infornmation to be encoded
in a GENINFO TLV following the fixed information. Definition of
such information is beyond the scope of this docunent.

Use of Sub-TLVs in GENI NFO TLV

[ RFC5305] introduced the definition and use of sub-TLVs. One of the
advant ages of using sub-TLVs rather than fixed encodi ng of
information inside a TLVis to allow for the addition of new
informati on in a backwards conpatible manner, i.e., just as with
TLVs, inplenentations are required to ignore sub-TLVs that they do
not under st and.

GENI NFO TLVs MAY include sub-TLVs in the application specific

i nformati on as deenmed necessary and appropriate for each application
The scope of the codepoints used in such sub-TLVs is defined by the
combi nation of the GENI NFO TLV codepoi nt and the Application ID
i.e., the sub-TLV codepoints are private to the application. Such
sub-TLVs are referred to as APPsub-TLVs.

Addi tional |evels of APPsub-TLVs nmay be required when there is
variable information that is scoped by a specific APPsub-TLV. These
"nest ed" sub-TLVs MJST be encoded in the sane manner as sub-TLVs,
i.e., with a one-octet Type field, a one-octet Length field, and zero
or nore octets of Val ue.

GENI NFO Fl oodi ng Procedures

Thi s section describes procedures that apply to the propagati on of
LSPs that contain GENINFO TLVs. These procedures have been
previously discussed in [RFC4971]. This section is intended to serve
as a reference specification for future docunents that define the use
of GENI NFO TLV(s) for a specific application -- elimnating the need
to repeat the definition of these procedures in the application-

speci fic documents

Each GENI NFO TLV contains infornmation regarding exactly one
application instance as identified by the Application IDin the
GENINFO TLV. When it is necessary to advertise sets of information
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with the sanme Application ID that have different flooding scopes, a
router MJST originate a mininumof one GENI NFO TLV for each required
fl oodi ng scope. GEN NFO TLVs that contain information having areal

| evel scope will have the S bit clear. These TLVs MJST NOT be | eaked
into another level. GENINFO TLVs that contain information that has
domai n scope will have the S bit set. These TLVs MJUST be | eaked into
other IS-I1Slevels. Wen a TLV is | eaked from Level -2 to Level -1,
the D bit MJST be set in the Level-1 LSP advertisenent.

4.1. Leaking Procedures

When | eaki ng GENI NFO TLVs downward from Level -2 into Level-1, if the
originator of the TLV is a Level-1 router in another area, it is
possi ble that multiple copies of the sane TLV may be received from
multiple L2 routers in the originating area. A router performng
downwar d | eaki ng MUST check for such duplication by conparing the
contents of the TLVs. The set of LSPs generated by a router for a
given level MJST NOT contain two or nore copies of the same GEN NFO
TLV.

In order to prevent the use of stale GENINFO i nformation, a system
MUST NOT use a GENINFO TLV present in an LSP of a systemthat is not
currently reachable via Level -x paths, where "x" is the level (1 or
2) associated with the LSP in which the GENINFO TLV appears. Note
that | eaking a GENINFO TLV is one of the uses that is prohibited
under these conditions. The follow ng exanple illustrates what m ght
occur in the absence of this restriction

Exampl e: |If Level-1 router A generates a GENINFO TLV and floods it to
two L1/L2 routers Sand T, they will flood it into the Level -2 sub-
domai n. Now suppose the Level-1 area partitions, such that A and S
are in one partition and T is in another. [P routing will stil
continue to work, but if A now issues a revised version of the

GENI NFO TLV, or decides to stop advertising it, Swll follow suit,
but T will continue to advertise the old version until the LSP tines
out.

Routers in other areas have to choose whether to trust T s copy of
A's GENINFO TLV or S's copy of A's information and they have no
reliable way to choose. By naking sure that T stops leaking A's
information, this renbves the possibility that other routers will use
stale information fromA
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4.2. Mnimzing Update Confusion

If an update to a TLV is advertised in an LSP with a different nunber
than the LSP associated with the old advertisenent, the possibility
exi sts that other systens can tenporarily have either 0 copies of a
particul ar advertisenent or 2 copies of a particular advertisenent,
dependi ng on the order in which new copies of the LSP that had the
ol d advertisenent and the LSP that has the new advertisenent arrive
at ot her systens.

Whenever possible, an inplenmentati on SHOULD advertise the update to a
GENINFO TLV in the LSP with the same nunber as the advertisenment that
it replaces. Where this is not possible, the two affected LSPs
SHOULD be fl ooded as an atom c action

Systens that receive an update to an existing GENINFO TLV can

m nimze the potential disruption associated with the update by
enpl oying a hold-down tinme prior to processing the update so as to
allow for the receipt of nmultiple LSPs associated with the sane
update prior to begi nning processing.

4.3. Interpreting Attribute Infornmation

Where a receiving systemhas two copies of a GENINFO TLV with the
same Application ID, attribute information in the two TLVs that does
not conflict MJST be considered additive. Wen information in the
two GENINFO TLVs conflicts, i.e., there are different settings for a
given attribute, the procedure used to choose which copy shall be
used i s undefi ned.

5. Use of a Separate Protocol I|nstance

The use of the 1S-1S floodi ng nechanismas a nmeans of reliably and
efficiently propagating information is understandably attractive.
However, it is prudent to renenber that the prinary purpose of that
mechanismis to flood informati on necessary for the correct operation

of the 1S-1S protocol. Flooding of information not directly related
to the use of the IS-IS protocol in support of routing degrades the
operation of the protocol. Degradation occurs because the frequency

of LSP updates is increased and because the processing of non-routing
information in each router consumes resources whose prinmary
responsibility is to efficiently respond to reachability changes in

t he networ k.

Advertisement of GEN NFO therefore MJST occur in the context of a
non-zero instance of the IS-1S protocol as defined in [ RFC6822]
except when the use in the zero instance is defined in a Standards
Track RFC.
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The use of a separate instance of the protocol allows both the

fl oodi ng and the processing of the non-routing information to be
decoupl ed fromthe informati on necessary to support correct routing
of data in the network. The flooding and processi ng of non-routing
informati on can then be prioritized appropriately.

Use of a separate protocol instance to adverti se GENI NFO does not
elimnate the need to use prudence in the frequency with which such
information is updated. One of the npbst egregious oversights is a
failure to appropriately danpen changes in the information to be
advertised; this can lead to flooding storms. Docunents that specify
the use of the nmechani snms defined here MIST define the expected rate
of change of the information to be adverti sed.

If desirable, independent control of the flooding scope for
information related to two different applications can be achi eved by
utilizing separate non-zero protocol instances for each application
[ RFC6822] .

6. Applicability of GENI NFO TLV
The GENI NFO TLV supports the advertisenment of application-specific
information in IS-1S LSPs that is not directly related to the
operation of the 1S-1S protocol. Information advertised in the
GENI NFO TLV MUST NOT alter basic IS 1S protocol operation including
(but not limted to) the establishment of adjacencies, the update
process, and the decision process.

7. Standardi zati on Requirenents
GENINFO i s intended to advertise information on behal f of
appl i cati ons whose operations have been defined in a public
specification as discussed in [ RFC5226].
The public specification MJST include:
0 a description of the sub-TLV allocation policy
o discussion of security issues

o discussion of the rate of change of the information being
adverti sed

o justification for the use of GEN NFO
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8.

10.

Security Considerations

The introduction and use of the new TLV codepoint for GENINFO in and
of itself raises no new security issues for IS1S

It is possible that information advertised in a GENINFO TLV by a

gi ven application MAY introduce new security issues. The public
specification that defines the use of GENI NFO by that application
MUST include a discussion of the security issues. Where appropriate,
it is reconmended that either [ RFC5304] or [RFC5310] be used.

| ANA Consi der ati ons

Per this docunent, |ANA has registered a new IS-1S TLV in the "IS 1S
TLV Codepoi nts" registry:

Type Description IlTH LSP SNP Purge

251 Generic Information n y n n

| ANA has al so created a new registry. The new registry manages the
assi gnnment of Application lIdentifiers that nay be used in the Generic
Information TLV. These identifiers are unsigned 16-bit nunbers
ranging in value from1l to 65535. The value 0 is reserved. The
registration procedure is "Expert Review' as defined in [ RFC5226].
The expert MUST verify that the public specification that defines the
use of GENINFO for the application adequately discusses all points
mentioned in Section 7 of this docunent.

The following informati on MUST be specified in the registry:
o |ID Value (1-65535)
o Description
o Alowed in Instance zero (Y/N)
o0 Reference Specification
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