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Applicability Statenment for RFC 2544:
Use on Production Networ ks Consi dered Harnfu

Abst ract

The Benchmar ki ng Met hodol ogy Wor ki ng Group (BMAG) has been devel opi ng
key performance netrics and | aboratory test nethods since 1990, and
continues this work at present. The nethods described in RFC 2544
are intended to generate traffic that overl oads network device
resources in order to assess their capacity. Overload of shared
resources would likely be harnful to user traffic performance on a
production network, and there are further negative consequences
identified with production application of the nethods. This nmenmp
clarifies the scope of RFC 2544 and ot her | ETF BMAG benchmar ki ng wor k
for isolated test environnents only, and it encourages new standards
activity for nmeasurenment nethods applicabl e outside that scope.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Group (IESG. Not all docunents
approved by the ESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6815
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Copyri ght Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1.

I nt roducti on

This meno clarifies the scope and use of | ETF Benchmarki ng

Met hodol ogy Working Group (BMAG tests including [ RFC2544], which

di scusses and defines several tests that may be used to characterize
the performance of a network interconnecting device. Al readers of
this neno nmust read and fully understand [ RFC2544].

Benchmar ki ng net hodol ogi es (begi nning with [ RFC2544]) have al ways
relied on test conditions that can only be produced and replicated
reliably in the laboratory. These nethodol ogi es are not appropriate
for inclusion in w der specifications such as:

1. Validation of telecomrunication service configuration, such as
the Committed Information Rate (CIR).

2. Validation of performance netrics in a teleconmmunication Service
Level Agreenment (SLA), such as frame |oss and | atency.

3. Tel ecomunication service activation testing, where traffic that
shares network resources with the test mght be adversely
af f ect ed.

Above, we distinguish "tel econmunication service" (where a network
service provider contracts with a customer to transfer information
bet ween specified interfaces at different geographic |locations) from
the generic term"service". Below, we use the adjective "production”
to refer to networks carrying live user traffic. [RFC2544] used the
term"real -world" to refer to production networks and to
differentiate themfromtest networks

Al t hough [ RFC2544] has been held up as the standard reference for the
testing |listed above, we believe that the actual methods used vary
from[RFC2544] in significant ways. Since the only citationis to

[ RFC2544], the nodifications are opaque to the standards comunity
and to users in general

Since applying the test traffic and nethods described in [ RFC2544] on
a production network risks causing overload in shared resources,
there is direct risk of harmng user traffic if the methods are

m sused in this way. Therefore, the | ETF BMAG devel oped this
Applicability Statenent for [RFC2544] to directly address the

si tuati on.
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1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Scope and Coal s

This menmo clarifies the scope of [RFC2544] with the goal of providing
gui dance to the industry on its applicability, whichis limted to
| aboratory testing.

3. The Concept of an Isolated Test Environnent

An |sol ated Test Environnent (I TE) used with the nmethods of [RFC2544]
(as illustrated in Figures 1 through 3 of [RFC2544]) has the ability
to:

0 contain the test streans to paths within the desired setup
0 prevent non-test traffic fromtraversing the test setup

These features allow unfettered experinentation, while at the sane
time protecting | ab equi pmrent managenent/control LANs and ot her
production networks fromthe unwanted effects of the test traffic.

4. Wy the Methods of RFC 2544 Are Intended Only for ITE

The foll owi ng sections discuss sonme of the reasons why [ RFC2544]
met hods are applicable only for isolated | aboratory use, and the
consequences of applying these nmethods outside the | ab environnent.

4.1. Experinental Control and Accuracy

Al of the tests described in RFC 2544 require that the tester and
devi ce under test are the only devices on the networks that are
transmtting data. The presence of other traffic (unwanted on the
| TE network) would mean that the specified test conditions have not
been achi eved and flawed results are a |likely consequence.

If any other traffic appears and the anount varies over tine, the
repeatability of any test result will likely depend to sone degree on
the amobunt and variation of the other traffic.

The presence of other traffic nmakes accurate, repeatable, and

consi stent neasurenents of the performance of the device under test
very unlikely, since the conplete details of test conditions will not
be report ed.
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For exanple, the RFC 2544 Throughput Test attenpts to characterize a
maxi mum reliable |oad; thus, there will be testing above the maxi mum
that causes packet/frame | oss. Any other sources of traffic on the
network will cause packet | oss to occur at a tester data rate | ower
than the rate that woul d be achi eved wi thout the extra traffic.

4.2. Containing Danage

[ RFC2544] net hods, specifically to determ ne Throughput as defined in
[ RFC1242] and ot her benchmarks, may overl oad the resources of the
devi ce under test, and they may cause failure nodes in the device
under test. Since failures can becone the root cause of nore

wi despread failure, it is clearly desirable to contain all test
traffic within the I TE

In addition, such testing can have a negative effect on any traffic
that shares resources with the test strean(s) since, in npbst cases,
the traffic load will be close to the capacity of the network Iinks.

Appendi x C. 2.2 of [RFC2544] (as adjusted by errata) gives the private
| Pv4 address range for testing:

"...The network addresses 198.18.0.0 through 198. 19. 255. 255 have been
assigned to the BMAG by the | ANA for this purpose. This assignnment
was made to minimze the chance of conflict in case a testing device
were to be accidentally connected to part of the Internet. The
specific use of the addresses is detailed bel ow "

In other words, devices operating on the Internet may be configured
to discard any traffic they observe in this address range, as it is

i ntended for |aboratory I TE use only. Thus, if testers using the
assigned testing address ranges are connected to the Internet and
test packets are forwarded across the Internet, it is likely that the
packets will be discarded and the test will not work

We note that a range of | Pv6 addresses has been assigned to BMAG for
| aboratory test purposes, in [RFC5180] (as anended by errata).

See the Security Considerations section below for further
consi derati ons on containi ng danage.

5. Advisory on RFC 2544 Methods in Production Networks

The tests in [ RFC2544] were designed to neasure the performance of
net wor k devi ces, not of networks, and certainly not production
networks carrying user traffic on shared resources. There will be
undesi rabl e consequences when appl yi ng these nethods outside the

i sol ated test environment.
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One negative consequence stenms fromreliance on frane | oss as an

i ndi cator of resource exhaustion in [RFC2544] nethods. |In practice,
I'i nk-1ayer and physical -1ayer errors prevent production networks from
operating | oss-free. The [RFC2544] nethods will not correctly assess
Thr oughput when | oss fromuncontrol |l ed sources is present. Frane

| oss occurring at the SLA | evels of sone networks could affect every
iteration of Throughput testing (when each step includes sufficient
packets to experience facility-related loss). Flawed results waste
the time and resources of the testing service user and of the service
provi der when called to dispute the neasurenent. These are
addi ti onal exanples of harmthat conpliance with this advisory shoul d
help to avoid. See Appendix A for an exanple.

The net hods described in [RFC2544] are intended to generate traffic
that overl oads network device resources in order to assess their
capacity. Overload of shared resources would likely be harnful to
user traffic performance on a production network. These tests MJST
NOT be used on production networks and as di scussed above. The tests
will not produce a reliable or accurate benchmarking result on a
producti on networK.

[ RFC2544] net hods have never been validated on a network path, even
when that path is not part of a production network and carrying no

other traffic. It is unknown whether the tests can be used to
measure valid and reliable perfornmance of a nulti-device, multi-
network path. It is possible that some of the tests may prove valid

in some path scenarios, but that work has not been done or has not
been shared with the I ETF conmunity. Thus, such testing is
contraindi cated by the BWAG

6. Considering Performance Testing in Production Networks

The | ETF has addressed the probl em of production network performance
measur enent by chartering a different working group: |P Performance
Metrics (IPPM. This working group has devel oped a set of standard
metrics to assess the quality, performance, and reliability of
Internet packet transfer services. These netrics can be measured by
networ k operators, end users, or independent testing groups. W note
that some IPPMnetrics differ from RFC 2544 nmetrics with simlar
nanes, and there is likely to be confusion if the details are

i gnor ed.

| PPM has not yet standardi zed nmethods for raw capacity neasurenment of
Internet paths. Such testing needs to adequately consider the strong
possibility for degradation to any other traffic that nay be present
due to congestion. There are no specific methods proposed for
activation of a packet transfer service in IPPMat this tinme. Thus,

i ndi vi dual s who need to conduct capacity tests on production networks

Bradner, et al. I nf or mat i onal [ Page 6]



RFC 6815 RFC 2544 Applicability Novenber 2012

shoul d actively participate in standards devel opnent to ensure their
met hods receive appropriate industry review and agreenent, in the
| ETF or in alternate standards devel opnment organizati ons.

O her standards nmay help to fill gaps in tel ecomruni cati on service
testing. For exanple, the I ETF has many standards intended to assi st
with network Operations, Administration, and Miintenance (OAM .

ITUT Study Goup 12 has a Reconmendati on on service activation test
met hodol ogy [Y. 1564].

The world will not spin off axis while waiting for appropriate and
standardi zed methods to emerge fromthe consensus process.

7. Security Considerations

This Applicability Statenent intends to help preserve the security of
the Internet by clarifying that the scope of [ RFC2544] and ot her BMAG
menos are all linmted to testing in a |aboratory ITE, thus avoiding
acci dental Denial -of-Service attacks or congestion due to high
traffic volume test streans.

Al'l benchmarking activities are limted to technol ogy
characterization using controlled stinmuli in a |aboratory
environment, with dedi cated address space and the other constraints
[ RFC2544] .

The benchmarki ng network topology will be an independent test setup
and MUST NOT be connected to devices that may forward the test
traffic into a production network or msroute traffic to the test
management networ K.

Furt her, benchmarking is perforned on a "bl ack-box" basis, relying
sol ely on measurenents observable external to the device under test/
system under test (DUT/SUT).

Speci al capabilities SHOULD NOT exist in the DUT/ SUT specifically for
benchmar ki ng purposes. Any inplications for network security arising
fromthe DUT/ SUT SHOULD be identical in the lab and in production

net wor ks.
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Appendi x A.  Exanpl e of RFC 2544 Method Failure in Production Network
Measur enent

Thi s Appendi x provides an exanple illustrating how [ RFC2544] net hods
appl i ed on production networks can easily produce a formof harmfrom
flawed and ni sl eading results.

The [ RFC2544] Throughput benchmarki ng nethod usual ly includes the
fol |l owi ng steps:

a. Set the offered traffic level, |ess than max of the ingress
I'ink(s).

b. Send the test traffic through the device under test (DUT) and
count all frames successfully transferred.

c. |If all franes are received, increnment traffic |evel and repeat
step b.
d. |If one or nore franes are lost, the level is in the DUT-overl oad

region (step b my be repeated at a reduced traffic level to nore
exactly determne the naxi numrate at which none of the franes
are dropped by the DUT, defined as the Throughput [RFC1242]).

e. Report the Throughput val ues, the x-y of graph of frame size and
Thr oughput, and other information in accordance wi th [ RFC2544].

In this nethod, frame loss is the sole indicator of overload and
therefore the deternining factor in the neasurenent of Throughput
usi ng the [ RFC2544] net hodol ogy (even though the results nay not
report frame | oss per se).

Frame |l oss is subject to many factors in addition to operating above
the Throughput traffic level. These factors include optica
interference (which nmay be due to dirty interfaces, crossover from
other signals, fiber bend and tenperature, etc.) and electrica
interference (caused by local sources of radio signals, electrica
spi kes, solar particles, etc.). 1In the |aboratory environnent nmany
of these issues can be carefully controlled through cl eaning and
isolation. Since [RFC2544] nethodol ogies are primarily intended to
test devices and not paths, the total |ength of path, the nunber of
interfaces, and conpound risk of randomfrane | oss can be kept to a
m ni mum

In a production network, however, there will be many interfaces and

many kil oneters of path under test. This considerably increases the
ri sk of random frane | oss

Bradner, et al. I nf or mat i onal [ Page 9]



RFC 6815 RFC 2544 Applicability Novenber 2012

The risk of frame |oss caused by outside effects is significantly

hi gher in production networks, and significantly higher with | ong
pat hs (both those with | ong physical path | engths, and those with

| arge nunbers of interfaces in the path). Thus, the risk of falsely
| ow reported Throughput using an [ RFC2544] nethodol ogy test is

consi derably increased in a production networKk.

Therefore, to successfully conduct tests with simlar objectives to
those in [RFC2544] in a production network, it will be necessary to
devel op nodifications to the nethodol ogi es defined in [ RFC2544] and
standards to describe them See [Bryant] for an in-progress effort
and [Y.1564] for an approved nmethod adapted to production service
activation.
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