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Abst ract

This meno provides the supporting test plan and results to advance
RFC 2679 on one-way delay netrics along the Standards Track,
followi ng the process in RFC 6576. (Cbserving that the netric
definitions thensel ves should be the primary focus rather than the

i mpl ementations of nmetrics, this neno describes the test procedures
to evaluate specific netric requirenment clauses to determne if the
requi renent has been interpreted and inplemented as intended. Two
compl etely i ndependent inplenmentations have been tested agai nst the
key specifications of RFC 2679. This neno al so provides direct input
for devel opnent of a revision of RFC 2679.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the IESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww.rfc-editor.org/info/rfc6808
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1. Introduction

The I ETF | P Performance Metrics (I PPM working group has consi dered
how to advance their netrics along the Standards Track since 2001,
with the initial publication of Bradner/Paxson/Mankin's meno

[ METRI CS- TEST]. The original proposal was to conpare the performance
of metric inplementations. This was simlar to the usual procedures
for advancing protocols, which did not directly apply. It was found
to be difficult to achi eve consensus on exactly how to conpare

i npl ementations, since there were many |l egitimte sources of
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variation that would emerge in the results despite the best attenpts
to keep the network paths equal, and because considerable variation
was allowed in the paraneters (and therefore inplenentation) of each
metric. Flexibility in netric definitions, essential for

custom zati on and broad appeal, nade the conparison task quite
difficult.

A renewed work effort investigated ways in which the neasurenent
variability could be reduced and thereby sinmplify the probl em of
conpari son for equival ence.

The consensus process docunented in [RFC6576] is that nmetric
definitions rather than the inplenentations of nmetrics should be the
primary focus of evaluation. Equivalent test results are deened to
be evidence that the metric specifications are clear and unanbi guous.
This is now the nmetric specification equival ent of protoco
interoperability. The [RFC6576] advancenent process either produces
confidence that the nmetric definitions and supporting material are
clearly worded and unanbi guous, or it identifies ways in which the
metric definitions should be revised to achieve clarity.

The netric RFC advancenent process requires docunentation of the
testing and results. [RFC6576] retains the testing requirenment of
the original Standards Track advancenent process described in

[ RFC2026] and [ RFC5657], because wi despread depl oynment is
insufficient to determ ne whether RFCs that define performance
metrics result in consistent inplenmentations.

The process also permts identification of options that were not

i npl emented, so that they can be renoved fromthe advancing
specification (this is a simlar aspect to protocol advancenent al ong
the Standards Track). All errata nust al so be consi dered.

This nmeno’s purpose is to inplenent the advancenent process of

[ RFC6576] for [RFC2679]. It supplies the docunentation that
acconpani es the protocol action request subnitted to the Area
Director, including description of the test setup, results for each
i npl ement ati on, eval uation of each netric specification, and
concl usi ons.

In particular, this nmeno docunents the consensus on the extent of

tol erable errors when assessing equivalence in the results. The |PPM
wor ki ng group agreed that the test plan and procedures shoul d include
the threshold for determ ning equival ence, and that this aspect
shoul d be decided in advance of cross-inplenentati on conparisons.

This nmeno i ncludes procedures for same-inplenentation conparisons
that may influence the equival ence threshol d.
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Al t hough the concl usion reached through testing is that [ RFC2679]
shoul d be advanced on the Standards Track with nodifications, the
revised text of RFC 2679 is not yet ready for review Therefore,
this meno docunents the information to support [RFC2679] advancenent,
and the approval of a revision of RFC 2769 is left for future action.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. A Definition-Centric Metric Advancenment Process

As a first principle, the process described in Section 3.5 of

[ RFC6576] takes the fact that the netric definitions (enbodied in the
text of the RFCs) are the objects that require evaluati on and
possible revision in order to advance to the next step on the
Standards Track. This neno follows that process.

3. Test Configuration

One netric inplenentation used was Net Probe version 5.8.5 (an earlier
version is used in AT&T' s | P network performance neasurenent system
and depl oyed worl dwide [WPM ). NetProbe uses UDP packets of
variable size, and it can produce test streanms with Periodic

[ RFC3432] or Poi sson [ RFC2330] sanple distributions.

The other netric inplenentation used was Perfas+ version 3.1,

devel oped by Deutsche Tel ekom [Perfas]. Perfas+ uses UDP uni cast
packets of variable size (but also supports TCP and nulticast). Test
streans with Periodic, Poisson, or uniformsanple distributions may
be used.

Figure 1 shows a view of the test path as each inplenentation s test
flows pass through the Internet and the Layer 2 Tunneling Protocol,
version 3 (L2TPv3) tunnel IDs (1 and 2), based on Figures 2 and 3 of
[ RFC6576] .
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Illustrations of a test setup with a bidirectional tunnel. The upper
di agr am enphasi zes the VLAN connectivity and geographical |ocation

The | ower di agram shows exanple flows traveling between two

measur enent i nplenentations (for sinplicity,

only two flows are

shown) .

Figure 1
The testing enpl oys the Layer 2 Tunneling Protocol, version 3
(L2TPv3) [RFC3931] tunnel between test sites on the Internet. The

tunnel | P and L2TPv3 headers are i ntended to concea

the test

equi prent addresses and ports from hash functions that would tend to

spread different test streans across parallel
likely variation in performance as a result.
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At each end of the tunnel, one pair of VLANs encapsulated in the
tunnel are | ooped back so that test traffic is returned to each test
site. Thus, test streams traverse the L2TP tunnel tw ce, but appear
to be one-way tests fromthe test equiprment point of view

The network ermulator is a host running Fedora 14 Linux [Fedorald]
with I P forwardi ng enabl ed and the "neteni Network ermul ator [netem
| oaded and operating as part of the Fedora Kernel 2.6.35.11.
Connectivity across the netenif Fedora host was acconplished by
bridgi ng Et hernet VLAN interfaces together with "brctl" comuands
(e.g., ethl.100 <-> eth2.100). The netem enul ator was activated on
one interface (ethl) and only operates on test streans traveling in
one direction. In some tests, independent neteminstances operated
separately on each VLAN

The |inks between the netem emul ator host and router and switch were
found to be 100baseTx-HD (100 Mops hal f dupl ex) when the testing was
complete. Use of half duplex was not intended, but probably added a
smal | amount of delay variation that could have been avoided in ful
dupl ex node

Each individual test was run with comobn packet rates (1 pps, 10 pps)
Poi sson/ Peri odi ¢ distributions, and | P packet sizes of 64, 340, and
500 Bytes. These sizes cover a reasonable range while avoiding
fragmentation and the conplexities it causes, thus conplying with the
notion of "standard forned packets" described in Section 15 of

[ RFC2330] .

For these tests, a streamof at |east 300 packets were sent from
Source to Destination in each inplenentation. Periodic streams (as
per [RFC3432]) with 1 second spaci ng were used, except as noted.

Wth the L2TPv3 tunnel in use, the metric nane for the testing
configured here (with respect to the | P header exposed to Internet
processing) is:

Type- | P- prot ocol - 115- One- way- Del ay- <St r eanilype>- St r eam

Wth (Section 4.2 of [RFC2679]) Metric Parameters:

+ Src, the | P address of a host (12.3.167.16 or 193. 159. 144. 8)

+ Dst, the I P address of a host (193.159.144.8 or 12.3.167.16)

+ TO, a tine

+ Tf, atine
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+ lanbda, a rate in reciprocal seconds

+ Thresh, a maximumwaiting tine in seconds (see Section 3.8.2 of
[ RFC2679] and Section 4.3 of [RFC2679])

Metric Units: A sequence of pairs; the elenments of each pair are:

+ T, atinme, and

+ dT, either a real nunber or an undefined nunber of seconds.

The values of T in the sequence are nonotonic increasing. Note that
T would be a valid paranmeter to Type-P-One-way-Delay and that dT
woul d be a valid value of Type-P-One-way-Del ay.

Al so, Section 3.8.4 of [RFC2679] recommends that the path SHOULD be
reported. In this test setup, nost of the path details will be
conceal ed fromthe inplenentations by the L2TPv3 tunnels; thus, a

nmore informative path trace route can be conducted by the routers at
each | ocati on.

When Net Probe is used in production, a traceroute is conducted in
parallel with, and at the outset of, neasurenents.

Per f as+ does not support traceroute.
| PLOMt raceroute 193. 159. 144. 8

Type escape sequence to abort.
Tracing the route to 193.159.144.8

1 12.126.218.245 [AS 7018] O nsec O nsec 4 nsec
2 cr84.n54ny.ip.att.net (12.123.2.158) [AS 7018] 4 nsec 4 nsec
cr83.nb54ny.ip.att.net (12.123.2.26) [AS 7018] 4 nsec

3 crl.n54ny.ip.att.net (12.122.105.49) [AS 7018] 4 nsec
cr2.nb4ny.ip.att.net (12.122.115.93) [AS 7018] 0 nsec
crl.nb4ny.ip.att.net (12.122.105.49) [AS 7018] O nsec

4 n54ny02jt.ip.att.net (12.122.80.225) [AS 7018] 4 nsec 0 nsec
n54ny02jt.ip.att.net (12.122.80.237) [AS 7018] 4 nsec

5 192.205.34.182 [AS 7018] O nsec
192. 205. 34. 150 [ AS 7018] O nsec
192. 205. 34. 182 [ AS 7018] 4 nsec
6 da-rgl2-i. DA DE. NET. DTAG DE (62.154.1.30) [AS 3320] 88 nsec 88 nsec
88 nmsec
7 217.89.29.62 [ AS 3320] 88 nsec 88 nsec 88 nsec
8 217.89.29.55 [AS 3320] 88 nsec 88 nsec 88 nsec

9 * * *

Ci avattone, et al. I nf or mat i onal [ Page 8]



RFC 6808 St andards Track Tests RFC 2679 Decenber 2012

It was only possible to conduct the traceroute for the neasured path
on one of the tunnel-head routers (the normal trace facilities of the
measur enent systens are confounded by the L2TPv3 tunne

encapsul ation).

4. Error Calibration, RFC 2679

An inmplenentation is required to report on its error calibration in
Section 3.8 of [RFC2679] (also required in Section 4.8 for sanple
metrics). Sections 3.6, 3.7, and 3.8 of [RFC2679] give the detail ed
formul ation of the errors and uncertainties for calibration. In
summary, Section 3.7.1 of [RFC2679] describes the total tine-varying
uncertainty as:

Esynch(t)+ Rsource + Rdest
wher e:

Esynch(t) denotes an upper bound on the magnitude of clock
synchroni zati on uncertainty.

Rsource and Rdest denote the resolution of the source clock and the
destination clock, respectively.

Further, Section 3.7.2 of [RFC2679] describes the total wire-tine
uncertainty as:

Hsour ce + Hdest

referring to the upper bounds on host-tinme to wire-tinme for source
and destination, respectively.

Section 3.7.3 of [RFC2679] describes a test with small packets over
an isolated mnimal network where the results can be used to estinmate
systenmati ¢ and random conponents of the sum of the above errors or
uncertainties. In a test with hundreds of singletons, the nedian is
the systematic error and when the nedian is subtracted from al
singletons, the remaining variability is the randomerror.

The test context, or Type-P of the test packets, nust also be
reported, as required in Section 3.8 of [RFC2679] and all netrics
defined there. Type-P is defined in Section 13 of [RFC2330] (as are
many termnms used bel ow).
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4.1. NetProbe Error and Type-P

Type-P for this test was IP-UDP with Best Effort Differentiated
Servi ces Code Point (DSCP). These headers were encapsul at ed
according to the L2TPv3 specifications [RFC3931]; thus, they nay not
i nfluence the treatnment received as the packets traversed the

I nternet.

In general, NetProbe error is dependent on the specific version and
install ation details.

Net Probe operates using host-tine above the UDP |ayer, which is
different fromthe wire-tinme preferred in [RFC2330], but it can be
identified as a source of error according to Section 3.7.2 of

[ RFC2679] .

Accuracy of NetProbe neasurenents is usually limted by NTP
synchroni zati on performance (which is typically taken as ~+/-1 ns
error or greater), although the installation used in this testing
often exhibits errors nuch |l ess than typical for NTP. The primary
stratum 1 NTP server is closely |located on a sparsely utilized

net wor kK managerment LAN; thus, it avoids many concerns raised in
Section 10 of [RFC2330] (in fact, snmooth adjustnment, long-termdrift
anal ysi s and conpensation, and infrequent adjustment all lead to
stability during neasurenment intervals, the main concern).

The resolution of the reported results is 1 us (us = mcrosecond) in
the version of NetProbe tested here, which contributes to at |east
+/-1 us error.

Net Probe inplements a tinmekeeping sanity check on sendi ng and
receiving tine-stanping processes. Wen a significant process
interruption takes place, individual test packets are flagged as
possi bly containing unusual tine errors, and they are excluded from
the sanple used for all "tinme" nmetrics.

We performed a NetProbe calibration of the type described in Section
3.7.3 of [RFC2679], using 64-Byte packets over a cross-connect cable.
The results estimte systematic and random conponents of the sum of
the Hsource + Hdest errors or uncertainties. 1In a test with 300

si ngl etons conducted over 30 seconds (periodic sanmple with 100 ns
spacing), the nedian is the systematic error and the remaining
variability is the randomerror. One set of results is tabul ated

bel ow.
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(Results fromthe "R' software environnent for statistical conputing
and graphics - http://ww.r-project.org/ )
> summar y( XD4CAL)

CAL1 CAL2 CAL3

M n. : 89.0 M n. : 68.00 M n. . 54.00
Ist Qu.: 99.0 Ist Qu.: 77.00 Ist Qu.: 63.00
Medi an :110.0 Medi an : 79.00 Medi an : 65.00
Mean :116. 8 Mean : 83.74 Mean : 69. 65
3rd Qu.:127.0 3rd Qu.: 88.00 3rd Qu.: 74.00
Max. :205.0 Max. :177. 00 Max. :163. 00
>

Net Probe Calibration with Cross-Connect Cable, one-way del ay val ues
in mcroseconds (us)

The nedi an or systematic error can be as high as 110 us, and the
range of the randomerror is also on the order of 116 us for all
streans.

Al so, anticipating the Anderson-Darling K-sanple (ADK) [ ADK]
comparisons to follow, we corrected the CAL2 val ues for the

di fference between the means of CAL2 and CAL3 (as permtted in
Section 3.2 of [RFC6576]), and found strong support (for the Nul
Hypot hesi s) that the sanples are fromthe sane distribution
(resolution of 1 us and al pha equal 0.05 and 0.01)

XDACVCAL2 <- XD4CAL$CAL2 - (nmean( XDA4CAL$CAL2) - mean( XDACAL$CAL3))
boxpl ot ( XD4CVCAL2, XD4CAL$CAL3)

XDACV2_ADK <- adk.test (XD4CVCAL2, XDACALS$SCAL3)

> XD4Cv2_ADK

Ander son-Darling k-sanple test.

vV V V

Nunber of sanples: 2
Sanpl e sizes: 300 300
Total nunber of values: 600
Nunber of uni que val ues: 97

Mean of Anderson Darling Criterion: 1
St andard devi ati on of Anderson Darling Criterion: 0.75896

T = (Anderson-Darling Criterion - nmean)/sigm
Nul I Hypothesis: Al sanples cone froma comopn popul ation

t.obs P-val ue extrapol ati on

not adj. for ties 0.71734 0.17042 0
adj. for ties - 0. 39553 0. 44589 1
>

using [Rtool] and [ Radk].
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4.2. Perfas+ Error and Type-P

Perfas+ is configured to use GPS synchroni zati on and uses NTP
synchroni zation as a fall-back or default. GPS synchronization

wor ked throughout this test with the exception of the calibration
stated here (one inplenentation was NTP synchroni zed only). The tinme
stanp accuracy typically is 0.1 ns.

The resolution of the results reported by Perfas+ is 1 us (us =
m crosecond) in the version tested here, which contributes to at
| east +/-1 us error.

Por t 5001 5002 5003

M n. -227 -226 294
Median -169 -167 323
Mean -159 -157 385
Max. 6 -52 376
S 102 102 93

Perfas+ Calibration with Cross-Connect Cable, one-way delay values in
m cr oseconds (us)

The nedi an or systematic error can be as high as 323 us, and the
range of the randomerror is also |less than 232 us for all streans.

5. Predeternined Linmts on Equival ence

This section provides the nunmerical limts on conparisons between

i npl ementations, in order to declare that the results are equival ent

and therefore, the tested specification is clear. These linits have

their basis in Section 3.1 of [RFC6576] and the Appendi x of

[ RFC2330], with additional limits representing |P Performance Metrics
(I'PPM consensus prior to publication of results.

A key point is that the allowable errors, corrections, and confidence
|l evel s only need to be sufficient to detect m sinterpretation of the
tested specification resulting in diverging inplenentations.

Al so, the allowable error nmust be sufficient to conpensate for
measured path differences. It was sinply not possible to nmeasure
fully identical paths in the VLAN-| oopback test configuration used,
and this practical conpronise nust be taken into account.

For Anderson-Darling K-sanple (ADK) conparisons, the required

confidence factor for the cross-inplenmentation conmpari sons SHALL be
the smal | est of:
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0o 0.95 confidence factor at 1 ns resolution, or

o the smallest confidence factor (in conbination with resolution) of
the two same-inpl enentation conparisons for the sane test
condi tions.

A constant tine accuracy error of as nuch as +/-0.5 ns MAY be renoved
fromone inplenmentation s distributions (all singletons) before the
ADK conparison is conduct ed.

A constant propagation delay error (due to use of different sub-nets
bet ween the switch and neasurenent devices at each location) of as
much as +2 nms MAY be renoved fromone inplenentation’s distributions
(all singletons) before the ADK comparison i s conduct ed.

For conparisons involving the nmean of a sanple or other centra
statistics, the limts on both the tine accuracy error and the
propagati on delay error constants given above al so apply.

6. Tests to Evaluate RFC 2679 Specifications

This section describes sone results fromreal-world (cross-Internet)
tests with neasurenent devices inplenmenting |[PPMnetrics and a

network enulator to create relevant conditions, to determ ne whether
the metric definitions were interpreted consistently by inplementors.

The procedures are slightly nodified fromthe original procedures
contained in Appendix A 1 of [RFC6576]. The nodifications include
the use of the nmean statistic for conparisons

Note that there are only five instances of the requirenment term
"MUST" in [RFC2679] outside of the boilerplate and [ RFC2119]
reference

6.1. One-Way Delay, ADK Sanple Conparison: Sane- and Cross-
I mpl ement ati on

This test determnes if inplenmentations produce results that appear
to come froma comon del ay distribution, as an overall evaluation of
Section 4 of [RFC2679], "A Definition for Sanples of One-way Del ay".
Sane-i npl enent ati on conparison results help to set the threshold of
equi val ence that will be applied to cross-inplenentati on conpari sons.

This test is intended to eval uate neasurenments in Sections 3 and 4 of
[ RFC2679] .
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By testing the extent to which the distributions of one-way del ay
singletons fromtwo inplenentati ons of [RFC2679] appear to be from
the same distribution, we econom ze on conpari sons, because conparing
a set of individual summary statistics (as defined in Section 5 of

[ RFC2679]) woul d require another set of individual evaluations of
equi val ence. Instead, we can sinply check which statistics were

i mpl erent ed, and report on those facts.

1. Configure an L2TPv3 path between test sites, and each pair of
measur enent devices to operate tests in their designated pair of
VLANS.

2. Measure a sanple of one-way delay singletons with two or nore
i npl ement ati ons, using identical options and network enul ator
settings (if used).

3. Measure a sanple of one-way delay singletons with *four*
i nstances of the *sane* inplenmentations, using identical options,
noting that connectivity differences SHOULD be the sanme as for
the cross-inplenmentation testing.

4. Apply the ADK conparison procedures (see Appendices A and B of
[ RFC6576]) and determi ne the resol ution and confidence factor for
di stribution equival ence of each sane-inpl enentati on conpari son
and each cross-inpl enmentation conparison

5. Take the coarsest resolution and confidence factor for
di stribution equival ence fromthe sane-inplenentation pairs, or
the limt defined in Section 5 above, as a limt on the
equi val ence threshold for these experinental conditions.

6. Apply constant correction factors to all singletons of the sample
distributions, as described and limted in Section 5 above.

7. Conpare the cross-inplenentation ADK performance with the
equi val ence threshold determined in step 5 to deternmine if
equi val ence can be decl ared.

The conmon parameters used for tests in this section are:

0 | P header + payload = 64 octets

0 Periodic sanpling at 1 packet per second

0 Test duration = 300 seconds (March 29, 2011)
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The netem emul ator was set for 100 nms average delay, with uniform
del ay variation of +/-50 ns. In this experiment, the netem enul ator
was configured to operate independently on each VLAN;, thus, the

emul ator itself is a potential source of error when conparing streans
that traverse the test path in different directions.

In the result analysis of this section
o Al conparisons used 1 mcrosecond resol ution
o0 No correction factors were applied.

o The 0.95 confidence factor (1.960 for paired stream conparison)
was used.

6.1.1. NetProbe Same-Inplenentation Results
A singl e sanme-inplenmentation conparison fails the ADK criterion (sl
<-> sB). W note that these streans traversed the test path in
opposite directions, making the live network factors a possibility to
expl ain the difference.

Al'l other pair conparisons pass the ADK criterion.

B T N s +
I I I I
| ti.obs (P) | sl | s2 | SA |
I I I I
............. N |
I I I I
| s2 | 0.25 (0.28) | | |
I I I I I
........................... I
I I I I
| SA | 0.60 (0.19) |-0.80 (0.57) | |
I I I I
........................... T
I I I I I
| sB | 2.64 (0.03) | 0.07 (0.31) |-0.52 (0.48)
I I I I I
R e e e +

Net Probe ADK results for same-inpl enmentation
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6.1.2. Perfas+ Sane-Inplenentation Results

Al'l pair conparisons pass the ADK criterion.

o m o e o e e e e e e e ee oo +
I I I I I
| ti.obs (P) | pl I p2 I p3 I

I I I I
............. N I B
I I I I I
| p2 | 0.06 (0.32) | | |
I I I I I
......................................... [ ]
I I I I I
| p3 | 1.09 (0.12) | 0.37 (0.24) | |
I I I I I
........................... P
I I I I I
| p4 |-0.81 (0.57) |-0.13 (0.37) | 1.36 (0.09) |
AR e e e \

Perfas+ ADK results for sane-inplenentation
6.1.3. One-Vay Del ay, Cross-Inplenmentati on ADK Conpari son

The cross-inplementation results are conpared using a conbi ned ADK
anal ysis [ Radk], where all NetProbe results are conpared with al
Perfas+ results after testing that the conbi ned same-inpl enentation
results pass the ADK criterion

When 4 (sane) sanples are conpared, the ADK criterion for 0.95
confidence is 1.915, and when all 8 (cross) samples are conpared it
is 1.85.

Conbi nati on of Anderson-Darling K-Sanple Tests.

Sanpl e sizes within each data set:

Data set 1 : 299 297 298 300 (NetProbe)

Data set 2 : 300 300 298 300 (Perfas+)

Total sanple size per data set: 1194 1198
Nunber of unique val ues per data set: 1188 1192

NQII Hypot hesi s:

Al sanples within a data set cone froma common distribution.
The common distribution may change between data sets.
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Net Pr obe ti.obs P-value extrapol ation
not adj. for ties 0.64999 0.21355 0
adj. for ties 0.64833 0.21392 0
Per f as+

not adj. for ties 0.55968 0.23442 0
adj. for ties 0. 55840 0. 23473 0

Conbi ned Anderson-Darling Criterion

tc. obs P-val ue extrapol ation
not adj. for ties 0.85537 0.17967 0
adj. for ties 0. 85329 0.18010 0

The conbi ned same-inpl ementati on sanpl es and the conbi ned cross-

i npl ement ati on conparison all pass the ADK criterion at P>=0.18 and
support the Null Hypothesis (both data sets come froma conmon

di stribution).

We al so see that the paired ADK conparisons are rather critical
Al 't hough the NetProbe s1-sB comparison failed, the conbined data set
fromfour streanms passed the ADK criterion easily.

6.1.4. Conclusions on the ADK Results for One-Way Del ay

Sinmlar testing was repeated nmany tines in the nonths of March and
April 2011. There were many experinments where a single test stream
from Net Probe or Perfas+ proved to be different fromthe others in
pai red conparisons (even same-inpl enentation conparisons). Wen the
outlier streamwas renoved fromthe conparison, the remaining streans
passed conbined ADK criterion. Also, the application of correction
factors resulted in higher conparison success

We conclude that the two inplementations are capabl e of producing
equi val ent one-way delay distributions based on their interpretation
of [RFC2679].

6.1.5. Additional Investigations
On the final day of testing, we perforned a series of neasurenents to
eval uate the anount of enul ated delay variati on necessary to achieve
successful ADK conparisons. The need for correction factors (as
permitted by Section 5) and the size of the measurenent sanple
(obtai ned as sub-sets of the conpl ete neasurenent sanple) were al so
eval uat ed.
The conmon parameters used for tests in this section are:

0 | P header + payload = 64 octets
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0 Periodic sanpling at 1 packet per second

0 Test duration = 300 seconds at each delay variation setting, for a
total of 1200 seconds (May 2, 2011 at 1720 UTC)

The netem enul ator was set for 100 ns average delay, with (emrmul ated)
uni form del ay variation of:

o +/-7.5ns
o +/-5.0 ns
o +/-2.5ns
o 0 ns

In this experinent, the netemenul ator was configured to operate

i ndependently on each VLAN, thus, the enulator itself is a potentia
source of error when conparing streanms that traverse the test path in
different directions.

In the result analysis of this section
o Al conparisons used 1 mcrosecond resol ution

o Correction factors *were* applied as noted (under colum headi ng
"mean adj"). The difference between each sanmple nmean and the
| onest nean of the NetProbe or Perfas+ stream sanpl es was
subtracted fromall values in the sanple. ("raw' indicates no
correction factors were used.) All correction factors applied net
the linmts described in Section 5.

o The 0.95 confidence factor (1.960 for paired stream conparison)
was used.

When 8 (cross) sanples are conpared, the ADK criterion for 0.95
confidence is 1.85. The Conbined ADK test statistic ("TC observed")
must be less than 1.85 to accept the Null Hypothesis (all samples in
the data set are froma common distribution)
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Ci avat t one,

Ermul at ed Del ay

Vari ati on Ons
adk. conbi ned (all)
Adj. for ties

TC observed
P-val ue

Mean std dev (all), us
Mean di ff of neans, us

Variation +/- 2.5
adk. conbi ned (all)
Adj. for ties

TC observed

P- val ue

Mean std dev (all), us
Mean diff of neans, us

Variation +/- 5ns
adk. conbined (all)
Adj. for ties

TC observed

P-val ue

Mean std dev (all), us
Mean di ff of neans, us

Variation +/- 7.5n8
adk. conbi ned (all)
Adj. for ties

TC observed

P-val ue

Mean std dev (all), us
Mean di ff of neans, us

From the tabl e above,

St andards Track Tests RFC 2679

Decenber 2012

Sub- Sanpl e si ze

300 val ues

raw mean adj
226. 6563 67. 51559
0 0
719
649 0
300 val ues
raw mean adj
14.50436 -1.60196
0 0.873
1655
471 0
300 val ues
raw mean adj
8.29921  -1.28927
0 0. 81601
3023
582 0
300 val ues
raw mean adj
2.53759 -0. 72985
0. 01950 0.66942
4449
426 0

we concl ude the foll ow ng:

75 val ues
raw mean adj
54. 01359 21. 56513
0 0
635
606 0
75 val ues
raw mean adj
3.15935 -1.72104
0. 00799 0. 89038
1702
513 0
75 val ues
raw mean adj
0.37878 -1.81881
0.29984 0. 90305
2991
513 0
75 val ues
raw mean adj
0.29241  -1.15840
0. 32585 0. 78686
4506
856 0

1. None of the raw or nean adjusted results pass the ADK criterion

with O nms enul ated del ay vari ati on.
sampl e yi el ded the same concl usion

Use of the 75 val ue sub-
(W note the sane results

when conparing sane-inpl enentati on sanples for both NetProbe and

Perfas+.)

2. Wen the smallest enul ated delay variation was inserted (+/-2.5

ns),

et al.

I nf or mat i onal

the mean adj usted sanples pass the ADK criterion and the

hi gh P-val ue supports the result. The raw results do not pass.
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3. At higher values of enul ated delay variation (+/-5.0 nms and
+/-7.5 ns), again the mean adjusted val ues pass ADK. W al so see
that the 75-val ue sub-sanpl e passed the ADK in both raw and nean
adj usted cases. This indicates that sanple size may have pl ayed
arole in our results, as noted in the Appendi x of [RFC2330] for
Goodness-of -Fit testing.

We note that 150 val ue sub-sanples were al so eval uated, w th ADK
conclusions that followed the results for 300 values. Al so, sane-
i npl ementation anal ysis was conducted with results simlar to the
above, except that nore of the "raw' or uncorrected sanpl es passed
the ADK criterion.

6.2. One-\Way Del ay, Loss Threshold, RFC 2679

This test determnes if inplenentations use the sane configured

maxi mum wai ting time delay from one neasurenent to another under
different delay conditions, and correctly declare packets arriving in
excess of the waiting time threshold as |ost.

See the requirenents of Section 3.5 of [RFC2679], third bullet point,
and al so Section 3.8.2 of [RFC2679].

1. configure an L2TPv3 path between test sites, and each pair of
measur enent devices to operate tests in their designated pair of
VLANS.

2. configure the network ermulator to add 1.0 sec. one-way constant
delay in one direction of transm ssion

3. neasure (average) one-way delay with two or nore inplenentations,
using identical waiting time thresholds (Thresh) for |oss set at
3 seconds.

4. configure the network enulator to add 3 sec. one-way constant
delay in one direction of transm ssion equivalent to 2 seconds of
addi ti onal one-way delay (or change the path delay while test is
in progress, when there are sufficient packets at the first del ay
setting).

5. repeat/continue neasurenents.
6. observe that the increase neasured in step 5 caused all packets
with 2 sec. additional delay to be declared lost, and that all

packets that arrive successfully in step 3 are assigned a valid
one-way del ay.
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The common parameters used for tests in this section are:
0 |P header + payload = 64 octets

0 Poisson sanpling at |anbda = 1 packet per second

0 Test duration = 900 seconds total (March 21, 2011)

The netem enul ator was set to add constant del ays as specified in the
procedur e above.

6.2.1. NetProbe Results for Loss Threshol d

In Net Probe, the Loss Threshold is inplemented uniformy over al
packets as a post-processing routine. Wth the Loss Threshold set at
3 seconds, all packets with one-way delay >3 seconds are narked
"Lost" and included in the Lost Packet list with their transni ssion
time (as required in Section 3.3 of [RFC2680]). This resulted in 342
packets designated as lost in one of the test streans (with average
delay = 3.091 sec.).

6.2.2. Perfas+ Results for Loss Threshold

Perfas+ uses a fixed Loss Threshol d that was not adjustable during
this study. The Loss Threshold is approximately one ninute, and
emul ation of a delay of this size was not attenpted. However, it is
possible to inmplenent any delay threshold desired with a post-
processing routine and subsequent analysis. Using this nethod, 195
packets woul d be declared | ost (with average delay = 3.091 sec.).

6.2.3. Conclusions for Loss Threshol d

Bot h i mpl enent ati ons assune that any constant del ay val ue desired can
be used as the Loss Threshold, since all delays are stored as a pair
<Tinme, Delay> as required in [RFC2679]. This is a sinple way to
enforce the constant |oss threshold envisioned in [ RFC2679] (see
specific section references above). W take the position that the
assunpti on of post-processing is conpliant and that the text of the
RFC shoul d be revised slightly to include this point.

6.3. One-Way Delay, First Bit to Last Bit, RFC 2679

This test determines if inplenmentations register the sanme relative
change in delay fromone packet size to another, indicating that the
first-to-last tine-stamping convention has been followed. This test
tends to cancel the sources of error that nay be present in an

i mpl ement ati on.
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See the requirenents of Section 3.7.2 of [RFC2679], and Section 10.2
of [RFC2330].

1. configure an L2TPv3 path between test sites, and each pair of
measur enent devices to operate tests in their designated pair of
VLANs, and ideally including a |lowspeed link (it was not
possible to change the Iink configuration during testing, so the
| onest speed link present was the basis for serialization time
compari sons).

2. neasure (average) one-way delay with two or nore inplenentations,
using identical options and equal size small packets (64-octet |IP
header and payl oad).

3. maintain the sane path with additional emulated 100 ns one-way
del ay.

4. neasure (average) one-way delay with two or nore inplenentations,
usi ng identical options and equal size |arge packets (500 octet
| P header and payl oad).

5. observe that the increase neasured between steps 2 and 4 is
equi valent to the increase in ns expected due to the |arger
serialization tinme for each inplenmentation. Mst of the
measurenent errors in each systemshould cancel, if they are
stationary.

The common paraneters used for tests in this section are:

0 | P header + payload = 64 octets

o0 Periodic sanpling at | packet per second

0 Test duration = 300 seconds total (April 12)

The netem enul ator was set to add constant 100 ns del ay.

6. 3. 1. Net Probe and Perfas+ Results for Serialization

When the | P header + payload size was increased from64 octets to 500
octets, there was a del ay increase observed.
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Mean Del ays in us

Net Pr obe

Payl oad sl s2 sA sB
500 190893 191179 190892 190971
64 189642 189785 189747 189467

Diff 1251 1394 1145 1505
Per f as
Payl oad pl p2 p3 p4

500 190908 190911 191126 190709
64 189706 189752 189763 190220
Diff 1202 1159 1363 489

Serialization tests, all values in m croseconds

The typical delay increase when the | arger packets were used was 1.1
to 1.5 ns (with one outlier). The typical neasurenents indicate that
alink with approximately 3 Miit/s capacity is present on the path.

Through investigation of the facilities involved, it was detern ned
that the | owest speed |ink was approximately 45 Miit/s, and therefore
the estimated difference shoul d be about 0.077 nms. The observed

di fferences are much higher

The unexpected | arge delay difference was al so the outcone when
testing serialization tines in a |lab environnent, using the N ST Net
Emul at or and Net Probe [ ADV- METRI CS] .

6.3.2. Conclusions for Serialization

Since it was not possible to confirmthe estimated serialization tine
increases in field tests, we resort to exam nation of the
i npl ementations to determ ne conpliance.

Net Probe perforns all time stanping above the IP | ayer, accepting
that sonme conprom ses nmust be nmade to achieve extrene portability and
measur enent scale. Therefore, the first-to-last bit convention is
supported because the serialization time is included in the one-way
del ay neasurenent, enabling conparison with other inplenentations.

Perfas+ is optimzed for its purpose and perforns all tinme stanping
close to the interface hardware. The first-to-last bit convention is
supported because the serialization time is included in the one-way
del ay neasurenent, enabling conparison with other inplenmentations.
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6.4. One-Vay Delay, Difference Sanple Metric
This test determnes if inplenmentations register the sane relative
increase in delay fromone neasurenent to another under different
del ay conditions. This test tends to cancel the sources of error
that may be present in an inplenentation

This test is intended to eval uate neasurenents in Sections 3 and 4 of
[ RFC2679] .

1. configure an L2TPv3 path between test sites, and each pair of
measur enent devices to operate tests in their designated pair of
VLANSs.

2. neasure (average) one-way delay with two or nore inplenentations,
using identical options.

3. configure the path with X+Y nms one-way del ay.

4. repeat nmeasurenents.

5. observe that the (average) increase neasured in steps 2 and 4 is
~Y ms for each inplementation. Mst of the neasurenent errors in
each system should cancel, if they are stationary.

In this test, X = 1000 ns and Y = 1000 ns.

The common paraneters used for tests in this section are:

0 | P header + payload = 64 octets

o0 Poisson sanpling at |anbda = 1 packet per second

0 Test duration = 900 seconds total (March 21, 2011)

The netem enul ator was set to add constant del ays as specified in the
procedur e above.

6.4.1. NetProbe Results for Differential Delay

Aver age pre-increase delay, mnicroseconds 1089868. 0
Average post 1 s additional, m croseconds 2089686. 0
Difference (should be ~=Y =1 s) 999818. 0

Aver age del ays before/after 1 second increase
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The Net Probe inplenmentation observed a 1 second increase with a 182
m crosecond error (assunming that the netem emnul ated del ay difference
i s exact).

We note that this differential delay test has been run under |ab
conditions and published in prior work [ADV-METRICS]. The error was
6 mi croseconds.

6.4.2. Perfas+ Results for Differential Delay

Aver age pre-increase delay, mnicroseconds 1089794.0
Average post 1 s additional, m croseconds 2089801.0
Difference (should be ~=Y =1 s) 1000007.0

Aver age del ays before/after 1 second increase

The Perfas+ inpl enentati on observed a 1 second increase with a 7
m crosecond error

6.4.3. Conclusions for Differential Delay

Again, the live network conditions appear to have influenced the
results, but both inplenentati ons neasured the sane del ay i ncrease
within their calibration accuracy.

6.5. Inplenmentation of Statistics for One-Way Del ay

The ADK tests the extent to which the sanple distributions of one-way
del ay singletons fromtwo inplenentations of [ RFC2679] appear to be
fromthe sane overall distribution. By testing this way, we
economi ze on the nunber of conparisons, because conparing a set of

i ndi vi dual summary statistics (as defined in Section 5 of [RFC2679])
woul d require another set of individual evaluations of equival ence.

I nstead, we can sinply check which statistics were inplenented, and
report on those facts, noting that Section 5 of [ RFC2679] does not
specify the cal cul ati ons exactly, and gives only sone illustrative
exanpl es.
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Net Probe Perfas+

5.1. Type- P-One-way- Del ay- Percentile yes no
5.2. Type-P- One-way- Del ay- Medi an yes no
5.3. Type- P- One-way- Del ay- M ni num yes yes
5. 4. Type- P- One-way- Del ay- 1 nverse-Percentile no no

I mpl enentati on of Section 5 Statistics

Only the Type-P-One-way-Del ay- I nverse-Percentil e has been ignored in
both inplenentations, so it is a candidate for renobval or deprecation
in a revision of RFC 2679 (this small discrepancy does not affect
candi dacy for advancenent).

7. Conclusions and RFC 2679 Errata

The concl usi ons throughout Section 6 support the advancenent of

[ RFC2679] to the next step of the Standards Track, because its
requirenents are deened to be clear and unanbi guous based on

eval uation of the test results for two inplenentations. The results
i ndi cate that these inplenentations produced statistically equival ent
results under network conditions that were configured to be as cl ose
to identical as possible.

Sections 6.2.3 and 6.5 indicate areas where mnor revisions are
warranted in RFC 2679. The | ETF has reached consensus on gui dance
for reporting metrics in [RFC6703], and this nenpo shoul d be
referenced in the revision to RFC 2679 to i ncorporate recent

experi ence where appropri ate.

We note that there is currently one erratumwith status "Held for
Docurent Update" for [RFC2679], and it appears this mnor revision
and additional text should be incorporated in a revision of RFC 2679.

The authors that revise [ RFC2679] should review all errata filed at
the time the document is being witten. They should not rely upon
this docunment to indicate all relevant errata updates

8. Security Considerations
The security considerations that apply to any active neasurenment of

live networks are relevant here as well. See [ RFC4656] and
[ RFC5357] .
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