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other realnms by returning either a referral error or a cross-realm

Ti cket-Granting Ticket (TGI) to another realmon the referral path.
The clients will use this referral information to reach the real m of
the target principal and then receive the ticket. This nmeno al so
provi des a nmechanismfor verifying that a request has not been
tampered with in transit. This meno updates RFC 4120.
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1.

I nt roducti on

Current inplementations of the Kerberos Authentication Service (AS)
and Ticket-Granting Service (TGS) protocols, as defined in [ RFC4120],
use principal nanmes constructed froma known user or service nane and
realm A service nane is typically constructed froma nane of the
service and the DNS host name of the computer that is providing the
service. Many existing deploynents of Kerberos use a single Kerberos
real mwhere all users and services would be using the same realm
However, in an environnent where there are multiple Kerberos real ns,
the client needs to be able to determne what realma particular user
or service is in before making an AS or TGS request. Traditionally,
this requires client configuration to make this possible.

When having to deal with multiple realmnms, users are forced to know
what realmthey are in before they can obtain a Ticket-Ganting
Ticket (TGI) with an AS request. However, in many cases, the user
would Iike to use a nore faniliar name that is not directly related
to the real mof their Kerberos principal name. A good exanpl e of
this is an email nane in the style described in [RFC5322]. This
docunent describes a nmechanismthat would allow a user to specify a
user principal nane that is an alias for the user’s Kerberos
principal nane. |In practice, this would be the nane that the user
specifies to obtain a TGI froma Kerberos KDC. The user principa
name no | onger has a direct relationship with the Kerberos principa
or realm Thus, the admnistrator is able to nove the user’s
principal to other realns w thout the user having to know that it
happened.

Once a TGT has been obtained, the user would like to be able to
access services in any Kerberos realmfor which there is an

aut hentication path fromthe realmof their principal. To do this
requires that the client be able to determ ne what real mthe target
service principal is in before making the TGS request. Current

i npl ementations of Kerberos typically have a table that maps DNS host
nanes to correspondi ng Kerberos real ns. The user-supplied host nane
or its domain conponent is |ooked up in this table (often using the
result of sone form of host nanme | ookup perforned with i nsecure DNS
queries, in violation of [RFC4120]). The corresponding realmis then
used to conplete the target service principal nanme. Even if insecure
DNS queries were not used, managing this table is problenatic.

This traditional nechanismrequires that each client have very
detail ed configuration information about the hosts that are providing
services and their corresponding realms. Having client-side
configuration information can be very costly froman adm nistration
poi nt of view -- especially if there are nany real ns and conputers in
t he environnent.
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This meno proposes a solution for these problens and sinplifies

adm nistration by mnimzing the configuration information needed on
each computer using Kerberos. Specifically, it describes a mechani sm
to allow the KDC to handl e canonicalization of nanes, provide for
principal aliases for users and services, and allow the KDC to
determine the trusted real mauthentication path by being able to
generate referrals to other realns in order to | ocate principals.

Two kinds of KDC referrals are introduced in this neno:

1. dient referrals, in which the client doesn’'t know which realm
contains a user account.

2. Server referrals, in which the client doesn’'t know which realm
contains a server account.

These two types of referrals introduce new opportunities for an
attacker. In order to avoid these attacks, a mechanismis provided
to protect the integrity of the request between the client and KDC
Thi s mechani sm conpl ements the Fl exi bl e Authentication Secure Tunnels
(FAST) facility provided in [ RFC6113]. A mechanismis provided to
negotiate the availability of FAST. Anobng other benefits, this can
be used to protect errors generated by the referral process.

2. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Requesting a Referra

In order to request referrals as defined in | ater sections, the
Kerberos client MJUST explicitly request the "canonicalize" KDC option
(bit 15) [RFC4120] for the AS-REQ or TGS-REQ This flag indicates to
the KDC that the client is prepared to receive a reply that contains
a principal nane other than the one requested.

KDCOpt i ons :: = KerberosFl ags
-- canonicalize (15)
-- other KDCOptions values onitted

When sending nanmes with the "canonicalize" KDC option, the client
shoul d expect that names in the KDC s reply MAY be different than the
nane in the request. A referral TGI is a cross-realmTGTI that is
returned with the server nane of the ticket being different fromthe
server nane in the request [ RFC4120].

Hartman, et al. St andards Track [ Page 4]



RFC 6806 KDC Referrals Novenmber 2012

4.

4.

1.

Real m Or gani zati on Mbdel

This menmo assunes that the world of principals is arranged on
multiple levels: the realm the enterprise, and the world. A KDC may
i ssue tickets for any principal inits realmor cross-realmtickets
for realms with which it has a direct cross-realmrelationship. The
KDC al so has access to a trusted nanme service that can resol ve any
nane fromwithin its enterprise into a realmcloser along the

aut hentication path to the service. This trusted name service
renoves the need to use an untrusted DNS | ookup for nane resol ution

For exanple, consider the followi ng configuration, where |ines
i ndi cate cross-real mrel ati onshi ps:

EXAMPLE. COM
/ \
/ \
ADM N. EXAMPLE. COM DEV. EXAMPLE. COM

In this configuration, all users in the EXAMPLE. COM enterprise coul d

have princi pal nanmes, such as alice@XAMPLE. COM with the sane realm

portion. In addition, servers at EXAMPLE. COM shoul d be able to have

DNS host names from any DNS donmi n i ndependent of what Kerberos realm
their principals reside in.

Trust Assunptions

Two real nms participate in any cross-realmrel ationship: an issuing
real missues a cross-realmticket, and a consum ng real muses this
ticket. There is a degree of trust of the issuing real mby the
consuming realminplied by this relationship. Wenever a service in
the consumng real mpermts an authentication path containing the
issuing realm that service trusts the issuing realmto accurately
represent the identity of the authenticated principal and any

i nformati on about the transited path. |If the consum ng realmnms KDC
sets the transited policy checked flag, the KDC is naking the sane
trust assunption that a service woul d.

This trust is transitive across a multi-hop authentication path. The
service's realmtrusts each hop along the authentication path closer
to the client to accurately represent the authenticated identity and
to accurately represent transited information. Any KDC along this
path coul d i npersonate the client.

KDC- si gned or -issued authorization data often inplies additiona
trust. The inplications of such trust froma security and
operational standpoint is an ongoing topic of discussion during the
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devel opnment of this specification. As such, such discussion is out
of scope for this meno.

Adm ni strators have several tools to limt trust caused by cross-
realmrelationships. A service or KDC can control what

aut hentication paths are acceptable. For exanple, if a given realm
is not pernitted on the authentication path for a particular client,
then that real mcannot affect trust placed in that client principal
Consum ng real ms can exercise significant control by decidi ng what
principals to place on an access-control list. |If no client using a
given issuing realmin authentication paths is permtted to access a
resource, then that issuing realmis not trusted in access decisions
regardi ng that resource

Creating a cross-realmrelationship inplies relatively little

i nherent trust in the issuing realm Significant trust only applies
as principals dependent on that issuing real mare given access to
resources. However, two depl oynment characteristics may increase the
trust inplied by the initial cross-realmrelationship. First, a
nunber of real ms provide access to any principal to sone resources.
Access decisions involving these resources involve a degree of trust
inall issuing realnms in the transited graph. Secondly, nany real ns
do not constrain the set of principals to which users of that realm
may grant access. |In these realnms, creating a cross-realm

rel ationship del egates the decision to trust that realmto users of
the consuming realm In this situation, creating the cross-realm
relationship is the primary trust decision point under the

adm nistrator’s control.

5. Enterprise Principal Nane Type

The NT- ENTERPRI SE type princi pal nane contains one conponent, a
string of real mdefined content, which is intended to be used as an
alias for another principal nane in sone realmin the enterprise. It
is used for conveying the alias name, not for the real principa
nanes within the realns, and thus is only useful when nane
canoni cal i zation is requested.

The intent is to allow unification of email and security principa
nanes. For exanple, all users at EXAMPLE. COM may have a client
princi pal nane of the form"joe@XAMPLE. COM', even though the
principals are contained in multiple realnms. This global name is
again an alias for the true client principal name, which indicates
what real mcontains the principal. Thus, accounts "alice" in the
r eal m DEV. EXAMPLE. COM and "bob" in ADM N. EXAMPLE. COM may | og on as
"al i ce@XAMPLE. COM' and " bob@EXAMPLE. COM' .
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This utilizes a new principal nane type, as the KDC- REQ nessage only
contains a single client realm (crealm) field, and the real mportion
of this name corresponds to the Kerberos real mw th which the request
is made. Thus, the entire nanme "ali ce@XAMPLE. COM' is transmtted as
a single conponent in the client nane field of the AS-REQ nessage,
with a name type of NT-ENTERPRI SE [ RFC4120] (and the local realm
name). The KDC will recognize this nane type and then transformthe
requested nane into the true principal nane if the client account
resides in the local realm The true principal name can have a nane
type different fromthe requested nanme type. Typically, the true
principal nane will be an NT-PRI NCl PAL [ RFC4120].

6. Name Canonicalization

A service or account may have multiple principal names. For exanple,
if a host is known by nultiple nanes, host-based services on it may
be known by nmultiple nanes in order to prevent the client from
needi ng a secure directory service to determ ne the correct host nane
to use. In order to avoid the need to update the host whenever a new
alias is created, the KDC may provide the mapping information to the
client in the credential acquisition process.

If the "canonicalize" KDC option is set, then the KDC MAY change the
client and server principal nanes and types in the AS response and
ticket returned fromthose in the request. Names MJST NOT be changed
in the response to a TGS request, although it is conmmn for KDCs to
mai ntain a set of aliases for service principals. Regardless of
which alias a client requests, the sane service key is used.

However, in the TGS request, the client receives a ticket for the
alias requested. Services MJIST NOT neke distinctions based on which
alias is in the issued ticket, because the service nanme in a ticket
is not cryptographically protected and can be changed by parties

ot her than the KDC

For exanple, the AS request may specify a client nane of "bob@
EXAMPLE. COM' as an NT- ENTERPRI SE nane with the "canoni calize" KDC
option set, and the KDC will return with a client nanme of "104567" as
an NT-U D [ RFC4120] .

(I't is assuned that the client discovers whether the KDC supports the
NT- ENTERPRI SE name type via out-of-band nechani sns.)

See Section 11 for a mechanismto detect nodification of the request
between the client and KDC. However, for the best protection,

Fl exi bl e Aut henti cation Secure Tunneling (FAST) [RFC6113] or anot her
mechani smthat protects the entire KDC exchange SHOULD be used
Clients MAY reject responses froma KDC where the client or server
nane is changed if the KDC does not support such a nechani sm
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Clients SHOULD reject an AS response that changes the server name
unl ess the response is protected by such a nechani smor the new
server nane is one explicitly expected by the client. For exanple,
many clients pernit the real mnanme to be changed in an AS response,
even if the response is not protected. See Section 13 for a

di scussion of the tradeoffs in allow ng unprotected responses.

In order to permt authorization decisions to be made based on
aliases as well as the canonicalized formof a principal nane, the
KDC MAY include the follow ng authorization data el enent, wapped in
AD-KDC-1 SSUED, in the initial credentials and copy it froma ticket-
granting ticket into additional credentials:

AD- LOd N- ALI AS ::= SEQUENCE { -- ad-type number 80 --
| ogin-aliases [0] SEQUENCE (SIZE (1..MAX)) OF Principal Nane,

}

The login-aliases field lists one or nore of the aliases the
principal is known by.

In addition to permtting authorization based on aliases, this
permits user-to-user exchanges where the party receiving the

aut henticator knows the other party only by an alias. The recipient
of such an authenticator SHOULD check the AD-LOG N-ALI AS nanes, if
present, in addition to the normal client nane field, against the
identity of the party with which it wishes to authenticate; either
should be allowed to match. (Note that this is not backwards
conpatible with [RFC4120]; if the server side of the user-to-user
exchange does not support this extension and does not know the true
princi pal name, authentication may fail if the alias is sought in the
client nane field.)

The use of AD KDC- | SSUED aut hori zati on data el ements in cross-real m
cases has not been well explored at this witing; hence, we will only
specify the inclusion of this data in the one-real mcase. The AD
LOA N-ALI AS informati on SHOULD be dropped in the general cross-realm
case. However, a realmMAY inplenment a policy of accepting and
re-signing (wapping in a new AD-KDC-1 SSUED el ement) alias

i nformati on provided by certain trusted realns in the cross-realm
ticket-granting service

The canonical principal name for an alias MJST NOT be in the form of
a ticket-granting service name, as (in a case of server nane
canoni cal i zation) that would be construed as a case of cross-realm
referral, described bel ow
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7

Client Referrals

The sinplest formof ticket referral is for a user requesting a

ticket using an ASREQ In this case, the client machine will send
the AS-REQ to a convenient realmtrusted to map principals, for
example, the realmof the client machine. |In the case of the nane

al i ce@XAMPLE. COM the client MAY optinistically choose to send the
request to EXAMPLE. COM The realmin the AS-REQ is al ways the name
of the realmthat the request is for, as specified in [ RFC4120].

The KDC will try to | ookup the nane in its |ocal account database.
If the account is present in the realmof the request, it SHOULD
return a KDC reply with the appropriate ticket.

If the account is not present in the real mspecified in the request
and the "canonicalize" KDC option is set, the KDC may | ook up the
client principal nane using sone kind of nane service or directory
service. |If this lookup is unsuccessful, it MJST return the error
KDC _ERR _C PRI NCI PAL_UNKNOMN [ RFC4120]. If the | ookup is successful
it MUST return an error KDC_ERR WRONG REALM [ RFC4120]; in the error
message, the crealmfield will contain either the true realmof the
client or another realmthat MAY have better infornmation about the
client’s true realm The client MJST NOT use the cnane returned in
this error nmessage

If the client receives a KDC ERR WRONG REALM error, it will issue a
new AS request with the same client principal nane used to generate
the first AS request to the realmspecified by the realmfield of the
Ker beros error nessage corresponding to the first request. (The
client realmname will be updated in the new request to refer to this
new realm) The client SHOULD repeat these steps until it finds the
true realmof the client. To avoid infinite referral |oops, an

i mpl ementation should limt the nunber of referrals. A suggested
limt is 5 referrals before giving up

Since the sane client nanme is sent to the referring and referred-to
real ns, both realns nust recogni ze the sane client names. In
particular, the referring real mcannot (usefully) define principa
nane aliases that the referred-to realmw |l not know

The true principal name of the client, returned in AS-REP, can be
validated in a subsequent TGS nmessage exchange where its value is
communi cated back to the KDC via the authenticator in the PA TGS- REQ
padata [ RFC4120]. However, this requires trusting the referred-to
realms KDCs. Cients should limt the referral mappings they wll
accept to realns trusted via sone local policy. Some possible
factors that mght be taken into consideration for such a policy

m ght incl ude:
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0 Any realmindicated by the local KDC if the returned KRB- ERROR
message is protected by sonme additional means, for exanple, FAST

o Alist of realns configured by an adm ni strator
0 Any real maccepted by the user when explicitly pronpted

One comon approach for limting the realns fromwhich referrals are
accepted is to limt referrals to realns that can construct an

aut hentication path back to the service principal of the |oca
machine. This tends to work well when realns are generally within an
organi zation and all realms that can form an authentication path back
to the |l ocal nachine have sonme reasonable | evel of mapping trust.

Depl oyments invol ving nore conpl ex trust, for exanple, high
probability of malicious realnms, are likely to need nore conpl ex
policy and MAY need to pronpt the user before accepting sone
referral s.

There is currently no provision for changing the client nane in a
client referral response.

8. Server Referrals

The primary difference in server referrals is that the KDC returns a
referral TGT rather than an error nmessage as is done in the client
referral s.

If the "canonicalize" flag in the KDC options is set and the KDC
doesn’t find the principal locally, either as a regular principal or
as an alias for another local principal, the KDC MAY return a cross-
real mticket-granting ticket to the next hop on the trust path
towards a realmthat nay be able to resolve the principal nane.

The client will use this referral information to request a chain of
cross-realmticket-granting tickets until it reaches the real mof the
server, and can then expect to receive a valid service ticket.

However, an inplenmentation should imt the nunber of referrals that
it processes to avoid infinite referral |loops. A suggested limt is
5 referrals before giving up.

The client may cache the mapping of the requested nane to the nane of

the next realmto use and the principal nane to ask for (see
Section 10).
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10.

Here is an exanple of a client requesting a service ticket for a
service in real m DEV. EXAMPLE. COM where the client is in
ADM N. EXAMPLE. COM

+NC Canoni cal i ze KDCOption set

TGS- REQ snane=htt p/ f 0o. dev. exanpl e. com +NC t o ADM N. EXAMPLE. COM
TGS- REP snane=kr bt gt / EXAMPLE. COM@ADM N. EXAMPLE. COM

TGS- REQ snhane=htt p/ f 00. dev. exanpl e. com +NC t o EXAMPLE. COM

TGS- REP sname=kr bt gt / DEV. EXAMPLE. COM@EXAMPLE. COM

TGS- REQ snane=htt p/ f 0oo. dev. exanpl e. com +NC t o DEV. EXAMPLE. COM
TGS- REP snane=htt p/ f 0o. dev. exanpl e. com@EV. EXAMPLE. COM

WOoONoOwo

Note that any referral or alias processing of the server nane in
user-to-user authentication should use the sane data as client nane
canoni calization or referral. Oherw se, the nane used by one user
to log in may not be useabl e by another for user-to-user

aut hentication to the first.

Cr oss- Real m Rout i ng

RFC 4120 permits a KDC to return a closer referral ticket when a
cross-real mTGT is requested. This specification extends this
behavi or when the canonicalize flag is set. Wen this flag is set, a
KDC MAY return a TGT for a realmcloser to the service for any
service as discussed in the previous section. Wen a client follows
such a referral, it includes the realmof the referred-to realmin
the generated request.

When the canonicalize flag is not set, the rules defined in RFC 4120
appl y.

Caching I nformation

It is possible that the client nay wish to get additional credentials
for the sanme service principal, perhaps with different authorization-
data restrictions or other changed attributes. The return of a
server referral froma KDC can be taken as an indication that the
requested principal does not currently exist in the local realm
Clearly, it would reduce network traffic if the clients could cache
that information and use it when acquiring the second set of
credentials for a service, rather than always having to recheck wth
the local KDC to see if the name has been created | ocally.

VWhen the TGI expires, the previously returned referral fromthe |oca
KDC shoul d be considered invalid, and the | ocal KDC nust be asked
again for information for the desired service principal name. (Note
that the client may get back multiple referral TGIs fromthe |oca
KDC to the sane renote realm with different lifetinmes. The lifetine
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11.

i nformati on SHOULD be properly associated with the requested service
princi pal nanes. Sinply having another TGT for the sane renote realm
does not extend the validity of previously acquired information about
one service principal nane.)

Accordi ngly, KDC authors and maintainers should consider what factors
(e.g., DNS alias lifetinmes) they nay or may not wi sh to incorporate
into credential expiration times in cases of referrals.

Negoti ati on of FAST and Detecting Mdified Requests

I mpl enent ati ons of this specification MJST support the FAST

negoti ati on nechani sm described in this section. This mechani sm
provi des detection of KDC requests nodified by an attacker when those
requests result in a reply instead of an error. 1In addition, this
mechani sm provi des a secure way to detect if a KDC supports FAST.

Clients conforming to this specificati on MUST send new pre-

aut henti cation data of type PA-REQ ENC-PA-REP (149) in all AS
requests and MAY send this padata type in TGS requests. The val ue of
this padata item SHOULD be enpty and its value MJST be ignored by a
receiving KDC. Sending this padata itemindicates support for this
negoti ati on nmechanism KDCs conforming to this specification nust

al ways set the ticket flag enc-pa-rep (15) in all the issued tickets.
This ticket flag indicates KDC support for the mechani sm

The KDC response [ RFC4120] is extended to support an additional field
containing encrypted pre-authentication data.

EncKDCRepPar t 11 = SEQUENCE ({
key [0] EncryptionKey,
| ast-req [1] Last Req,
nonce [2] UInt32,
key-expiration [3] KerberosTi me OPTI ONAL
flags [4] TicketFl ags,
aut hti me [ 5] KerberosTine,
starttinme [ 6] KerberosTime OPTI ONAL
endti me [ 7] KerberosTime,
renewtill [8] KerberosTi me OPTI ONAL
sreal m [9] Real m
shane [10] Princi pal Nane,
caddr [ 11] Host Addresses OPTI ONAL

encrypted-pa-data [12] SEQUENCE OF PA- DATA OPTI ONAL
}

The encrypt ed-pa-data el ement MJUST be absent unless either the
"canonicalize" KDC option is set or the PA-REQ ENC- PA- REP padata item
is sent.
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12.

13.

I f the PA-REQ ENC- PA- REP padata itemis sent in the request, then the
KDC MUST include a PA-REQ ENC- PA- REP padata itemin the encrypted-pa-
data item of any generated KDC reply. The PA-REQ ENC- PA- REP pa-data
val ue contains the checksum conputed over the type AS-REQ or TGS- REQ
in the request. The checksumkey is the reply key and the checksum
type is the required checksumtype for the encryption type of the
reply key, and the key usage nunber is KEY _USAGE AS REQ (56). If the
KDC supports FAST, then the KDC MJST include a padata of type PA-FX-
FAST in any encrypted-pa-data sequence it generates. The padata item
MUST be enpty on sending, and the contents of the padata item MJST be
i gnored on receiving.

A client MIST reject a response for which it sent PA-REQ ENC- PA- REP
if the ENG-PA-REP ticket flag is set and the PA-REQ ENC- PA- REP padat a
itemis absent or the checksumis not successfully verified.

| ANA Consi der ati ons

PA- REQ ENC- PA- REP has been registered in the Kerveros "Pre-
aut henti cation and Typed Data" registry
<http://ww. i ana. or g/ assi gnnment s/ ker ber os- par anet er s>

Security Considerations

For the AS exchange case, it is inportant that the | ogon nechani sm
not trust a name that has not been used to authenticate the user.
For exanple, the name that the user enters as part of a |ogon
exchange nmay not be the nane that the user authenticates as, given
that the KDC ERR WRONG REALM error may have been returned. The

rel evant Kerberos naming information for logon (if any) is the client
nane and client realmin the service ticket targeted at the

wor kst ati on obtained using the user’s initial TGI. That is, rather
than trusting the client name in the AS response, a workstation
SHOULD perform an AP- REQ aut hentication against itself as a service
and use the client name in the ticket issued for its service by the
KDC.

How the client name and client real mare mapped into a | ocal account
for logon is a local matter, but the client | ogon nechani sm MIST use
addi tional information such as the client real mand/or authorization
attributes fromthe service ticket presented to the workstation by
the user when nmapping the |logon credentials to a |local account on the
wor kst ati on.

Not all fields in a KDC reply defined by RFC 4120 are protected.
None of the fields defined in RFC 4120 for AS request are protected,
and sone information in a TGS request nmay not be protected. The
referrals nmechani smcreates several opportunities for attack because
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of these unprotected fields. FAST [RFC6113] can be used to
completely mtigate these issues by protecting both the KDC request
and response. However, FAST requires that a client obtain an arnor
ticket before authenticating. Not all realns permt all clients to
obtain arnor tickets. Also, while it is expected to be uncomon, a
client might wish to use name canonicalization while obtaining an
arnor ticket. The mechani smdescribed in Section 11 detects
modi fi cation of the request between the KDC and client, mtigating
some attacks.

There is a widely depl oyed base of inplenentations that use nane
canoni calization or server referrals that use neither the negotiation
mechani sm nor FAST. So, inplenentations may be faced with only the
limted protection afforded by RFC 4120, by the negotiation mechani sm
di scussed in this docunent, or by FAST. Al three situations are
important to consider froma security standpoint.

An attacker cannot nount a downgrade attack against a client. The
negoti ati on mechani sm described in this document is securely

i ndi cated by the presence of a ticket flag. So, a client will detect
if the facility was avail able but not used. It is possible for an
attacker to strip the indication that a client supports the
negotiation facility. The client will learn fromthe response that
this happened, but the KDC will not learn that the client is
attacked. So, for a single round-trip Kerberos exchange, the KDC may
bel i eve the exchange was successful when the client detects an
attack. Packet loss or client failure can produce a simlar result;
this is not a significant vulnerability. The negotiation facility
described in this docunent securely indicates the presence of FAST.
So, if a client wishes to use FAST when it is available, an attacker
cannot force the client to downgrade away from FAST. An attacker MAY
be able to prevent a client from obtaining an arnor ticket, for
exanpl e, by responding to a request for anonynmous Public Key
Cryptography for Initial Authentication in Kerberos (PKINIT) with an
error response.

If FAST is used, then the conmunications between the client and KDC
are protected. However, nane canonicalization places a new
responsibility for mapping principals onto the KDC. This can

i ncrease the nunber of KDCs involved in an authentication, which adds
additional trusted third parties to the exchange.

If only the negotiation nechanismis used, then the request fromthe
client to the KDC is protected, but not all of the response is
protected. In particular, the client name is not protected; the
ticket is also not protected. An attacker can potentially nodify
these fields. Modification of the client nane will result in a
deni al of service. Wen the client attenpts to authenticate to a
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service (including the TGS), it constructs an AP-REQ nessage. This
message i ncludes a client nane that MJUST match the client name in the
ticket according to RFC 4120. Thus, if the client name is changed,
the resulting ticket will fail when used. This is undesirable
because the authentication is separated fromthe later failure, which
may confuse problemdetermination. |If the ticket is replaced with
anot her ticket, then later authentication to a service will fai
because the client will not know the session key for the other
ticket. If the ticket is sinply nodified, then authentication to a
service will fail as with RFC 4120. Mbdre significant attacks are
possible if a KDC violates the requirenents of RFC 4120 and i ssues
two tickets with the same session key, or if a service violates the
requi renents of RFC 4120 and does not check the client name agai nst
that in the ticket.

There is an additional attack possible when FAST is not used agai nst
KDC ERR WRONG REALM Since this is an error response, not an AS
response, it is not protected by the negotiation nechanism Thus, an
attacker nay be able to convince a client to authenticate to a realm
other than the one intended. |If an attacker is off-path, this my
give the attacker an advantage in attacking the client’s credenti al s.
Al so, see the discussion of shared passwords bel ow.

More serious attacks are possible if no protection beyond RFC 4120 is
used. In this case, neither the client name nor the service nane is
protected between the client and KDC. 1n the general case, if an
attacker changes the client nane, then authentication will fai
because the client will not have the right credentials (password,
certificate, or other) to authenticate as the user selected by the
attacker. However, see the discussion of shared passwords bel ow.
Changi ng the server nane can be a very significant attack. For
exanple, if a user is authenticating in order to send sone
confidential information, then the attacker could gain this
information by directing the user to a server under the attacker’s
control. The server nanme in the response is protected by RFC 4120,
but not the one in the request. Fortunately, users are typically
authenticating to the "krbtgt" service in an AS exchange. Cients
that permt changes to the server name when no protection beyond RFC
4120 is in use SHOULD carefully restrict what service nanes are
acceptable. One critical case to consider is the password-changi ng
service. Wuen a user authenticates to change their password, they
use an AS authentication directly to the password-changi ng service.
Clients MJST restrict service name changes sufficiently that the
client ends up talking to the correct password-changi ng service.
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13.

13.

1. Shared-Password Case

A special case to exam ne is when the user is known (or correctly
suspected) to use the sane password for nultiple accounts. A man-in-
the-m ddl e attacker can either alter the request on its way to the
KDC, changing the client principal name, or reply to the client with
a response previously sent by the KDC in response to a request from
the attacker. The response received by the client can then be
decrypted by the user, though if the default "salt" generated from
the principal nane is used to produce the user’s key, a PA-ETYPE-INFO
or PA-ETYPE-INFQ2 preauth record may need to be added or altered by
the attacker to cause the client software to generate the key needed
for the message it will receive. None of this requires the attacker
to know the user’s password, and w thout further checking, this could
cause the user to unknow ngly use the wrong credenti al s.

I'n normal operation as described in [ RFC4120], a generated AP-REQ
message includes in the Authenticator field a copy of the client’s
idea of its own principal nane. |If this differs fromthe name in the
KDC- generated ticket, the application server will reject the message.

Wth client name canonicalization as described in this docunent, the
client may get its principal nanme fromthe response fromthe KDC
Using the wong credentials nmay provide an advantage to an attacker
For exanple, if a client uses one principal for admnistrative
operations and one for less privileged operation, an attacker may
coerce a client into using the wong privilege to either cause some
| ater operation to succeed or fail

2. Pre-Authentication Data

In cases of credential renewal, forwarding, or validation, if
credentials are sent to the KDC that are not an initial ticket-
granting ticket for the client’s hone realm the encryption key used
to protect the TGS exchange is one known to a third party (nanely,
the service for which the credential was issued). Consequently, in
such an exchange, the protection described earlier may be conproni sed
by the service. This is not generally believed to be a problem If
it is, some formof explicit TGS arnmor coul d be added to FAST.

Hartman, et al. St andards Track [ Page 16]



RFC 6806 KDC Referrals Novenmber 2012

14.

15.

15.

15.

Acknowl edgrent s

John Brezak, Mke Swi ft, and Jonathan Trostle wote the initial
version of this docunent.

Kart hi k Jaganathan contributed to earlier versions.

Sam Hartman’s work on this docunment was funded by the M T Kerberos
Consortium

Ref er ences
1. Nornmtive References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, March 1997.

[ RFC4120] Neurman, C., Yu, T., Hartman, S., and K Raeburn, "The
Ker beros Network Authentication Service (V5)", RFC 4120,
July 2005.

[ RFC6113] Hartman, S. and L. Zhu, "A Ceneralized Framework for
Ker beros Pre-Authentication", RFC 6113, April 2011.

2. Infornmtive References

[ RFC4556] Zhu, L. and B. Tung, "Public Key Cryptography for Initial
Aut hentication in Kerberos (PKINIT)", RFC 4556, June 2006.

[ RFC5280] Cooper, D., Santesson, S., Farrell, S., Boeyen, S.,
Housley, R, and W Polk, "Internet X 509 Public Key
Infrastructure Certificate and Certificate Revocation List
(CRL) Profile", RFC 5280, May 2008.

[ RFC5322] Resnick, P., Ed., "Internet Message Format", RFC 5322,
Oct ober 2008.

[ XPR] Trostle, J., Kosinovsky, |I., and M Swift, "Inplementation
of Crossreal m Referral Handling in the MT Kerberos
Client", Network and Distributed System Security

Synposi um February 2001.

Hartman, et al. St andards Track [ Page 17]



RFC 6806 KDC Referrals Novenmber 2012

Appendi x A.  Conpatibility with Earlier |nplenentations of Nane
Canoni cal i zati on

The M crosoft W ndows 2000 and W ndows 2003 rel eases included an
earlier formof nanme-canonicalization [ XPR]. Here are the
di fferences:

1) Wndows include an additional encrypted padata el ement. The
preauth data type definition in the encrypted preauth data is as
fol | ows:

PA- SVR- REFERRAL- | NFO 20
PA- SVR- REFERRAL- DATA : :

r ef err ed- nane [1
referred-realm [0

SEQUENCE {
Pri nci pal Name OPTI ONAL,
Real m

—_——

H

The referred-principal is never sent. The referred-realmis
included in TGS replies and includes the real mnane of the
realmto which the client is referred. This information is
redundant with the realmin the second conponent of the
returned TGT.

2) When PKINI T [ RFC4556] is used, the NT-ENTERPRISE client name is
encoded as a Subject Alternative Nane (SAN) extension [RFC5280] in
the client’s X. 509 certificate. The type of the otherNanme field
for this SAN extension is Anot her Nane [ RFC5280]. The type-id
field of the type AnotherNanme is id-ns-sc-1ogon-upn
(1.3.6.1.4.1.311.20.2.3), and the value field of the type
Anot her Name is a KerberosString [ RFC4120]. The value of this
KerberosString type is the single conponent in the name-string
[ RFC4120] sequence for the correspondi ng NT- ENTERPRI SE nane type.

In Mcrosoft’s current inplenentation through the use of gl oba

catal ogs, any domain in one forest is reachable fromany other domain
in the sane forest or another trusted forest with 3 or |ess
referrals. A forest is a collection of realns with hierarchica

trust relationships: there can be nultiple trust trees in a forest;
each child and parent real mpair and each root real mpair have
bidirectional transitive direct trust between them

VWhile we might want to permt multiple aliases to exist and even be
reported in AD-LOA N-ALI AS, the Mcrosoft inplementation permts only
one NT-ENTERPRI SE alias to exist, so this question had not previously
arisen.
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