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Abstract

Thi s specification defines a mechani smenabling web sites to declare
t hensel ves accessible only via secure connections and/or for users to
be able to direct their user agent(s) to interact with given sites
only over secure connections. This overall policy is referred to as
HTTP Strict Transport Security (HSTS). The policy is declared by web
sites via the Strict-Transport-Security HITP response header field
and/ or by other neans, such as user agent configuration, for exanple.

Status of This Meno
This is an Internet Standards Track document.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6797
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1. Introduction

HTTP [ RFC2616] may be used over various transports, typically the
Transm ssion Control Protocol (TCP). However, TCP does not provide
channel integrity protection, confidentiality, or secure host
identification. Thus, the Secure Sockets Layer (SSL) protoco

[ RFC6101] and its successor, Transport Layer Security (TLS) [ RFC5246]
were devel oped in order to provide channel-oriented security and are
typically layered between application protocols and TCP. [RFC2818]
specifies how HTTP is | ayered onto TLS and defines the Uniform
Resource ldentifier (URI) schenme of "https" (in practice, however,
HTTP user agents (UAs) typically use either TLS or SSL3, depending
upon a conbi nation of negotiation with the server and user

pr ef er ences).

UAs enpl oy various | ocal security policies with respect to the
characteristics of their interactions with web resources, depending
on (in part) whether they are communicating with a given web
resource’s host using HTTP or HTTP-over-Secure-Transport. For
exanpl e, cookies ([RFC6265]) may be flagged as Secure. UAs are to
send such Secure cookies to their addressed host only over a secure
transport. This is in contrast to non-Secure cookies, which are
returned to the host regardl ess of transport (although subject to
ot her rules).
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UAs typically announce to their users any issues with secure
connecti on establishment, such as being unable to validate a TLS
server certificate trust chain, or if a TLS server certificate is
expired, or if a TLS host’'s donain nane appears incorrectly in the
TLS server certificate (see Section 3.1 of [RFC2818]). Oten, UAs
enabl e users to elect to continue to interact with a web resource’s
host in the face of such issues. This behavior is sometines referred
to as "click(ing) through" security [GoodDham jaEt Al 05]

[ Sunshi neEgel manEt Al 09]; thus, it can be described as "click-through
i nsecurity".

A key vulnerability enabled by click-through insecurity is the

| eaki ng of any cookies the web resource may be using to nanage a
user’'s session. The threat here is that an attacker could obtain the
cookies and then interact with the legitimte web resource while

i mper sonating the user.

Jackson and Barth proposed an approach, in [ForceHTTPS], to enable
web resources to declare that any interactions by UAs with the web
resource nust be conducted securely and that any issues with
establishing a secure transport session are to be treated as fata
and without direct user recourse. The aimis to prevent click-
through insecurity and address other potential threats.

Thi s specification enbodi es and refines the approach proposed in

[ ForceHTTPS]. For exanple, rather than using a cookie to convey
policy froma web resource’s host to a UA, it defines an HITP
response header field for this purpose. Additionally, a web
resource’s host may declare its policy to apply to the entire domain
name subtree rooted at its host name. This enables HITP Strict
Transport Security (HSTS) to protect so-called "domain cookies",
which are applied to all subdomains of a given web resource’s host
nane.

Thi s specification also incorporates notions from|[JacksonBarth2008]
in that policy is applied on an "entire-host" basis: it applies to
HTTP (only) over any TCP port of the issuing host.

Note that the policy defined by this specification is distinctly

different than the "sane-origin policy" defined in "The Wb Oigin
Concept" [RFC6454]. These differences are sumuari zed in Appendi x B
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1.1. Organization of This Specification

Thi s specification begins with an overview of the use cases, policy
effects, threat nodels, and requirenents for HSTS (in Section 2)
Then, Section 3 defines confornance requirenents. Section 4 defines
term nology relevant to this docunent. The HSTS nmechanismitself is
formally specified in Sections 5 through 15

1.2. Document Conventi ons

NOTE: This is a note to the reader. These are points that should be
expressly kept in mnd and/or considered.

2. Overview
Thi s section discusses the use cases, summarizes the HSTS Policy, and
continues with a discussion of the threat nodel, non-addressed
threats, and derived requirenents.

2.1. Use Cases

The hi gh-level use case is a conbination of:

0 Web browser user wishes to interact with various web sites (sone
arbitrary, some known) in a secure fashion.

0o Web site deployer wishes to offer their site in an explicitly
secure fashion for their own, as well as their users’, benefit.

2.2. HTTP Strict Transport Security Policy Effects

The effects of the HSTS Policy, as applied by a conformant UA in
interactions with a web resource host wi el ding such policy (known as
an HSTS Host), are sumari zed as foll ows:

1. UAs transforminsecure URI references to an HSTS Host into secure
URlI references before dereferencing them

2. The UA terminates any secure transport connection attenpts upon
any and all secure transport errors or warnings.

2.3. Threat Model

HSTS is concerned with three threat classes: passive network
attackers, active network attackers, and inperfect web devel opers.
However, it is explicitly not a renedy for two other classes of
threats: phishing and malware. Threats that are addressed, as well
as threats that are not addressed, are briefly discussed bel ow
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Readers may wish to refer to Section 2 of [ForceHTTPS] for details as
well as relevant citations.

2.3.1. Threats Addressed
2.3.1.1. Passive Network Attackers

When a user browses the web on a local wireless network (e.g., an
802. 11-based wirel ess | ocal area network) a nearby attacker can

possi bly eavesdrop on the user’s unencrypted Internet Protocol-based
connections, such as HTTP, regardl ess of whether or not the |oca
wireless network itself is secured [BeckTews09]. Freely available
wireless sniffing toolkits (e.g., [Aircrack-ng]) enable such passive
eavesdroppi ng attacks, even if the local wireless network is
operating in a secure fashion. A passive network attacker using such
tools can steal session identifiers/cookies and hijack the user’'s web
session(s) by obtaining cookies containing authentication credentials
[ ForceHTTPS]. For exanple, there exist w dely available tools, such
as Firesheep (a web browser extension) [Firesheep], that enable their
wi el der to obtain other |ocal users’ session cookies for various web
appl i cations.

To mitigate such threats, some web sites support, but usually do not
force, access using end-to-end secure transport -- e.g., signaled
through URI's constructed with the "https" scheme [ RFC2818]. This can
| ead users to believe that accessing such services using secure
transport protects them from passive network attackers.

Unfortunately, this is often not the case in real-world depl oynents,
as session identifiers are often stored in non-Secure cookies to
permit interoperability with versions of the service offered over

i nsecure transport ("Secure cookies" are those cookies containing the
"Secure" attribute [ RFC6265]). For exanple, if the session
identifier for a web site (an email service, say) is stored in a

non- Secure cookie, it permts an attacker to hijack the user’s
session if the user’s UA nakes a single insecure HITP request to the
site.

2.3.1.2. Active Network Attackers

A determned attacker can nount an active attack, either by

i mpersonating a user’s DNS server or, in a wreless network, by
spoofing network frames or offering a sinmilarly naned evil twn
access point. |If the user is behind a wireless hone router, an
attacker can attenpt to reconfigure the router using default
passwords and other vulnerabilities. Sonme sites, such as banks, rely
on end-to-end secure transport to protect thenselves and their users
fromsuch active attackers. Unfortunately, browsers allow their
users to easily opt out of these protections in order to be usable
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for sites that incorrectly depl oy secure transport, for exanple by
generating and self-signing their own certificates (w thout also
distributing their certification authority (CA) certificate to their
users’ browsers).

2.3.1.3. Wb Site Devel opnent and Depl oynent Bugs

The security of an otherwi se uniformy secure site (i.e., all of its
content is materialized via "https" URIs) can be conprom sed
conpletely by an active attacker exploiting a sinple m stake, such as
the | oading of a cascading style sheet or a SW (Shockwave Fl ash)
nmovi e over an insecure connection (both cascading style sheets and
SWF novi es can script the enbeddi ng page, to the surprise of many web
devel opers, plus sone browsers do not issue so-called "m xed content
war ni ngs" when SWF files are enbedded via insecure connections).

Even if the site’'s developers carefully scrutinize their |ogin page
for "m xed content”, a single insecure enbeddi ng anywhere on the
overall site conprom ses the security of their |ogin page because an
attacker can script (i.e., control) the login page by injecting code
(e.g., ascript) into another, insecurely |oaded, site page.

NOTE: "M xed content" as used above (see also Section 5.3 in
[ WBC. REC-wsc- ui - 20100812]) refers to the notion ternmed "nm xed
security context” in this specification and should not be
confused with the sanme "nixed content” termused in the
context of markup |anguages such as XM. and HTM..

2.3.2. Threats Not Addressed
2.3.2.1. Phishing

Phi shing attacks occur when an attacker solicits authentication
credentials fromthe user by hosting a fake site | ocated on a
different domain than the real site, perhaps driving traffic to the
fake site by sending a link in an email nessage. Phishing attacks
can be very effective because users find it difficult to distinguish
the real site froma fake site. HSTS is not a defense agai nst

phi shing per se; rather, it conplements many exi sting phishing
defenses by instructing the browser to protect session integrity and
| ong-lived authentication tokens [ ForceHTTPS].

2.3.2.2. Milware and Browser Vul nerabilities
Because HSTS is inplenented as a browser security nechanism it
relies on the trustworthiness of the user’s systemto protect the

session. Malicious code executing on the user’s system can
conprom se a browser session, regardl ess of whether HSTS is used.
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2.4. Requirenents

This section identifies and enunerates various requirements derived
fromthe use cases and the threats di scussed above and also lists the
detailed core requirenments that HTTP Strict Transport Security
addresses, as well as ancillary requirenents that are not directly
addr essed.

2.4.1. Overall Requirenent

0 Mnimze, for web browser users and web site deployers, the risks
that are derived from passive and active network attackers, web
site devel opnent and depl oynent bugs, and insecure user actions.

2.4.1.1. Detailed Core Requirenents

These core requirenents are derived fromthe overall requirenment and
are addressed by this specification

1. Wb sites need to be able to declare to UAs that they should be
accessed using a strict security policy.

2. Wb sites need to be able to instruct UAs that contact them
insecurely to do so securely.

3. UAs need to retain persistent data about web sites that signa
strict security policy enablenment, for time spans decl ared by the
web sites. Additionally, UAs need to cache the "freshest" strict
security policy information, in order to allow web sites to
update the information.

4. UAs need to rewite all insecure UA "http" URH |oads to use the
"https" secure schene for those web sites for which secure policy
i s enabl ed.

5. Wb site admnistrators need to be able to signal strict security
policy application to subdomai ns of higher-Ilevel domains for
which strict security policy is enabled, and UAs need to enforce
such policy.

For exanple, both exanpl e.com and foo. exanpl e.comcoul d set
policy for bar.foo.exanple.com
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6. UAs need to disallow security policy application to peer donains,
and/ or higher-1|evel domains, by domains for which strict security
policy is enabl ed.

For exanpl e, neither bar.foo.exanple.comnor foo.exanple.com can
set policy for exanple.com nor can bar.foo.exanpl e.com set
policy for foo.exanple.com Al so, foo.exanple.comcannot set
policy for sibling.exanple.com

7. UAs need to prevent users from"clicking through" security
warni ngs. Halting connection attenpts in the face of secure
transport exceptions is acceptable. See also Section 12.1 ("No
User Recourse").

NOTE: A nmeans for uniformy securely nmeeting the first core
requi renent above is not specifically addressed by this
specification (see Section 14.6 ("Bootstrap MTM
Vul nerability")). It may be addressed by a future revision of
this specification or sone other specification. Note also
that there are means by which UA inpl enmentations may nore
fully nmeet the first core requirenent; see Section 12 ("User
Agent | npl enentati on Advice").

2.4.1.2. Detailed Ancillary Requirenents
These ancillary requirements are al so derived fromthe overal
requirenent. They are not normatively addressed in this
specification but could be net by UA inplenentations at their
i npl ementor’s discretion, although neeting these requirenents nmay be
conpl ex.
1. Disallow "mxed security context" |oads (see Section 2.3.1.3).
2. Facilitate user declaration of web sites for which strict
security policy is enabled, regardl ess of whether the sites
signal HSTS Policy.
3. Conformance Criteria

This specification is witten for hosts and user agents.

A conformant host is one that inplenents all the requirenents listed
in this specification that are applicable to hosts.

A conformant user agent is one that inplenents all the requirenents
listed in this specification that are applicable to user agents.
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The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

4. Term nol ogy
Termi nology is defined in this section.

ASCI | case-insensitive comparison

means conparing two strings exactly, codepoint for codepoint,

except that the characters in the range U+0041 .. U+005A (i.e.,
LATI N CAPI TAL LETTER A to LATIN CAPI TAL LETTER Z) and the
correspondi ng characters in the range U+0061 .. W+007A (i.e.,

LATIN SVALL LETTER A to LATIN SVALL LETTER Z) are considered to
al so match. See [Unicode] for details.

codepoi nt :

is a colloquial contraction of Code Point, which is any value in
the Uni code codespace; that is, the range of integers fromO to
10FFFF(hex) [ Uni code].

domai n nane:

is also referred to as "DNS nane" and is defined in [ RFC1035] to
be represented outside of the DNS protocol itself (and

i npl ementations thereof) as a series of |abels separated by dots,
e.g., "exanple.coni or "yet.another.exanple.org". In the context
of this specification, donmain nanes appear in that portion of a
URl satisfying the reg-name production in "Appendix A Collected
ABNF for URI"™ in [RFC3986], and the host component fromthe Host
HTTP header field production in Section 14.23 of [RFC2616].

NOTE: The donmai n nanes appearing in actual URI instances and
mat chi ng the af orementi oned producti on conponents may or
may not be a fully qualified domain nane.

domai n nane | abel
is that portion of a domain nane appearing "between the dots",

i.e., consider "foo.exanple.conm': "foo", "exanple", and "conl' are
all domai n nane | abel s.
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Ef fecti ve Request UR
is a URl, identifying the target resource, that can be inferred by
an HTTP host for any given HITP request it receives. Such
i nference is necessary because HITP requests often do not contain
a conplete "absolute" URI identifying the target resource. See
Section 9 ("Constructing an Effective Request URI").

HTTP Strict Transport Security:

is the overall nane for the conbined UA- and server-side security
policy defined by this specification

HTTP Strict Transport Security Host:
is a conformant host inplenmenting the HTTP server aspects of the
HSTS Policy. This nmeans that an HSTS Host returns the
"Strict-Transport-Security" HITP response header field in its HITP
response messages sent over secure transport.

HTTP Strict Transport Security Policy:

is the name of the conbi ned overall UA- and server-side facets of
t he behavior defined in this specification

HSTS
See HTTP Strict Transport Security.

HSTS Host :
See HTTP Strict Transport Security Host.

HSTS Pol i cy:
See HTTP Strict Transport Security Policy.

Known HSTS Host :
is an HSTS Host for which the UA has an HSTS Policy in effect;
i.e., the UA has noted this host as a Known HSTS Host. See
Section 8.1.1 ("Noting an HSTS Host - Storage Mdel") for
particul ars.

Local policy:

conprises policy rules that depl oyers specify and that are often
mani f ested as configuration settings.
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M TM

is an acronymfor "man in the mddle". See "man-in-the-mddle
attack” in [ RFC4949].

Request URI:

is the URI used to cause a UA to issue an HITP request message.
See also "Effective Request URI".

UA:

is an acronymfor "user agent". For the purposes of this
specification, a UAis an HITP client application typically
actively mani pul ated by a user [RFC2616].

unknown HSTS Host:
is an HSTS Host that the user agent has not noted.
5.  HSTS Mechani sm Overvi ew

Thi s section provides an overview of the mechani sm by which an HSTS
Host conveys its HSTS Policy to UAs and how UAs process the HSTS
Pol i cies received fromHSTS Hosts. The mechanismdetails are
specified in Sections 6 through 15.

5.1. HSTS Host Decl aration

An HTTP host declares itself an HSTS Host by issuing to UAs an HSTS
Policy, which is represented by and conveyed via the
Strict-Transport-Security HITP response header field over secure
transport (e.g., TLS). Upon error-free receipt and processing of
this header by a conformant UA, the UA regards the host as a Known
HSTS Host .

5.2. HSTS Policy

An HSTS Policy directs UAs to conmuni cate with a Known HSTS Host only
over secure transport and specifies policy retention tinme duration

HSTS Policy explicitly overrides the UA processing of URl references,
user input (e.g., via the "location bar"), or other information that,
in the absence of HSTS Policy, night otherw se cause UAs to

communi cate insecurely with the Known HSTS Host.
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An HSTS Policy may contain an optional directive -- includeSubDomai ns
-- specifying that this HSTS Policy al so applies to any hosts whose
domai n nanes are subdomains of the Known HSTS Host’'s domai n nane.

5.3. HSTS Policy Storage and Mai ntenance by User Agents

UAs store and index HSTS Policies based strictly upon the donmain
nanes of the issuing HSTS Hosts.

This neans that UAs will maintain the HSTS Policy of any given HSTS
Host separately from any HSTS Policies issued by any other HSTS Hosts
whose donai n nanes are superdomai ns or subdomai ns of the given HSTS
Host’ s domain nanme. Only the given HSTS Host can update or can cause
deletion of its issued HSTS Policy. It acconplishes this by sending
Strict-Transport-Security HITP response header fields to UAs with new
val ues for policy tinme duration and subdonmain applicability. Thus,
UAs cache the "freshest" HSTS Policy information on behal f of an HSTS
Host. Specifying a zero tinme duration signals the UAto delete the
HSTS Policy (including any asserted includeSubDoreai ns directive) for
that HSTS Host. See Section 8.1 ("Strict-Transport-Security Response
Header Field Processing”) for details. Additionally, Section 6.2
presents exanples of Strict-Transport-Security HITP response header
fields.

5.4. User Agent HSTS Policy Enforcenent

When establishing an HTTP connection to a given host, however
instigated, the UA examines its cache of Known HSTS Hosts to see if
there are any with donmain nanes that are superdonmains of the given
host’s domain nane. |f any are found, and of those if any have the

i ncl udeSubDonai ns directive asserted, then HSTS Policy applies to the
given host. Oherw se, HSTS Policy applies to the given host only if
the given host is itself known to the UA as an HSTS Host. See
Section 8.3 ("URl Loading and Port Mapping") for details.

6. Syntax

This section defines the syntax of the Strict-Transport-Security HTTP
response header field and its directives, and presents sone exanpl es.

Section 7 ("Server Processing Mdel") then details how hosts enpl oy
this header field to declare their HSTS Policy, and Section 8 ("User
Agent Processing Mddel ") details how user agents process the header
field and apply the HSTS Policy.
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6.1. Strict-Transport-Security HTTP Response Header Field

The Strict-Transport-Security HITP response header field (STS header
field) indicates to a UA that it MJST enforce the HSTS Policy in
regards to the host enmitting the response nessage containing this
header field.

The ABNF (Augmrent ed Backus- Naur Forn) syntax for the STS header field
is given below. It is based on the Generic G ammar defined in
Section 2 of [RFC2616] (which includes a notion of "inplied Iinear
whi t espace”, also known as "inplied *LW5").

Strict-Transport-Security = "Strict-Transport-Security" ":"

[ directive ] *( ";" [ directive ] )
directive = directive-nane [ "=" directive-val ue ]
directive-nane = token

directive-val ue token | quoted-string
wher e:

t oken
quot ed-string

<t oken, defined in [ RFC2616], Section 2.2>
<quot ed-string, defined in [ RFC2616], Section 2.2>

The two directives defined in this specification are described bel ow
The overall requirenents for directives are:

1. The order of appearance of directives is not significant.

2. Al directives MIST appear only once in an STS header field.
Directives are either optional or required, as stipulated in
their definitions.

3. Directive nanes are case-insensitive.

4. UAs MJST ignore any STS header field containing directives, or
ot her header field value data, that does not conformto the
syntax defined in this specification

5. If an STS header field contains directive(s) not recogni zed by
the UA, the UA MJUST ignore the unrecogni zed directives, and if
the STS header field otherw se satisfies the above requirenents
(1 through 4), the UA MIUST process the recognized directives.

Addi tional directives extending the semantic functionality of the STS
header field can be defined in other specifications, with a registry
(having an | ANA policy definition of | ETF Review [ RFC5226]) defined
for themat such tine.
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NOTE: Such future directives will be ignored by UAs inplenenting
only this specification, as well as by generally
non-conform ng UAs. See Section 14.2 ("Non-Conformant User
Agent Inplications") for further discussion

6.1.1. The nax-age Directive

The REQUI RED "nax-age" directive specifies the nunmber of seconds,
after the reception of the STS header field, during which the UA
regards the host (from whomthe nmessage was received) as a Known HSTS
Host. See also Section 8.1.1 ("Noting an HSTS Host - Storage

Model "). The delta-seconds production is specified in [ RFC2616].

The syntax of the max-age directive's REQUI RED val ue (after
quot ed-string unescaping, if necessary) is defined as:

del t a- seconds

max- age- val ue
delta-seconds = <1*DIA T, defined in [RFC2616], Section 3.3.2>

NOTE: A mex-age value of zero (i.e., "nmax-age=0") signals the UAto
cease regarding the host as a Known HSTS Host, including the
i ncl udeSubDonmai ns directive (if asserted for that HSTS Host).
See also Section 8.1 ("Strict-Transport-Security Response
Header Field Processing").

6.1.2. The includeSubDomai ns Directive

The OPTI ONAL "incl udeSubDonmi ns" directive is a val uel ess directive
which, if present (i.e., it is "asserted"), signals the UA that the
HSTS Policy applies to this HSTS Host as well as any subdomai ns of
the host’s domai n narme.

6.2. Exanples
The HSTS header field bel ow stipulates that the HSTS Policy is to
remain in effect for one year (there are approxi mately 31536000
seconds in a year), and the policy applies only to the domain of the
HSTS Host issuing it:

Strict-Transport-Security: max-age=31536000

The HSTS header field bel ow stipulates that the HSTS Policy is to
remain in effect for approximately six nonths and that the policy
applies to the domain of the issuing HSTS Host and all of its
subdonai ns:

Strict-Transport-Security: max-age=15768000 ; incl udeSubDonai ns
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The nmax-age directive value can optionally be quoted:
Strict-Transport-Security: max-age="31536000"

The HSTS header field below indicates that the UA nust delete the
entire HSTS Policy associated with the HSTS Host that sent the header
field:

Strict-Transport-Security: max-age=0

The HSTS header field bel ow has exactly the sane effect as the one
i medi at el y above because the includeSubDonei ns directive's presence
in the HSTS header field is ignored when nax-age is zero:

Strict-Transport-Security: max-age=0; includeSubDomai ns
7. Server Processing Mde

This section describes the processing nodel that HSTS Hosts

i mpl ement. The nodel conprises two facets: the first being the
processing rules for HITP request messages received over a secure
transport (TLS [ RFC5246] or SSL [ RFC6101]; see also Section 14.1
("Underlying Secure Transport Considerations")), and the second being
the processing rules for HTTP request nessages received over
non-secure transports, such as TCP

7.1. HITP-over-Secure-Transport Request Type

When replying to an HTTP request that was conveyed over a secure
transport, an HSTS Host SHOULD include in its response nessage an STS
header field that MJST satisfy the gramar specified above in

Section 6.1 ("Strict-Transport-Security HTTP Response Header Field").
If an STS header field is included, the HSTS Host MJST i nclude only
one such header field.

Establi shing a given host as a Known HSTS Host, in the context of a
gi ven UA, MAY be acconplished over HTTP, which is in turn running
over secure transport, by correctly returning (per this
specification) at |east one valid STS header field to the UA. Oher
mechani sns, such as a client-side pre-loaded Known HSTS Host |ist,
MAY al so be used; e.g., see Section 12 ("User Agent |nplenentation
Advi ce").

NOTE: Including the STS header field is stipulated as a "SHOULD' in
order to accommodat e various server- and network-si de caches
and | oad- bal anci ng configurations where it may be difficult to
uniformy enmt STS header fields on behalf of a given HSTS
Host .
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7.2. HITP Request Type

If an HSTS Host receives an HTTP request nessage over a non-secure
transport, it SHOULD send an HTTP response nmessage containing a
status code indicating a permanent redirect, such as status code 301
(Section 10.3.2 of [RFC2616]), and a Location header field val ue
containing either the HTTP request’s original Effective Request UR
(see Section 9 ("Constructing an Effective Request URI")) altered as
necessary to have a URl schene of "https", or a URl generated
according to local policy with a URI scheme of "https".

NOTE: The above behavior is a "SHOULD' rather than a "MJST" due to:

* Risks in server-side non-secure-to-secure redirects
[ OMASP- TLSCGui de] .

* Site deploynent characteristics. For exanple, a site that
i ncorporates third-party conponents nmay not behave correctly
when doi ng server-side non-secure-to-secure redirects in the
case of being accessed over non-secure transport but does
behave correctly when accessed uniformy over secure transport.
The latter is the case given an HSTS-capabl e UA that has
al ready noted the site as a Known HSTS Host (by whatever neans,
e.g., prior interaction or UA configuration).

An HSTS Host MUST NOT include the STS header field in HTTP responses
conveyed over non-secure transport.

8. User Agent Processing Model

This section describes the HITP Strict Transport Security processing
model for UAs. There are several facets to the nodel, enunerated by
the follow ng subsecti ons.

Thi s processing nodel assunes that the UA inplenents | DNA2008

[ RFC5890], or possibly | DNA2003 [ RFC3490], as noted in Section 13
("I'nternationalized Domain Names for Applications (IDNA): Dependency
and Mgration"). It also assunes that all domain names mani pul at ed
in this specification' s context are already |DNA-canonicalized as
outlined in Section 10 ("Domai n Narme | DNA- Canonicali zation") prior to
the processing specified in this section

NOTE: [RFC3490] is referenced due to its ongoing rel evance to
actual deploynments for the foreseeable future

The above assunptions nean that this processi ng nodel also

specifically assunes that appropriate |IDNA and Uni code validations
and character |ist testing have occurred on the domain nanmes, in
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conjunction with their |DNA-canonicalization, prior to the processing
specified in this section. See the IDNA-specific security
considerations in Section 14.10 ("Internationalized Domai n Nanes")
for rationale and further details.

8.1. Strict-Transport-Security Response Header Field Processing

If an HTTP response, received over a secure transport, includes an
STS header field, conformng to the grammar specified in Section 6.1
("Strict-Transport-Security HTITP Response Header Field"), and there
are no underlying secure transport errors or warnings (see

Section 8.4), the UA MJST either

0 Note the host as a Known HSTS Host if it is not already so noted
(see Section 8.1.1 ("Noting an HSTS Host - Storage Mdel ")),

or

0 Update the UA's cached information for the Known HSTS Host if
either or both of the nax-age and incl udeSubDomai ns header field
val ue tokens are conveying information different than that already
mai nt ai ned by the UA

The max-age value is essentially a "tine to live" value relative
to the reception tine of the STS header field.

If the max-age header field value token has a value of zero, the
UA MJST renove its cached HSTS Policy information (including the
i ncl udeSubDomai ns directive, if asserted) if the HSTS Host is
known, or the UA MJUST NOT note this HSTS Host if it is not yet
known.

If a UA receives nore than one STS header field in an HTTP
response nessage over secure transport, then the UA MJST process
only the first such header field.

O herw se:

o |If an HITP response is received over insecure transport, the UA
MUST i gnore any present STS header field(s).

o The UA MJST ignore any STS header fields not conformng to the

grammar specified in Section 6.1 ("Strict-Transport-Security HITP
Response Header Field").
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8.1.1. Noting an HSTS Host - Storage Mdel

If the substring matching the host production fromthe Request-UR
(of the nessage to which the host responded) syntactically nmatches
the IP-literal or |Pv4address productions from Section 3.2.2 of

[ RFC3986], then the UA MJUST NOT note this host as a Known HSTS Host.

O herwise, if the substring does not congruently match a Known HSTS
Host’ s domai n name, per the matching procedure specified in

Section 8.2 ("Known HSTS Host Dormai n Name Matching"), then the UA
MUST note this host as a Known HSTS Host, caching the HSTS Host's
domain name and noting along with it the expiry tine of this
information, as effectively stipulated per the given max-age val ue,
as well as whether the includeSubDonains directive is asserted or
not. See also Section 11.2 ("HSTS Policy Expiration Tinme

Consi derations").

The UA MJST NOT nodify the expiry time or the includeSubDomai ns
directive of any superdomai n mat ched Known HSTS Host .

A Known HSTS Host is "expired" if its cache entry has an expiry date
in the past. The UA MJST evict all expired Known HSTS Hosts fromits
cache if, at any tine, an expired Known HSTS Host exists in the
cache.

8.2. Known HSTS Host Domai n Nanme Mat ching

A given domai n name nmay natch a Known HSTS Host’'s domain nanme in one
or both of two fashions: a congruent match, or a superdonain natch.
Al ternatively, there nmay be no match.

The steps bel ow determ ne whether there are any matches, and if so,
of which fashion:

Conpare the given domain nanme with the domai n name of each of the
UA' s unexpired Known HSTS Hosts. For each Known HSTS Host's
domai n name, the comparison is done with the given donai n nane

| abel - by-1abel (conparing only | abels) using an ASCI| case-
insensitive conparison beginning with the rightnost | abel, and
continuing right-to-left. See also Section 2.3.2.4 of [RFC5890].

*  Superdonmi n Match

If a label-for-|abel nmatch between an entire Known HSTS Host's
domai n nane and a right-hand portion of the given domai n nane
is found, then this Known HSTS Host’'s domain nane is a
superdomai n match for the given domain name. There could be
mul ti pl e superdonai n matches for a given donai n nane.
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For exanpl e:
G ven domai n nane (DN): gaz. bar. f oo. exanmpl e. com

Super donai n nat ched
Known HSTS Host DN: bar. f oo. exanpl e. com

Super domai n mat ched
Known HSTS Host DN: f 00. exanpl e. com

* Congruent Match

If a label-for-1label match between a Known HSTS Host’'s donain
nane and the given domain nane is found -- i.e., there are no
further | abels to conpare -- then the given donmmi n nane
congruently matches this Known HSTS Host.

For exanpl e:
G ven domai n nane: f 00. exanpl e. com
Congruent|y natched
Known HSTS Host DN: f 0oo. exanpl e. com
* Oherwise, if no mtches are found, the given domai n nane does
not represent a Known HSTS Host.
8.3. URl Loading and Port Mappi ng
Whenever the UA prepares to "load" (al so known as "dereference") any
"http" URI [RFC3986] (including when follow ng HTTP redirects
[ RFC2616]), the UA MUST first determ ne whether a domain nanme is
given in the URI and whether it matches a Known HSTS Host, using

t hese steps:

1. Extract fromthe URI any substring described by the host
component of the authority conponent of the URI.

2. If the substring is null, then there is no match with any Known
HSTS Host .

3. Else, if the substring is non-null and syntactically matches the

IP-literal or |Pv4address productions from Section 3.2.2 of
[ RFC3986], then there is no match with any Known HSTS Host.
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4. O herwi se, the substring is a given domai n name, which MJST be
mat ched agai nst the UA’s Known HSTS Hosts using the procedure in
Section 8.2 ("Known HSTS Host Dormai n Name Mat ching").

5. If, when performng donmai n nane mat chi ng any superdonmai n natch
with an asserted includeSubDomains directive is found, or, if no
superdomai n matches with asserted incl udeSubDomai ns directives
are found and a congruent match is found (with or w thout an
asserted includeSubDormai ns directive), then before proceedi ng
with the | oad:

The UA MJST repl ace the URI schene with "https" [ RFC2818], and

if the URI contains an explicit port component of "80", then
the UA MJUST convert the port conponent to be "443", or

if the URI contains an explicit port conponent that is not
equal to "80", the port conponent value MJST be preserved,
ot herw se,

if the URI does not contain an explicit port conmponent, the UA
MJUST NOT add one.

NOTE: These steps ensure that the HSTS Policy applies to HITP
over any TCP port of an HSTS Host.

NOTE: In the case where an explicit port is provided (and to a
| esser extent with subdonmains), it is reasonably likely that
there is actually an HTTP (i.e., non-secure) server running on
the specified port and that an HTTPS request will thus fai
(see item 6 in Appendi x A ("Design Decision Notes")).

8.4. FErrors in Secure Transport Establishnent

When connecting to a Known HSTS Host, the UA MUST term nate the
connection (see also Section 12 ("User Agent |nplenentation Advice"))
if there are any errors, whether "warning" or "fatal" or any other
error level, with the underlying secure transport. For exanple, this
includes any errors found in certificate validity checking that UAs
enpl oy, such as via Certificate Revocation Lists (CRLs) [ RFC5280], or
via the Online Certificate Status Protocol (OCSP) [ RFC2560], as well
as via TLS server identity checking [ RFC6125].

8.5. HITP-Equiv <Meta> El ement Attribute
UAs MUST NOT heed http-equiv="Strict-Transport-Security" attribute

settings on <nmeta> el enents [WBC. REC-ht ml 401-19991224] in received
content.
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8.6. Mssing Strict-Transport-Security Response Header Field

If a UA receives HTTP responses froma Known HSTS Host over a secure
channel but the responses are nissing the STS header field, the UA
MJST continue to treat the host as a Known HSTS Host until the

max- age val ue for the know edge of that Known HSTS Host is reached.
Note that the nax-age value could be effectively infinite for a given
Known HSTS Host. For exanple, this would be the case if the Known
HSTS Host is part of a pre-configured list that is inplenmented such
that the list entries never "age out".

9. Constructing an Effective Request UR

Thi s section specifies how an HSTS Host nust construct the Effective
Request URI for a received HITP request.

HTTP requests often do not carry an absoluteURl for the target
resource; instead, the URI needs to be inferred fromthe Request-URI
Host header field, and connection context ([RFC2616], Sections 3.2.1,
5.1.2, and 5.2). The result of this process is called the "effective
request URI (ERU)". The "target resource” is the resource identified
by the effective request UR

9.1. ERU Fundanental Definitions

The first line of an HTTP request message, Request-Line, is specified
by the followi ng ABNF from[RFC2616], Section 5.1

Request - Li ne = Method SP Request-URI SP HTTP-Version CRLF

The Request-URI, within the Request-Line, is specified by the
foll owi ng ABNF from [ RFC2616], Section 5.1.2:

Request - URI = "*" | absoluteURl | abs_path | authority

The Host request header field is specified by the following ABNF from
[ RFC2616], Section 14.23:

Host = "Host" ":" host [ ":" port ]
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9.2. Determning the Effective Request UR

If the Request-URl is an absoluteURl, then the effective request URI
is the Request-URl.

If the Request-URlI uses the abs path formor the asterisk form and
the Host header field is present, then the effective request URl is
constructed by concatenati ng:

0 the schene nane: "http" if the request was received over an
i nsecure TCP connection, or "https" when received over a TLS/
SSL-secured TCP connection, and

o the octet sequence "://", and

o the host, and the port (if present), fromthe Host header field,
and

0 the Request-URl obtained fromthe Request-Line, unless the
Request-URl is just the asterisk "*".

If the Request-URlI uses the abs path formor the asterisk form and
the Host header field is not present, then the effective request UR
i s undefi ned.

O herwi se, when Request-URlI uses the authority form the effective
request URI is undefined.

Ef fective request URI's are conpared using the rules described in
[ RFC2616] Section 3.2.3, except that enpty path conponents MJST NOT
be treated as equivalent to an absolute path of "/".

9.2.1. Effective Request URI Exanples

Example 1: the effective request URI for the nessage

GET / pub/ WAV TheProject. htm HITP/ 1.1
Host: www. exanpl e. or g: 8080

(received over an insecure TCP connection) is "http", plus "://",
plus the authority conponent "ww. exanpl e.org: 8080", plus the
request-target "/pub/ WWV TheProject.htm". Thus, it is
"http://ww. exanpl e. or g: 8080/ pub/ WAV ThePr oj ect. htm ".
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10.

Exanple 2: the effective request URI for the nmessage

OPTIONS * HTTP/ 1.1
Host: www. exanpl e. org

(received over an SSL/TLS secured TCP connection) is "https", plus
":/l", plus the authority component "www. exanple.org". Thus, it is
"https://ww. exanpl e.org".

Domai n Nane | DNA- Canoni cal i zati on

An | DNA- canoni cal i zed donmain nanme is the output string generated by
the following steps. The input is a putative domain nane string

ostensi bly conposed of any conbi nation of "A-labels", "UIlabels", and
"NR-LDH | abel s" (see Section 2 of [RFC5890]) concatenated using sone
separator character (typically ".").

1. Convert the input putative domain nanme string to an order-
preserving sequence of individual |abel strings.

2. \Wen inplenmenting | DNA2008, convert, validate, and test each
A-1abel and U- I abel found anong the sequence of individual |abe
strings, using the procedures defined in Sections 5.3 through 5.5
of [RFC5891].

O herwi se, when inplementing | DNA2003, convert each | abel using
the "ToASCI 1" conversion in Section 4 of [RFC3490] (see also the
definition of "equival ence of |abels" in Section 2 of [RFC3490]).

3. If no errors occurred during the foregoing step, concatenate al
the labels in the sequence, in order, into a string, separating
each label fromthe next with a %2E (".") character. The
resulting string, known as an | DNA-canoni cal i zed domain nanme, is
appropriate for use in the context of Section 8 ("User Agent
Pr ocessi ng Model ").

O herwi se, errors occurred. The input putative domai n nane
string was not successfully |IDNA-canonicalized. Invokers of this
procedure should attenpt appropriate error recovery.

See also Sections 13 ("Internationalized Domai n Nanes for
Applications (I1DNA): Dependency and Mgration") and 14. 10
("I'nternationalized Domai n Nanmes") of this specification for further
details and consi derati ons.
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11.

11.

11.

Server | nplenentation and Depl oynment Advice
This section is non-normative.
1. Non-Conformant User Agent Consi derations

Non- conformant UAs ignore the Strict-Transport-Security header field,;
t hus, non-conformant user agents do not address the threats described
in Section 2.3.1 ("Threats Addressed"). Please refer to Section 14.2
(" Non- Conf ormant User Agent Inplications") for further discussion

2. HSTS Policy Expiration Time Considerations

Server inplenentations and depl oying web sites need to consider

whet her they are setting an expiry tine that is a constant value into
the future, or whether they are setting an expiry tinme that is a
fixed point in tinme.

The "constant value into the future" approach can be acconplished by
constantly sending the sane max-age val ue to UAs.

For exanple, a nmax-age val ue of 7776000 seconds is 90 days:
Strict-Transport-Security: max-age=7776000

Note that each receipt of this header by a UAwll require the UAto
update its notion of when it nust delete its know edge of this Known
HSTS Host .

The "fixed point in tinme" approach can be acconplished by sending
max- age val ues that represent the remaining time until the desired
expiry tinme. This would require the HSTS Host to send a newy
cal cul ated max-age val ue in each HITP response

A consideration here is whether a deployer w shes to have the
signal ed HSTS Policy expiry tine match that for the web site’'s donain
certificate.

Addi tionally, server inplenenters should consider enploying a default
max- age val ue of zero in their depl oynent configuration systens.

This will require deployers to willfully set nmax-age in order to have
UAs enforce the HSTS Policy for their host and will protect themfrom
i nadvertently enabling HSTS with sone arbitrary non-zero duration
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11.3. Using HSTS in Conjunction with Self-Signed Public-Key
Certificates

If all four of the following conditions are true..

0 a web site/organization/enterprise is generating its own secure
transport public-key certificates for web sites, and

o that organization's root certification authority (CA) certificate
is not typically enbedded by default in browser and/or operating
system CA certificate stores, and

0 HSTS Policy is enabled on a host identifying itself using a
certificate signed by the organization's CA (i.e., a "self-signed
certificate"), and

o this certificate does not match a usable TLS certificate
association (as defined by Section 4 of the TLSA protocol
speci fication [ RFC6698]),

...then secure connections to that site will fail, per the HSTS
design. This is to protect against various active attacks, as
di scussed above.

However, if said organization wi shes to enploy its own CA and self-
signed certificates, in concert with HSTS, it can do so by depl oyi ng
its root CAcertificate to its users’ browsers or operating system CA
root certificate stores. It can also, in addition or instead,
distribute to its users’ browsers the end-entity certificate(s) for
specific hosts. There are various ways in which this can be
acconpl i shed (details are out of scope for this specification). Once
its root CAcertificate is installed in the browsers, it may enpl oy
HSTS Policy on its site(s).

Al ternatively, that organi zation can deploy the TLSA protocol; all
browsers that also use TLSA will then be able to trust the
certificates identified by usable TLS certificate associations as
denoted via TLSA

NOTE: Interactively distributing root CA certificates to users,
e.g., via email, and having the users install them is
arguably training the users to be susceptible to a possible
formof phishing attack. See Section 14.8 ("Bogus Root CA
Certificate Phish plus DNS Cache Poi soning Attack"). Thus,
care should be taken in the manner in which such certificates
are distributed and installed on users’ systens and browsers.
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11.

11.

4. Inplications of includeSubDomains

The i ncl udeSubDomai ns directive has practical inplications meriting
careful consideration; tw exanple scenarios are:

0 An HSTS Host offers unsecured HTTP-based services on alternate
ports or at various subdonains of its HSTS Host domai n nane.

o Distinct web applications are offered at distinct subdomai ns of an
HSTS Host, such that UAs often interact directly with these
subdonai n web applications w thout having necessarily interacted
with a web application offered at the HSTS Host’'s domain nanme (if

any) .

The sections bel ow di scuss each of these scenarios in turn

4.1. Considerations for Ofering Unsecured HTTP Services at
Alternate Ports or Subdonai ns of an HSTS Host

For exanple, certification authorities often offer their CRL

di stribution and OCSP services [ RFC2560] over plain HTTP, and
sonetinmes at a subdomain of a publicly avail able web application that
may be secured by TLS/ SSL. For exanple, <https://ca.exanple.coni> is
a publicly avail able web application for "Exanple CA", a
certification authority. Customers use this web application to
register their public keys and obtain certificates. "Exanple CA"
generates certificates for custoners containing
<http://crl-and-ocsp. ca. exanple.conf> as the value for the "CRL
Distribution Points" and "Authority Information Access: OCSP"
certificate fields.

If ca.exanple.comwere to issue an HSTS Policy with the

i ncl udeSubDomai ns directive, then HITP-based user agents inplenenting
HSTS that have interacted with the ca. exanpl e.com web application
woul d fail to retrieve CRLs and fail to check OCSP for certificates,
because these services are offered over plain HTTP

In this case, Exanple CA can either:
0 not use the includeSubDomains directive, or

0 ensure that HTTP-based services offered at subdommi ns of
ca. exanpl e.comare also uniformy offered over TLS/ SSL, or
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o offer plain HTTP-based services at a different domain name, e.g.,
crl -and- ocsp. ca. exanpl e. NET, or

o0 utilize an alternative approach to distributing certificate status
i nformati on, obviating the need to offer CRL distribution and OCSP
services over plain HITP (e.g., the "Certificate Status Request”
TLS extensi on [ RFC6066], often colloquially referred to as "OCSP
Stapling").

NOTE: The above points are expressly only an exanple and do not
purport to address all the involved conplexities. For
i nstance, there are nany considerations -- on the part of CAs,
certificate depl oyers, and applications (e.g., browsers) --
i nvol ved in depl oyi ng an approach such as "OCSP Stapling”
Such issues are out of scope for this specification

4.2. Considerations for Ofering Wb Applications at Subdomai ns of
an HSTS Host

In this scenario, an HSTS Host declares an HSTS Policy with an

i ncl udeSubDomai ns directive, and there al so exist distinct web
applications offered at distinct subdomains of the HSTS Host such
that UAs often interact directly with these subdomai n web
appl i cations w thout having necessarily interacted with the HSTS
Host. |In such a case, the UAs will not receive or enforce the HSTS
Pol i cy.

For exanple, the HSTS Host is "exanple.cont, and it is configured to
emit the STS header field with the includeSubDomai ns directive.
However, exanple.com s actual web application is addressed at

"www. exanpl e. cont, and exanpl e.comsinply redirects user agents to
"https://ww. exanpl e. com’ "

If the STS header field is only emtted by "exanpl e. cont' but UAs

typically bookmark -- and links (from anywhere on the web) are
typically established to -- "ww. exanple.cont, and "exanple.com' is
not contacted directly by all user agents in some non-zero percentage
of interactions, then some number of UAs will not note "exanple.cont

as an HSTS Host, and some number of users of "www exanple.com will
be unprotected by HSTS Policy.

To address this, HSTS Hosts should be configured such that the STS
header field is emtted directly at each HSTS Host domain or
subdomai n nanme that constitutes a well-known "entry point" to one's
web application(s), whether or not the includeSubDomains directive is
enpl oyed.
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Thus, in our exanple, if the STS header field is emtted from both
"exanpl e. com' and "wwv. exanpl e.cont, this issue will be addressed.
Al so, if there are any other well-known entry points to web
applications offered by "exanple.conf, such as "foo.exanple.cont,
they should al so be configured to enmit the STS header field.

User Agent |nplenmentation Advice
This section is non-nornative.

In order to provide users and web sites nore effective protection, as
well as controls for nmanaging their UA s caching of HSTS Policy, UA

i mpl ementers shoul d consi der including features such as the
fol | owi ng:

1. No User Recourse

Failing secure connection establishment on any warnings or errors
(per Section 8.4 ("Errors in Secure Transport Establishment")) should
be done with "no user recourse". This neans that the user shoul d not
be presented with a dialog giving her the option to proceed. Rather,
it should be treated sinmlarly to a server error where there is

not hing further the user can do with respect to interacting with the
target web application, other than wait and retry.

Essentially, "any warnings or errors" means anything that woul d cause
the UA inplementation to announce to the user that sonething is not
entirely correct with the connection establishnent.

Not doing this, i.e., allow ng user recourse such as "clicking
t hrough warni ng/error dialogs", is a recipe for a man-in-the-niddle
attack. |If a web application issues an HSTS Policy, then it is

inmplicitly opting into the "no user recourse" approach, whereby al
certificate errors or warni ngs cause a connection term nation, with
no chance to "fool" users into maki ng the wong decision and
conprom sing thensel ves

2. User-Decl ared HSTS Policy

A user-declared HSTS Policy is the ability for users to explicitly
decl are a given donmain nane as representing an HSTS Host, thus
seeding it as a Known HSTS Host before any actual interaction with
it. This would help protect against the bootstrap M TM vul nerability
as discussed in Section 14.6 ("Bootstrap M TM Vul nerability").
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NOTE: Such a feature is difficult to get right on a per-site basis.
See the discussion of "rewite rules" in Section 5.5 of
[ ForceHTTPS]. For exanple, arbitrary web sites may not
materialize all their URIs using the "https" schene and thus
could "break" if a UA were to attenpt to access the site
exclusively using such URIs. Also note that this feature
woul d conpl ement, but is independent of, an "HSTS pre-I|oaded
list" feature (see Section 12.3).

12.3. HSTS Pre-Loaded Li st

An HSTS pre-loaded list is a facility whereby web site adm nistrators
can have UAs pre-configured with HSTS Policy for their site(s) by the
UA vendor(s) -- a so-called "pre-loaded list" -- in a manner simlar
to how root CA certificates are enbedded in browsers "at the
factory". This would hel p protect against the bootstrap M TM

vul nerability (Section 14.6).

NOTE: Such a facility would conpl enment a "user-decl ared HSTS Policy"
feature (Section 12.2).

12.4. Disallow M xed Security Context Loads

"M xed security context" |oads happen when a web application
resource, fetched by the UA over a secure transport, subsequently
causes the fetching of one or nore other resources w thout using
secure transport. This is also generally referred to as "m xed
content" | oads (see Section 5.3 ("M xed Content") in

[ WVBC. REC-wsc- ui -20100812]) but should not be confused with the sane
"m xed content” termthat is also used in the context of markup

| anguages such as XML and HTM..

NOTE: In order to provide behavioral uniformty across UA
i npl ementations, the notion of m xed security context wll
require further standardi zation work, e.g., to define the
term(s) nore clearly and to define specific behaviors with
respect to it.

12.5. HSTS Policy Deletion

HSTS Policy deletion is the ability to delete a UA's cached HSTS
Policy on a per-HSTS Host basis.

NOTE: Adding such a feature should be done very carefully in both
the user interface and security senses. Deleting a cache
entry for a Known HSTS Host should be a very deliberate and
wel | -considered act -- it shouldn’'t be sonething that users
get used to doing as a matter of course: e.g., just "clicking
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through" in order to get work done. Also, inplenentations
need to guard against allow ng an attacker to inject code,
e.g., ECVMAscript, into the UAthat silently and
programmatically renoves entries fromthe UA's cache of Known
HSTS Hosts.

Internationalized Domain Names for Applications (IDNA): Dependency
and M gration

Textual dommi n nanes on the nodern Internet nmay contain one or nore
"internationalized" domain nane |abels. Such domain names are
referred to as "internationalized donain names" (IDNs). The
specification suites defining IDNs and the protocols for their use
are naned "Internationalized Domai n Nanes for Applications (IDNA)"
At this time, there are two such specification suites: |DNA2008

[ RFC5890] and its predecessor | DNA2003 [ RFC3490].

| DNA2008 obsol et es | DNA2003, but there are differences between the
two specifications, and thus there can be differences in processing
(e.g., converting) domain nane | abel s that have been regi stered under
one fromthose registered under the other. There will be a
transition period of sonme tinme during which | DNA2003- based domai n
name | abels will exist inthe wild. |In order to facilitate their
IDNA transition, user agents SHOULD i npl ement | DNA2008 [ RFC5890] and
MAY i npl ement [ RFC5895] (see also Section 7 of [RFC5894]) or [UTS46].
If a user agent does not inplenment | DNA2008, the user agent MJST

i mpl ement | DNA2003.

Security Considerations

Thi s specification concerns the expression, conveyance, and
enforcement of the HSTS Policy. The overall HSTS Policy threat
nmodel , includi ng addressed and unaddressed threats, is given in
Section 2.3 ("Threat Model").

Additionally, the sections bel ow di scuss operational ramfications of
the HSTS Policy, provide feature rationale, discuss potential HSTS
Policy m suse, and highlight sone known vulnerabilities in the HSTS
Pol i cy regine.

1. Underlying Secure Transport Considerations

This specification is fashioned to be independent of the secure
transport underlying HTTP. However, the threat analysis and
requirenents in Section 2 ("Overview') in fact presunme TLS or SSL as
the underlying secure transport. Thus, enploynent of HSTS in the
context of HTTP running over sone other secure transport protoco
woul d require assessnment of that secure transport protocol’s security
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model in conjunction with the specifics of how HTTP is | ayered over
it in order to assess HSTS s subsequent security properties in that
cont ext .

2.  Non-Conformant User Agent |nplications

Non- conf or mant user agents ignore the Strict-Transport-Security
header field; thus, non-conformant user agents do not address the
threats described in Section 2.3.1 ("Threats Addressed").

This neans that the web application and its users wi el ding
non-conformant UAs will be vulnerable to both of the foll ow ng:

0 Passive network attacks due to web site devel opnment and depl oynent
bugs:

For exanple, if the web application contains any insecure

references (e.g., "http") to the web application server, and if
not all of its cookies are flagged as "Secure", then its
cookies will be vulnerable to passive network sniffing and,

potentially, subsequent m suse of user credentials.
0 Active network attacks:

For exanple, if an attacker is able to place a "man in the

m ddl e", secure transport connection attenpts will likely yield
warnings to the user, but w thout HSTS Policy being enforced,
the present common practice is to allow the user to "click
through" and proceed. This renders the user and possibly the
web application open to abuse by such an attacker

This is essentially the status quo for all web applications and their
users in the absence of HSTS Policy. Since web application providers
typically do not control the type or version of UAs their web
applications interact with, the inplication is that HSTS Host

depl oyers nust generally exercise the sane | evel of care to avoid web
site devel opnent and depl oynent bugs (see Section 2.3.1.3) as they
would if they were not asserting HSTS Policy.

3. Ramfications of HSTS Policy Establishment Only over Error-Free
Secure Transport

The user agent processing nodel defined in Section 8 ("User Agent
Processi ng Model ") stipulates that a host is initially noted as a
Known HSTS Host, or that updates are made to a Known HSTS Host’s
cached information, only if the UA receives the STS header field over
a secure transport connection having no underlying secure transport
errors or warnings.
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The rationale behind this is that if there is a "man in the middle"
(MTM -- whether a legitimtely deployed proxy or an illegitimte
entity -- it could cause various mschief (see also Appendix A
("Design Decision Notes") item3, as well as Section 14.6 ("Bootstrap
M TM Vul nerability")); for exanple:

0 Unauthorized notation of the host as a Known HSTS Host,
potentially leading to a denial-of-service situation if the host
does not uniformy offer its services over secure transport (see
al so Section 14.5 ("Denial of Service")).

0 Resetting the time to live for the host’s designation as a Known
HSTS Host by nani pul ating the max-age header field paraneter val ue
that is returned to the UA. If nax-age is returned as zero, this
wi || cause the host to cease being regarded as a Known HSTS Host
by the UA, leading to either insecure connections to the host or
possi bly denial of service if the host delivers its services only
over secure transport.

However, this means that if a UAis "behind' a M TM non-transparent
TLS proxy -- within a corporate intranet, for exanple -- and
interacts with an unknown HSTS Host beyond the proxy, the user could
possi bly be presented with the | egacy secure connection error
dialogs. Even if the risk is accepted and the user "clicks through",
the host will not be noted as an HSTS Host. Thus, as long as the UA
i s behind such a proxy, the user will be vulnerable and will possibly
be presented with the | egacy secure connection error dial ogs for
as-yet unknown HSTS Hosts.

Once the UA successfully connects to an unknown HSTS Host over error-
free secure transport, the host will be noted as a Known HSTS Host.
This will result in the failure of subsequent connection attenpts
frombehind interfering proxies.

The above discussion relates to the reconmendation in Section 12
("User Agent |nplenentation Advice") that the secure connection be
term nated with "no user recourse" whenever there are warnings and
errors and the host is a Known HSTS Host. Such a posture protects
users from"clicking through" security warnings and putting

t hensel ves at ri sk.

4., The Need for includeSubDomai ns

Wt hout the includeSubDomains directive, a web application would not
be able to adequately protect so-called "donmain cookies" (even if
these cookies have their "Secure" flag set and thus are conveyed only
on secure channels). These are cookies the web application expects
UAs to return to any and all subdomains of the web application

Hodges, et al. St andards Track [ Page 34]



RFC 6797 HTTP Strict Transport Security (HSTS) Noverber 2012

14.

For exanpl e, suppose exanple.comrepresents the top-level DNS nane
for a web application. Further suppose that this cookie is set for
the entire exanple.comdomain, i.e., it is a "domain cookie", and it
has its Secure flag set. Suppose exanple.comis a Known HSTS Host
for this UA but the includeSubDonains directive is not set.

Now, if an attacker causes the UA to request a subdomain nane that is
unlikely to already exist in the web application, such as
"https://uxdhbpahpdsf. exanpl e.com ", but that the attacker has
managed to register in the DNS and point at an HTTP server under the
attacker’s control, then:

1. The UAis unlikely to already have an HSTS Policy established for
"uxdhbpahpdsf. exanpl e. cont'.

2. The HITP request sent to uxdhbpahpdsf.exanple.comw || include
the Secure-flagged domai n cooki e.

3. I f "uxdhbpahpdsf.exanple.com returns a certificate during TLS
establi shnent, and the user "clicks through" any warning that
m ght be presented (it is possible, but not certain, that one nmay
obtain a requisite certificate for such a domain name such that a
warni ng may or rmay not appear), then the attacker can obtain the
Secure-fl agged domai n cookie that's ostensibly being protected.

Wthout the "includeSubDomai ns" directive, HSTS is unable to protect
such Secure-fl agged domai n cooki es.

5. Denial of Service

HSTS coul d be used to nount certain forns of Denial -of-Service (DoS)
attacks against web sites. A DoS attack is an attack in which one or
more network entities target a victimentity and attenpt to prevent
the victimfromdoing useful work. This section discusses such
scenarios in terms of HSTS, though this list is not exhaustive. See
al so [RFC4732] for a discussion of overall Internet DoS

consi derati ons.

o Web applications avail abl e over HITP

There is an opportunity for perpetrating DoS attacks with web
applications (or critical portions of them that are avail able
only over HTTP without secure transport, if attackers can cause
UAs to set HSTS Policy for such web applications’ host(s).

This is because once the HSTS Policy is set for a web
application’s host in a UA, the UAw Il only use secure transport
to comunicate with the host. |f the host is not using secure
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transport or is not using it for critical portions of its web
application, then the web application will be rendered unusabl e
for the UA's user.

NOTE: This is a use case for UAs to offer an "HSTS Policy
del etion" feature as noted in Section 12.5 ("HSTS Policy
Del eti on").

An HSTS Policy can be set for a victimhost in various ways:

* |f the web application has an HTTP response splitting
vul nerability [CWE-113] (which can be abused in order to
facilitate "HTTP header injection").

* |f an attacker can spoof a redirect froman insecure victim
site, e.g., <http://exanple.conl> to <https://exanple.conl>
where the latter is attacker-controlled and has an apparently
valid certificate. In this situation, the attacker can then
set an HSTS Policy for exanple.comand also for all subdomains
of exanpl e. com

* |f an attacker can convince users to nmanually configure HSTS
Policy for a victimhost. This assunes that their UAs offer
such a capability (see Section 12 ("User Agent |nplenentation
Advice")). Alternatively, if such UA configuration is
scriptable, then an attacker can cause UAs to execute his
script and set HSTS Policies for whichever desired domains.

o Inadvertent use of includeSubDomai ns

The incl udeSubDonai ns directive instructs UAs to automatically

regard all subdomai ns of the given HSTS Host as Known HSTS Hosts.
I f any such subdomai ns do not support properly configured secure
transport, then they will be rendered unreachable from such UAs.

14. 6. Bootstrap M TM Vul nerability

Bootstrap M TM (man-in-the-mddle) vulnerability is a vulnerability
that users and HSTS Hosts encounter in the situation where the user
manual |y enters, or follows a link, to an unknown HSTS Host using an
"http" URI rather than an "https" URI. Because the UA uses an

i nsecure channel in the initial attenpt to interact with the
specified server, such an initial interaction is vulnerable to
various attacks (see Section 5.3 of [ForceHTTPS]).

NOTE: There are various features/facilities that UA inpl enentations

may enploy in order to nmitigate this vulnerability. Please
see Section 12 ("User Agent |nplenentation Advice").
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7. Network Tine Attacks

Active network attacks can subvert network tine protocols (such as
the Network Time Protocol (NTP) [ RFC5905]) -- nmmking HSTS | ess
effective against clients that trust NTP or lack a real tinme clock
Network tinme attacks are beyond the scope of this specification
Not e that nodern operating systens use NTP by default. See also
Section 2.10 of [RFC4732].

8. Bogus Root CA Certificate Phish plus DNS Cache Poi soning Attack

An attacker could conceivably obtain users’ login credentials
bel onging to a victimHSTS-protected web application via a bogus root
CA certificate phish plus DNS cache poi soning attack.

For exanple, the attacker could first convince users of a victimweb
application (which is protected by HSTS Policy) to install the
attacker’s version of a root CA certificate purporting (falsely) to
represent the CA of the victimweb application. This night be
acconpl i shed by sending the users a phishing email nmessage with a
link to such a certificate, which their browsers may offer to instal
if clicked on.

Then, if the attacker can performan attack on the users’ DNS
servers, (e.g., via cache poisoning) and turn on HSTS Policy for
their fake web application, the affected users’ browsers woul d access
the attacker’s web application rather than the legitimte web
appl i cation.

This type of attack | everages vectors that are outside of the scope
of HSTS. However, the feasibility of such threats can be mtigated
by including in a web application’s overall depl oyment approach
appropriate enploynent, in addition to HSTS, of security facilities
such as DNS Security Extensions [ RFC4033], plus techniques to block
emai | phishing and fake certificate injection

9. Creative Manipulation of HSTS Policy Store

Si nce an HSTS Host may select its own host nanme and subdomai ns
thereof, and this information is cached in the HSTS Policy store of
conformng UAs, it is possible for those who control one or nore HSTS
Hosts to encode information into domain nanes they control and cause
such UAs to cache this information as a matter of course in the
process of noting the HSTS Host. This information can be retrieved
by other hosts through cleverly constructed and | oaded web resources,
causing the UA to send queries to (variations of) the encoded domain
nanes. Such queries can reveal whether the UA had previously visited
the original HSTS Host (and subdomai ns).
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Such a technique could potentially be abused as yet another form of
"web tracking" [WebTracking].

10. Internationalized Domai n Names

Internet security relies in part on the DNS and the domai n names it
hosts. Domain names are used by users to identify and connect to

I nternet hosts and ot her network resources. For exanple, Internet
security is conpromsed if a user entering an internationalized
domain nane (IDN) is connected to different hosts based on different
interpretations of the |DN

The processing nodels specified in this specification assune that the
domai n nanes they mani pul ate are | DNA-canonicalized, and that the
canoni cal i zation process correctly performed all appropriate | DNA and
Uni code validations and character |list testing per the requisite
specifications (e.g., as noted in Section 10 ("Domai n Nane | DNA-
Canoni calization")). These steps are necessary in order to avoid
various potentially conprom sing situations.

In brief, exanples of issues that could stemfromlack of careful and
consi stent Unicode and | DNA validations include unexpected processing
exceptions, truncation errors, and buffer overflows, as well as

fal se-positive and/ or fal se-negative domain nanme matching results.
Any of the foregoing issues could possibly be | everaged by attackers
in various ways.

Addi tionally, |1DNA2008 [ RFC5890] differs from | DNA2003 [ RFC3490] in
terns of disallowed characters and character napping conventions.
This situation can also lead to fal se-positive and/or fal se-negative
domai n nane matching results, resulting in, for exanple, users

possi bly comunicating with unintended hosts or not being able to
reach intended hosts.

For details, refer to the Security Considerations sections of

[ RFC5890], [RFC5891], and [ RFC3490], as well as the specifications
they normatively reference. Additionally, [RFC5894] provides
det ai | ed background and rationale for |1 DNA2008 in particular, as well
as IDNA and its issues in general, and should be consulted in
conjunction with the forner specifications.

Hodges, et al. St andards Track [ Page 38]



RFC 6797 HTTP Strict Transport Security (HSTS) Noverber 2012

15. | ANA Consi der ati ons

Below is the Internet Assigned Numbers Authority (1ANA) Permanent
Message Header Field registration information per [ RFC3864].

Header field nane: Strict-Transport-Security
Appl i cabl e protocol: http

St at us: st andard

Aut hor/ Change controller: | ETF

Speci fication docunment(s): this one
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Appendi

x A. Design Decision Notes

Thi s appendi x docunents various design deci sions.

1.

Hodges,

Cooki es aren’t appropriate for HSTS Policy expression, as they
are potentially nmutable (while stored in the UA); therefore, an
HTTP header field is enployed.

We chose to not attenpt to specify how "m xed security context

| oads" (al so known as "nmi xed content |oads") are handl ed, due to
UA i nmpl enent ati on considerations as well as classification
difficulties.

An HSTS Host may update UA notions of HSTS Policy via new HSTS
header field paraneter values. W chose to have UAs honor the
"freshest" information received froma server because there is
the chance of a web site sending out an erroneous HSTS Policy,
such as a nmulti-year max-age val ue, and/or an incorrect

i ncl udeSubDomai ns directive. |If the HSTS Host couldn’t correct
such errors over protocol, it would require sonme form of

annunci ation to users and manual intervention on the users’ part,
whi ch could be a non-trivial problemfor both web application
provi ders and their users.

HSTS Hosts are identified only via domain nanes -- explicit IP
address identification of all fornms is excluded. This is for
simplification and also is in recognition of various issues with
using direct I P address identification in concert with PKI-based
security.

The max-age approach of having the HSTS Host provide a sinple

i nt eger nunber of seconds for a cached HSTS Policy time-to-live
val ue, as opposed to an approach of stating an expiration tine in
the future, was chosen for various reasons. Anpbngst the reasons
are no need for clock synchronization, no need to define date and
time val ue syntaxes (specification sinplicity), and

i npl enentation sinplicity.

I n detern ning whether port mapping was to be enpl oyed, the
option of nerely refusing to dereference any URL with an explicit
port was considered. It was felt, though, that the possibility
that the URI to be dereferenced is incorrect (and there is indeed
a valid HTTPS server at that port) is worth the small cost of
possi bly wasted HTTPS fetches to HITP servers.
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Appendi x B. Differences between HSTS Policy and Same-Origin Policy

HSTS Policy has the followi ng primary characteristics:

In
pri

I'n

HSTS Policy stipulates requirenments for the security
characteristics of UA-to-host connection establishnent, on a
per - host basi s.

Hosts explicitly declare HSTS Policy to UAs. Conformant UAs are
obliged to i nplenment hosts’ declared HSTS Polici es.

HSTS Policy is conveyed over protocol fromthe host to the UA
The UA mai ntains a cache of Known HSTS Hosts.

UAs apply HSTS Policy whenever nmaking an HTTP connection to a
Known HSTS Host, regardl ess of host port nunber; i.e., it applies
to all ports on a Known HSTS Host. Hosts are unable to affect
this aspect of HSTS Policy.

Hosts may optionally declare that their HSTS Policy applies to al
subdonmi ns of their host domain nane.

contrast, the Same-Origin Policy (SOP) [RFC6454] has the follow ng
mary characteristics

An origin is the schene, host, and port of a URI identifying a
resource.

A UA may dereference a URI, thus |oading a representation of the
resource the URI identifies. UAs |abel resource representations
with their origins, which are derived fromtheir URIs.

The SOP refers to a collection of principles, inplenented within
UAs, governing the isolation of and comuni cati on between resource
representations within the UA, as well as resource
representati ons’ access to network resources.

summary, although both HSTS Policy and SOP are enforced by UAs,

HSTS Policy is optionally declared by hosts and is not origin-based,

whi

le the SOP applies to all resource representations | oaded from al

hosts by confornmant UAs.
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