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Thi s specification defines an XML docunent format to describe the
medi a properties of Session Initiation Protocol (SIP) sessions.
Exanpl es for nedia properties are the codecs or nmedia types used in
the session. This docunent al so defines an XM. docunent format to
describe policies that linmt the nedia properties of SIP sessions.

Status of This Meno
This is an Internet Standards Track document.
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recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6796
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1. Introduction

Wthin the Session Initiation Protocol (SIP) [RFC3261], "A Framework
for Session Initiation Protocol (SIP) User Agent Profile Delivery"

[ RFC6080] and "A Framework for SIP Session Policies" [RFC6794] define
mechani sms to convey session policies and configuration information
froma network server to a user agent. An inportant piece of the

i nformati on conveyed to the user agent relates to the nedia
properties of the SIP sessions set up by the user agent. Exanples
for these nedia properties are the codecs and nedi a types used, the
medi a-internediaries to be traversed, or the maxi mum bandw dt h
avai |l abl e for nedia streans.

Thi s specification defines a docunment format for media properties of
SIP sessions: the Media Policy Data Set Format (MPDF). This format
can be used in two ways. First, it can be used to describe the
properties of a given SIP session (e.g., the nedia types and codecs
used). These MPDF docunents are called session info docunments and
they are usually created based on the session description of a
session. Second, the MPDF format can be used to define policies for
SIP sessions in a session policy docunment. A session policy docunent
defines properties for a session (e.g., the nedia types allowed in a
session), independent of a specific session description

If used with "A Framework for SIP Session Policies" [ RFC6794],
session info docunents are used in conjunction with session-specific
policies. A session info docunent is created by a user agent (UA)
based on the current session description and submitted to the policy
server. The policy server exanines the session info docunent,
nmodifies it if necessary (e.g., by renoving video streans if video is
not permtted), and returns the possibly nodified session info
docunent to the UA. Session policy docunents, on the other hand, are
used to describe session-independent policies that can be submtted
to the UA i ndependent of a specific session

The two types of MPDF docunents, session information and session
policy docunents, share the sane set of XM. elements to describe
session properties. Since these elements are used in different
contexts for session info and session policy documents, two different
root elenents exist for the two docunent types: <session-info>is the
root elenment for session information docunents and <session-policy>
is the root el enent for session policy docunents.

A user agent can receive multiple session policy docunments from
different sources. This can lead to a situation in which the user
agent needs to apply multiple session policy docunents to the sane
session. This standard specifies nmerging rules for those XM

el ements that can be present in session policy docunents. It should
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3.

3.

1.

2

be noted that these nerging rules are part of the semantics of a
session policy XML elenent. User agents inplenment the merging rules
as part of inplenmenting the el ement semantics. As a consequence, it
is not possible to build an entity that can nechanically nerge two
session policy docunents w thout understanding the semantics of all
el ements in the input docunents.

Merging rules are not needed for el enents of session information
docunents since they are created by one source and describe a
specific session.

Ter mi nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Media Policy Data Set Format

Thi s section discusses fundamental properties of the Media Policy
Data Set Format (MPDF).

Nanespace and Media Type

The MPDF fornaet is based on XM. [ WBC. REC- xnl - 20081126]. An MPDF
docunent MUST be wel |l -fornmed and MJUST be valid according to schenas,
i ncludi ng extension schemas, available to the validator and
applicable to the XM. docunent. MPDF docunents MUST be based on XM
1.0 and MUST be encoded using UTF-8.

MPDF nakes use of XM. namespaces [ WBC. REC- xm - nanmes- 19990114]. The
nanespace URIs for elenents defined in this specification are URNs

[ RFC2141], using the nanespace identifier "ietf’ defined by [ RFC2648]
and extended by [ RFC3688]. The nanmespace URN for the MPDF schema is:

urn:ietf:paranms: xm : ns: nedi adat aset
The nedia type for the Media Policy Data Set Format is:
appl i cation/ medi a- pol i cy-dat aset +xmi
Extensibility
The MPDF format can be extended using XM. extension mechani sns if
addi tional nedia properties are needed. |In particular, elenments from
di fferent XML nanespaces MAY be present within a MPDF docunent for

the purposes of extensibility; elenents or attributes from unknown
nanespaces MJST be ignored.
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Hi |

Attributes

The following attributes can be used with el enents of the MPDF
format. The specification of each MPDF el enent |ists which of these
attributes can be used. |If an elenent bears an attribute that may
not be used with it, the user agent MJST ignore the attribute.

1. The 'visibility Attribute

The attribute 'visibility' specifies whether or not the user agent is
advi sed to display the property value to the user. This is used to
hi de setting values that the administrator may not want the user to
see or know. The 'visibility' attribute has two possi bl e val ues:

0 visible: specifies that display of the property value is not
restricted. This is the default value of the attribute if it is
not specifi ed.

o hidden: Specifies that the user agent is advised not to display
the property value. Display of the property value may be all owed
usi ng special admnistrative interfaces, but it is not appropriate
for the ordinary user.

2. The 'direction’ Attributes

Sone properties are unidirectional and only apply to nmessages or data
streans transmitted into one direction. For exanple, a property for
medi a streans can be restricted to outgoing nedia streans only.
Unidirectional properties can be expressed by adding a 'direction’
attribute to the respective el enent.

The 'direction’ attribute can have the foll ow ng val ues:

0 recvonly: the property only applies to inconing streans.

0 sendonly: the property only applies to outgoing streans.

0 sendrecv: the property applies to streanms in both directions.
This is the default value that is used if the "direction
attribute is omtted.

3. The 'q Attribute

It is possible to express a preference for a certain value relative

to the other values within a set of multiple values that are all owed

within a property. For exanple, it is possible to express that the

codecs G 711 and G 729 are allowed, but G 711 is preferred
Preferences are to be expressed by adding a 'q’ attribute to a
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property elenent. The 'q attribute is only allowed in elenents that
specify all owed values (as opposed to el ements that specify forbidden
val ues).

The value of the 'q attribute is a decinmal nunber within the range
of 0 to 1, inclusive, with two or fewer decinmal places. An elenent
with a higher 'q value is preferred over one with a lower 'q val ue.

3.3.4. The 'nedia-type’ Attribute

The nedi a-type attribute is used to define that an el enment only
applies to streams of a certain nedia type, as defined in Section
8.2.1 of [RFC4566]. For example, it may only apply to audi o streans.
The val ue of the 'nmedia-type’ attribute MIUST be the nmedia type, such
as audi o, video, text, or application

3.3.5. The 'label’ Attribute

The label attribute is used to identify a specific nmedia stream The
value of the label attribute is a token, whose syntax is defined in

[ RFC4574]. The token can be chosen freely; however, it MJST be

uni que anong all <streank elenents in a session-info docunent.

3.3.6. The 'enabled Attribute

The 'enabled’ attribute specifies whether or not the user agent is
all owed to establish a media stream This boolean attribute has two
possi bl e val ues:

0 yes: specifies that the nedia streamcan be established. This is
the default value of the attribute if it is not specified.

0 no: specifies that the user agent MJUST NOT establish the nedia
stream

4., Session |Info Docunents

Session i nfo docunents describe key properties of a SIP session such
as the media streans used in the session. Session info docunents are
typically created based on a session description expressed using
Session Description Protocol (SDP) [ RFC4566] or an SDP of f er/ answer
pai r [ RFC3264].

Session i nfo docunents can be used for session-specific policies
[RFC6794]. In this usage, a UA creates a session info docunment based
on its session description(s) and sends this docunent to the policy
server. The policy server nodifies this docunent according to the
policies that apply to the described session and returns a version of
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the session info docunent that is conpliant to the policies. For
exanple, if video streams are not perm ssible under current policies
and the UA submits a session info docunent that contains a video
stream the policy server will disable (i.e., enabled="no") the video
streamin the session info document that it returns to the UA

Session info docunents use the <session-info> root elenent. They use
el ements described in this section and conmmpn el enents described in
Section 6.

El ements that are only present in session info docunents do not
require merging rules. |If used in the context of session-specific
policies, session info documents are sent to one policy server at a
time only; therefore, a UA does not need to nmerge nultiple session

i nfo docunents into one. A policy server needs to nodify a session

i nfo docunent it has received according to its policies. The
nmodi fi cation of session info docunents is deternined by the |oca
policies of the policy server and is, thus, outside the scope of this
st andar d.

A policy server can completely reject a session by returning a
session info docunent with an enpty <session-info> el enent:

<sessi on-i nf o></ sessi on-i nf o>
4.1. Mappi ng between SDP and Session |Info Docunments

This section specifies howto nap information in a session
description or an SDP offer/answer pair [ RFC3264] to session info
docunents. It also specifies howto map a session info docunment into
a session description. Note that these mapping rules do not include
rules for all elenents that need to be present in a session info
docunent or in a session description. That is, sonme of those

el ements are generated following their associated general rules
(e.g., the general rules to generate SDP "v=" and "t=" |ines).

A UAwith a session description that needs to create a session info
docunent uses the data in the session description and maps it
following the rules below A UA with an SDP offer/answer pair that
needs to create a session info docunent uses the data that has been
agreed in the offer/answer exchange.

A UA MIUST create a separate <streant elenent for each "n¥" line in a
session description or SDP offer/answer pair; the order of the
<streanr el enents corresponds to the order of the "n=" lines. For a
session description, the UA MJUST insert the nedia type fromthe "m"
line into a <nmedi a-type> el enent and MJST create a <codec> el enent
for each codec listed in the "m=" line. For an SDP of fer/answer
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pair, the UA MJST insert a <codec> el enent for each of the codecs
that were agreed upon for the particular streamin the offer/answer
exchange. The <codec> el ements MUST have 'q attributes with val ues
that decrease with the order the codecs are given in the "nm=" line.
(G her than the ordering restriction, the particular values used are
not specified by this docunent.)

The UA MUST create a <local -host-port> el enent for each stream using
the port taken fromthe "m=" |ine and the address fromthe
corresponding "c=" line of the local session description. The UA
SHOULD create a <renote-host-port> elenent using the port and address
fromthe "m=" and "c=" lines for the same streamtaken fromthe
renote session description if this session description is avail able.
(The local SDP is the one sent by the UA; the renote SDP is the one
received fromthe renote UA)

The <renote-host-port> contains information that nmay be consi dered
sensitive froma privacy standpoint. A UA configured not to

di scl ose that information would not include the <renote-host-port>
element in its session info docunents.

The nuneric value in a "b=CT:..." attribute in a session description
is used to set the content of a <max-bw> element with the direction
attribute val ue corresponding to which SDP contains the "b="
attribute.

The nuneric value in a "b=AS:..." attribute at the session level in a
session description is used to set the content of a <max-session-bw>
element with the direction attribute value corresponding to the SDP
whi ch contains the "b=" attribute.
The nuneric value in a "b=AS:..." attribute at the nmedia level in a
medi a description is used to set the content of a <max-stream bw>

el ement child of the appropriate <strean» elenent, with the direction
attribute value corresponding to the SDP which contains the "b="
attribute.

An "a=label:..." attribute [RFC4574] is used to set the 'l abel
attribute of the appropriate <streanr el ement.

The mapping froma session info docunment to a session description
follows the sane rules in the reverse direction

For any particular "m=" line, the codecs MJST be listed in decreasing
order of the values of the 'q attributes of the corresponding
<codec> el ements.
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4.2. The <session-info> El enment

The <session-info> el enent describes the properties of a specific SIP
session. The <session-info> elenent MAY contain the optiona
<context> and <streans> el enents, and nultiple (including zero)

<max- bw>, <nmax-session-bw>, <max-stream bw>, <nedi a-intermedi aries>
and <qos-dscp> elenents, as well as elenents from ot her nanespaces

4.3. The <streans> El enent

The <streans> elenent is a container that is used to describe the
medi a streans used in a session. A <streams> el enent contains zero
or nore <streant elenents. FEach <streanr el enent describes the
properties (e.g., nedia type, codecs, and | P addresses and ports) of
a single nedia stream

4.3.1. The <streanr El enment

The <stream> el ement describes a specific media stream It contains
the media type, codecs, and the hostname(s) or |IP address(es) and
port(s) of this stream

The hostnane(s) or | P address(es) and port nunber(s) of a stream
correspond to the ones listed in the session description(s). A UA
that generates a <streanr el enent MUST insert the hostnane/port found
in the | ocal session description for this media streaminto the

| ocal - host-port elenment. The UA SHOULD insert the hostnane/port of
the renote session description into the <renote-host-port> el enent,

if the renpte session description is available to the UA. [|f not,
the UA generates a streamelenent that only contains the <l ocal -host-
port> el enent.

Thi s el ement MAY have the direction, |abel, and enabled attributes
(see Section 3.3)

The 'label’ attribute is used to identify a specific nedia stream
The value of the |abel attribute is a token that is unique anpong al
<streanr elenents in a session-info document and whose syntax is
defined in [ RFC4566] .

The 'enabl ed’ attribute specifies whether or not the user agent is
all owed to establish a nedia stream

The <stream> el ement MJST contain one <nedi a-type> el ement, one or
nmore <codec> el ements and one <l ocal - host-port> elenent. The
<streanp el enent MJST contain zero or one <renote-host-port>

el ement s.

Hlt, et al. St andards Track [ Page 10]



RFC 6796 Media Policy Data Set Decenber 2012

4.3.1.1. The <l ocal -host-port> El enent

The <l ocal - host-port> el ement contains the hostname or |P address and
the receiving port nunber of the nedia streamin the |ocal session
description. The hostnane or |IP address is separated fromthe port
by a ":" An exanpl e is: "host.exanpl e. com 49562"

The hostname or | P address of elenent is found in the "c=" el enent
for the streamin the | ocal session description. The port numnber is
found in the "m=" el enent.

4.3.1.2. The <renote-host-port> El enent

The <renmpte-host-port> elenment is structured exactly as the <local -
host-port> el ement. However, it identifies the hostname or IP
address and receiving port nunber of the media streamin the renote
sessi on description.

4.4. The <nedi a-internedi ari es> El enent

The <medi a-internmedi ari es> el enent expresses a policy for routing
medi a streans through nedia internediaries. The purpose of the

<medi a-intermediaries> elenent is to tell the UA to send nedi a
streans through a chain of nedia internediaries. The manner in which
the UA arranges for a nmedia streamto pass through the internediaries
depends on the type of intermediary.

The <nedi a-internedi ari es> elenent is a container that lists al

media internediaries to be traversed. Media internediaries should be
traversed in the order in which they appear in this list. The
topnost entry should be traversed first, the last entry should be
traversed | ast.

Different types of intermediaries exist. These internediaries are
not necessarily interoperable and it nmay not be possible to chain
themin an arbitrary order. A <nedi a-internediaries> el enent SHOULD
therefore only contain internmediary elenents of the same type

This el ement MAY have the "direction’ attribute (see Section 3.3)

Mul tiple <nedia-internediari es> el enents MJST NOT be present in a
contai ner unless each applies to a different set of streams (e.g.,
one <nedi a-i nternedi ari es> el enent for incom ng and one for outgoing
streans). The <nedi a-internediaries> el ement MJST contain one or
more el ements defining a specific media internmedi ary, such as <fixed-
i ntermedi ary> or <turn-internediary>.
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4. 4.

4.4

4.4

Note: it is not intended that the <medi a-internediari es> el enent
repl ace connectivity di scovery mechani sms such as Interactive
Connectivity Establishment (1CE). Instead of finding nedia relays
that provide connectivity, this element defines a policy for nedia
i ntermedi aries that shoul d be traversed. The set of

intermedi aries defined in the <nedi a-i ntermedi ari es> el emrent and
the ones di scovered through | CE may overlap but don’'t have to.

1. The <fixed-internmedi ary> El enent

A fixed internediary relies on pre-configured forwarding rules. The
user agent sinply sends nedia to the first nedia internediary |isted.
It can assume that this media internmedi ary has been pre-configured
with a forwarding rule for the nmedia stream and knows where to
forward the packets. The configuration of forwarding rules in the

i ntermedi ary nmust be done through other neans.

The contents of a <fixed-internediary> el ement MJST be echoed to al
policy servers that provide policies for a session. That is, if
multiple policy servers provide policies for the sane session, this
el ement needs to be forwarded to all of them possibly in a second
round of session-specific policy subscriptions as described in

[ RFC6794] in the "Contacting the Policy Server" section

The <fixed-internedi ary> el enent MJST contai n one <int-host-port>
el ement and MAY contain nultiple optional <int-addl-port> elenents.

.1.1. The <int-host-port> El enent

The <int-host-port> el ement contains the hostname or |P address and
port nunber of a nedia internediary. The UA uses this hostnane/lP
address and port to send its nmedia streans to the internmediary. The
host name or | P address is separated fromthe port by a ":"

If a protocol uses multiple subsequent ports (e.g., RTP), the | owest
port nunber SHOULD be included in the <int-host-port> elenment. Al
addi tional port numbers SHOULD be identified in <int-addl-port>

el ement s.

.1.2. The <int-addl-port> El enent

If a protocol uses multiple subsequent ports (e.g., RTP), the | owest
port nunber SHOULD be included in the <int-host-port> elenent. Al
addi ti onal port numbers SHOULD be identified in <int-addl-port>

el ement s.
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4.4.2. The <turn-intermedi ary> El enent

The Traversal Using Relays around NAT (TURN) [ RFC5766] protoco
provides a nmechanismfor inserting a relay into the nmedia path.

Al t hough the main purpose of TURN is NAT traversal, it is possible
for a TURN relay to performother nmedia internediary functionalities.
The user agent establishes a binding on the TURN server and uses this
binding to transmt and receive nedia.

The <turn-internedi ary> el enent MUST contain one <int-host-port>

el ement and MAY contain nultiple optional <int-addl-port> el enents
and zero or one each of the <shared-secret>, <user>, and <transport>
elements. |If no <transport> elenent is present, UDP is assuned.

4.4.2.1. The <shared-secret> El enent

The <shared-secret> el enent contains the shared secret needed to
aut henticate at the nedia intermediary.

4.4.2.2. The <user> El enent

The <user> el enent contains the user I D needed to authenticate to the
medi a i nternedi ary.

4.4.2.3. The <transport> El enent

The <transport> el enent contains the nanme of the transport to be used
for communicating with the TURN server. This docunent defines the
val ues "tcp" and "udp" for use in the <transport> elenment. C her
specifications may define additional val ues.

4.4.3. The <msrp-intermedi ary> El enent

The Message Session Relay Protocol (MSRP) Rel ay Extensions [ RFC4976]
define a neans for incorporating relays into the nmedia path of an
MBRP [ RFC4975] session. MSRP is explicitly designed for a variety of
pur poses, including policy enforcenent.

The <msrp-intermedi ary> el enent MJST contain one <msrp-uri> el ement,

and may contain zero or one of each of the <shared-secret> and <user>
el ement s.
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4.4.3.1. The <msrp-uri> El enment

The <msrp-uri> element contains a URI that indicates the MSRP server
to use for an internediary. The UA uses this URl to authenticate
with the MSRP relay, and then uses the URI it |earns through that
aut hentication process for any MSRP nedia it sends or receives. The
URIs in the <msrp-uri> el enent MJUST have a schene of "msrps:".

5. Session Policy Docunents

Sessi on policy docunents describe policies for SIP sessions. Session
policy docunents are independent of any specific session description
and express general policies for SIP sessions. A session policy
docunent is used to deternmine if a SIP session is policy-conformnt
and can be used to nodify the session, if needed, to conformto the
descri bed policies.

Session policy docunents can be used to encode session-i ndependent
policies [RFC6794]. In this usage, a policy server creates a session
policy docurment and passes this docunent to a UA. The UA applies the
policies defined to the SIP sessions it is establishing. For

exanpl e, a session policy docunent can contain an el enent that
prohibits the use of video. To set up a session that is conpliant to
this policy, a UA does not include the video nedia type in its SDP

of fer or answer.

Sessi on policy docunments use the <session-policy> root elenment. They
use el enents described in this section and common el enents descri bed
in Section 6.

5.1. Merging Session Policies

A UA may receive session policy docunments fromnultiple sources;
mul tiple session policy docunents can be nerged into a single session
policy docunent that expresses the |ogical AND of the policies.

5.1.1. Single Value Sel ection

Properties that have a single value (e.g., the maxi mum bandwi dth

all owed) require that a common val ue be determned for this property
during the nerging process. The nmerging rules for deternining this
val ue need to be defined individually for each el enent in the schema
definition (e.g., select the | owest maxi mum bandw dt h).
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5.1.2. Merging Sets

The <nedi a-types-al |l owed>, <medi a-types-excluded>, <codecs-all owed>
and <codecs-excl uded> el enents are containers that hold a set of
medi a-type/ codec el enents. The val ues defined in these containers
MJUST be nerged to determ ne the set of nedia types/codecs that are
permissible in a session. Note that for a particular codec, the

<m me- paraneter> el enent (see Section 6.2.2) allows identifying a
particul ar encoding or profile of the codec. Therefore, when the
<m ne- paraneter> elenent is present, what is allowed or excluded is
the particular encoding or profile. Qher encodings or profiles of
the same codec are unaffected.

To nmerge the nmedi a-types-* and codecs-* containers, a UA MJST apply
all containers it has received one after the other to the set of
medi a types/codecs it supports. After applying nedia-types-*/
codecs-* elenments, the UA has the list of nedia types/codecs that are
allowed in a session. The containers MAY be applied in any order
However, each tinme a container is applied to the set of nmedia types/
codecs allowed, this set MJUST stay the same or be reduced. Media
types/ codecs cannot be added during this process.

The following exanple illustrates the nmerging process for two data
sets. In this exanple, the UA supports the follow ng set of audio
codecs: PCMA, PCMJ, and Gr29. After applying session policy docunent
1, the UA renoves PCVA as it is disallowed by this policy. The
remai ni ng set of codecs is PCMJ and Gr729. Session policy docunent 2
disallows all codecs that are not listed. After applying this
policy, the set of codecs allowed is G729

Session Policy Docurment 1:
<codecs- excl uded>

<codec><medi a-t ype- subt ype>audi o/ PCVA</ nmedi a-t ype- subt ype></ codec>
</ codecs- excl uded>

Session Policy Docunment 2:
<codecs-al | owed>
<codec><nedi a- t ype- subt ype>audi o/ PCMA</ nedi a- t ype- subt ype></ codec>
<codec><medi a-t ype- subt ype>audi o/ G7/29</ nmedi a-t ype- subt ype></ codec>
</ codecs- al | owed>

It is possible that two session policy docunents define non-

overl apping sets of allowed nedia types or codecs. The resulting
merged set would be enmpty, which is illegal according to the schema
definition of the medi a-type/codec el enents. This constitutes a
conflict that cannot be resolved automatically. |f these properties
are enforced by both networks, the UA will not be able to set up a
sessi on.
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The conbi ned set of media types/codecs MJST again be valid and well -
fornmed according to the schema definitions. A conflict occurs if the
combi ned property set is not a well-formed docunent after the merging
process i s conpl et ed.

5.1.3. Local Policy Server Selection

Sone properties require that only values fromthe | ocal policy server
are used. The local policy server is the policy server that is in
the | ocal donmmin of the user agent.

If policy docunents are delivered through the configuration franework
[ RFC6080], the value received through a subscription using the

"l ocal -networ k" profile-type SHOULD used. Val ues received through
other profile-type subscriptions SHOULD be di scarded.

If policy docunents are delivered through the session-specific policy
mechani sm [ RFC6794] the val ue received fromthe policy server
identified by the Local Policy Server URI SHOULD used. Val ues
received fromother policy servers SHOULD be di scarded

5.2. The <session-policy> El enent

The <session-policy> el enent describes a policy that applies to SIP
sessions. The <session-policy> elenment MAY contain the optiona
<context> and <l ocal -ports> elements and nultiple (including zero)
<medi a-types-al | owed>, <nedi a-types-excluded>, <codecs-all owed>,
<codecs-excl uded>, <max-bw>, <max-session-bw>, <max-stream bw>, and
<gos-dscp> el enents as well as elenments from ot her nanespaces.

5.3. The <nedi a-types-al | owed> El enent

The <nedi a-types-all owed> elenent is a container that is used to
define the set of nedia types (e.g., audio, video) that are all owed
in a session. All nedia types that are not listed in this container
are not permtted in a session. A specific nedia type is allowed by
addi ng the correspondi ng <nmedi a-type> el ement to this container.

This el ement MAY have the '"direction’ and 'visibility attributes
(see Section 3.3)

Mul tiple <nedia-types-all owed> el enents MJST NOT be present in a
contai ner el ement unless each applies to a different set of streans
(e.g., one <nedi a-types-allowed> el enent for incom ng and one for
out going streans). The <nedi a-types-all owed> el ement MJST contain
zero or nore <nedia-type> el enents.
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A <nedi a-types-al | oned> el enent MJST NOT be used in a container that
contains a <nedi a-types-excluded> el enent. The absence of both

el ements in a container indicates no restrictions regarding nedia
types.

Mer gi ng of session-policy docunents: <nedi a-types-allowed> containers
are nerged as described in "Merging Sets" Section 5.1.2.

5.4. The <nedi a-types- excl uded> El enent

The <nedi a-types-excluded> el enent is a container that is used to
define the set of nedia types (e.g., audio, video) that are not
permitted in a session. Al nmedia types that are not listed in this
container are allowed and can be used in a session. A specific nedia
type is excluded froma session by adding the correspondi ng <nedi a-
type> elenment to this container.

This el ement MAY have the "direction’ and 'visibility' attributes
(see Section 3.3).

Mul tipl e <nedia-types-excluded> el ements MJST NOT be present in a
contai ner elenent unless each applies to a different set of streans
(e.g., one <nedia-types-excluded> el enent for inconming and one for
outgoing streans). The <nedi a-types-excluded> el enent MJST contain
zero or nore <nedia-type> el enents.

A <nedi a-types-excl uded> el ement MJUST NOT be used in a container that
contains a <nmedi a-types-all owed> el enent. The absence of both
el ements in a container indicates no restrictions regarding nedia

types.

Mer gi ng of session-policy docunents: <nedia-types-excluded>
containers are merged as described in "Merging Sets" Section 5.1.2.

5.5. The <codecs-al | owed> El enment

The <codecs-all owed> elenent is a container that is used to define
the set of codecs that may be used in a session. All codecs not
listed in the <codecs-all owed> el ement are disallowed and MUST NOT be
used in a session. A policy MIST allow the use of at |east one codec
per nedia type. A specific codec is allowed by adding the
correspondi ng <codec> el enent to this container

The <codecs-al | owed> el ement MAY have the 'direction’ and
"visibility attributes (see Section 3.3).
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Mul ti pl e <codecs-al |l owed> el ements MJST NOT be present in a container
el ement unl ess each applies to a different set of streanms (e.g., one
<codecs-al | owed> el enent for incom ng and one for outgoing streans).

The <codecs-al | owed> el ement MJST contain zero or nore <codec>

el ement s.

A <codecs-al | oned> el enrent MJST NOT be used in a container that
contai ns a <codecs-excl uded> el enent. The absence of both el ements
in a container indicates no restrictions regardi ng codecs.

Mer gi ng of session-policy docunents: <codecs-all owed> containers are
merged as described in "Merging Sets" Section 5.1.2.

5.6. The <codecs-excl uded> El enent

The <codecs-excl uded> el enent is a container that is used to define
the set of codecs that are disallowed in a session. All codecs not
listed in the <codecs-excluded> el enent are permtted and MAY be used
in a session. A specific codec is disallowed by adding the
correspondi ng <codec> el enent to this container.

The <codecs-excl uded> el ement MAY have the 'direction’ and
"visibility attributes (see Section 3.3).

Mul ti pl e <codecs-excl uded> el ements MJUST NOT be present in a
cont ai ner el ement unl ess each applies to a different set of streans
(e.g., one <codecs-excluded> el enment for incom ng and one for
outgoing streans). The <codecs-excl uded> el enent MJST contain zero
or nore <codec> el ements.

A <codecs-excl uded> el enent MUST NOT be used in a container that
contai ns a <codecs-all owed> el enent. The absence of both elenents in
a container indicates no restrictions regardi ng codecs.

Mer gi ng of session-policy docunents: <codecs-excluded> containers are
merged as described in "Merging Sets" Section 5.1.2.

5.7. The <l ocal - ports> El enment

Domai ns often require that a user agent only uses ports in a certain
range for nedia streans. The <l ocal-ports> el enent defines a policy
for the ports a user agent can use for nedia. The value of this

el ement consists of the decimal representation of a start port number
and an end port nunber, separated by a hyphen ("-"). The start/end
port nunbers are the first/last port numbers that can be used, that
is, the range is inclusive. The start/end port nunbers nust be in
the range 1 to 65535 (inclusive).
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As with other policy elenents, there are values of the <local-ports>
el ement that allow no sessions. This happens if the start port
nunber is greater than the end port nunber.

The default value for <local-ports>is "1-65535".
This el ement MAY have the "visibility' attribute (see Section 3.3).

Mer gi ng of session-policy docunents: the permtted ranges specified
by the two policies are set-intersected. |If the resulting set is
enpty, the resulting <local-ports> el enent val ue MJST be any all owed
value with a start port nunber greater than the end port nunber.

6. Common Media Policy Data Set El enents

This section describes commpn XM. el ements that are used in session
i nfo and session policy docunents to encode the nedia properties of
SI P sessi ons.

6.1. The <nedi a-type> El enent

The <nedi a-type> elenment identifies a specific nedia type. The value
of this elenent MJST be the nane of a nedia type, as defined in
Section 8.2.1 of [RFC4566], such as audi o, video, text, or
appl i cation.

This el ement MAY have the 'q attribute (see Section 3.3).

If used in a session policy docunent inside a <nedi a-types-allowed>
el ement, the nedia types defined MAY be used in a session. |f used
in a session policy document inside a <nedia-types-excluded> el ement,
the media types defined MJUST NOT be used in a session

6.2. The <codec> El enent
The <codec> elenment identifies a specific codec. The content of this
el ement MUST be a nedia type and subtype (e.g., audi o/ PCVMA [ RFCA856]
or video/ H263 [ RFC4629]), possibly with parameters.
The <codec> el ement MAY have the 'q' attribute (see Section 3.3)
If used in a session policy docunent inside a <codecs-all owed>
el ement, the codec defined MAY be used in a session. |If used in a
session policy docunent inside a <codecs-excluded> el enment, the codec
defined MUST NOT be used in a session

The <codec> el ement MJST contai n one <nedi a-type-subtype> el enent and
MAY contain multiple optional <m nme-paraneter> el enents.
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6.2.1. The <medi a-type-subtype> El enent

The <nedi a-type-subtype> el ement contains a media type and subtype
that identifies a nedia format [ RFC4566] (e.g., a codec). For audio
and video streans, the value of this elenent MIUST be a nedia type and
subtype that is registered as an RTP Payl oad Type [ RFC4855] separ ated
by a forward slash ("/"), e.g., audio/ PCMA, audi o/ G726-16 [ RFC4856],
or video/ H263 [ RFC4629]. For other media types, SDP sonetines
encodes the actual nedia format as part of the transport protoco
field (e.g., TCP/MSRP [ RFC4975] and TCP/ TLS/ BFCP [ RFC4583]). In
these cases, this elenent MJUST contain the nedia type and the nedia
format part (e.g., nessage/ nsrp and application/bfcp).

6.2.2. The <m ne-paraneter> El ement

The <m me-paraneter> el enent may be needed for some codecs to
identify a particular encoding or profile. The value of this el enent
MJUST be a name-val ue pair containing the nanme and the value of a
medi a type paraneter for the codec [ RFC4855]. The name and val ue are
separated by an equals sign ("="). For exanple, the paraneter
"profile=0" can be used to specify a specific profile for the codec
vi deo/ H263- 2000 [ RFC4629] .

6.3. The <max-bw> El ement

The <max-bw> el ement defines the overall maxi mum bandwi dth in

kil obits per second (i.e., 1024 bits per second) an entity can/w |
use for nedia streans at any point in tinme. |t defines an upper
limt for the total bandwidth an entity can/will use for the
transm ssion of nedia streans. The limt corresponds to the sum of
t he maxi mum sessi on bandwi dth of all sessions a UA may set up in
paral | el

The bandwidth |imt given in the <max-bw> el enent includes the
bandwi dt h needed for | ower-layer transport and network protocols
(e.g., UDP and IP)

The <max-bw> el ement MAY have the 'direction’ attribute (see
Section 3.3).

If used in a <session-policy> elenent, the <max-bw> el enent MAY al so
have the "visibility attribute (see Section 3.3).

If the <max-bw> el ement occurs nultiple tines in a container elenent,

each instance MUST apply to a different set of nmedia streams (i.e.
one <max-bw> el ement for outgoing and one for incom ng streans).
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Mer gi ng of session-policy docunments: the | owest <max-bw> val ue MIST
be used.

6.4. The <max-session-bw> El emrent

The <max-session-bw> el ement defines the maxi mum bandwi dth in

kil obits per second (i.e., 1024 bits per second) an entity can/wll
use for media streans in the described session. 1t defines an upper
limt for the total bandwi dth of a single session. This Iimt
corresponds to the sum of the naxi mum stream bandwi dth of all nedia
streans in a session.

The bandwidth linit given in the <max-session-bw> el ement includes
the bandw dth needed for |ower-layer transport and network protocols
(e.g., UDP and IP).

The <nmax-session-bw> el ement MAY have the "direction’ attribute (see
Section 3.3).

If used in a <session-policy> el ement, the <max-session-bw> el enent
MAY al so have the "visibility attribute (see Section 3.3).

I f the <max-session-bw> el enment occurs nultiple tinmes in a container
el ement, each instance MJST apply to a different set of nedia streans
(i.e., one <max-session-bw> el enent for outgoing and one for incomni ng
streans).

Mer gi ng of session-policy docunents: the | owest <max-session-bw>
val ue MUST be used.

6.5. The <max-stream bw> El enent
The <max-stream bw> el ement defines the maxi mum bandwi dth in kilobits
per second (i.e., 1024 bits per second) an entity can/will use for
each nmedia streamin the described session
The bandwidth linit given in the <max-stream bw> el enment includes the
bandwi dt h needed as encapsulated in IP (i.e., the RTP, UDP, and IP
over heads are included).

The <nmax-stream bw> el ement MAY have the 'direction’ and 'nedi a-type
attributes (see Section 3.3).

If used in a <session-policy> el ement, the <max-stream bw> el enent
MAY al so have the visibility attribute (see Section 3. 3).

If used in a <session-info> elenent, the <max-stream bw> el enent NMNAY
al so have the | abel attribute.
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The nedi a-type attribute is used to define that the <max-stream bw>
el ement only applies to streans of a certain nmedia type (e.g., audio
st reans)

The <max-stream bw> element is used to define a bandwidth Iinmt for a
specific nedia stream The use of this attribute requires that the
<streanr el enent that represents the media streamto which this
bandwidth Iimt applies also has a 'label’ attribute. A
<max-streambw> elenment with a 'label’ attribute applies only to the
stream el enent that has a 'label’ attribute with the same value. |If
no mat chi ng <strean> el enent exists, then the <max-stream bw> el enent
MUST be i gnored.

If the <max-stream bw> el enent occurs multiple tines in a container
el ement, each instance MJST apply to a different set of nedia streans
(i.e., one <max-stream bw> el enent for outgoing and one for incom ng
streans).

Mer gi ng of session-policy docunments: the | owest <max-stream bw> val ue
MJST be used.

6.6. The <gos-dscp> El enent

The <qos-dscp> el enent contains a Differentiated Services Codepoi nt
(DSCP) [ RFC2474] val ue that should be used to populate the IP DS
field of media packets. The <qgos-dscp> contains a decinal integer
val ue that represents a 6-bit field and therefore ranges fromO to
63.

This el ement MAY have the 'direction’ and 'nedia-type’ attributes
(see Section 3.3)).

If used in a <session-policy> el enment, the <qos-dscp> el enent MAY
al so have the "visibility' attribute (see Section 3.3).

The 'nmedi a-type’ attribute is used to specify that the <qos-dscp>
el ement only applies to streans of a certain nedia type (e.g., audio
streans).

The <gos-dscp> elenent is optional and MAY occur multiple tines
inside a container. |f the <gos-dscp> elenent occurs nultiple tines,
each instance MJST apply to a different nedia stream (i.e., one <gos-
dscp> el ement for audio and one for video streans).
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Mer gi ng of session-policy docunents: the local domain of the user

agent has precedence over other domains and its DSCP val ue MJUST be
used. During the nerging process, <qos-dscp> el enent val ues from
| ocal policy server selected as described in "Local Policy Server

Sel ection" Section 5.1.3 are used.

6.7. The <context> El ement

The <context> el enent provides context information about a session
policy or session information docunent.

The <context> el enent MAY contain multiple <contact> el enents and one
<info> elenent. It can also contain optional <policy-server-UR > and
<t oken> el enent s.

If used in a <session-info> elenment, the <context> el enent MAY al so
contain a <request-URlI> el enent.

Mer gi ng of session-policy docunments: the resulting <context> el ement
MJUST be determ ned by | ocal policy.

6.7.1. The <policy-server-URl > El enent

The <policy-server-URI > el ement contains the URH (including the URI
schene) of the policy server that has issued this policy.

6.7.2. The <contact> El ement
The <contact> el enent contains a URI that is a contact address (e.g.,
a SIP URI or mailto URI) by which a human representative of the
i ssuer of this docurment can be reached.

6.7.3. The <info> El enent

The <info> el enent provides a short textual description of the policy
or session that should be intelligible to the hunman user

6.7.4. The <request-URl > El enent

The <request-URI > el ement contains the request-URl (including the URI
schene) of the dialog-initiating request of the session

The <request-URI > elenment is only permtted inside <session-info>

docunents and, thus, MJST NOT be included in session policy
docunents.
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6.7.5. The <token> El enent
The <t oken> el ement provides a nmechanismfor a policy server to
return an opaque string to a UA. Such a string is sonetimes needed
to construct a Policy-1D header that ensures that all policy requests
concerning a single session are routed to the sane policy server
The use of this token is described in "A Framework for Session
Initiation Protocol (SIP) Session Policies" [RFC6794]. The syntax
for the token value is defined in Section 4.4.5.1 of RFC 6794
[ RFC6794], which builds on the syntax defined in Section 25.1 of RFC
3261 [RFC3261]. (Note that the token value is encodable as a SIP UR
paraneter val ue, although sone characters may require escaping).

6.8. O her Session Properties
A nunber of additional elenents have been proposed for a nedia
property | anguage. These elenents are deened to be outside the scope
of this format. However, they nmay be defined in extensions of MPDF
or other profile data sets.
0 maxi mum nunber of streans
0 maxi mum nunber of sessions
o0 maxi mum nunber of streanms per session
0 external address and port
o nedia transport protoco
0 outbound proxy
o SIP methods
o SIP option tags
o SIP transport protoco
0 body disposition
0 body fornat

0 body encryption
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7. Exanpl es
7.1. Session Policy Docunents

The followi ng exanple is a session policy docunent that allows the
use of audio and video and prohibits the use of other nedia types.
It allows the use of any codec except G 723 and G 729

<session-policy xm ns="urn:ietf:parans: xm :ns: nedi adat aset ">
<cont ext >
<pol i cy-server-URl >si ps: pol i cy@i | oxi . exanpl e. conx/ pol i cy-server-URl >
<cont act >si p: pol i cy_nanager @xanpl e. conx/ cont act >
<i nf 0>Access network policies</info>
</ cont ext >
<medi a-types- al | owed>
<nedi a-t ype>audi o</ nedi a-t ype>
<nmedi a-t ype>vi deo</ nedi a-t ype>
</ medi a-types- al | oned>
<codecs- excl uded>
<codec>
<medi a-t ype- subt ype>audi o/ G/29</ medi a- t ype- subt ype>
</ codec>
<codec>
<nmedi a- t ype- subt ype>audi o/ G723</ nmedi a- t ype- subt ype>
</ codec>
</ codecs- excl uded>
</ sessi on-policy>

7.2. Session Information Docunents

The foll owi ng exanpl es contain session descriptions and the session
i nformati on docunments that represent these sessions.

7.2.1. Exanple 1
In this exanple, a session info docunent is created based on one
session description. This session info document woul d be created,
for exanple, by a UA that has conposed an offer and is now contacting
a policy server.

Local session description

v=0

o=al i ce 2890844526 2890844526 I N | P4 host. somewher e. exanpl e
S=

c=I N | P4 host. sonewhere. exanpl e

t=0 0

mFaudi o 49562 RTP/AVP 0 1 3
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a=rtpmap: 0 PCMJ 8000
a=rtpmap: 1 1016/ 8000
a=rtpmap: 3 GSM 8000

mevi deo 51234 RTP/ AVP 31 34
a=rtpmap: 31 H261/ 90000

a=rt prmap: 34 H263/ 90000

MPDF docunent :

<session-info xm ns="urn:ietf:parans: xm : ns: medi adat aset " >
<cont ext >
<cont act >si p: al i ce@onewher e. exanpl e</ cont act >
<i nf o>sessi on i nformation</info>
</ cont ext >
<streans>
<streanp
<nedi a-t ype>audi o</ nedi a-t ype>
<codec g="1.0">
<medi a- t ype- subt ype>audi o/ PCMXK/ nedi a- t ype- subt ype>
</ codec>
<codec g="0.9">
<nmedi a-t ype- subt ype>audi o/ 1016</ nedi a-t ype- subt ype>
</ codec>
<codec g="0.8">
<medi a- t ype- subt ype>audi o/ GSM/ medi a-t ype- subt ype>
</ codec>
<l ocal - host - port >host . sonmewher e. exanpl e: 49562</ | ocal - host - port >
</ streanp
<streanp
<medi a-t ype>vi deo</ nedi a-t ype>
<codec g="1.0">
<medi a-t ype- subt ype>vi deo/ H261</ medi a- t ype- subt ype>
</ codec>
<codec g="0.9">
<nmedi a-t ype- subt ype>vi deo/ H263</ nedi a- t ype- subt ype>
</ codec>
<l ocal - host - port >host . somewher e. exanpl e: 51234</ | ocal - host - port >
</ streane
</ streans>
</ sessi on-i nf o>

7.2.2. Exanple 2

In this exanmple, a session info docunent is created that represents
two session descriptions (i.e., an offer and answer). This session
i nfo docunent would be created, for exanple, by a UA that has

recei ved an answer from another UA and is now contacting a policy
server.
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Local session description

v=0

o=al i ce 2890844526 2890844526 | N | P4 host. sonewher e. exanpl e
S=

c=I N | P4 host. sonmewhere. exanpl e
t=0 0

mraudi 0 49562 RTP/AVP 0 1 3
a=rtpmap: 0 PCMJ/ 8000

a=rtpmap: 1 1016/ 8000

a=rtpmap: 3 GSM 8000

mevi deo 51234 RTP/ AVP 31 34
a=rtpmap: 31 H261/ 90000

a=rt pmap: 34 H263/ 90000

Renot e session description

v=0

o=bob 2890844730 2890844730 | N | P4 host.anywhere. exanpl e
S=

c=I N | P4 host. anywher e. exanpl e

t=0 0

mFaudi o 52124 RTP/ AVP 0 3

a=rtpmap: 0 PCMJ 8000

a=rtpmap: 3 GSM 8000

mevi deo 50286 RTP/ AVP 31

a=rtpmap: 31 H261/ 90000

MPDF docunent that represents the |ocal and the renbte session
description:

<session-info xm ns="urn:ietf:params: xm : ns: nedi adat aset " >
<cont ext >
<cont act >si p: al i ce@onewher e. exanpl e</ cont act >
<i nfo>sessi on i nformati on</i nf o>
</ cont ext >
<streanms>
<streanp
<medi a-t ype>audi o</ nedi a-t ype>
<codec g="1.0">
<nmedi a-t ype- subt ype>audi o/ PCMX/ nedi a- t ype- subt ype>
</ codec>
<codec g="0.9">
<medi a-t ype- subt ype>audi o/ GSM/ medi a-t ype- subt ype>
</ codec>

2012

<l ocal - host - port >host . sonmewher e. exanpl e: 49562</ | ocal - host - port >
<r enot e- host - port >host . anywher e. exanpl e: 52124</ r enot e- host - port >

</ streanp
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<streanp
<medi a-t ype>vi deo</ nedi a-t ype>
<codec g="1.0">
<nmedi a-t ype- subt ype>vi deo/ H261</ nedi a- t ype- subt ype>
</ codec>
<l ocal - host - port >host . sonmewher e. exanpl e: 51234</ | ocal - host - port >
<r enot e- host - port >host . anywher e. exanpl e: 50286</ r enot e- host - port >
</ streane
</ streans>
</ sessi on-i nf o>

The foll owi ng MPDF document is a nodified version of the above
docunent, which can be returned by a policy server. This docunent
reflects a policy that defines a maxi mum sessi on bandw dth of 192
kbit and a maxi mum bandwi dth for the H261 video stream of 128 kbit.

<session-info xm ns="urn:ietf:parans: xm : ns: medi adat aset" >
<cont ext >
<cont act >si p: al i ce@onewher e. exanpl e</ cont act >
<i nf o>nodi fi ed session information</info>
</ cont ext >
<streans>
<stream | abel =" 1' >
<medi a- t ype>audi o</ nedi a-t ype>
<codec g="1.0">
<medi a-t ype- subt ype>audi o/ PCMXK/ medi a- t ype- subt ype>
</ codec>
<codec g="0.9">
<nmedi a-t ype- subt ype>audi o/ GSM/ medi a-t ype- subt ype>
</ codec>
<l ocal - host - port >host . somewher e. exanpl e: 49562</ 1 ocal - host - port >
<r enot e- host - port >host . anywher e. exanpl e: 52124</ r enot e- host - port >
</ streanp
<stream | abel =" 2’ >
<nmedi a-t ype>vi deo</ nedi a-t ype>
<codec g="1.0">
<medi a- t ype- subt ype>vi deo/ H261</ medi a- t ype- subt ype>
</ codec>
<l ocal - host - port >host . sonmewher e. exanpl e: 51234</ | ocal - host - port >
<r enot e- host - port >host . anywher e. exanpl e: 50286</ r enot e- host - port >
</ streane
</ streans>
<max- stream bw | abel =" 2’ >128</ max- st r eam bw>
<max- sessi on- bw>192</ nax- sessi on- bw>
</ sessi on-i nf o>
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<?xml version="1.0"7?>

Hilt,

<grammar xm ns="http://rel axng.org/ns/structure/1.0"
ns="urn:ietf:parans: xm : ns: nedi adat aset "

Decenber 2012

dat at ypeLi brary="http: //ww. w3. or g/ 2001/ XM_Schena- dat at ypes" >

<start>

et al.

<choi ce>

<el enent nane="sessi on-info">

<interl eave>
<opti onal >

<ref nane="El enent Streans"/>

</ opti onal >
<zer oOr Mor e>

<ref nanme="El enent MaxBandw dt h"/ >

</ zer oOr Nbr e>
<zer oOr Mor e>

<ref nanme="El enent MaxSessi onBandw dt h"/ >

</ zer oOr Mor e>
<zer oOr Mor e>

<ref nanme="El enent MaxSt r eanBandwi dt h"/ >

</ zer oOr Nbr e>
<zer oOr Mor e>

<ref nanme="El enent Medi al nt ermredi ari es"/ >

</ zer oOr Mor e>
<zer oOr Mor e>

<ref nane="El erent QSDSCP"/ >

</ zer oOr Nbr e>
<zer oOr Mor e>

<ref nane="El emrent Any"/>

</ zer oOr Mor e>
</interl eave>

</ el enent >

<el enent nane="session-policy">

<interl eave>
<opti onal >

<ref name="El enent Context"/>

</ opti onal >
<opti onal >

<ref nane="El enent Local Ports"/>

</ opti onal >
<zer oOr Mor e>

<ref nane="El ement Medi aTypesAl | owed"/ >

</ zer oOr Nbr e>
<zer oOr Mor e>

<ref nane="El ement Medi aTypesExcl uded"/ >

St andards Track
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</ zer oOr Nbr e>
<zer oOr Mor e>

Decenber 2012

<ref nanme="El enent CodecsAl | onwed"/ >

</ zer oOr Nbr e>
<zer oOr Mor e>

<ref nane="El enent CodecsExcl uded"/ >

</ zer oOr Nbr e>
<zer oOr Mor e>

<ref name="El enent MaxBandw dt h"/ >

</ zer oOr Nbr e>
<zer oOr Mor e>

<ref nanme="El enent MaxSessi onBandw dt h"/ >

</ zer oOr Nbr e>
<zer oOr Mor e>

<ref nanme="El enent MaxSt r eanBandw dt h"/ >

</ zer oOr Nbr e>
<zer oOr Mor e>

<ref nane="El ement QSDSCP"/ >

</ zer oOr Nbr e>
<zer oOr Mor e>

<ref nane="El ement Any"/>

</ zer oOr Nbr e>
</interl eave>

</ el enent >
</ choi ce>

</start>

<defi ne nanme="El enent Medi aTypesAl | owed" >
<el enent nane="nedi a-types-al | oned" >
<ref nanme="PolicyGeneral Attri butes"/>

<zer oOr Mor e>

<ref nane="El ement Medi aType"/ >

</ zer oOr Mor e>
</ el enent >

</ def i ne>

<defi ne nane="El enent Medi aTypesExcl uded" >
<el enent name="nedi a-t ypes- excl uded" >
<ref nane="PolicyCGeneral Attributes"/>
<zer oOr Mor e>
<ref nane="El enent Medi aType"/ >

</ zer oOr Nbr e>
</ el enent >

</ defi ne>

<defi ne nanme="El enent Medi aType" >
<el enent nane="nedi a-type">
<data type="string" />

et al.
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<opti onal >
<ref nane="AttributeQ'/>
</ opti onal >
<opti onal >
<ref nanme="AttributeGeneric"/>
</ opti onal >
</ el ement >
</ defi ne>

<defi ne nane="El enent CodecsAl | owed" >
<el enent nane="codecs-al | owed" >
<ref nanme="PolicyGeneral Attri butes"/>
<zer oOr Mor e>
<ref name="El enent Codec"/ >
</ zer oOr Mor e>
</ el enent >
</ defi ne>

<defi ne nane="El enent CodecsExcl uded" >
<el ement name="codecs- excl uded" >
<ref nane="PolicyCGeneral Attributes"/>
<zer oOr Mor e>
<ref nane="El enent Codec"/ >
</ zer oOr Nbr e>
</ el enent >
</ defi ne>

<defi ne nane="El enent Codec" >
<el enent nane="codec" >
<opti onal >
<ref nane="AttributeQ'/>
</ opti onal >
<opti onal >
<ref nane="AttributeGeneric"/>
</ opti onal >
<el enent nane="nedi a-t ype-subt ype" >
<data type="string" />
</ el enent >
<zer oOr Mor e>
<el enent nane="m ne- paraneter" >
<data type="string" />
</ el ement >
</ zer oOr Mor e>
</ el enent >
</ define>
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<defi ne nane="El enent Streans" >
<el ement name="streans">
<opti onal >
<ref nanme="Attri buteCeneric"/>
</ opti onal >
<zer oOr Mor e>
<ref nane="El enent Streani'/ >
</ zer oOr Mor e>
</ el ement >
</ def i ne>

<defi ne name="El enent Streant >
<el enent nanme="streani >
<opti onal >
<ref nane="AttributeDirection"/>
</ opti onal >
<opti onal >
<ref nane="AttributelLabel "/>
</ opti onal >
<opti onal >
<ref nane="Attri buteEnabl ed"/>
</ opti onal >
<opti onal >
<ref nane="AttributeGeneric"/>
</ opti onal >
<ref nane="El ement Medi aType"/ >
<oneOr Mor e>
<ref nane="El enent Codec"/ >
</ oneOr Mor e>
<el enent nane="I| ocal - host-port">
<data type="string" />
</ el enent >
<opti onal >
<el enent nane="renot e- host - port">
<data type="string" />
</ el ement >
</ opti onal >
</ el enent >
</ define>

<defi ne nane="El enent MaxBandw dt h" >
<el enent nane="nmax- bw'>
<data type="integer" />
<ref nane="PolicyGeneral Attributes"/>
</ el ement >
</ defi ne>
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<defi ne nane="El enent MaxSessi onBandwi dt h" >
<el ement name="nax-sessi on- bw'>
<data type="integer" />
<ref nane="PolicyGeneral Attributes"/>
</ el enent >
</ defi ne>

<defi ne name="El enment MaxSt r eanrBandwi dt h" >
<el ement nane="nax- stream bw'>
<data type="integer" />
<ref nane="PolicyGeneral Attributes"/>
<opti onal >
<ref nane="AttributeMedi aType"/>
</ opti onal >
<opti onal >
<ref nanme="AttributelLabel "/>
</ opti onal >
</ el ement >
</ defi ne>

<defi ne name="El enent Medi al nt er redi ari es" >
<el enent nanme="nedi a-i nternedi ari es" >
<ref nane="PolicyGeneral Attributes"/>
<oneOr Mor e>
<choi ce>
<el enent nanme="fi xed-i ntermedi ary" >
<el enent nanme="int-host-port">
<data type="string" />
</ el ement >
<zer oOr Mor e>
<el enent nane="int-addl - port">
<data type="integer" />
</ el enent >
</ zer oOr Mor e>
</ el ement >

<el enent nanme="turn-internedi ary">
<el enent name="int-host-port">
<data type="string" />
</ el emrent >
<zer oOr Mor e>
<el enent nane="int-addl - port">
<data type="integer" />
</ el enent >
</ zer oOr Mor e>
<zer oOr Mor e>
<el ement nane="shared-secret">
<data type="string" />
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</ el enent >
</ zer oOr Mor e>
</ el ement >
</ choi ce>
</ oneOr Mor e>
</ el enent >
</ defi ne>

<defi ne name="El enent QQSDSCP" >
<el enent nane="qos-dscp" >
<data type="integer" />
<ref nanme="PolicyGeneral Attri butes"/>
<opti onal >
<ref nane="AttributeMedi aType"/>
</ opti onal >
</ el enent >
</ define>

<defi ne nane="El enent Local Ports" >
<el enent name="| ocal - ports">
<data type="string" />
<interl eave>
<opti onal >
<ref nane="AttributeVisibility"/>
</ opti onal >
<opti onal >
<ref nane="AttributeCeneric"/>
</ opti onal >
</interl eave>
</ el ement >
</ defi ne>

<defi ne name="El enent Cont ext " >
<el enent nanme="context">
<interl eave>
<opti onal >
<el enent nanme="info">
<data type="string" />
</ el enent >
</ opti onal >
<opti onal >
<el ement nane="policy-server-UR ">
<data type="string" />
</ el enent >
</ opti onal >
<opti onal >
<el enent nane="t oken" >
<data type="token" />
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</ el enent >
</ opti onal >
<opti onal >
<el enent nane="request-URl ">
<data type="string" />
</ el enent >
</ opti onal >
<zer oOr Mor e>
<el ement name="cont act">
<data type="string" />
</ el enent >
</ zer oOr Nbr e>
</interl eave>
</ el ement >
</ defi ne>

<define nane="PolicyGeneral Attri butes">
<opti onal >
<ref nane="AttributeVisibility"/>
</ opti onal >
<opti onal >
<ref nanme="AttributeDirection"/>
</ opti onal >
<opti onal >
<ref nane="AttributeGeneric"/>
</ opti onal >
</ defi ne>

<define name="AttributeVisibility">
<attribute name="visibility">
<choi ce>
<val ue>hi dden</ val ue>
<val ue>vi si bl e</ val ue>

</ choi ce>
</attribute>
</ defi ne>

<define nanme="Attri buteDirection">
<attribute nane="direction">
<choi ce>
<val ue>sendonl y</ val ue>
<val ue>r ecvonl y</val ue>
<val ue>sendr ecv</ val ue>

</ choi ce>
</attribute>
</ def i ne>
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<define name="AttributeQ >
<attribute name="q">
<data type="decimal" />
</attribute>
</ defi ne>

<define nane="Attri but eMedi aType" >
<attribute name="nedi a-type">
<data type="string" />
</attribute>
</ define>

<define nane="Attri butelLabel ">
<attribute nanme="I| abel ">
<data type="string" />
</attribute>
</ defi ne>

<defi ne nane="Attri but eEnabl ed" >
<attribute nane="enabl ed" >
<data type="bool ean" />
</attribute>
</ def i ne>

<define nane="Attri buteCGeneric">
<zer oOr Mor e>
<attri bute>

<anyNane>

<except >
<nanme ns="">visibility</name>
<nanme ns="">direction</ nane>
<name ns="">q</ nanme>
<nane ns="">medi a-type</ nane>
<nane ns="">| abel </ nane>
<name ns="">enabl ed</ nane>

</ except >

</ anyNane>
</attribute>
</ zer oOr Mor e>

</ def i ne>

<defi ne nanme="El ement Any" >
<el enent >
<anyName>
<except >
<name>cont ext </ name>
<name>st r eans</ nane>
<name>max- bw</ nane>
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<name>max- sessi on- bw</ name>
<nane>max- st r eam bw</ nanme>
<nane>mnedi a- i nt er medi ari es</ nane>
<nane>qos- dscp</ nane>
<nane>| ocal - port s</ nane>
<nane>nedi a-t ypes- al | owed</ nanme>
<name>nedi a- t ypes- excl uded</ nanme>
<nane>nedi a-t ype</ nanme>
<nane>codecs- al | owed</ nane>
<nane>codecs- excl uded</ nane>
</ except >
</ anyNane>
<ref nane="anyExt ension"/>
</ el enent >
</ define>

<defi ne nane="anyExt ensi on" >
<zer oOr Mor e>
<choi ce>
<el enent >
<anyNane/ >
<ref nane="anyExtension"/>
</ el enent >
<attribute>
<anyNare/ >
</attribute>
<text/>
</ choi ce>
</ zer oOr Nbr e>
</ defi ne>

</ gr ammar >
9. Security Considerations

Section 5 of [RFC6794] discusses security aspects related to the
transfer of session policy information between user agents and policy
servers, including their authentication and the use of TLS between
them |In particular, a UA needs to check the server’s certificate
and only accept policies fromsevers fromwhich the UAis configured
to accept policies. Section 7 of RFC 3470 [ RFC3470] provi des genera
security considerations regarding the transport of XM docunments in
network protocols. Session info and session policy information can
be sensitive information. The protocol used to distribute session
info and session policy docunents SHOULD ensure authentication,
confidentiality, and nmessage integrity. The use of [RFC6795] to
distribute session info and session policy docurment neets these
requirenents.
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An attacker could attenpt to nodify session policy docunents that
were sent to a client so that their processing by the client would be
more costly (e.g., in terns of merging policies). The attacker could
al so attenpt to create its own fake policy docunents and send themto
the client with the same purpose or in order to get the client to
comply with those fake policies as part of a Denial-of-Service (DoS)
attack. The protocol used to distribute session policy docunments
SHOULD ensure authentication, privacy, and message integrity. The
use of [RFC6795] to distribute session policy document neets these
requirenents.

The <shared-secret> el ement can contain a shared secret needed to
authenticate at a nedia intermediary. The privacy of docunents
containing this el enent MJST be preserved when they are sent between
a server and a UA. Wen [RFC6795] is used to distribute these
docunents, encryption as defined in [RFC3261] (i.e., TLS or S/M ME)
MUST be used.

10. | ANA Consi derations
Thi s docunent registers a new nedia type (application/
medi a- pol i cy-dat aset +xm ), a new RELAX NG schema, and a new XM
namespace

10.1. Media Type Registration
Medi a type nane: application
Medi a subtype nane: nedi a- pol i cy-dat aset +xni
Mandat ory paraneters: none

Optional parameters: Sane as charset paraneter of application/xm as
specified in RFC 3023 [ RFC3023].

Encodi ng consi derations: Sane as encodi ng consi derations of
application/xm as specified in RFC 3023 [ RFC3023].

Security considerations: See Section 10 of RFC 3023 [ RFC3023] and
Section 9 of this specification

Interoperability considerations: none.
Publ i shed specification: This docunent.
Applications that use this nedia type: This docunent type is used to

convey session description and nedia policy information between SIP
user agents and a donain.
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10.

10.

Addi tional |nformation:
Magi ¢ Nunber: None
File Extension: .nmpf or .xnl
Maci ntosh file type code: "TEXT"

Personal and email address for further information: Vol ker Hilt
<vol ker. hi |t @el | -1 abs. con®

I nt ended usage: COVMON
Aut hor/ Change controller: The | ETF.
2. RELAX NG Schema Regi stration

This specification registers a schema. The schema can be found as
the sol e content of Section 8.

URI: urn:ietf:parans: xm:schema: medi adat aset

Regi strant Contact: |ETF RAl area <rai @etf.org> Volker Hilt
<vol ker. hilt @el | -1 abs. conr

RELAX NG Schema: The RELAX NG schena to be registered is contained in
Section 8.

3.  URN Sub- Nanespace Regi stration

This section registers a new XM. nanespace, as per the guidelines in
[ RFC3688] .

URI: The URI for this namespace is
urn:ietf:parans: xm : ns: nedi adat aset.

Regi strant Contact: |ETF RAl area <rai @etf.org> Volker Hilt
<vol ker. hilt @el | -1 abs. conp
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XM_:

BEG N
<?xm version="1.0"?>
<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR/ xht m - basi ¢/ xht m - basi c10. dt d" >
<htm  xm ns="http://ww. w3. org/ 1999/ xht m " >
<head>
<meta http-equiv="content-type"
content="text/html ; charset=i so-8859-1"/>
<title>Media Policy Data Set Nanespace</title>
</ head>
<body>
<hl>Nanespace for Media Policy Data Sets</hl>
<h2>urn:ietf:parans: xm : ns: medi adat aset </ h2>
<p>See <a href="http://ww.rfc-editor.org/rfc/rfc6796.txt">
RFC 6796</ a>. </ p>
</ body>
</htm >
END
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