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routing, rendezvous, and other call features. This docunent
specifies a framework for SIP session policies that provides a
standard nechani sm by which a proxy can define or influence policies
on sessions, such as the codecs or nedia types to be used. It
defines a nodel, an overall architecture and new protocol nechanisns
for session policies.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6794

Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunment nust

Hlt, et al. St andards Track [ Page 1]



RFC 6794 Sessi on Policy Framework Decenber 2012

include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. IntroduCti On ... 3

2. Termnol 0gy . ..o 5

3. Session-Independent Policies ....... ... .. . .. 5

3.1. Architecture and Overview ............ i, 5

3.2. Policy Subscription ........ ... .. 6

3.2.1. User Agent dient (UAC) Behavior .................... 6

3.2.2. User Agent Server (UAS) Behavior .................... 8

4. Session-Specific Policies ..... ... .. 8

4.1, ArchiteCture ... 8

4.2, OVEIVI BW ottt e 9

4. 3. EXANPl €S .. 11

4.3.1. Ofer in Request . ....... .. 11

4.3.2. Ofer in ReSPONSE . ..ot 13

4.4. UA/Policy Server Rendezvous ............ ... ... i, 15

4.4.1. UAC Behavi Or ... ... .. 15

4.4.2. Proxy Behavior ........... . . . . . . ... 17

4.4.3. UAS Behavior ........ ... . 20

4.4.4. Caching the Local Policy Server URl ................ 21

4.4.5. Header Field Definition and Syntax ................. 22

4.5. Policy Channel . ... .. ... . 23

4.5.1. Creation and Management ................ ... oo, 24

4.5.2. Contacting the Policy Server ....................... 25

4.5.3. Using Session Policies ............. ... 26

5. Security Considerati Ons ....... .. ... 27

6. TANA Considerati ONS .. ... ... 29

6.1. Registration of the "Policy-ID'" Header Field .............. 29

6.2. Registration of the "Policy-Contact" Header Field ......... 29
6.3. Registration of the "non-cacheabl e" Policy- Contact

Header Field Parameter ............ . . ... . 29

6.4. Registration of the "policy" SIP Option Tag ............... 29

7. References ... ... 30

7.1. Normative References ....... ... . . .. . . . .. 30

7.2. Informative References .......... ... i 31

Appendi x A. Acknow edgement s . ... ... 32

Appendi x B. Session-Specific Policies - Call Flows ................ 32

B.1. Ofer in Invite ... .. . e 32

B.2. Ofer in ReSPONSE . ... 34

B.3. Multiple Policy Servers for the UAS ........ ... ... ... ..... 35

Hlt, et al. St andards Track [ Page 2]



RFC 6794 Sessi on Policy Framework Decenber 2012

1.

I nt roducti on

The Session Initiation Protocol (SIP) [RFC3261] is a signaling
protocol for creating, nodifying and termnating nultinedia sessions.
A central elenent in SIP is the proxy server. Proxy servers are
intermedi aries that are responsible for request routing, rendezvous,
aut henti cati on and authorization, nobility, and other signaling
services. However, proxies are divorced fromthe actual sessions --
audi o, video, and session-node nmessaging -- that SIP establishes.
Details of the sessions are carried in the payload of SIP nessages,
and are usually described with the Session Description Protocol (SDP)
[ RFC4566] .

Experi ence has shown that there is a need for SIP internediaries to
i npact aspects of a session. For exanmple, SIP can be used in a
wirel ess network, which has limted resources for nmedia traffic.
During periods of high activity, the wirel ess network provider could
want to restrict the amount of bandw dth available to each user

Wth session policies, an intermediary in the wirel ess network can
informthe user agent (UA) about the bandwi dth it has avail abl e.
This informati on enabl es the user agent to make an inforned decision
about the nunber of streans, the nmedia types, and the codecs it can
successfully use in a session. Simlarly, a network provider can
have a service | evel agreenent with a user that defines the set of
medi a types the user can use. Wth session policies, the network can
convey the current set of policies to user agents, enabling themto
set up sessions without inadvertently violating any of the network
polici es.

I n another exanple, a SIP user agent is using a network that is
connected to the public Internet through a firewall or a network
border device. The network provider would like to tell the user
agent that it needs to send its nedia streans to a specific IP
address and port on the firewall or border device to reach the public
Internet. Knowing this policy enables the user agent to set up
sessions across the firewall or the network border. In contrast to
other nethods for inserting a nedia intermediary, the use of session
policies does not require the inspection or nodification of SIP
message bodi es.

Domai ns often have the need to enforce the session policies they have
in place. For exanple, a donmain m ght have a policy that disallows
the use of video and can have an enforcenent nechani smthat drops al
packets containing a video encoding. Unfortunately, these

enf orcement mechani sms usual ly do not informthe user about the
policies they are enforcing. Instead, they silently keep the user
from doi ng anyt hing against them This can lead to a nmalfunctioning
of devices that is inconprehensible to the user. Wth session
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policies, the user knows about the current network policies and can
set up policy-conpliant sessions or sinply connect to a domain with

| ess stringent policies. Thus, session policies provide an inportant
conbi nation of consent coupled with enforcenent. That is, the user
becones aware of the policy and needs to act on it, but the provider
still retains the right to enforce the policy.

Two types of session policies exist: session-specific policies and
sessi on-i ndependent policies. Session-specific policies are policies
that are created for one particular session, based on the session
description of that session. They enable a network internmediary to
exam ne the session description a UAis proposing and to return a
policy specifically for that session description. For exanple, an
intermedi ary could open pinholes in a firewall/NAT for each medi a
streamin the proposed session description. It can then return a
policy for the session description that replaces the | P addresses and
ports of the UA with the ones opened in the firewal |/ NAT that are
reachable fromthe exterior. Session-specific policies provide

i nformati on about a specific session to a domain, which can be used
to inmplenent policies for opening pinholes on a firewall/NAT. Since
session-specific policies are tailored to a session, they only apply
to the session for which they are created. Session-specific policies
are created on a session-by-session basis at the tine the session is
est abl i shed.

Sessi on-i ndependent policies, on the other hand, are policies that
are created independent of a session and generally apply to all SIP
sessions set up by a user agent. A session-independent policy can,
for exanple, be used to informuser agents about an existing
bandwidth Iimt or nmedia type restrictions. Since these policies are
not based on a specific session description, they can be created

i ndependent of an attenpt to set up a session and only need to be
conveyed to the user agent when it initializes (e.g., at the tine the
device is powered on) and when policies are changed.

This specification defines a framework for SIP session policies. It
specifies a nodel, the overall architecture and new protoco
mechani sms that are needed for session-independent and session-
specific policies. Since session-specific and session-independent
policies have different requirenments, this specification defines two
different nmechanisns to deliver themto user agents. These
mechani sms are i ndependent of each other, and, dependi ng on whet her
one or both types of session policies are needed, it is possible to
use the session-specific or the session-independent nmechani smor both
to deliver policies to user agents.
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It is RECOWENDED that UAs and internediaries use the mechani sns
defined in this specification for signaling session policies to
endpoints. To ensure backwards conpatibility with UAs that do not
support this specification, intermediaries nay choose to resort to
exi sting nechani sns such as rejecting sessions that are not policy
compliant with a 488 response as a fallback solution if a UA does not
i ndi cate support for session policies. UAs that do not support
session policies will receive the same user experience as they would
today. As these techniques are known to have many drawbacks, it is
RECOMVENDED t hat UAs and internedi aries use explicit signaling of
policies using the mechanisns defined in this specification

2. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Session-1ndependent Policies

Sessi on-i ndependent policies are policies that are created

i ndependent of a session and generally apply to all sessions a user
agent is setting up. They typically remain stable for a | onger
period of tine and apply to any session set up while they are valid.
However, it is possible for session-independent policies to change
over time. For exanple, a policy that defines a bandwidth Iimt for
a user can change during the day, defining a lower Iimt during peak
hours and al |l ow nore bandwi dth off-peak. The policy server inforns a
UA when session-i ndependent policies change.

3.1. Architecture and Overvi ew

S +
[------ | policy |
+----+ / | server 1
| |---/ oo +
| UA |
| | ---\ s +
+----+ \ | policy |
\ oo - | server n |
Fom e o - +
Figure 1

A SIP UA can receive session-independent policies fromone or nore
policy servers. |In a typical configuration, a UA receives session-
i ndependent policies froma policy server in the |ocal network domain
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(i.e., the domain fromwhich the UA receives | P service) and possibly
the SIP service provider domain (i.e., the domain at which the UA
registers). The |local network can have policies that support the
access network infrastructure. For exanple, in a wreless network
where bandwi dth is scarce, a provider can restrict the bandw dth
avai l abl e to an individual user. The SIP service provider can have
policies that are needed to support services or policies that reflect
the service |level agreement with the user. Thus, in npbst cases, a UA
will receive session-independent policies fromone or two policy
servers.

Setting up session-independent policies involves the follow ng steps:

1. A user agent discovers session-independent policy servers in the
| ocal network and SIP service provider domain.

2. A user agent requests session-independent policies fromthe
di scovered policy servers. A user agent typically requests these
policies when it starts up or connects to a new network domai n.

3. The policy server selects the policies that apply to this user
agent. The policy server can have general policies that apply to
all users or nmmintain separate policies for each individual user
The selected policies are returned to the user agent.

4. The policy server can update the policies, for exanple, when
net wor k condi ti ons change.

3.2. Policy Subscription
3.2.1. User Agent dient (UAC) Behavi or

A UA that supports session-independent policies conpliant to this
specification MIUST attenpt to retrieve session-i ndependent policies
fromthe | ocal network and the SIP service provider donmain, unless
the UA knows (e.g., through configuration) that a domai n does not
provi de session-i ndependent policies (in which case the UA SHOULD NOT
retrieve session-independent policies fromthis specific domain).

A UA that supports session-independent policies conpliant to this
speci ficati on MIUST support the retrieval of session-independent
policies fromthe | ocal network and the SIP service provider donmain
using the "ua-profile" event package defined in "A Franework for
Session Initiation Protocol User Agent Profile Delivery" [RFC6080].
The UA MAY support ot her nethods of retrieving session-independent
policies fromthe | ocal network and the SIP service provider donmins.
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The "ua-profile" event package [ RFC6080] provides a mechanismto
subscri be to session-independent policies. A UA subscribes to the
policy server in the | ocal network domai n using the procedures
defined for the "local -network"” profile-type. The UA uses the
procedures defined for the "user" profile type to subscribe to the
policy server in the SIP service provider donain.

A UA (re-)subscribes to session-independent policies when the
foll owi ng events occur:

0 The UA registers a new address-of-record (AoR) or renpves an AoR
fromthe set of AoRs it has registered. |In these cases, the UA
MUST establish subscriptions for each new AoR using the "user"” and
the "l ocal -network"” profile-types. The UA MJST termi nate all
subscriptions for AoRs it has renoved.

o0 The UA changes the domain to which it is connected. The UA MJUST
term nate all existing subscriptions for the "l ocal - net work"
profile-type. The UA MJST then create a new subscription for each
AoR it maintains using the "local -network"” profile-type. This
way, the UA stops receiving policies fromthe previous |oca
domai n and starts to receive the policies of the new | ocal donmain.
The UA does not need to change the subscriptions for "user"
profiles.

If a UAis unable to establish a subscription, the UA SHOULD NOT
attenpt to retry this subscription, unless one of the above events
occurs again. This is to limt the nunber of SUBSCRI BE requests sent
wi thin domai ns that do not support session-independent policies.
However, a UA SHOULD retry the subscription with a |onger tine
interval (e.g., once every 24 hours). This enables UAs to detect new
policies that are deployed in a network that previously did not have
pol i ci es.

A UA that supports session-independent policies conpliant to this
speci ficati on MUST support the User Agent Profile Data Set for Media
Policy [RFC6796]. To indicate that the UA wants to receive session-
i ndependent policies, the UA includes the MM type "application/
medi a- pol i cy-dataset+xm " in the Accept header field of a SUBSCRI BE
request.

A UA MUST apply the session-independent policies it has received and
use these policies in the session descriptions it creates. |If the UA
deci des not to use the received policies, then the UA MUST NOT set up
a session unless it changes the domain that provided these policies.
A UA MAY try to connect to another |ocal network and/or SIP service
provider domain with a different set of policies.
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3.

4.

2

1.

If a UA receives both session-independent and session-specific
policies, the UA MIUST apply the session-independent policies to the
session description before the session description is sent to the
session-specific policy server (see Section 4). Thus, session-

i ndependent policies are always applied before session-specific
policies are retrieved.

2. User Agent Server (UAS) Behavi or

A policy server MAY send a notification to the UA every tine the
sessi on-i ndependent policies covered by the subscription change. The
definition of what causes a policy to change is at the discretion of
the administrator. A change in the policy can be triggered, for
exanpl e, by a change in the network status, by the change in the time
of day or by an update of the service |evel agreement with the

cust oner.

Sessi on- Specific Policies

Sessi on-specific policies are policies that are created specifically
for one particular session of a UA. Thus, session-specific policies
will typically be different for different sessions. The session-
specific policies for a session can change during the course of the
session. For exanple, a user can run out of credit during a session,
which will cause the network to disallow the transm ssion all media
streans fromthis point on.

Architecture
domain 1
e e e +
[=nene- | proxy  |----
+----+ / Fom e +
| |---/ oo - +
I I | policy |
| UA | ::::::::::::l server |
| | o e +
| | * Kk Kk K o e e e o - +
to---t * | policy |
*rxxkxkx | anforcement | *rr*
e e +
--- SIP Signaling
=== Pol i cy Channe
*** Nedi a
Figure 2
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The following entities are needed for session-specific policies (see
Figure 2): a user agent (UA), a proxy, a policy server, and possibly
a policy enforcenent entity.

The role of the proxy is to provide a rendezvous nechani smfor UAs
and policy servers. It ensures that each UA has the UR [RFC3986] of
the policy server in its domain and knows fromwhere to retrieve
policies. The proxy conveys the policy server URl to UAs in case
they have not yet received it (e.g., in a previous call or through
configuration). The proxy does not deliver the actual policies to
UAs.

The policy server is a separate logical entity that can be physically
co-located with the proxy. The role of the policy server is to
deliver session policies to UAs. The policy server receives session
information fromthe UA, uses this information to determ ne the
policies that apply to the session, and returns these policies to the
UA. The nmechanismfor generating policies (i.e., naking policy
decisions) is outside of the scope of this specification. A policy
server can, for exanple, query an external entity to get policies or
it can directly incorporate a policy decision point and generate
policies locally.

A UA receives the URI of a policy server froma proxy. It uses this
URI to contact the policy server. It provides infornmation about the
current session to the policy server and receives session policies in
response. The UA can also receive policy updates fromthe policy
server during the course of a session

A network can have a policy enforcenment infrastructure in place.
However, this specification does not make any assunptions about the
enforcement of session policies and the nechani sns defined here are
orthogonal to a policy enforcenent infrastructure.

In principle, each domain that is traversed by SIP signaling nessages
can define session-specific policies for a session. Each donain
needs to run a policy server and a proxy that is able to rendezvous a
UA with the policy server (as shown in Figure 2). However, it is
expected that session-specific policies will often only be provided
by the | ocal donmain of the user agent.

4.2. Overview

The protocol defined in this specification clearly separates SIP
signaling and the exchange of policies. SIP signaling is only used
to rendezvous the UA with the policy server. Fromthis point on, UA
and policy server comrunicate directly with each other over a
separate policy channel. This is opposed to a piggyback nodel, where
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t he exchange of policy information between endpoint and a policy
server in the network is piggybacked onto the SIP signaling nmessages
that are exchanged between endpoi nts.

The mai n advantage of using a separate policy channel is that it
decoupl es signaling between endpoints fromthe policy exchange

bet ween an endpoint and a policy server. This decoupling has a
nunber of desirable properties. It enables the use of separate
encryption nmechanisns on the signaling path, to secure the

conmuni cati on between endpoints, and on the policy channel, to secure
the conmuni cati on between endpoint and policy server. Policies can
be submitted directly fromthe policy server to the endpoint. They
do not travel along the signaling path, which can potentially cross
many domai ns. Endpoints set up a separate policy channel to each
policy server and can disclose the information requested by the
specific policy server (e.g., offer or offer/answer). Finally,
policy servers do not need to rely on a SIP signaling nessage fl ow ng
by to send policies or policy updates to an endpoint. A policy
server can use the policy channel at any tine to update session
policies as needed. A disadvantage of the separate channel nodel is
that it requires additional nmessages for the exchange of policy

i nformation.

Fol l owi ng this nodel, signaling for session-specific policies
i nvol ves the follow ng two fundamental tasks:

1. UA/policy server rendezvous: a UA setting up a session needs to
be able to discover the policy servers that are relevant to this
sessi on.

2. Policy channel: once the UA has discovered the relevant policy
servers for a session, it needs to connect to these servers,
di scl ose session information, and retrieve the policies that
apply to this session.

The communi cation between UA and policy server on the policy channel
i nvol ves the foll owi ng steps:

1. A user agent submits information about the session it is trying
to establish to the policy server and asks whether a session
usi ng these paraneters is perm ssible.

2. The policy server generates a policy decision for this session
and returns the decision to the user agent. Possible policy
decisions are (1) to deny the session, (2) to propose changes to
the session paraneters with which the session would be
acceptable, or (3) to accept the session as it was proposed.
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3. The policy server can update the policy decision at a later tine.
A policy decision update can, for exanple, propose additiona
changes to the session (e.g., change the avail abl e bandwi dth) or
deny a previously accepted session (i.e., disallowthe
continuation of a session).

In many cases, the mechani smfor session-specific policies will be
used to disclose session information and return session policies.
However, some scenarios only involve the disclosure of session
information to a network internediary. |If an internediary does not
intend to return a policy, it can sinply accept the session as it was
proposed. Simlarly, sonme session-specific policies only apply to
the offer (and therefore only require the disclosure of the offer)
whereas others apply to offer and answer. Both types of policies are
supported by session-specific policy mechani sm

4.3. Exanpl es

This section provides two exanples to illustrate the overal
operation of session-specific policies. The call flows depict the
rendezvous mechani sm between UA and policy server and indicate the
poi nts at which the UA exchanges policy information with the policy
server.

The example is based on the foll owing scenario: there are two domains
(domai n A and domain B), which both have session-specific policies
for the UAs in their domain. Neither domain provides policies to the
UAs outside of their own domamin. The two domains have a proxy (Proxy
A and Proxy B) and a policy server (PS A and PS B). The policies in
bot h domai ns involve the session description offer and answer.

4.3.1. Ofer in Request

The first call flow shown in Figure 3 depicts an I NVITE transaction
with the offer in the request. It is assuned that this is the first

I NVI TE request the UAC creates in this domain and that it therefore
does not have previous know edge about the policy server URIs in this
domai n.

(1) UA A sends an INVITE request to Proxy A  Proxy A knows that
policies apply to this session and (2) returns a 488 (Not Acceptable
Here) response to UA A Proxy Aincludes the URI of PS Ain the 488
(Not Acceptabl e Here) response. This step is needed since the UAC
has no prior know edge about the URI of PS A (3) UA A uses the UR
to contact PS A, discloses the session description offer to PS A, and
(4) receives policies for the offer. (5 UA Arefornulates the INVITE
request under consideration of the received policies and includes a
Policy-1D header field to indicate that it has already contacted PS
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| PolicyChannel
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Fi gure 3
4.3.2. Ofer in Response

The call flow shown in Figure 4 depicts an INVITE transaction with
the offer in the response.

(1) UA A sends an INVITE request without an offer to Proxy A and (2)
Proxy A returns a 488 (Not Acceptable Here) response containing the
URI of PS A (3),(4) UA A uses this policy server URI to set up the
policy channel. At this time, UA A does not disclose a session
description since it does not have the offer yet. (5) UA A re-sends
the I NVI TE request and includes a Policy-1D header field to indicate
that it has contacted PS A. Proxy A does not reject the INVITE
request this tine and renoves the Policy-1D header field when
forwarding the I NVITE request. Proxy B adds a Policy-Contact header
field containing the URI of PS B. (6) UA B uses this URl to discloses
the offer to PS B. (7) UA B receives policies fromPS B and applies
themto the offer. (8) UA B returns the updated offer the 200 (OK)
response. (9),(10) UA A contacts PS and discl oses the offer and the
answer it is about to send. An important difference to the flowin
the previous exanple is that UA A perforns steps (9) and (10) before
returning the answer in step (11). This enables UA Ato return the
final answer in the ACK request, which includes all applicable
policies. However, it requires that PS A imediately returns a
policy to avoid a delay in the transnission of the ACK request.
(12),(13) UA B again sends the current offer and answer to PS B and
applies the policies it receives to both before using them
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Fi gure 4

4.4. UA/ Policy Server Rendezvous

The first step in setting up session-specific policies is to
rendezvous the UAs with the relevant policy servers. This is

achi eved by providing the URIs of all policy servers relevant for a
session to the UAs.

4.4. 1. UAC Behavi or

A UAC conpliant to this specification MJST include a Supported header
field with the option tag "policy" into all requests that can
initiate an offer/answer exchange [ RFC3264] (e.g., |INVITE, UPDATE

[ RFC3311], and PRACK [ RFC3262] requests). The UAC MJST incl ude the
"policy" option tag into these requests even if the particul ar
request does not contain an offer or answer (e.g., an INVITE request
wi thout an offer). A UAC MAY include the "policy" option tag into
all requests.

A UAC can receive a 488 (Not Acceptable Here) response that contains
a Policy-Contact header field. The Policy-Contact header field is a
new header field defined in this specification. 1t contains one (or
multiple alternative) URI(s) for a policy server. A 488 (Not
Acceptabl e Here) response with this header field is generated by a
proxy to convey a URI of the local policy server to the UAC. After
receiving a 488 (Not Acceptable Here) response with a Policy-Contact
header field, a UAC conpliant to this specification needs to decide
if it wants to continue with the session now knowi ng that there is a
policy server. |f the UAC decides to continue, the UAC MJUST use one
of the policy server URIs to contact the policy server using the
mechani sm defined in Section 4.5.

The Pol i cy-Contact header can contain nultiple URIs each with a
different URI schenme and containing an "alt-uri" paraneter with

i dentical values. These URIs represent alternative policy channe
mechani sns for obtaining the same policy. The UAC chooses one of the
alternative URIs to use to obtain the policy. The UAC MAY take as a
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hint the order of the alternative URIs as indicating a preference as
to which URI to use. The topnost URI in the list mght be nore
preferred by the domain of the proxy for use to obtain the policy.

After receiving policies fromthe policy server, the UAC deci des

whet her or not it wants to accept these policies. |f the UAC accepts
these policies, the UAC MUST apply themto the current request and
re-send the updated request. |If no changes are required by policies

or no policies have been received, the request can be re-sent w thout
any policy-induced changes. |f the UAC decides that the |ist of
policy servers or the received session policies are unacceptable,
then the UAC MUST NOT re-send the request.

To protect the integrity of the policy server URI in a Policy-Contact
header field, the UAC SHOULD use a secured transport protocol such as
Transport Layer Security (TLS) [RFC5246] between UAC and proxy.

The UAC MUST insert a Policy-ID header field into requests for which
it has contacted a policy server and accepted the policies received.
The Policy-1D header field is a new header field that is defined in
this specification. The UA MIST create a Policy-1D header field

val ue for each policy server it has contacted during the preparation
of the request. A Policy-I1D header field value contains two pieces
of information: the policy server URI and an optional token. The
policy server URI is the URI the UA has used to contact the policy
server. The token is an opaque string the UAC can receive fromthe
policy server. A token can, for exanple, be contained in the policy
docunent [RFC6796]. |If the UAC has received a token fromthe policy
server, the UAC MJUST include the token in the Policy-ID header field.
The format of the Policy-1D header field is defined in Section 4.4.5.

The main purpose of the Policy-1D header field is to enable a proxy
to determine if the UAC already knows a URI of the |ocal policy
server. |If the policy server URI is not yet known to the UAC, the
proxy can convey this URI to the UAC by rejecting the request with a
488 (Not Acceptable Here) response.

In sone cases, a request can traverse multiple domains with a
session-policy server. Each of these domains can return a 488 (Not
Accept abl e Here) response containing a policy server URI. A UAC
contacts a policy server after receiving a 488 (Not Acceptable Here)
response froma domain and before re-sending the request. This
creates an inplicit order between the policy servers in multiple
domains. That is, a UAC contacts the first policy server, re-sends
the nmodified request, contacts the second policy server, re-sends the
nodi fi ed request, and so on. This way, session policies are always
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applied to a request in the order in which the request traverses
through the domains. The UAC MJUST NOT change this inplicit order
anong policy servers.

A UAC frequently needs to contact the policy server in the |oca
domai n before setting up a session. To avoid the retransm ssion of
the local policy server URI in a 488 (Not Acceptable Here) response
for each new request, a UA SHOULD mai ntain a cache that contains the
URI of the policy server in the | ocal domain (see Section 4.4.4).
The UAC SHOULD use the cached policy server URI to contact the |oca
policy server before sending a request that initiates the offer/
answer exchange for a new session (e.g., an INVITE request). The UAC
SHOULD NOT cache a policy server URI that is in a different domain
than the UAC, even if it is the first policy server UR returned.
The first policy server URl returned can be from another domain if
the | ocal dommin does not have a policy server. Note that UACs
perform exact domai n conparisons. That is, foo.exanple.com and
exanpl e.com are not consi dered equival ent.

UAs can renegotiate the session description during a session by
initiating a subsequent offer/answer exchange, e.g., in an INVITE,
UPDATE, or PRACK request. Wen creating such a md-dialog request, a
UA SHOULD contact all policy servers to which it has established a
policy channel during the initial offer/answer exchange (see

Section 4.5) before sending the request. This avoids the

retransm ssion of all policy server URIs in 488 (Not Acceptable Here)
responses for md-dial og requests.

4.4.2. Proxy Behavior

A proxy provides rendezvous functionalities for UAs and policy
server. This is achieved by conveying the URI of a policy server to
the UAC or the UAS (or both) when processing | NVITE, UPDATE, or PRACK
requests (or any other request that can initiate an of fer/answer
exchange) .

If an of fer/answer exchange initiating request contains a Supported
header field with the option tag "policy", the proxy MAY reject the
request with a 488 (Not Acceptable Here) response to provide the

| ocal policy server URI to the UAC. Before rejecting a request, the
proxy MJST verify that the request does not contain a Policy-ID
header field with the local policy server URI as a value. |f the
request does not contain such a header field or a local policy server
URI is not present in this header field, then the proxy MAY reject
the request with a 488 (Not Acceptable Here) response. The proxy
MUST insert a Policy-Contact header field in the 488 (Not Acceptable
Here) response that contains one (or nmultiple) URI(s) of its
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associ ated policy server. The proxy MAY add the header field
par anet er "non-cacheable" to prevent the UAC from caching this policy
server URl (see Section 4.4.4).

More than one URI for the policy server using different URI schenes
MAY be provided by the proxy as alternative URIs to contact the
policy. |If a proxy includes nultiple URIs for the sanme policy, the
proxy MJST include an "alt-uri" paraneter for all policy server URl s
that are alternatives for obtaining the sane policy. The "alt-uri"
paraneter MJST contain either the domain nane of the dommin for which
all the alternative policy server URIs relate to or a Fully Qualified
Domain Nanme (FQDN) (e.g., the hostnane of a policy server). Al UR's
that are alternatives for the sane policy MIST have the sane val ue
for the "alt-uri" parameter. The value used for the "alt-uri"
paraneter MJUST be such that the same value will not be included with
other policy server URIs that a UA needs to contact by any ot her
proxy within the sanme donain or another domain. A nethod to create a
new uni que "alt-uri" paranmeter value is to exam ne the val ue of
existing "alt-uri" parameters and to make sure that the new val ue
differs. A proxy MAY hint to a UA at a preference as to which URl to
use by including the nore preferred URI higher in the list than the
other alternative URIs. URIs with the same "alt-uri" paraneter MJST
use different URI schemes. A SIP or SIPS URI MJST be included even
if other URI schenes are defined and used in the future.

If a local policy server URI is present in a Policy-ID header field
val ue of a request, then the proxy MJST NOT reject the request as
descri bed above (it can still reject the request for other reasons).
The proxy SHOULD renove the Policy-1D header field value of its
associ ated policy server fromthe Policy-1D header field before
forwarding the request. Not renpving the Policy-ID header field
value will not cause harnmy however, the value is not relevant to any
other proxy on the path and only increases nessage size. It also
woul d di scl ose the policy server URI to subsequent proxies.

The Policy-1D header field serves two main purposes: first and nost
important, it enables the proxy to determine if a UAC al ready knows
the URI of the local policy server. The second purpose of the
Policy-1D header field is to enable a domain to route all requests
that belong to the sane session (i.e., the initial request and
requests a UA retransnits after contacting the policy server) to the
same proxy and policy server. This is inportant if a domain has

mul tiple proxy/policy server conbinations (e.g., in a proxy/policy
server farmthat receives requests through a | oad bal ancer), which
create per-session state in the network. An exanple for such a
scenario is a policy server that is associated with a session border
device. The policy server configures the session border device after
receiving a session description fromthe UAC via the policy channel
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Retransmitted requests for such a session need to be routed to the
same proxy/policy server as the initial request since this proxy/
policy server conbination has configured the associ ated border device
for the session.

Routing all requests that belong to the sanme session to the sane
proxy can be achi eved by using the Policy-1D header field token. It
requires that the policy server return a token to the UAC t hat
uniquely identifies the specific proxy/policy server comnbination

The UAC includes this token in the Policy-ID header field, and it can
be used (together with the policy server URI) by the proxies in this
domain to route the request along the desired path. The format of
this token does not require standardization. The only requirenent is
that the token provide sufficient information for proxies to route
the message inside a domain to the desired proxy/policy server. The
token can, for exanple, be a nuneric identifier or an | P address.

Note: it has been proposed to use the Policy-1D header field to
provide a hint for a proxy that the UAC has actually contacted the
policy server. This usage also requires the policy server to
return a token to the UA. In addition, the policy server needs to
share valid tokens with the proxy. After receiving a request with
a Policy-1D header field, the proxy can determine if the token in
the Policy-1D header field is valid. |If it is valid, the proxy
knows that the UA has contacted the policy server for this
session. However, this token does not provide any proof that the
UA has actually used the policies it has received fromthe policy
server. A malicious UA can sinply contact the policy server,
discard all policies it receives, and still use the token in the
Pol i cy- I D header field.

The proxy MAY insert a Policy-Contact header field into INVITE
UPDATE, or PRACK requests (or any other request that can initiate an
of fer/ answer exchange) in order to convey the policy server URl to
the UAS. |f the request already contains a Policy-Contact header
field, the proxy MIUST insert the URl after all existing values at the
end of the list. A proxy MJST NOT change the order of existing

Pol i cy- Cont act header field val ues.

A proxy MUST use the Record-Route nechanism|[RFC3261] if its

associ ated policy server has session policies that apply to md-

di al og requests. The Record-Route header field enables a proxy to
stay in the signaling path and resubmit the policy server URIs to UAs
during md-dialog requests that initiate an of fer/answer exchange.
Resubm tting the policy server URI to UAs ensures that UAs keep
contacting the policy server for md-dial og requests.
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A proxy can find out if the UAS supports this extension by examni ning
the Supported header field of responses. The proxy knows that the
UAS supports this extension if the Supported header field of a
response contains the option tag "policy". A proxy can use this
information to determine if the UAS has understood the Policy-Contact
header field it has inserted into the request.

To protect the integrity of the policy server URI in a Policy-Contact
header field, the proxy SHOULD use a secured transport protocol such
as TLS [ RFC5246] between proxy and UAs.

4.4, 3. UAS Behavi or

A UAS can receive an | NVITE, UPDATE, or PRACK request (or another
request that can initiate offer/answer exchanges) that contains a

Pol i cy- Contact header field with a list of policy server URIs. A UAS
that receives such a request needs to decide if it wants to accept
the session knowing that there are policy servers involved. If the
Pol i cy- Cont act header contains nultiple URIs, each with a different
URI schene and containing an "alt-uri" parameter with identica

val ues, these URI schemes represent alternative policy channe
mechani sns for obtaining the same policy. |If the UAS accepts the
session, the UAS MJUST contact one URI out of each group of URIs with
identical "alt-uri" paranmeter values to obtain the policy. The UAS
MAY take as a hint the order of the alternative URIs as indicating a
preference as to which URI to use. The topnost URI in the |list mght
be nore preferred by the domain of the proxy for use to obtain the
policy. The UAS MJUST contact all policy server URIs in a Policy-
Contact header field that are not part of a group of alternative UR's
and MJST contact one URI in each group of alternative URIs. The UAS
MUST contact these policy server URIs in the order in which they were
contained in the Policy-Contact header field, starting with the
topnost value (i.e., the value that was inserted first).

If a UAS decides that it does not want to accept a session because
there are policy servers involved or because one of the session

policies received froma policy server is not acceptable, the UAS
MJST reject the request with a 488 (Not Acceptable Here) response.

The UAS MAY accept a request and continue with setting up a session
if it cannot set up a policy channel to the policy server, for
exanpl e, because the policy server is unreachable or returns an error
condition that cannot be resolved by the UAS (i.e., error conditions
other than, for exanple, a 401 (Unauthorized) response). This is to
avoid that the failure of a policy server prevents a UA from

conmmuni cating. Since this session mght not be policy conpliant

wi thout the policy subscription, it can be bl ocked by policy
enforcenment nechanisns if they are in place.
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A UAS can receive a token froma policy server via the policy
channel . Since the UAS does not create a Policy-1D header field, it
can sinply ignore this token

A UAS conpliant to this specification MJST include a Supported header
field with the option tag "policy" into responses to requests that
can initiate an offer/answer exchange. The UAS MAY include this
option tag in all responses. This way, a proxy that has inserted the
Pol i cy- Cont act header field can know that the header field was

under stood by the UAS

4.4.4. Caching the Local Policy Server UR

A UAC frequently needs to contact the policy server in the |oca
domai n before setting up a session. To avoid the retransm ssion of
the local policy server URI for each session, a UA SHOULD naintain a
cache that contains the URI of the |ocal policy server

A UA can receive this URI in a Policy-Contact header field of a
request or a 488 (Not Acceptable Here) response. The UA can al so
receive the local policy server UR through configuration, for
exanple, via the configuration framework [ RFC6080]. |If a UA has
received a local policy server URI through configuration and receives
anot her local policy server URI in a Policy-Contact header field, the
UA SHOULD overwite the configured URI with the nost recent one
received in a Policy-Contact header field. A policy server URI
received in a Policy-Contact header field expires if it has not been
refreshed before it reaches the maxi num cached URI validity. The
default maxi mum cached URI validity is 24 hours.

Domai ns can prevent a UA from caching the |ocal policy server UR .
This is useful, for exanple, if the policy server does not need to be
involved in all sessions or the policy server URl changes from
session to session. A proxy can mark the URI of such a policy server
as "non-cacheabl e". A UA MJUST NOT cache a non-cacheabl e policy
server URI. The UA SHOULD renove the current URI fromthe cache when
receiving a local policy server URI that is nmarked as "non-
cacheable". This is to avoid the use of policy server URIs that are
out dat ed

The UA SHOULD NOT cache policy server URIs it has received from
proxi es outside of the |ocal domain. These policy servers need not
be rel evant for subsequent sessions, which can go to a different
destination, traversing different domains.

The UA MUST NOT cache tokens it has received froma policy server. A
token is only valid for one request.
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4.4.5. Header Field Definition and Syntax
4.4.5.1. Policy-1D Header Field

The Policy-1D header field is inserted by the UAC into | NVITE,
UPDATE, or PRACK requests (or any other request that can be used to
initiate an offer/answer exchange). The Policy-I1D header field
identifies all policy servers the UAC has contacted for this request.

The value of a Policy-1D header field consists of a policy server UR
and an optional token paraneter. The token paraneter contains a
token the UA m ght have received fromthe policy server

The syntax of the Policy-1D header field is described bel ow i n ABNF,
according to [ RFC5234], as an extension to the ABNF for SIP in
[ RFC3261] :

Policy-1D = "Policy-1D" HCOLON policyUR

*(COMVA  policyURI)
pol i cyURI = ( SIP-URI / SIPS-URI / absoluteURl )

[ SEM token-param] *( SEM generic-param)
t oken- par am = "token=" token

4.4.5.2. Policy-Contact Header Field

The Policy-Contact header field can be inserted by a proxy into a 488
(Not Acceptable Here) response to I NVITE, UPDATE, or PRACK requests
(or other requests that initiate an offer/answer exchange). The

val ue of a Policy-Contact header field consists of a policy server

URI and an optional "non-cacheable" header field parameter. The
policy server URI identifies the policy server that needs to be
contacted by a UAC. The "non-cacheabl e" header field paraneter
indicates that the policy server URI is not intended to be cached by
t he UAC.

The Policy-Contact header field can also be inserted by a proxy into
I NVI TE, UPDATE, and PRACK requests (or other requests that can be
used to initiate an offer/answer exchange). It contains an ordered
list of policy server URIs that need to be contacted by the UAS. The
topnost value of this list identifies the policy server that is
contacted first. New header field values are inserted at the end.
Wth this, the Policy-Contact header field effectively forns a fist-
in-first-out queue.

The syntax of the Policy-Contact header field is described belowin

ABNF, according to [ RFC5234], as an extension to the ABNF for SIP in
[ RFC3261] :
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Pol i cy- Cont act = "Policy-Contact” HCOLON policyContact-info
*( COMMVA pol i cyCont act -i nf 0)
policyContact-info = LAQUOT policyContact-uri RAQUOT
*( SEM policyContact-param)
pol i cyCont act - uri = ( SIP-URI / SIPS-URI / absol uteURl )
pol i cyCont act - par am = ( "non-cacheabl e" / policyContact-alt-uri

/ generic-param)
policyContact-alt-uri = "alt-uri" EQUAL host nane

Tables 1 and 2 are extensions of Tables 2 and 3 in [ RFC3261]. The
colum "INF" is for the INFO nmethod [ RFC6086], "PRA" is for the PRACK
nmet hod [ RFC3262], "UPD' is for the UPDATE method [ RFC3311], "SUB" is
for the SUBSCRI BE net hod [ RFC6665], "NOI" is for the NOTIFY nethod

[ RFC6665], "MSG' is for the MESSACE nethod [ RFC3428], "REF" is for

t he REFER met hod [ RFC3515], and "PUB" is for the PUBLISH nethod

[ RFC3903] .

Header field wher e proxy ACK BYE CAN I NV OPT REG UPD
Policy-I1D R rd - - - C - - C
Pol i cy- Cont act R a - - - C - - C
Pol i cy- Cont act 488 a - - C - - C

Table 1: Policy-1D and Policy- Cbntact Header Fi el ds

Header field wher e proxy PRA PUB SUB NOT | NF MSG REF
Policy-1D R rd C - - - - - -
Pol i cy- Cont act R a C - - - - - -
Pol i cy- Cont act 488 a c - - - -

Table 2: Policy-1D and Policy-Contact Fbader Fi el ds
4.5. Policy Channe

The main task of the policy channel is to enable a UA to submt

i nformati on about the session it is trying to establish (i.e., the
offer and the answer) to a policy server and to receive the resulting
session-specific policies and possible updates to these policies in
response.

The Event Package for Session-Specific Policies [RFC6795] defines a
SUBSCRI BE/ NOTI FY- based [ RFC6665] policy channel nechanism A UA
compliant to this specification MIST support the Event Package for
Sessi on-Specific Policies [RFC6795]. The UA MJST use this event
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package to contact a policy server if the policy server URl is a
SIP-URI or SIPS-URI. A UA MAY support other policy channe
mechani sns.

4.5.1. Creation and Managenent

A UA discovers the list of policy servers relevant for a session
during the initial offer/answer exchange (see Section 4.4). A UA
compliant to this specification MIST set up a policy channel to each
of the discovered policy servers. |If the UA does not want to set up
a policy channel to one of the policy servers provided, the UA MJST
cancel or reject a pending INVITE transaction for the session or
terminate the session if it is already in progress.

A UA MIUST maintain the policy channel to each discovered policy
server during the lifetine of a session, unless the policy channel is
closed by the policy server or the UA discovers that the policy
server is no longer relevant for the session as described bel ow.

A UAC can receive a 488 (Not Acceptable Here) response with a Policy-
Cont act header field containing a new policy server URl in response
to a md-dialog request. This indicates that the set of policy
servers relevant for the current session has changed. |If this
occurs, the UAC MIST retry sending the request as if it were the
first request in a dialog (i.e., wthout applying any policies except
the policies fromthe | ocal policy server). This way, the UAC will
redi scover the list of policy servers for the current session. This
is necessary since the UAC has no other way of know ng when to
contact the newy discovered policy server relative to the existing
policy servers and if any of the existing policy servers do not need
to be contacted any nore. The UAC MJUST set up a policy channel to
each new policy server. The UAC SHOULD cl ose policy channels to
policy server that are not listed any nore. |If the policy channel to
these servers is not closed, the UAC can receive policies that do not
apply to the session any nore. The UAC MUST contact policy servers
in the order in which they were discovered in the nost recent
request .

If a UAS receives a md-dialog request with a Policy-Contact header
field containing a list of policy server URIs that is different from
the list of policy servers to which the UAS has currently established
a policy channel, then the UAS MJST set up a policy channel to al

new policy servers and contact them The UAS SHOULD cl ose policy
channel s to servers that are not listed any nore. |If the policy
channel to these servers is not closed, the UAS can receive policies
that do not apply to the session any nore. The UAS MJUST use policy
servers in the order in which they were contained in the nost recent
Pol i cy- Cont act header field.
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A UA MUST informthe policy server when a session is terninated
(e.g., when the UA has either sent or received a BYE) via the policy
channel, unless a policy server indicates via the policy channel that
it does not need to be contacted at the end of the session. This
enables a policy server to free all resources it has allocated for
thi s session.

4.5.2. Contacting the Policy Server

A UA MUST contact all policy servers to which it has established a
policy channel before sending or after receiving a m d-dial og
request. The UA MUST contact the policy servers in the order in
whi ch they were di scovered nost recently.

A UA that receives a SIP nmessage containing an offer or answer SHOULD
conpl etely process the nessage (e.g., according to [ RFC3261]) before
contacting the policy server. The SIP processing of the nessage

i ncludes, for exanple, updating dialog state and tiners as well as
creating ACK or PRACK requests as necessary. This ensures that
contacting a policy server does not interfere with SIP nessage
processing and timng (e.g., by inadvertently causing tiners to
expire). This inplies, for exanple, that a UAC that has received a
response to an I NVITE request would normally finish the processing of
the response including transmitting the ACK request before it
contacts the policy server. An inportant exception to this rule is
di scussed in the next paragraph.

In some cases, a UA needs to use the offer/answer it has received in
a SIP nessage to create an ACK or PRACK request for this nessage;
i.e., it needs to use the offer/answer before finishing the SIP
machinery for this nmessage. For exanple, a UAC that has received an
offer in the response to an I NVITE request needs to apply policies to
the offer and the answer before it can send the answer in an ACK
request. In these cases, a UA SHOULD contact the policy server even
if this is during the processing of a SIP nessage. This inplies that
a UA, which has received an offer in the response of an INVITE
request, would normally contact the policy server and apply session
policies before sending the answer in the ACK request.

Note: this assunes that the policy server can al ways respond
imediately to a policy request and does not require manual
intervention to create a policy. This will be the case for npst
policy servers. [If, however, a policy server cannot respond wth
a policy right away, it can return a policy that tenporarily

deni es the session and update this policy as the actual policy
deci si on becones available. A delay in the response fromthe
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policy server to the UA woul d delay the transm ssion of the ACK
request and could trigger retransm ssions of the | NVITE response
(al so see the recommendations for Flow | in [RFC3725]).

The case of nultiple policy servers providing policies to the sane UA
requires additional considerations. A policy returned by one policy
server can contain information that needs to be shared with the other
policy servers. For exanple, two policy servers can have the policy
to insert a media internmediary by nodifying the I P addresses and
ports of nedia streans. In order for nedia streans to pass through
both internediaries, each intermedi ary needs to know the | P address
and port on which the other nedia intermediary is expecting the
streamto arrive. |If nedia streans are flowing in both directions,
this means that each internediary needs to know | P addresses and
ports of the other internediary.

UACs usual ly contact a policy server twi ce during an of fer/answer
exchange (unless a policy server indicates that it only needs to be
contacted once). Therefore, the case of nmultiple policy servers
providing policies to a single UAC does not require additional steps
in nost cases. However, a UAS usually contacts each policy server
only once (see Figure 4). |If a session policy returned by one of the
policy servers requires that information be shared between nultiple
servers and the UAS receives policies fromnore than one policy
server, then the UAS MJUST contact all policy servers a second tine
after contacting all servers the first time. Wether or not a second
round is required is determ ned by the type of information returned
by the policy server. A data format for session policies (e.qg.,

[ RFC6796]) needs to explicitly state if a second round is needed for
a particular data elenment. |If a UA receives such an elenent, it
knows that is expected to contact policy servers a second time. |If
such a data element is nmodified during a md-call offer/answer
exchange and multiple policy servers are providing policies to a UA
then all UAs MUST contact policy servers in a first and second round.
An exanple call flowis shown in Appendi x B. 3.

A UA that supports session-specific policies conpliant to this
speci fication MIUST support the User Agent Profile Data Set for Media
Policy [RFC6796] as data format for session policies.

4.5.3. Using Session Policies

A UA MUST disclose the session description(s) for the current session
to policy servers through the policy channel. The UA MJST apply
session policies it receives to the offer and, if one is received, to
the answer before using the offer/answer. |f these policies are
unaccept abl e, the UA MJUST NOT continue with the session. This neans
that the UA MJUST cancel or reject a pending INVITE transaction for
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the session or terminate the session if it is already in progress.

If the UA receives an unacceptable policy in an I NVITE response, the
UA MJST conplete the INVITE transaction and then term nate the

sessi on.

When a UA receives a notification about a change in the current
policies, the UA MIST apply the updated policies to the current
session or the UA MIUST ternminate the session. |f the policy update
causes a change in the session description of a session, then the UA
needs to renegotiate the nodified session description with its peer
UA, for exanmple, using a re-INVITE or UPDATE request. For exanpl e,
if a policy update disallows the use of video and video is part of
the current session description, then the UAwill need to create an
new sessi on description offer without video. After receiving this
offer, the peer UA knows that video can’t be used any nore and
responds with the correspondi ng answer

5. Security Considerations

Pol i cy enforcement mechani sms can prevent a UA from conmmuni cati ng
with another UA if the UAs are not aware of the policies that are
enforced. Policy enforcenment nechani sns without policy signaling can
therefore create a denial-of-service condition for UAs. This
specification provides a nechanismfor internmediaries to signal the
policies that are enforced to UAs. It enables UAs to establish
sessions that are conform and pass through policy enforcenent.

Session policies can significantly change the behavior of a UA and
can be used by an attacker to conpronise a UA. For exanple, session
policies can be used to prevent a UA from successfully establishing a
session (e.g., by setting the avail able bandwidth to zero). Such a
policy can be submtted to the UA during a session, which causes the
UA to termnate the session.

A UA transmits session information to a policy server for session-
specific policies. This session information can contain sensitive
data the user does not want an eavesdropper or an unauthorized policy
server to see. Vice versa, session policies can contain sensitive

i nformati on about the network or service |evel agreements the service
provi der does not want to disclose to an eavesdropper or an

unaut hori zed UA.

It is inportant to secure the communicati on between the proxy and the
UA (for session-specific policies) as well as the UA and the policy
server. The follow ng four discrete attributes need to be protected:

1. integrity of the policy server URI (for session-specific
policies),
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2. authentication of the policy server and, if needed, the user
agent,

3. confidentiality of the nessages exchanged between the user agent
and the policy server and

4. ensuring that private information is not exchanged between the
two parties, even over a confidentiality-assured and
aut henti cat ed sessi on.

To protect the integrity of the policy server URI, a UA SHOULD use a
secured transport protocol such as TLS [ RFC5246] between proxies and
the UA. Protecting the integrity of the policy server URl is

i mportant since an attacker could intercept SIP nessages between the
UA and the proxy and renove the policy header fields needed for
session-specific policies. This would inpede the rendezvous between
UA and policy server and, since the UA would not contact the policy
server, can prevent a UA fromsetting up a session.

I nstead of renoving a policy server URI, an attacker can al so nodify
the policy server URI and point the UA to a conpronised policy
server. It is RECOVWENDED that a UA authenticate policy servers to
prevent such an attack from being effective.

It is RECOWENDED that the UA only accept session-independent
policies fromtrustworthy policy servers as these policies affect al
sessions of a UA. A list of trustworthy session-independent policy
servers can be provided to the UA through configuration. As SIP
nmessages can be affected by any proxy on a path and session-specific
policies only apply to a single session, a UA MAY choose to accept
session-specific policies fromother policy servers as well.

Policy servers SHOULD aut henticate UAs to protect the information
that is contained in a session policy. However, a policy server can
al so frequently encounter UAs it cannot authenticate. In these
cases, the policy server MAY provide a generic policy that does not
reveal sensitive information to these UAs.

It is RECOVWENDED t hat admi nistrators use SIPS URIs as policy server
URI's so that subscriptions to session policies are transmtted over
TLS.

The above security attributes are inportant to protect the

communi cati on between the UA and policy server. This docunent does
not define the protocol used for the conmunicati on between UA and
policy server and nmerely refers to other specifications for this
purpose. The security considerations of these specifications need to
address the above security aspects.
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6. | ANA Consi derations
6.1. Registration of the "Policy-1D" Header Field
Nane of Header Field: Policy-1D
Short form none
Nor mati ve description: Section 4.4.5 of this docunent
6.2. Registration of the "Policy-Contact" Header Field
Nane of Header Field: Policy-Contact
Short form none
Nor mati ve description: Section 4.4.5 of this docunent

6.3. Registration of the "non-cacheabl e" Policy-Contact Header Field
Par amet er

Regi stry Name: Header Field Parameters and Paraneter Val ues
Ref erence: [ RFC3968]

Regi stry:
Header Field Par anmet er Nane Predefi ned Reference
Val ues
Pol i cy- Cont act non- cacheabl e Yes t hi s docunent

6.4. Registration of the "policy" SIP Option Tag

This specification registers a new SIP option tag, as per the
guidelines in Section 27.1 of [RFC3261].

Thi s docunent defines the SIP option tag "policy".

The foll owi ng row has been added to the "Option Tags" section of the
SI P Paraneter Registry:
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T o m m e e e e e e e e e e e e e eee— oo s R +
| Nare | Description | Reference |
R T R +
| policy | This option tag is used to indicate that | this |
| | a UA can process policy server URIs for | docunent |
| | and subscribe to session-specific | |
| | policies. | |
Fomm e oo - o m e e e e e e e e e e e e e e e e e e e e e e e e e o N +

Nane of option: policy

Description: Support for the Policy-Contact and Policy-1D header
fields.

SI P header fields defined: Policy-Contact, Policy-I1D
Nor mati ve description: This docunent
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endi x B. Session-Specific Policies - Call Flows
The following call flows illustrate the overall operation of session-
specific policies including the policy channel protocol as defined in
"A Session Initiation Protocol (SIP) Event Package for Session-
Specific Policies" [RFC6795].
The foll owi ng abbrevi ati ons are used:

o: offer

o' : offer nodified by a policy
po: offer policy
a: answer

a': answer nodified by a policy

pa: answer policy

ps uri: policy server URI (in Policy-Contact header field)
ps id: policy server id (in Policy-I1D header field)

Ofer in lnvite
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B.2. Ofer in Response
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