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Ker beros Options for DHCPv6
Abst r act

Thi s docunent defines four new options for the Dynam c Host
Configuration Protocol for IPv6 (DHCPv6). These options are used to
carry configuration information for Kerberos.

Status of This Meno
This is an Internet Standards Track docunent.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6784.
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1. Introduction

Kerberos Version 5 [RFC4120] is a trusted third-party authentication
system Each organi zation wi shing to use Kerberos establishes its
own "realnf, and each client is registered as part of that realm At
| east one Key Distribution Center (KDC) is required for the operation
of a Kerberos realm

VWhen a client wi shes to communicate with, and be authenticated to, a
Ker beros application server (also a client of the KDC), the client
identifies itself, and its realm to the KDC and acquires a
credential fromthe KDC. The client then presents the credential to
the Kerberos application server, which can use the credential to
authenticate the client. The client needs to know at | east one IP
address for a KDC in order to initiate this process.

One exanpl e of the application of this protocol is as follows. A
student might want to use a shared, public workstation, one that is
not configured for Kerberos. |If there is a mechanismfor the

wor kstation to obtain a real mnane and | P address for a KDC, then a
student need only input a user-id and pass phrase to be able to use
Ker ber os.

The Kerberos V5 specification [ RFC4120] defines the use of DNS SRV
records [RFC2782] for KDC di scovery. Some systens, such as

i ndustrial systens, do not use DNS. Such systens al ready have their
own nane spaces and their own nane resolution systens, including
preconfi gured mappi ng tables for devices, and do not use Fully
Qualified Domain Names. However, nmany of these systens do use DHCP

Addi ng a DNS server to such systens may decrease the reliability of
the system and i ncrease the managenent cost. |n such an environnent,
anot her mechanismis needed to provide an | P address for the KDC

For the Packet Cable Architecture [ PCARCH, RFC 3634 [ RFC3634] defi nes
the KDC Server Address sub-option for the DHCPv4 Cabl eLabs i ent
Configuration option. However, a mechanismis still needed to
provide a realmnane and an | Pv6 address -- one that does not depend
on any external architecture.

Thi s docunent defines a Kerberos option for DHCPv6 that provides a
real mnanme and/or a list of KDC | P addresses. This option does not
replace or nodi fy any of the existing nethods for obtaining this

i nformati on.
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2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
It is assuned that the readers are fanmliar with the ternms and
concepts described in DHCPv6 [ RFC3315], Kerberos V5 [RFC4120], and
DNS SRV [ RFC2782] .

3. Kerberos Options

Thi s docunent defines four DHCPv6 configuration parameters for
Ker ber os.

Ker beros Principal Nane Option

Ker ber os Real m Name Opti on

Ker beros Default Real m Name Option
Ker beros KDC Opti on

This section describes the fornat of each option and the usage of
each field in that option.

These options, except for the Kerberos KDC Option, MJST NOT appear
nore than once in a DHCPv6 nessage.

3.1. Kerberos Principal Name Option
The Kerberos Principal Nane Option carries the name of a Kerberos
principal. This is sent by the client to the DHCPv6 server, which

MAY use it to select a specific set of configuration paraneters,
either for a client or for a Kerberos application server
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The format of the Kerberos Principal Name Option is:

0 1 2 3

01234567890123456789012345678901
T i i S
|  OPTION_KRB_PRI NCI PAL_NAME | option-len |
I i e i S i i i S i St N

pri nci pal - nane
(variabl e | ength)

o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e et

0 option-code (16 bits): OPTI ON_KRB PRI NCl PAL_NAME (75)

o0 option-len (16 bits): length of the principal-name field.

o principal-name (variable): a client principal name. The encoding
of the principal-nane field MIJST conformto the definition of
"Principal Name" in Section 5.2.2 of RFC 4120 [ RFC4120].

3.2. Kerberos Real m Name Option
The Kerberos Real m Nanme Option carries a Kerberos real mnanme. A
DHCPv6 client uses this option to specify to a DHCPv6 server which

realmthe client wants to access.

The format of the Kerberos Real m Nane Option is:

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| OPTI ON_KRB_REALM NAME | option-len |
el i I e i it T e e e e i i T o S e e S e T R R

real m name
(vari abl e | ength)

:l-— B i T i T S i s S S N e s o T S +
0 option-code (16 bits): OPTI ON KRB REALM NAME (76)

0 option-len (16 bits): the length of the realmnane field in
octets.

0o realmnane (variable): a real mnanme. The encoding of the

real mnanme field MUST conformto the definition of "Realni in
Section 5.2.2 of RFC 4120 [ RFC4120].
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3.3. Kerberos Default Real m Name Option

The Kerberos Default Real m Name Option is used to specify a default
real mnane for the Kerberos system A DHCPv6 server uses this option
to specify the default real mnane to both clients and Kerberos
application servers.

The option-code of this option is OPTI ON_KRB _DEFAULT_REALM NAME (77).
The format and usage of the option-len and real mnane fields are
identical to those for the Kerberos Real m Name Opti on.

3.4. Kerberos KDC Option

The Kerberos KDC Option is used to provide configuration information
about a KDC.

The format of the Kerberos KDC Option is:

+- 4o +- 4 +-

+
Transport Type| Port Nurrber
B o S e ik T NIE HIE RIE RIS TR TR R I S S Sl S S

0

0

+

I |

+- +o e - -+
| Prlority | Vi
+- +o e e - +-
I

+

|

I KDC | Pv6 address oo
I

+

i S e T e S i S S s JNE S

1
+
1
+
1
+
1
+
1
+
1
+
1
T — 4+ — 4+

r eal m nane
(variabl e | ength)

.+- B i T T e e S e aal it S TR TR S S T T it S e S e e +
0 option-code (16 bits): OPTION KRB KDC (78)

0 option-len (16 bits): 23 + the length of the realmnane field in
octets.

o Priority (16 bits): see the description of the Wight field.
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4.

o Weight (16 bits): the Priority and Wight fields provide a hint to
the client as to which KDC to select. The usage of the Priority
and Wei ght values MJST follow the specification for DNS SRV
[ RFC2782] .

0 Transport Type (8 bits): The Transport Type specifies the
transport protocol used for Kerberos. Kerberos [RFC4120] defines
UDP and TCP transports. Exchanges over TCP are further described
in [RFC5021], while the transport of Kerberos over Transport Layer
Security (TLS) is described in [ RFC6251].

The transport type is defined bel ow.

Val ue Transport Type

0 Reser ved

1 UDP

2 TCP

3 TLS

4- 254 Unassi gned
255 Reserved

o0 Port Nunber (16 bits): the port nunber on which the KDC |istens.
0 KDC IPv6 address (128 bits): the I Pv6 address of the KDC

o0 realmnane (variable): the name of the realmfor which the
speci fied KDC provides service. The encodi ng of the real mnane
field MUST conformto the definition of "Realni' in Section 5.2.2
of RFC 4120 [ RFC4120].

Client and Server QOperation

This section describes the operations of the client and server. It
assunes that the client has been configured with a principal nane.

If a client requires a realmnanme, the client sends a DHCPv6 Opti on
Request Option (ORO) specifying the Kerberos Default Real m Name
Option. The DHCPv6 server responds with a Reply nessage containing a
Ker beros Default Real m Nane Opti on.

If aclient requires configuration paraneters for a KDC, the client
sends a DHCPv6 ORO specifying the Kerberos KDC Option. The client
MAY i nclude a Kerberos Principal Name Option. The client MAY include
a Kerberos Real m Nane Opti on.

The DHCPv6 server replies with one or nore sets of configuration
paraneters for a Kerberos KDC. |f the client has specified either a
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Kerberos Principal Nane Option or a Kerberos Real m Name Option, then
the DHCPv6 server MAY use those paranmeters to select specific sets of
configuration parameters

Where the server replies with nore than one set of configuration
paraneters, the usage of the Priority and Weight fields by the client
MUST foll ow the specification for DNS SRV [ RFC2782] .

The client MAY include other options with data values as hints to the
DHCPv6 server about parameter values the client would |like to have
returned; this is specified in Section 18.1.5 of RFC 3315 [ RFC3315].

4.1. KDC Discovery for a dient
VWhen a client inplenents both the DNS nmet hod defined by
Section 7.2.3.2 of [RFC4120] and the DHCP nethod defined by this
docunent, the choice of nethod is deternmined by |ocal policy. The
adm ni strator of the realmusually defines the nmethod as part of the
configuration of the client before the client is installed.
VWhen no criteria have been specified and the client could get the
Kerberos information fromeither the DNS server or the DHCPv6 server
then the information from DNS SHOULD be preferred.

5. 1 ANA Consi derations

I ANA has assigned four option codes fromthe DHCPv6 Option Codes
registry for the foll ow ng:

75 OPTI ON_KRB_PRI NCI PAL_NANE

76 OPTI ON_KRB_REALM NAME

77 OPTI ON_KRB_DEFAULT_REALM NAME

78 OPTI ON_KRB_KDC
| ANA has created the Kerberos Message Transport Types sub-registry,
under the Kerberos Paraneters registry. The initial entries are
described in Section 3.4.
The assignnment of future entries is by "IETF Review' policy as
described in BCP 26 [ RFC5226]. Per that policy, a docurment specifies

the synbolic name of such entries, which are assigned numeric codes
by |1 ANA once publication is approved.
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6

Security Considerations
The security considerations in RFC 3315 [ RFC3315] apply.

DHCPv6 nessages can be nodified in transit. |f an adversary nodifies
the response froma DHCPv6 server or injects its own response, a
client may be led into contacting a malicious KDC. Both cases are
categori zed as a Deni al -of-Service (DoS) attack. However, a
mal i ci ous KDC does not know the shared key and so is unable to
proceed any further with the exchange. |If a client receives a
response fromsuch a KDC, the client can use the shared key to detect
that the message originates froma malicious KDC

A shared, unconfigured workstation may obtain its KDC i nformation,
and default realm via DHCPv6. Such a workstation may not have a
host or other service key, and thus it nay be unable to validate the
Ti cket-Granting Ticket issued by the KDC. A nodified DHCPv6 response
woul d then result in the workstation talking to a nmalicious KDC, and
the workstation woul d not be able to detect that this has happened.
This in turn could allow access by unaut horized users.

To minimze potential vulnerabilities, a client SHOULD use DHCPv6
authentication as defined in Section 21 of RFC 3315 [ RFC3315].

Kerberos informati on may be manual ly configured on the client before
requesting information from DHCPv6. Manual configuration of the
devi ce SHOULD be preferred to configuration via the DHCPv6 server
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Appendi x A An Exanple of the Operation of the Cient

VWhen no criteria have been specified and the client could get the
Kerberos information fromeither the DNS server or the DHCPv6 server,
then the information from DNS SHOULD be preferred. The following is
an informational guide for the client in such an environnent.

No Resp. or
R + DNS Info. +----------- + No Resp.
Start --> | Ask DHCP(1)| --------- > | Ask DNS(3)| ------ >
R + R + Term nat e(4)
/ \ \
Only KRB / \ DNS and \ KRB I nfo.
Info. / \ KRB I nfo. \
/ \ \
I I I
I v I
Y, No Ans. +----------- + KRB Info. Y,
Use Info. <-------- | Ask DNS(6)| --------- > Use Info.
f r om DHCP A + from DNS
(2), (7) (5), (8)

Abbr evi ati ons:
Resp.: Response
Info.: Information
KRB : Kerberos

1) Initially, the client requests both DNS and Kerberos information
fromthe DHCPv6 server.

2) If the DHCPv6 server replies with Kerberos information and not
with DNS informati on, then the client uses that information.

3) If the DHCPv6 server does not reply or replies with only DNS
information, then the client requests Kerberos information from
the DNS server.

4) If the client gets no response or no Kerberos information from
the DNS server, then the client term nates the process.

5) If the client gets Kerberos information fromthe DNS server, then
the client uses that information.

6) If, as the result of (1), the DHCPv6 server replies with both DNS

and Kerberos information, then the client requests Kerberos
information fromthe DNS server.
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7) If the client gets no response fromthe DNS server, then the
client uses the Kerberos information fromthe DHCPv6 server.

8) If, as the result of (6), the DNS server replies with Kerberos
information, then the client uses the information fromthe DNS
server and not that fromthe DHCPv6 server
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