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Abstract

Thi s docunent defines an authorization policy |anguage for
controlling access to location information. It extends the Conmon
Pol i cy authorization framework to provide | ocation-specific access
control. More specifically, this docunent defines condition el enents
specific to location information in order to restrict access to data
based on the current | ocation of the Target.

Furthernmore, this docunment defines two algorithms for reducing the
granularity of returned location information. The first algorithmis
defined for usage with civic location information, whereas the other
one applies to geodetic location information. Both algorithnms come
with limtations. There are circunstances where the amount of

| ocati on obfuscation provided is | ess than what is desired. These

al gorithms mght not be appropriate for all application domains.

Status of This Meno
This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6772
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1. Introduction

Location informati on needs to be protected agai nst unauthorized
access to preserve the privacy of humans. |In RFC 6280 [ RFC6280], a
prot ocol -i ndependent nodel for access to geographic information is
defined. The nodel includes a Location CGenerator (LG that

determ nes location information, a Location Server (LS) that

aut hori zes access to location information, a Location Recipient (LR
that requests and receives location information, and a Rul e Maker
(RM that wites authorization policies. An authorization policy is
a set of rules that regulates an entity's activities with respect to
privacy-sensitive information, such as |ocation information.

The data object containing |ocation information in the context of
this docunment is referred to as a Location Object (LO. The basic
rule set defined in the Presence Information Data Format Location

oj ect (PIDF-LO [RFC4119] can restrict how |l ong the Location
Recipient is allowed to retain the information, and it can prohibit
further distribution. It also contains a reference to an enhanced
rule set and a hunman-readabl e privacy policy. The basic rule set
does not protect access to location information. It only conveys the
user’s privacy preferences. This docunent describes an enhanced rul e
set that provides richer constraints on the distribution of LOCs.

The enhanced rule set allows the entity that uses the rules defined
in this document to restrict the retention and to enforce access
restrictions on |location data, including prohibiting any

di ssemination to particular individuals, during particular tines or
when the Target is located in a specific region. The RM can al so
stipulate that only certain parts of the Location Cbject are to be
distributed to recipients or that the resolution is reduced for parts
of the Location Object.

In the typical sequence of operations, a Location Server receives a
query for location information for a particular Target. The
authenticated identity of the Location Recipient, together with other
informati on provided with the request or generally available to the
server, is then used for searching through the rule set. |[If nore
than one rule matches the condition elenent, then the conbined
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perm ssion is evaluated according to the description in Section 10 of
[ RFC4745]. The result of the rule evaluation is applied to the

| ocation information, yielding a possibly nodified Locati on bject
that is delivered to the Locati on Reci pient.

Thi s docunent does not describe the protocol used to convey |ocation
informati on fromthe Location Server to the Location Recipient.

Thi s docunent extends the Common Policy franmework defined in

[ RFC4745]. That docunent provides an abstract framework for
expressing authorization rules. As specified there, each such rule
consi sts of conditions, actions, and transformations. Conditions

det ermi ne under which circunstances the entity executing the rules,
such as a Location Server, is pernmitted to apply actions and
transformations. In a location information context, transformations
regul ate how a Location Server nodifies the infornmation el enents that
are returned to the requestor by, for example, reducing the
granularity of returned |l ocation infornation.

Thi s docunent defines two algorithms for reducing the granularity of
returned location information. The first algorithmis defined for
usage with civic location information (see Section 6.5.1) while the
other one applies to geodetic |ocation information (see

Section 6.5.2). Both algorithns cone with limtations, i.e., they
provi de | ocati on obfuscation under certain conditions and may
therefore not be appropriate for all application domains. These
limtations are docunented within the Security Consideration section
(see Section 13). The geodetic transformation algorithmin

Section 6.5.2 mitigates privacy risks for both stationary and novi ng
Targets. However, noving Targets will reveal additional information
to an adversary. To cover applications that have nore sophisticated
privacy requirenents, additional algorithns may need to be defi ned.
Thi s docunent foresees extensions in the formof new al gorithns and
therefore defines a registry (see Section 11.3).

The XML schena defined in Section 9 extends the Conmon Policy schema
by introducing new child el enents to the condition and transformation
el ements. This document does not define child elenents for the
action part of a rule.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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Thi s docunent reuses the term nol ogy of RFC 6280 [ RFC6280], such as
Location Server (LS), Location Recipient (LR), Rule Maker (RM,
Target, Location Generator (LG, and Location Object (LO. This
docunent uses the follow ng term nol ogy:

Presentity or Target:

RFC 6280 [ RFC6280] uses the term"Target"” to identify the object
or person of which location information is required. The presence
nodel described in RFC 2778 [ RFC2778] uses the term "presentity"
to describe the entity that provides presence information to a
presence service. A presentity in a presence systemis a Target
in a location information system

Wat cher or Location Recipient:
The receiver of location infornmation is the Locati on Reci pi ent
(LR) in the term nology of RFC 6280 [RFC6280]. A watcher in a
presence system i.e., an entity that requests presence
i nformati on about a presentity, is a Location Recipient in a
| ocation information system

Aut hori zation policy:
An aut horization policy is given by a rule set. A rule set
contains an unordered list of (policy) rules. Each rule has a
condition, an action, and a transformati on conmponent.

Per m ssi on:

The term "permission” refers to the action and transformation
components of a rule.

Locati on Servers:
Entities that eval uate the geol ocation authorization policies.
Presence Servers
The geol ocation privacy architecture is, as described in RFC 4079
[ RFC4079], aligned with the presence architecture, and a "Presence

Server" is therefore an entity that distributes |ocation
informati on al ong with other presence-specific XM data el enents.

Schul zrinne, et al. St andards Track [ Page 6]



RFC 6772 Geol ocation Policy January 2013

3. Generic Processing
3.1. Structure of GCeol ocation Authorization Docunents

A geol ocation authorization docunent is an XM. docunent, formatted
according to the schema defined in [ RFC4745]. Geol ocation

aut hori zati on docunments inherit the nmedia type of Common Policy
docunents, application/auth-policy+xm . As described in [RFCA745],
this docunment is conposed of rules that contain three parts
conditions, actions, and transformations. Each action or
transformation, which is also called a perm ssion, has the property
of being a positive grant of information to the Location Recipient.
As a result, there is a well-defined nechani smfor conbining actions
and transformati ons obtained fromseveral sources. This mechanismis
privacy enabling, since the lack of any action or transformation can
only result in less informati on being presented to a Location
Reci pi ent.

3.2. Rule Transport

There are two ways the authorization rules described in this docunent
may be conveyed between different parties:

0 RFC 4119 [RFC4119] all ows enhanced authorization policies to be
referenced via a Uni form Resource Locator (URL) in the 'ruleset-
reference’ element. The 'ruleset-reference’ elenment is part of
the basic rules that always travel with the Location Object.

0 Authorization policies mght, for exanple, also be stored at a
Location Server / Presence Server. The Rule Maker therefore needs
to use a protocol to create, nodify, and del ete the authorization
policies defined in this document. Such a protocol is avail able
with the Extensible Markup Language (XM.) Configuration Access
Pr ot ocol (XCAP) [ RFC4825].

4. Location-Specific Conditions

This section describes the |ocation-specific conditions of a rule.
The <conditions> el ement contains zero or nore <l ocation-condition>
child elenent(s). The <conditions> elenent only evaluates to TRUE if
all child elenments evaluate to TRUE; therefore, nultiple <location-
condition> el enents are not normal |y useful

The <l ocation-condition> el ement MJUST contain at |east one <location>
child element. The <location-condition> elenent evaluates to TRUE if
any of its child <location> elenents matches the | ocation of the
Target, i.e., <location> elenents are conbined using a |ogical OR
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The three attributes of <location> are 'profile’, 'xm:lang', and
"label’. The "profile’ indicates the location profile that is
included as child elenents in the <location> elenent. Two | ocation
profiles, geodetic and civic, are defined in Sections 4.1 and 4. 2.
Each profile describes under what conditions a <location> el enent
eval uates to TRUE.

The 'l abel’ attribute allows a human-readabl e description to be added
to each <location> element. The 'xm:lang’ attribute contains a

| anguage tag providing further information for rendering of the
content of the 'label’ attribute.

The <l ocation-condition> and the <location> el ements provide
extension points. |If an extension is not understood by the entity
evaluating the rules, then this rule evaluates to FALSE. This causes
a <conditions> elenent to evaluate to FALSE if a <l ocation-condition>
el ement is unsupported. A <location-condition> is considered TRUE if
any of the <location> el ements understood by the rule evaluator is
TRUE.

4.1. GCeodetic Location Condition Profile

The geodetic location profile is identified by the token 'geodetic-
condition’. Rule Mikers use this profile by placing a Geography

Mar kup Language [GWL] <Circle> elenent within the <location> el ement
(as described in Section 5.2.3 of [RFC5491]).

The <l ocation> el enent containing the information for the geodetic

| ocation profile evaluates to TRUE if the current |ocation of the
Target is conpletely within the described |ocation (see Section
6.1.15.3 of [OGC-06-103r4]). Note that the Target’s actual |ocation
m ght be represented by any of the |location shapes described in

[ RFC5491]. If the geodetic location of the Target is unknown, then
the <location> el ement containing the informati on for the geodetic

| ocation profile evaluates to FALSE

| mpl enent ati ons MUST support the World Geodetic System 1984 (WGS 84)
[ Nl MA. TRB350. 2- 3e] coordinate reference systemusing the forma
identifier fromthe European Petrol eum Survey G oup (EPSG GCeodetic
Par anet er Dataset (as formalized by the Open Geospatial Consortium
(0&0)):

2D: WES 84 (latitude, longitude), as identified by the URN
"urn:ogc: def:crs: EPSG : 4326". This is a two-dinmensional CRS

A Coordi nate Reference System (CRS) MJST be specified using the above

URN notation only; inplementations do not need to support user-
defined CRSs.
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I mpl enent ati ons MJST specify the CRS using the "srsName" attribute on
the outernost geometry element. The CRS MJUST NOT be changed for any
sub-el ements. The "srsDinension” attribute MJST be omtted, since

t he number of dinensions in these CRSs is known.

4.2. Civic Location Condition Profile

The civic location profile is identified by the token ’civic-
condition”. Rule Makers use this profile by placing a <civicAddress>
el ement, defined in [RFC5139], within the <l ocation> el enent.

Al'l child elenents of a <location> elenment that carry <civi cAddress>
el ements MUST evaluate to TRUE (i.e., logical AND) in order for the
<l ocation> elenent to evaluate to TRUE. For each child elenent, the
val ue of that element is conpared to the value of the same elenent in
the Target’s civic location. The child elenent evaluates to TRUE if
the two values are identical based on an octet-by-octet conparison

A <l ocation> el ement containing a <civic-condition> profile eval uates
to FALSE if a civic address is not present for the Target. For
exanple, this could occur if location information has been renoved by
other rules or other transmtters of location information or if only
the geodetic location is known. |n general, it is RECOVMENDED
behavi or for an LS not to apply a translation from geodetic | ocation
to civic location (i.e., geocode the |ocation).

5. Actions
Thi s docunent does not define |ocation-specific actions.

6. Transformations

Thi s docunment defines several elenents that allow Rule Makers to
specify transformati ons that

0 reduce the accuracy of the returned |ocation information, and

0 set the basic authorization policies carried inside the PlIDF-LO
6.1. Set Retransmi ssion-Allowed

This elenment specifies a change to or the creation of a value for the

<retransm ssion-all owed> element in the PIDF-LO. The data type of

the <set-retransm ssion-all owed> el erent is a bool ean

If the value of the <set-retransm ssion-allowed> elenent is set to

TRUE, then the <retransm ssion-allowed> elenment in the PIDFLO MIJST
be set to TRUE. |f the value of the <set-retransm ssion-allowed>
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element is set to FALSE, then the <retransm ssion-all owed> el erent in
the PI DF-LO MJUST be set to FALSE

If the <set-retransm ssion-allowed> elenent is absent, then the val ue
of the <retransm ssion-allowed> el enent in the PIDF-LO MIST be kept
unchanged, or if the PIDF-LO is created for the first tine, then the
val ue MUST be set to FALSE

6.2. Set Retention-Expiry

This transformation asks the LS to change or set the value of the
<retention-expiry> elenent in the PIDF-LO. The data type of the
<set-retention-expiry> el enent is a non-negative integer

The val ue provided with the <set-retention-expiry> el ement indicates
seconds, and these seconds are added to the time that the LS provides
| ocation. A value of zero requests that the information is not

retai ned.

If the <set-retention-expiry> elenment is absent, then the val ue of
the <retention-expiry> elenent in the PIDF-LO is kept unchanged, or
if the PIDF-LO is created for the first time, then the value MJIST be
set to the current date.

6.3. Set Note-Wel

This transformation asks the LS to change or set the value of the
<note-well> elenent in the PIDF-LO The data type of the <set-note-
well > element is a string.

The val ue provided with the <set-note-well> el enent contains a
privacy statement as a hunman-readabl e text string, and an 'xm : | ang
attribute denotes the | anguage of the human-readabl e text.

If the <set-note-well> elenent is absent, then the value of the
<note-well> elenent in the PIDF-LO is kept unchanged, or if the
PIDF-LO is created for the first time, then no content is provided
for the <note-well > el enent.

6.4. Keep Rul eset Reference
This transformation specifies whether the <external -rul eset> el enent
in the PIDF-LO carries the extended authorization rules defined in
[ RFC4745]. The data type of the <keep-rul e-reference> elenent is
bool ean.

If the value of the <keep-rule-reference> elenment is set to TRUE
then the <external -ruleset> elenent in the PIDF-LO i s kept unchanged
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when included. |If the value of the <keep-rule-reference> element is
set to FALSE, then the <external -rul eset> elenent in the PIDF-LO MJST
NOT contain a reference to an external rule set. The reference to
the ruleset is renoved, and no rules are carried as MM bodies (in
case of Content-ID (cid:) URIs [RFC2392]).

If the <keep-rule-reference> elenent is absent, then the value of the
<external -rul eset> element in the PIDF-LO is kept unchanged when
available, or if the PIDF-LOis created for the first time, then the
<external -rul eset> el enent MJUST NOT be incl uded.

6.5. Provide Location

The <provi de-location> el ement contains child elements of a specific
| ocation profile that controls the granularity of returned |ocation
information. This formof location granularity reduction is also
call ed 'obfuscation’ and is defined in [ DUCKHAMD5] as

the means of deliberately degrading the quality of information
about an individual’s location in order to protect that
i ndividual’s | ocation privacy.

Location obscuring presents a nunber of technical challenges. The
al gorithms provided in this docunent are provided as exanpl es only.
A di scussion of the technical constraints on |ocation obscuring is
included in Section 13.5.

The functionality of location granularity reduction depends on the
type of location provided as input. This docunent defines two
profiles for reduction, namely:

0 civic-transformation: If the <provide-location> el enent has a
<provide-civic> child elenent, then civic location information is
di scl osed as described in Section 6.5.1, subject to availability.

0 geodetic-transformation: |If the <provide-location> elenent has a
<provi de-geo> child el enent, then geodetic location information is
di scl osed as described in Section 6.5.2, subject to availability.

The <provide-location> el enent MJST contain the 'profile’ attribute
if it contains child elenments, and the child el ements MJUST be
appropriate for the profile.

If the <provide-location> el enent has no child el enents, then civic
as well as geodetic location information is disclosed wthout
reducing its granularity, subject to availability. 1In this case, the
profile attribute MJUST NOT be incl uded.
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6.5.1. Civic Location Profile

This profile uses the token 'civic-transformation’. This profile
allows civic location transformations to be specified by neans of the
<provi de-civic> elenment that restricts the level of civic |location
information the LS is permtted to disclose. The synbols of these

| evel s are: 'country’', 'region’, 'city’, 'building’, and "full’.
Each level is given by a set of civic location data itens such as
<country> and <Al1>, ..., <POwWw, as defined in [RFC5139]. Each |eve

includes all elenents included by the | ower |evels.

The "country’ level includes only the <country> el ement; the 'region
| evel adds the <Al> elenent; the 'city’ |level adds the <A2> and <A3>
el ements; the 'building’ level and the "full’ level add further civic
| ocation data as shown bel ow.

full
{<country> <Al> <A2> <A3> <A4> <A5> <A6>, <PRD> <PCD>,
<STS>, <HNO>, <HNS>, <LMK>, <LOC, <PC>, <NAM>, <FLR>,
<BLD>, <UNI T>, <ROOW>, <PLC>, <PCN>, <POBOX>, <ADDCCDE>, <SEAT>
<RD>, <RDSEC>, <RDBR>, <RDSUBBR>, <PRM>, <POW}
I
1
bui | di ng
{<country> <Al> <A2> <A3> <A4>, <A5> <A6>, <PRD>
<POD>, <STS>, <HNO>, <HNS>, <LMK>, <PC
<RD>, <RDSEC>, <RDBR>, <RDSUBBR> <PRM>, <POW:}
I
N
city
{<country>, <Al> <A2> <A3>}
I
|
regi on
{<country>, <Al>}
I
I

country
{<country>}

none

{}

The default value is "none".

The schema of the <provide-civic> elenment is defined in Section 8.
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6.5.2. Geodetic Location Profile

This profile uses the token 'geodetic-transformation’ and refers only
to the Coordi nate Reference System (CRS) WGS 84

(urn:ogc: def:crs: EPSG : 4326, 2D). This profile allows geodetic

| ocation transformations to be specified by neans of the <provide-
geo> el ement that may restrict the returned geodetic |ocation

i nformati on based on the value provided in the 'radius’ attribute.
The value of the 'radius’ attribute expresses the radius in nmeters.

The schema of the <provide-geo> elenent is defined in Section 8.

The al gorithm proceeds in six steps. The first two steps are

i ndependent of the measured position to be obscured and shoul d be run
only once or very infrequently for each region and desired
uncertainty. The steps are:

1. Choose a geodesic projection with Cartesian coordi nates and a
surface you want to cover. Linit the worst-case distortion of
the map as noted bel ow

2. Gven a desired uncertainty radius "d", choose a grid of so-
called "landmarks" at a distance of at least d units apart from
each ot her.

3. Gdven a neasured location Ms(mn) on the surface, calculate its 4
cl osest | andmarks on the grid, with coordinates: SW= (l,Db),
SE=(r,b), NWe(l,t), NE=(r,t). Thus, |I<=nxr and b<=n<t. See
not es bel ow.

4. Let x=(m1)/(r-1) and y=(n-b)/(t-b).

x and y are thus the scaled | ocal coordinates of the point Min
the small grid square that contains it, where x and y range
between 0 and 1.

5. Let p = 0.2887 (=sqrt(3)/6) and g = 0.7113 (=1-p). Determ ne
whi ch of the follow ng eight cases hol ds:

Cl. x <pandy <p
p<=x<qandy <x andy < 1-Xx
<= x andy <p

p<=y<gandx<=yandy < 1-Xx
p<=y<gqgandy<xand 1-x <=y

4R 88
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C6. x < pand g <=y
C7l. p<=x<gand x <=y and 1-x <=y
C8. g <=x and q <=y

6. Depending on the case, let C (=Center) be

Cl: sSwW
SWor SE
SE

SWor NW
SE or NE

NW
NW or NE
NE

838 8 8K

Return the circle with center C and radi us d.
Not es:
Regardi ng Step 1:

The scale of a map is the ratio of a distance (a straight line) on
the map to the corresponding air distance on the ground. For maps
covering larger areas, a map projection froma sphere (or
ellipsoid) to the plane will introduce distortion, and the scale
of the map is not constant. Also, note that the real distance on
the ground is taken along great circles, which may not correspond
to straight lines on the map, depending on the projection used.

Let us neasure the (length) distortion of the map as the quotient
bet ween the nmaxi mal and the mnimal scales on the map. The

di stortion MIST be below 1.5. (The mininumdistortion is 1.0: if
the region of the map is small, then the scale may be taken as a
constant over the whole map).

Regardi ng Step 3:
SWis menonic for southwest, b for bottom | for left (SWe(I, b)),
etc., but the directions of the geodesic projection may be

arbitrary, and thus SWnay not be southwest of M but it will be
| eft and bel ow M *on the map*
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7. Exanpl es

This section provides a few exanples for authorization rul es using
the extensions defined in this docunent.

7.1. Rule Exanple with Cvic Location Condition

This exanple illustrates a single rule that enploys the civic

| ocation condition. It matches if the current |ocation of the Target
equal s the content of the child el enents of the <l ocation> el enent.
Requests match only if the Target is at a civic location with country
set to 'CGermany’, state (Al) set to 'Bavaria, city (A3) set to
"Munich’, city division (A4) set to 'Perlach’, street nane (A6) set
to 'Oto-Hahn-Ri ng’, and house nunmber (HNO) set to '6’

No actions and transformation child el enents are provided in this
rul e exanple. The actions and transformati on coul d include presence-
specific informati on when the Geol ocation Policy framework is applied
to the Presence Policy framework (see [RFC5025]).

<?xm version="1.0" encodi ng="UTF-8""?>
<rul eset xm ns="urn:ietf:parans: xm : ns: common- pol i cy"
xm ns: gp="urn:ietf:parans: xm :ns: geol ocati on-policy">

<rul e id="AA56i 09" >
<condi ti ons>
<gp: | ocati on-condi ti on>
<gp: | ocati on
profile="civic-condition"
xm : 1 ang="en"
| abel =" Si enens Neuperl ach site 'Legol and’ "
xm ns="urn:ietf:paranms: xm : ns: pi df : geopri v10: ci vi cAddr " >
<count r y>DE</ count ry>
<Al>Bavari a</ Al>
<A3>Muni ch</ A3>
<A4>Per | ach</ Ad4>
<A6>Ct t 0- Hahn- Ri ng</ A6>
<HNO>6</ HNO>
</ gp: | ocation>
</ gp: | ocation-condition>

</ conditions>

<actions/>

<transformations/>

</rul e>
</rul eset >
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7.2. Rule Exanple with Geodetic Location Condition

This exanple illustrates a rule that enploys the geodetic |ocation
condition. The rule matches if the current |ocation of the Target is
inside the area specified by the pol ygon. The polygon uses the EPSG
4326 coordi nate reference system No altitude is included in this
exampl e.

<?xm version="1. 0" encodi ng="UTF-8"?>
<rul eset
xm ns="urn:ietf:parans: xm : ns: common- pol i cy"
xm ns: gp="urn:ietf:parans: xm :ns: geol ocati on-policy"
xm ns: gm ="http://ww. opengi s. net/gm"
xm ns: gs="http://ww. opengi s. net/pidflo/1. 0">

<rul e id="BB56A19" >
<condi ti ons>
<gp: | ocation-condi ti on>
<gp: | ocation
xm : 1 ang="en"
| abel =" Sydney Opera House"
profil e="geodetic-condition">
<gs: G rcl e srsNanme="urn: ogc: def: crs: EPSG : 4326" >
<gnl : pos>- 33. 8570029378 151. 2150070761</ gm : pos>
<gs: radi us uom="urn: ogc: def: uom EPSG : 9001" >1500
</ gs:radi us>
</gs:Crcle>
</ gp:location>
</ gp: | ocation-condition>
</ conditi ons>
<transformations/>
</rul e>
</rul eset >
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7.3. Rule Exanple with Cvic and Ceodetic Location Condition

This exanple illustrates a rule that enploys a mxed civic and
geodetic location condition. Depending on the available type of

| ocation information, nanely civic or geodetic |ocation information,
one of the location elenments may match.

<?xm version="1.0" encodi ng="UTF-8"?>
<rul eset
xm ns="urn:ietf:parans: xm : ns: cormon- pol i cy"
xm ns: gp="urn:ietf:parans: xm : ns: geol ocati on-policy"
xm ns: gm ="http://ww. opengi s. net/gm"
xm ns: gs="http://ww. opengi s. net/pidflo/1.0">

<rul e id="AA56i 09" >
<condi ti ons>
<gp: | ocati on-condi ti on>
<gp:location profile="civic-condition"
xm ns="urn:ietf:parans: xm : ns: pidf: geopriv10: ci vi cAddr" >
<count r y>DE</ count ry>
<Al>Bavari a</ A1>
<A3>Muni ch</ A3>
<Ad>Per | ach</ Ad>
<A6>Ct t 0- Hahn- Ri ng</ A6>
<HNO>6</ HNO>
</ gp:location>
<gp: | ocation profil e="geodetic-condition">
<gs: Circl e srsNanme="urn: ogc: def: crs: EPSG : 4326" >
<gnl : pos>- 34. 410649 150. 87651</gm : pos>
<gs: radi us uom="urn: ogc: def: uom EPSG : 9001" >1500
</ gs:radi us>
</gs:Crcle>
</ gp: | ocation>
</ gp: | ocation-condition>
</ conditions>
<actions/>
<transformations/>
</rul e>
</rul eset >
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7.4. Rule Exanple with Location-Based Transformations

Thi s exanpl e shows the transformations specified in this docunent.
The <provide-civic> elenent indicates that the available civic

| ocation information is reduced to building | evel granularity. |If
geodetic location information is requested, then a granularity
reduction is provided as well.

<?xm version="1. 0" encodi ng="UTF-8"?>
<rul eset xm ns="urn:ietf:parans: xm : ns: common- pol i cy"
xm ns: gp="urn:ietf:parans: xm : ns: geol ocati on-policy"
xmns: | p="urn:ietf:params: xm : ns: basi c-1ocation-profil es">

<rul e id="AA56i 09" >

<condi tions/>

<actions/ >

<transformati ons>
<gp: set-retransni ssi on-al | owed>f al se
</ gp: set-retransni ssi on-al | owed>
<gp: set-retention-expi ry>86400</gp: set-retention-expiry>
<gp: set-note-well xm :lang="en">M privacy policy goes here.
</ gp: set-note-well >
<gp: keep-rul e-ref erence>f al se
</ gp: keep-rul e-ref erence>

<gp: provi de-| ocati on

profil e="civic-transformation">

<l p: provi de-ci vi c>bui | di ng</ | p: provi de-ci vi c>
</ gp: provi de-1 ocati on>

<gp: provi de-| ocati on
profil e="geodetic-transformation">
<l p: provi de-geo radi us="500"/>

</ gp: provi de-1 ocati on>

</transformations>

</rul e>
</rul eset >
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The following rul e describes the shorthand notation for making the
current location of the Target available to Location Recipients
wi t hout granularity reduction.

<?xm version="1.0" encodi ng="UTF-8"?>
<rul eset xm ns="urn:ietf:parans: xm :ns: common-policy"
xm ns: gp="urn:ietf:parans: xm : ns: geol ocati on-policy">

<rul e i d="AA56i a9" >
<condi ti ons/ >
<actions/>
<transformati ons>

<gp: provi de-1 ocation/ >

</transformations>

</rul e>

</rul eset >

7.5. Location Obfuscation Exanple
Suppose you want to obscure positions in the continental USA
Step 1:

First, you choose a geodesic projection. |If you are measuring

| ocation as latitude and | ongitude, a natural choice is to take a
rectangul ar projection. One latitudinal degree corresponds to
approxi mately 110.6 kilonmeters, while a good approxi mation of a

| ongi tudi nal degree at latitude phi is (pi/180)*Mcos(phi), where
pi is approximately 3.1415, and Mis the Earth’s average
meri di onal radius, approximtely 6,367.5 km For instance, one

| ongi tudi nal degree at 30 degrees (say, New Oleans) is 96.39 km
while the fornmula given offers an estimation of 96.24, which is
good enough for our purposes.

W will set up a grid not only for the continental USA, but for
the whole earth between | atitudes 25 and 50 degrees, and thus wll
cover also the Mediterranean, South Europe, Japan, and the north

of China. As will be seen below, the grid distortion (for not too
large grids in this region) is approx cos(25)/cos(50), which is
1. 4099.

As origin of our grid, we choose the point at latitude 25 degrees
and longitude O (Greenwich). The latitude 25 degrees is chosen to
be just south of Florida and thus south of the continental USA
(On the Southern Hem sphere, the origin should be north of the
region to be covered; if the region crosses the Equator, the
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origin should be on the Equator. In this way, it is guaranteed
that the latitudinal degree has the |argest distance at the
| atitude of the origin).

At 25 degrees, one degree in east-west direction corresponds to
approxi mately (pi/180)*Mcos(25) = 100.72 km

The sane procedure, basically, produces grids for

* 45 degrees south to 45 degrees north: Tropics and subtropics,
Africa, Australia

* 25 to 50 degrees (both north or south): Continental United
States, Mediterranean, nost of China; nost of Chile and
Argentina, New Zeal and

* 35 to 55 degrees (both north or south): Southern and Centra
Eur ope

* 45 to 60 degrees (both north or south): Central and Northern
Eur ope, Canada

* 55 to 65 degrees (both north or south): npbst of Scandinavia
* 60 to 70 degrees (both north or south): Al aska

Since we do not want to change the grid systemoften (this would

| eak nmore information about obscured | ocations when they are
repeatedly visited), the algorithmshould prefer to use the grids
di scussed above, with origin at the Greenwich meridian and at

| atitudes 0=0, 0=25, 0=35, 0=45, 0=55, and 0=60 degrees (north) or
at latitudes o0=-25, 0=-35, 0=-45, 0=-55, and o=-60 degrees (the

m nus to indicate "south").

CQur choice for the continental USA is 0=25.

For locations close to the poles, a different projection should be
used (not discussed here).

Step 2:
To construct the grid, we start with our chosen origin and pl ace

grid points at regular intervals along each of the axes (north-
south and east-west) with a distance d between each.
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We will now construct a grid for a desired uncertainty of d =
100km At our origin, 100 km correspond roughly to d1 = 100/
100.72 = 0.993 degrees in an east-west direction and to d2 = 100/
110.6 = 0.904 degrees in a north-south direction

The (i,j)-point in the grid (i and j are integers) has |ongitude
di*i and | atitude 25+d2*j, measured in degrees. Mdre generally,
if the grid has origin at coordinates (0,0), nmeasured in degrees,
the (i,j)-point in the grid has coordinates (longitude = d1*i,
|atitude = o+d2*j). The grid has alnpbst no distortion at the
|atitude of the origin, but it does as we go further away fromit.

The di stance between two points in the grid at 25 degrees latitude
i s indeed approximately 100 km but just above the Canadi an
border, on the 50th degree, it is 0.993*(pi/180)*Mcos(50) =
70.92km Thus, the grid distortion is 100/70.92 = 1.41, which is
acceptable (<1.5). (In the north-south direction, the grid has
roughly no distortion; the vertical distance between two

nei ghboring grid points is approximately 100 km.

Step 3:

Now suppose you neasure a position at M with |ongitude -105 (the
m nus sign is used to denote 105 degrees *west*; w thout ninus,
the point is in China, 105 degrees east) and | atitude 40 degrees
(just north of Denver, CO. The point Mis 105 degrees west and
15 degrees north of our origin (which has longitude O and | atitude
25).

Let "floor" be the function that returns the |argest integer
smal ler or equal to a floating point nunber. To calculate SW the
cl osest point of the grid on the southwest of Ms(mn), we

calcul ate
i=floor(mdl) = floor(-105/0.993) = -106
j= floor(n-o/d2) = floor(15/0.904) = 16

Those are the indexes of SWon the grid. The coordinates of SW
are then: (dl*i, 25+d2*j) = (-105.242, 39.467).

Thus:
| =d1*fl oor (m dl) = -105.243
r=l +d1 = -105.243+0. 993 = -104. 250

b=o+d2*f| oor (n-o/ d2) = 39. 467
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t=b+d2 = 39.467+0. 904 = 40. 371

These are the fornmulas for |, r, b, and t in the general case of
Cartesi an projections based on | atitude and | ongitude.

Step 4:

Calculate x and y, the local coordinates of the point Min the
small grid square that contains it. This is easy:

x=(m )/ (r-1) = [-105 -(-105.243)]/0.993 = 0.245
y=(n-b)/(t-b) = [40 - 39.467]/0.904 = 0.590
Step 5:

First, conpare x with p (0.2887) and 1-p (0.7113). x is snaller
than p. Therefore, only cases 1, 4, or 6 could hold.

Al so, conpare y with p (0.2887) and 1-p (0.7113). y is between
them p <=y <. Thus, we nust be in case 4. To check, conpare

y (0.59) with x (0.245) and 1-x. y is larger than x and small er
than 1-x. W are incase C4 (p <=y <qand x <=y and y < 1-Xx).

Step 6:
Now we choose either SWor NWas the center of the circle.
The obscured | ocation is the circle with radius 100 km and cent er

in SW(coordinates: -105.243, 39.467) or NW (coordi nates:
-105. 243, 40.371).
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This section defines the location profiles used as child el ements of
the transformati on el ement.

<?xm version="1.0" encodi ng="UTF-8"?>
<xs:schema
t arget Nanespace="urn:ietf: parans: xm : ns: basi c-1 ocati on-profiles”

xm ns: xs="http://ww. w3. org/ 2001/ XM_Schema"

el ement For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t =" unqual i fi ed" >

<I--

<xs: el enent nanme="provide-civic" default="none">

profile="civic-transfornmation"

<xs: si npl eType>

<l--

<xs:restriction base="xs:string">
:enuneration value="full"/>
enumer ati on val ue="buil di ng"/>

<XS

<XS:
<XS:
<XS:
<XS:
<XS.:

->

enuner ation value="city"/>

enuner ati on val ue="regi on"/ >
enuneration val ue="country"/>

enuner ati on val ue="none"/ >

</xs:restriction>
</ xs: si npl eType>

</ xs: el enent >

profil e="geodetic-transformation"

<xs: el enent nanme="provi de-geo" >
<xs: conpl exType>

<xs:attribute name="radius" type="xs:integer"/>
</ xs: conpl exType>

</ xs: el enent >

</ xs: schena>
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9. XM Schenma for CGeol ocation Policy

This section presents the XM. scherma that defines the Geol ocation
Pol i cy schema described in this docunent. The Geol ocation Policy
schena extends the Common Policy schema (see [ RFC4745]).

<?xm version="1. 0" encodi ng="UTF-8"?>
<xs:schema
t ar get Nanespace="urn: i etf: paramnms: xm : ns: geol ocati on- pol i cy"
xm ns: gp="urn:ietf:parans: xm : ns: geol ocati on-policy"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schena"
el ement For mDef aul t =" qual i fi ed"
attri but eFor nDef aul t =" unqual i fi ed" >

<l-- Inport Comon Policy-->
<xs:inport namespace="urn:ietf:parans: xnm :ns: common-policy"/>

<l-- This inmport brings in the XM. | anguage attribute xm:|ang-->
<xs:inport namespace="http://ww. w3. or g/ XM_/ 1998/ nanespace"
schemalLocati on="http://ww. w3. org/ 2001/ xm . xsd"/ >

<l-- Geopriv Conditions -->

<xs: el enent nanme="l| ocation-condition"
type="gp: | ocati onconditi onType"/>

<xs: conpl exType name="| ocati oncondi ti onType">
<xs: conpl exCont ent >
<xs:restriction base="xs:anyType">
<xs: choi ce mi nCccurs="1" maxCccur s="unbounded" >
<xs: el enent name="I| ocation" type="gp:|ocati onType"
m nCccurs="1" maxQccur s="unbounded"/ >
<xs:any nanespace="##ot her" processContents="1ax"
m nCccur s="0" maxCccur s="unbounded"/ >
</ xs: choi ce>
</ xs:restriction>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: conpl exType name="| ocati onType" >
<xs: conpl exCont ent >
<xs:restriction base="xs:anyType">
<xs: choi ce mi nCccurs="1" nmaxCccur s="unbounded" >
<xs:any nanespace="##ot her" processContents="1ax"
m nCccur s="0" maxQOccur s="unbounded"/ >

</ xs: choi ce>

<xs:attribute name="profile" type="xs:string"/>
<xs:attribute nanme="I|abel" type="xs:string"/>
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<xs:attribute ref="xm:lang" />
</xs:restriction>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<l-- Geopriv transformations -->

<xs:el enment name="set-retransni ssion-al |l oned"
type="xs: bool ean" defaul t="fal se"/>

<xs: el enent nanme="set-retention-expiry”
type="xs:integer" default="0"/>

<xs: el enent nane="set-note-well"
type="gp: not ewel | Type"/ >

<xs: el enent name="keep-rul e-reference"
type="xs: bool ean" defaul t="fal se"/>

<xs: el enent nanme="provi de-|ocation"
type="gp: provi del ocati onType"/ >

<xs: conpl exType name="not ewel | Type" >
<xs: si npl eCont ent >
<xs: extension base="xs:string">
<xs:attribute ref="xm:lang" />
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<xs: conpl exType name="provi del ocati onType" >
<xs: conpl exCont ent >
<xs:restriction base="xs:anyType">
<xs: choi ce m nCccurs="0" maxQccur s="unbounded" >
<xs:any nanmespace="##ot her" processContents="1ax"
m nCccur s="0" maxCOccur s="unbounded"/ >
</ xs: choi ce>
<xs:attribute name="profile" type="xs:string" />
</xs:restriction>
</ xs: conpl exCont ent >
</ xs: conpl exType>

</ xs: schema>

10. XCAP Usage
This section defines the details necessary for clients to manipul ate
geol ocation privacy docunents froma server using XCAP. |f used as
part of a presence system it uses the sane Application Unique ID

(AU D) as those rules. See [RFC5025] for a description of the XCAP
usage in context with presence authorization rules.
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10.

10.

10.

10.

10.

10.

10.

10.

1. Application Unique ID

XCAP requires application usages to define a unique Application
Unique ID (AUID) in either the |ETF tree or a vendor tree. This
specification defines the "geolocation-policy" AUD w thin the | ETF
tree, via the IANA registration in Section 11.

2. XM Schema

XCAP requires application usages to define a schema for their
docunents. The schema for geol ocation authorization docunents is
described in Section 9.

3. Default Nanespace

XCAP requires application usages to define the default namespace for
their docunments. The default nanespace is
urn:ietf:parans: xm :ns: geol ocation-policy.

4. M ME Media Type

XCAP requires application usages to define the MM nedia type for
docunents they carry. Geolocation privacy authorization docunents
inherit the MM type of Common Policy docunents, application/

aut h- pol i cy+xni .

5. Validation Constraints

Thi s specification does not define additional constraints.

6. Data Senmantics

Thi s docunent di scusses the semantics of a geol ocation privacy
aut hori zati on.

7. Naming Conventions

When a Location Server receives a request to access location
informati on of sone user foo, it will look for all documents within
http://[ xcaproot]/geol ocation-policy/users/foo and use all docunents
found beneath that point to guide authorization policy.

8. Resource | nterdependencies

Thi s application usage does not define additional resource
i nt er dependenci es.
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10.

11.

11.

11.

9. Authorization Policies
Thi s application usage does not nodify the default XCAP authorization
policy, which is that only a user can read, wite, or nodify his/her
own docurents. A server can allow privileged users to nodify
docunents that they do not own, but the establishnment and indication
of such policies is outside the scope of this docunent.

I ANA Consi derati ons

There are several | ANA considerations associated with this
speci fication.

1. Ceolocation Policy XM. Schenma Regi stration

This section registers an XM. scherma in the | ETF XM. Regi stry as per
the guidelines in [ RFC3688].

URI: wurn:ietf:paranms: xm :schema: geol ocati on-policy

Regi strant Contact: |ETF Geopriv Wrking Goup (geopriv@etf.org),
Hannes Tschof eni g (hannes. t schof eni g@sn. com

XM.:  The XM. schenma to be registered is contained in Section 9. |Its
first lineis

<?xm version="1.0" encodi ng="UTF-8""?>

and its last lineis

</ xs: schema>

2. Ceolocation Policy Nanespace Registration

This section registers a new XM. nanespace in the | ETF XM. Registry
as per the guidelines in [ RFC3688].

URI: wurn:ietf:params: xm :ns:geol ocation-policy

Regi strant Contact: |ETF Geopriv Wrking Goup (geopriv@etf.org),
Hannes Tschof eni g (hannes. t schof eni g@sn. com
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XM_:

BEG N

<?xm version="1.0"?>

<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR xht m - basi ¢/ xht m - basi ¢10. dt d" >

<htm  xm ns="http://ww. w3. org/ 1999/ xht m " >

<head>
<meta http-equiv="content-type"

content="text/html ; charset=i so-8859-1"/>

<title>Geol ocation Policy Nanespace</title>

</ head>

<body>
<hl>Nanespace for Geol ocati on Authorization Policies</hl>
<h2>urn:ietf:parans: xm : schema: geol ocati on- pol i cy</ h2>

<p>See <a href="http://ww.rfc-editor.org/rfc/rfc6772. txt">

RFC 6772</ a>. </ p>

</ body>

</htm >

END

11.3. Ceolocation Policy Location Profile Registry
Thi s docunent creates a registry of location profile nanmes for the
Geol ocation Policy framework. Profile nanes are XML tokens. This
registry will operate in accordance with RFC 5226 [ RFC5226],
Speci fication Requi red.
Thi s docunent defines the follow ng profil e nanes:
geodetic-condition: Defined in Section 4.1
civic-condition: Defined in Section 4.2.
geodetic-transformation: Defined in Section 6.5.2.
civic-transformation: Defined in Section 6.5.1

11.4. Basic Location Profile XM. Scherma Registration

This section registers an XM. scherma in the | ETF XM Regi stry as per
the guidelines in [ RFC3688].

URI: wurn:ietf:parans: xm :schema: basic-location-profiles

Regi strant Contact: |ETF Geopriv Wrking Goup (geopriv@etf.org),
Hannes Tschof eni g (hannes. t schof eni g@sn. com
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11.

11.

XM.:  The XML scherma to be registered is contained in Section 8. Its
first lineis

<?xm version="1.0" encodi ng="UTF-8""?>

and its last lineis

</ xs: schema>

5. Basic Location Profile Nanespace Registration

This section registers a new XM. nanespace in the | ETF XML Registry
as per the guidelines in [ RFC3688].

URI: wurn:ietf:paramnms:xm :ns:basic-1ocation-profiles

Regi strant Contact: |ETF Geopriv Wrking Goup (geopriv@etf.org),
Hannes Tschof eni g (hannes. tschof eni g@sn. com

XM_:

BEG N
<?xm version="1.0"?>
<! DOCTYPE htm PUBLIC "-//WBC//DITD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR/ xht m - basi ¢/ xht m - basi ¢10. dt d" >
<htm xm ns="http://ww. w3. org/ 1999/ xhtm ">
<head>
<meta http-equiv="content-type"
content="text/htmnl ; charset=i so-8859-1"/>
<title>Basic Location Profile Nanmespace</title>
</ head>
<body>
<hl>Nanespace for Basic Location Profil e</hl>
<h2>urn:ietf:parans: xn : schena: basi c-1 ocati on-profil es</h2>
<p>See <a href="http://ww.rfc-editor.org/rfc/rfc6772. txt">
RFC 6772</ a>. </ p>
</ body>
</htm >
END

6. XCAP Application Usage ID

This section registers an XCAP Application Unique ID (AUD) in the
" XM_- XCAP Application Unique IDs" registry according to the | ANA
procedures defined in [ RFC4825].

Nane of the AU D:. geol ocation-policy
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Description: Geolocation privacy rules are docunents that describe
the permi ssions that a Target has granted to Location Recipients that
access information about his/her geographic |ocation.

Internationalizati on Considerations

The policies described in this docunent are nostly nmeant for machi ne-
t o- machi ne communi cati ons; as such, many of its elenments are tokens
not neant for direct human consunption. |If these tokens are
presented to the end user, sone localization may need to occur. The
policies are, however, supposed to be created with the hel p of
humans, and sone of the elenments and attributes are subject to

i nternationalization considerations. The content of the <l abel >
element is nmeant to be provided by a human (the Rul e Maker) and al so
di splayed to a human. Furthernore, the |ocation condition el enent
(<location-condition> wusing the civic location profile, see

Section 4.2) and the <set-note-well> el enent (see Section 6.3) may
contain non-US-ASCI| |etters.

The geol ocation policies utilize XM, and all XM processors are
required to understand UTF-8 and UTF-16 encodi ngs. Therefore, all
entities processing these policies MIST understand UTF-8- and UTF- 16-
encoded XM.. Additionally, geolocation policy-aware entities MJST
NOT encode XML with encodi ngs other than UTF-8 or UTF-16

Security Considerations
1. Introduction

Thi s docunent aims to allow users to prevent unauthorized access to

| ocation information and to restrict access to informati on dependent
on the location of the Target, using |location-based conditions. This
i s acconplished using authorization policies. This work builds on a
series of other documents: security requirenents are described in

[ RFC6280] and a di scussion of generic security threats is avail able
with [ RFC3694]. Aspects of conbining perm ssions in cases of
mul ti pl e occurrence are addressed in [ RFC4745].

In addition to the authorization policies, mechanisns for obfuscating
location information are described. A theoretical treatnent of

| ocati on obfuscation is provided in [ DUCKHAMD5] and in [I|FIPO7].

[ DUCKHAMDS5] provi des the foundation, and [IFIPO7] illustrates three
different types of |ocation obfuscation by enlarging the radius, by
shifting the center, and by reducing the radius. The algorithmin
Section 6.5.2 for geodetic |location information obfuscation uses

t hese techni ques.

Schul zrinne, et al. St andards Track [ Page 30]



RFC 6772 Geol ocation Policy January 2013

13.

The requirenents for protecting privacy-sensitive location
information vary. The two obfuscation algorithms in this docunent
provide a basis for protecting agai nst unauthorized di scl osure of

| ocation information, but they have limtations. Application and
user requirenents vary widely; therefore, an extension nechanismis
support for defining and using different algorithns.

2. (Obfuscation

Whenever | ocation information is returned to a Location Recipient, it
contains the location of the Target. This is also true when |ocation
is obfuscated, i.e., the Location Server does not |ie about the
Target’s location but instead hides it within a larger |ocation
shape. Even without the Target’s novenent, there is a danger that
information will be revealed over tine. Wile the Target’s | ocation
is not revealed within a particular region of the grid, the size of
that returned region nmatters as well as the precise location of the
Target within that region. Returning |ocation shapes that are
random y conputed will over tine reveal nore and nore information
about the Target.

Consi der Figure 1, which shows three ellipses, a dotted area in the
m ddl e, and the Target’'s true location marked as 'x'. The ellipses
illustrate the | ocation shapes as received by a potential Location
Reci pi ent over time for requests of a Target’'s location information.
Col l ecting informati on about the returned | ocation information over
time allows the Location Recipient to narrow the potential |ocation
of the Target down to the dotted area in the center of the graph

For this purpose, the algorithmdescribed in Section 6.5.2 uses a
grid that ensures the sanme location information is reported while the
Target remains in the same geographical area

- / ‘- \
, I \
/ v LN
; T I \ |
| [ Xooonn + ;
| Vo il
\ | Vo I/
‘ \ el U

Figure 1: Obfuscation: A Static Target
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An obscuring nethod that returns different results for consecutive
requests can be exploited by recipients wishing to use this property.
Rate |limting the generation of new obscured | ocations or providing
the sane obscured location to recipients for the sane |ocation nm ght
limt the information that can be obtained. Note, however, that

provi ding a new obscured | ocation based on a change in | ocation

provi des sone information to recipients when they observe a change in
| ocati on.

When the Target is noving, then the location transfornations revea
i nformati on when switching fromone privacy regi on to another one.
For exanple, when a transformation indicates that civic location is
provided at a 'building’ level of granularity, floor levels, room
nunbers, and other details normally internal to a building would be
hi dden. However, when the Target noves from one building to the next
one, then the novenent would still be recognizable as the disclosed
| ocation information would be reflected by the new civic |ocation
information indicating the new building. Wth additional know edge
about building entrances and floor plans, it would be possible to

| earn additional informtion

3. AlgorithmLimtations

The al gorithmpresented in Section 6.5.2 has some issues where
information is | eaked: when noving, when switching fromone privacy
region to another one, and also when the user regularly visits the
sanme | ocati on.

The first issue arises if the algorithm provides different |ocation
information (privacy region) only when the previous one becones

i napplicable. The algorithmdiscloses new information the nonent
that the Target is on the border of the old privacy region

Anot her issue arises if the algorithm produces the different val ues
for the same location that is repeatedly visited. Suppose a user
goes home every night. |If the reported obfuscated | ocations are al
random y chosen, an analysis can reveal the hone location with high
preci si on.

In addition to these concerns, the combination of an obscured

| ocation with public geographic information (highways, |akes,
mountains, cities, etc.) may yield nuch nore precise |ocation
information than is desired. But even without it, just observing
movenents, once or multiple tines, any obscuring algorithmcan |eak
i nformati on about velocities or positions. Suppose a user wants to
di sclose location information with a radius of r. The privacy
region, acircle with that radius, has an area of A =pi * r*2. An
adversary, observing the novenents, will deduce that the target is
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visiting, was visiting, or regularly visits, a region of size Al,
smaller than A.  The ratio Al/A should be, even in the worst case,

| arger than a fixed known nunber, in order that the user can predict
the worst-case information | eakage. The choices of Section 6.5.2 are
such that this maxi num | eakage can be established: by any statistica
procedures, wi thout using external information (highways, etc., as

di scussed above), the quotient A1/A is larger than 0.13 (= 1/(5*1.5)
). Thus, for instance, when choosing a provided |ocation of size
1000 km2, he will be leaking, in worst case, the location within a
regi on of size 130 knt2.

4. Usability

There is the risk that end users are specifying their |ocation-based
policies in such a way that very small changes in |location yields a
significantly different level of information disclosure. For
exanple, a user might want to set authorization policies differently
when they are in a specific geographical area (e.g., at hone, in the
office). Location mght be the only factor in the policy that
triggers a very different action and transformation to be executed.
The accuracy of location information is not always sufficient to
unequi vocal |y determ ne whether a location is within a specific
boundary [ GEOPRI V- UNCERTAI NTY]. In sone situations, uncertainty in
| ocation information could produce unexpected results for end users.
Provi di ng adequat e user feedback about potential errors arising from
these Iimtation can help prevent unintentional information |eakage.

Users might create policies that are nonsensical. To avoid such
cases, the software used to create the authorization policies should
perform consi stency checks, and when authorization policies are

upl oaded to the policy servers, then further checks can be perforned.
VWhen XCAP is used to upload authorization policies, then built-in
features of XCAP can be utilized to convey error nessages back to the
user about an error condition. Section 8.2.5 of [RFC4825] indicates
that sone degree of application-specific checking is provided when
aut hori zation policies are added, nodified, or del eted. The XCAP
protocol may return a 409 response with a response that may contain a
detailed conflict report containing the <constraint-failure> el enent.
A human-r eadabl e description of the problemcan be indicated in the
"phrase’ attribute of that el enent.

5. Limtations of Cbscuring Locations

Locati on-obscuring attenpts to renmove information about the |ocation
of a Target. The effectiveness of |ocation obscuring is determn ned
by how nmuch uncertainty a Location Recipient has about the |ocation
of the Target. A location-obscuring algorithmis effective if the
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Locati on Recipient cannot recover a location with better uncertainty
than the obscuring algorithmwas instructed to add.

Ef fective location obscuring is difficult. The anount of information
that can be recovered by a determ ned and resourceful Location
Reci pi ent can be considerably nore than is inmediately apparent. A
conci se sunmary of the challenges is included in [ DUCKHAMLO] .

A Location Recipient in possession of external information about the
Target or geographical area that is reported can nmake assunptions or
guesses aided by that information to recover nore accurate | ocation
information. This is true even when a single location is reported,
but it is especially true when nultiple locations are reported for
the sane Target over tinmne.

Furthernore, a Location Recipient that attenpts to recover past

| ocations for a Target can use later-reported |ocations to further
refine any recovered |l ocation. A |ocation-obscuring algorithm
typically does not have any information about the future | ocation of
the Target.

The degree to which location information can be effectively degraded
by an obscuring al gorithm depends on the information that is used by
the obscuring algorithm |If the information available to the
obscuring algorithmis both nore extensive and nore effectively

enpl oyed than the information available to the Locati on Reci pi ent,
then | ocation obscuring mght be effective.

obscured |l ocations can still serve a purpose where a Location
Recipient is willing to respect privacy. A privacy-respecting
Locati on Recipient can choose to interpret the existence of
uncertainty as a request froma Rule Maker to not recover |ocation

Location obscuring is unlikely to be effective against a nore

determ ned or resourceful adversary. W thhol ding |ocation
information entirely is perhaps the nost effective nethod of ensuring
that it is not recovered.

As a final caution, we note that omtted data al so conveys sone
information. Selective withholding of information reveals that there
is something worth hiding. That information mght be used to revea
sonething of the information that is being withheld. For exanple, if
|l ocation is only obscured around a user’s home and office, then the

| ack of location for that user and the current tinme will |ikely nean
that the user is at home at night and in the office during the day,
defeating the purpose of the controls.
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Appendi x B. Pseudocode

This section provides an informal description for the algorithm
described in 6.5.2 and 7.5 as pseudocode. In addition to the
algorithm it randomy chooses anbng equidi stant | andnmarks based on
the previous |ocation

Const ant s

p
q

sqrt(3)/6 [/ approx 0.2887
1-p /1 approx 0.7113

Par anmet ers

prob: real // prob is a paraneter in the range
[l 0.5 <= prob <=1
/1 recommended is a value for prob between 0.7 and 0.9
/1 the default of prob is 0.8

| nput s

M= (mn) : real * rea
/[l Mis a pair of reals: mand n
/1l mis the longitude and n the |atitude,
/'l respectively, of the neasured | ocation
/1 The values are given as real nunbers, in the
[/l range: -180 < m<= 180; -90 < n < 90
/1 mnus values for |longitude mcorrespond to "Wst"
/1 mnus values for latitude n correspond to "South"

radius : integer // the 'radius’ or uncertainty,
/! measured in nmeters

prev-M = (prev-nil, prev-nl): real * rea
/1 the *previously* provided |ocation, if available
/1 prev-nl is the |ongitude and
/1 prev-nl the latitude, respectively

o : real

/1 this is the reference latitude for the geodesic projection
/1 The value of "0’ is chosen according to the table bel ow

/1 The area you want to project MJIST be included in

/1l between a minimal |atitude and a nmaximal |atitude

/1 given by the two first colums of the table.

/1 (Oherwi se the transformation is not avail able).
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[/ +o-o - - +o-o - - S - +

/1 | | | Tropics and subtropics | |
/1 | -45 | 45 | Africa | O |
/1 | | | Australia | |

/1 | | | Continental US | |
I | 25 | 50 | Mediterranean | 25 |
/1 | | | nost of China | |

/1 | 35 | 55 | Southern and Central | 35 |
/1 | | | Eur ope | |

/1 | 45 | 60 | Central and Northern | 45 |
/1 | | | Eur ope | |

/1 | | | nost of | |
/1 | -50 | -25 | Chile and Argentina | -50 |
/1 | | | New Zeal and | |
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Qut put s

ML = (mL,nl) : real * real // longitude and | atitude,
/1 respectively, of the provided | ocation

Local Vari abl es

d, di, d2, |, r, b, t, x, y: real

SW SE, NW NE: real * real
/1 pairs of real nunbers, interpreted as coordi nates
/1 longitude and | atitude, respectively

temp : Integer[1..8]

Functi on
choose(Ma, M. real * real): real * real;
/1 This function chooses either Ma or M
/1 depending on the paraneter 'prob’
/1 and on prev-M, the previous value of ML:
[l If prev-ML == Ma choose Ma with probability ’prob’
[l If prev-ML == Mo choose Mo with probability ’prob’
/1 Else choose Ma or Mo with probability 1/2
Begi n
rand: = Randoni O, 1] ;
/1 a real random nunber between 0 and 1
| f prev-ML == Ma Then
If rand < prob Then choose :
El se choose :
El seif prev-ML == My Then
If rand < prob Then choose :
El se choose :

© Endl f

El se
If rand < 0.5 Then choose :
El se choose :
End // Function choose

Va
Mo
Mo
M,  Endlf
Va
Mo

;. Endlf

Main // main procedure
Begi n
d:

radi us/ 1000; // uncertainty, neasured in km

dl:= (d * 180) / (pi*Mcos(0));
d2:= d / 110.6;
| = d1*fl oor (m dl)
/1 "floor" returns the |argest integer
/1 smaller or equal to a floating point nunber
r = |+di;
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b
t

X
y .

SW:
SE :
NW :
NE :

| f

El sei f
El sei f
El sei f
El sei f
El sei f
El sei f
El sei f
Endi f

End //

Schul zri nne,

et al.

ndy <p Then
nd g <=y Then

(ml)/(r-1);
(n-b)/(t-b);

(I,Db);
(r,b);
(r,t);
(r,t);

Geol ocation Policy

o+d2*fl oor (n-o/ d2);
b+d2;

y <p Then
q <=y Then
X <gandy < x
choose(SW SE) ;

y < qand x <=y
choose( SW NW ;

y <qgandy <x
choose( SE, NE)

X < qgqand x <=y
choose(NW NE) ;
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