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I ntroduction

The SMIP Message Transfer Priorities extension [RFC6710] specifies a
mechanismto all ow nmessages to be given a | abel to indicate
preferential handling, to enable mail handling nodes to take this
into account for onward processing. However, as with all SMIP
extensions, all SMIP Message Transfer Agents (MIAs) between the
source and the destination nust support the extension in order for it
to be successfully used. This docunent describes an application-

| ayer tunneling of message priority, to convey the priority of the
messages through MIAs that do not support the Message Transfer
Priorities extension. The tunneling is done by adding a new nessage
header field to the Internet Message Format specified in [ RFC5322].

A nunber of other header fields are already in use, nostly in Message
User Agents (MJAs), to convey mneanings related to inportance or
priority of nessages. Examples of such header fields are Inportance
[ RFC2156], Priority [RFC2156], and X-Priority (undocunented).

Consi deri ng sonetimes subtle and sonetinmes significant differences in
the meani ng of these header fields and widely different syntax, this
docunent defines a new header field.

Thi s docunent is notivated by 2 main depl oynent scenarios: (1) an MJA
talking to a non-MI-PRI ORI TY-aware Message Subni ssion Agent (MSA),
and (2) the use of an unextended MJA to talk to an MI-PRI ORI TY-aware
MBA. These 2 use cases are discussed in nore detail bel ow
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Use case (1) is about an MI-PRI ORI TY-capable MJA talking to a

non- M- PRI ORI TY- capabl e MSA [ RFC6409], which in turn is talking to an
MI- PRI ORI TY- capabl e MTA [ RFC5321]. Both the MSA and MIA are within
the sane ADninistrative Managenent Domain (ADMD) and are on a fast
net wor k; however, sone recipients are accessible via the MIA that is
tal king over a slow link to the next MIA. Conmuni cations over that
slow link can benefit fromthe use of the MI-PRIORI TY SMIP extension

In use case (2), a widely deployed client (such as a desktop client)
is talking to an MI-PRI ORI TY-capabl e MSA. The client mght be
extendabl e via a plug-in APl provided by the client devel opers;
however, existing APls frequently allow easy mani pul ati on of enmail
header fields, while not allowing for addition of SMIP protoco
features. In such a case, installing a plug-in on the client that
can set the MI-Priority header field could provide easier and earlier
depl oynent of the MI-PRIORITY SMIP extension in an organization

wi t hout requiring changes to desktop clients.

W note that the above use cases are not exhaustive and that other
use cases -- variations of the above -- may exist. The purpose of
this document is not to consider every scenario, but rather exanples
that reinforce the need to consider a tunneling mechani smthat can
deal with SMIP-capabl e devices that do not support [RFC6710].

2. Conventions Used in This Document

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119] when they
appear in ALL CAPS. These words al so appear in this docunment in

| ower case as plain English words, absent their nornmative meani ngs.

The formal syntax uses the Augnented Backus- Naur Form ( ABNF)
[ RFC5234] notation, including the core rules defined in Appendi x B of
RFC 5234 [ RFC5234].

In exanples, "C:" and "S:" indicate lines sent by the client and
server, respectively. Line breaks that do not start with a new"C "
or "S:" exist for editorial reasons and are not a part of the

pr ot ocol

Thi s docunent uses the term"priority" specifically inrelation to
the internal treatnment of a nmessage by the server. Messages with
hi gher priorities may be given expedited handling, and those with
|l ower priorities may be handled only as resources becone avail abl e.
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3. Handling of Messages Received via SMIP

The subsections of this section update the correspondi ng subsections
of Section 4 of [RFC6710].

3.1. Handling of the MI-PRI ORI TY Paraneter by the Receiving SMIP Server

This specification inserts the follow ng between steps 4 and 5 in
Section 4.1 of [RFC6710]:

4a. |f the sending SMIP client hasn't specified the MI-PRIORI TY
paraneter to the MAIL FROM command, but the nessage has a single
syntactically valid MI-Priority header field (see Section 4),
then the value of this header field is the message priority.

4b. I n the absence of both the MI-PRIORI TY MAIL FROM par aneter and
the MI-Priority header field, other nessage header fields, such
as Priority [RFC2156] and X-Priority, MAY be used for
determining the priority under this "Priority Message Handling"
SMIP extension. Note, however, that the |nportance [ RFC2156]
header field MJUST NOT be used for determ ning the priority under
this "Priority Message Handling" SMIP extension, as it has
different semantics: the Inportance header field is ainmed at the
user recipient and not at the nodes responsible for transferring
t he message.

3.2. Relay of Messages to Qther Conformng SMIP/ LMIP Servers

This specification inserts the follow ng between steps 1 and 2 in
Section 4.2 of [RFC6710].

la. Note that rule 1 also applies to nmessages that didn’'t have any

priority explicitly specified using the MI-PRIORITY MAI L FROM
paraneter or the MI-Priority header field.
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3.3. Relay of Messages to Non-Conform ng SMIP/LMIP Servers

Thi s specification appends the following after step 1 in Section 4.3
of [RFC6710]:

2. The relaying MIA MJUST first renove any and all existing
MI-Priority header fields fromthe nmessage. (Pl ease see
Section 7 for additional considerations related to renoval of the
MI-Priority header field.)

3. If the incom ng nmessage had an MI-PRI ORI TY paraneter specified in
the MAIL FROM command *or* there was an MI-Priority header field
renoved in step 2 above, then the relaying MIA MJST add its own
MI-Priority header field with the value determ ned by the
procedure in Section 3.1. The syntax of the MI-Priority header
field is specified in Section 4.

3.4. Miling Lists and Aliases
Thi s specification nakes no changes to Section 4.4 of [RFC6710].
3.5. Gatewaying a Message into a Foreign Environnent

This specification inserts the follow ng between steps 1 and 2 in
Section 4.5 of [RFC6710].

la. Note that if the destination environment doesn’ t support the
transport of an arbitrary header field, the requirenent in
Section 3.3 to add an MI-Priority header field doesn't apply.

3.6. Interaction with the DSN SMIP Ext ensi on
Thi s specification nakes no changes to Section 4.6 of [RFC6710].
4. Header Field: MI-Priority
Applicabl e protocol: mail [RFC5322]
Status: standard
Aut hor/ change controller: Al exey Ml nikov / IESG (iesg@etf.org)
on behal f of the I ETF
Speci fication docunment(s): RFC 6758
The MI-Priority header field conveys nessage transfer priority when

rel ayi ng a nmessage through MIAs that don’'t support the MI-PRI ORI TY
SMIP ext ensi on.
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The ABNF for this header field is defined as foll ows:

priority-header-field = "MI-Priority:"
[CFWB] priority-value [CFW5] CRLF

where "priority-value" is defined in [ RFC6710].

Exanpl e:
MI-Priority: -3

Exanpl e:
MI-Priority: 4 (ultra)

5. Exanple

Note that the follow ng exanple of an SMIP transaction with 2
recipients is also nmaking use of the STARTTLS [ RFC3207] and Delivery
Status Notification (DSN) [ RFC3461] SMIP extensi ons, even though
there is no requirenent that these other extensions are to be
supported when the MI-PRI ORI TY SMIP extension is inplemented.

220 exanpl e. net SMIP server here

EHLO exanpl e. com

250- exanpl e. net

250- DSN

250- STARTTLS

250 M- PRI ORI TY STANA&X4406

STARTTLS

.. TLS negotiation...]

MAI L FROM <el j ef e@xanpl e. con> ENVI D=QQB814159
MT- PRI ORI TY=3

250 <el j ef e@xanpl e. conr sender ok

RCPT TO <t opbanana@xanpl e. net >

250 <t opbanana@xanpl e. net > reci pi ent ok

RCPT TO <Dana@ vory. exanpl e. net > NOTI FY=SUCCESS, FAI LURE
ORCPT=r f c822; Dana@ vory. exanpl e. net

250 <Dana@vory. exanpl e. net> reci pi ent ok

DATA

354 okay, send message
(message goes here)

250 message accepted

QIT
221 goodbye

WOLOOWOW OVWOW O O0VWLLNOW

Here, the receiving SMIP server supports the "STANAGA406" Priority
Assi gnnent Policy [RFC6710] with 6 priority levels, so it will use
the priority value 4 internally (the next supported priority higher
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6

or equal to 3) and will conmunicate the priority value 3 when
relaying it to the next hop (if necessary). \When relaying the
message to the next hop that doesn’'t support the MI-PRI ORI TY SMIP
extension, the transaction m ght | ook Iike this:

220 exanpl e.org SMIP server here

EHLO exanpl e. net

250- exanpl e. or g

250- DSN

250- STARTTLS

250 Sl ZE

STARTTLS

.. TLS negotiation...]

MAI L FROM <el j ef e@xanpl e. com> ENVI D=QB814159
250 <el j ef e@xanpl e. con» sender ok

RCPT TQO <t opbanana@xanpl e. net >

250 <t opbanana@xanpl e. net > reci pi ent ok

RCPT TO <Dana@ vory. exanpl e. net > NOTI FY=SUCCESS, FAI LURE
ORCPT=r f ¢c822; Dana@ vory. exanpl e. net

250 <Dana@vory. exanpl e. net> reci pi ent ok
DATA

354 okay, send nessage

MI-Priority: 3
(the rest of the nessage goes here)

250 message accept ed

QT
221 goodbye

WONLOOOVLOWL QOVONOTONLLWLO®

| ANA Consi der ati ons

| ANA has added the following Iist of header field nanes to the
"Per manent Message Header Field Nanmes" registry (in
<http://ww. i ana. or g/ assi gnment s/ nessage- header s/ per m headers. ht m >)

Header field: MI-Priority

Appli cabl e protocol: mail

Status: standard

Aut hor/ change controller: Al exey Ml nikov / IESG (iesg@etf.org)
on behal f of the I ETF

Speci fication docunment(s): RFC 6758

Security Considerations

Thi s docunent allows a message priority to be tunneled through MIAs
that don’t support the MI-PRIORITY SMIP extension by specifying how
it can be represented in the nessage itself (using the MI-Priority
header field). Thus, it is inportant to ensure that an MIA receiving
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a message containing the MI-Priority header field can trust that it
was set by an authorized agent. The use of technol ogi es such as
Domai nKeys ldentified Mail (DKIM [RFC6376] or SSMME to sign the
MI-Priority header field value can enable a recipient to verify

whet her the specified priority value was generated by a trusted
agent. |In particular, DKIMsigning allows a recipient to verify that
the specified priority value was present when the nessage was signed,
and to verify who signed the nmessage. Note, however, that the DKIM
signer mght not be the same agent that generated the MI-Priority
header field.

MBAs ought to only accept nessage transfer priorities (whether by
using the MI-PRIORITY paranmeter to the MAIL FROM comrand or the
MI-Priority header field in the message itself) fromusers (or only
certain groups of such users) who are authenticated and authorized in
some way that's acceptable to the MSA. As part of this policy, they
can also restrict maximum priority values that different groups of
users can request and can override the priority values specified by
MJUAs. When relaying to non- M- PRI ORI TY-capabl e SMIP/ LMIP (Local Mhi l
Transfer Protocol) servers, such MSAs are required to repl ace any
MI-Priority header field values that don't satisfy this policy. See
Section 7.1 for nore details on what the consequences of such changes
m ght be.

Simlarly, MIAs ought to only accept nmessage transfer priorities
(whet her by using the MI-PRIORITY paraneter to the MAIL FROM comand
or the MI-Priority header field in the nmessage itself) from senders
(or only certain groups of such senders) who are authenticated and
authorized in some way that's acceptable to the MIA. As part of this
policy, they can also restrict maxinumpriority values that different
groups of senders can request and can override the priority val ues
specified by them Wen relaying to non-MI-PRI ORI TY-capabl e SMIP/
LMIP servers, such MIAs are required to replace any MI-Priority
header field values that don't satisfy this policy. See Section 7.1
for nore details on what the consequences of such changes m ght be.

In the absence of the policy enforcenent nentioned above, an SMIP
server (whether an MSA or an MIA) inplenmenting the MI-PRI ORI TY SMIP
ext ensi on m ght be susceptible to a denial -of-service attack. For
exanple, nmalicious clients (MJAs/ MSAs/ MTAs) can try to abuse this
feature by always requesting priority 9

To protect the MI-Priority header field fromnodification or
insertion, MJAs, MSAs, and MIAs inserting it into nmessages SHOULD use
a message header protection mechani smsuch as DKIM [ RFC6376] ;

however, see Section 7.1 for nore infornation
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7.

8.

8.

1. Mdification of the MI-Priority Header Field and DKIM

An MSA/ MTA that receives a nessage with an MI-Priority header field
protected by DKIM and that wants to change the nessage priority due
toits policy is forced to choose between

a. breaking DKIM signatures (by replacing the MI-Priority header
val ue),

b. leaving the nessage as is (and using the MI-PRIORITY MAI L FROM
paraneter), relying on the fact that all downstream MIAs are
conpliant with this specification, and

c. rejecting the message.

None of these choices are perfect. They work in a particular
situation, so these choices should be carefully considered during
i mpl ement ati on and depl oynent.

If the MBA/ MTA decides to alter the nessage, it SHOULD re-sign the
message with DKIM
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