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Abst ract

Thi s docunent describes how to use the Hypertext Transfer Protocol
(HTTP) over Transport Layer Security (TLS) as a dereference protocol
to resolve a reference to a Presence Information Data Format Location
oject (PIDF-LO). This docunent assunes that a Location Recipient
possesses a URl that can be used in conjunction with the HTTP-Enabl ed
Location Delivery (HELD) protocol to request the |location of the
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(IETF). It represents the consensus of the I ETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.
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1. Introduction

A location URI [RFC5808] identifies a resource that contains the
| ocation of an entity. This docunent specifies how a hol der of an

"http:" or "https:" location URI uses that URI to retrieve |ocation
information using a subset of HELD functionality or an HTTP GET
request .

A location URI can be acquired using a location configuration
protocol, such as HITP-Enabl ed Location Delivery (HELD) [ RFC5985] or
the Dynam ¢ Host Configuration Protocol (DHCP) |ocation UR option

[ DHCP- URI - OPT] .

A Location Recipient that dereferences a |location URI acquires

|l ocation information in the formof a Presence Information Data
Format - Location Object (PIDF-LO docunent [RFC4119]. HELD
paraneters all ow for specifying the type of location infornmation,
t hough some constraints are placed on all owabl e paraneters

Location URIs conpatible with HELD dereferencing use the "https:" or
"http:" schenme. HELD can be used by Location Recipients that are
aware of the fact that the URI is a location URI. Mandatory support
for an HTTP GET request ensures that the URI can be used even if it
is not recogni zed as a location URI

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Thi s docunent uses key term nol ogy from several sources:

o The terns for the GEOPRIV reference nodel defined are in
[ RFC6280] .

0 The term "Location Information Server (LIS)", from|[RFC5687], is a
node in the access network that provides location information to
an endpoint. A LIS provides |location URIS.

o0 The term"Location Server (LS)", from[RFC6280], is used to
identify the role that responds to a | ocation dereference request.
A Location Server mght be the same entity as the LIS, but the
model in [RFC5808] allows for the existence of separate -- but
related -- entities.

0o The term™"location URI" is coined in [ RFC5808].
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3.

3.

HELD Der ef er ence Protoco

Thi s section describes how HELD can be used to dereference a |ocation
URI. This process can be applied when a Location Recipient is in
possession of a location URI with an "https:" or "http:" UR schene.

Thi s docunent does not describe a specific authentication mechani sm
Thi s means that authorization policies are unable to specifically
identify authorized Location Recipients.

A Location Recipient that wishes to dereference an "https:" or
"http:" URI perfornms a HELD request on HTTP to the identified
resource.

Note: In many cases, an "http:" UR does not provide sufficient
security for location URIs. The absence of the security
mechani sns provided by TLS neans that the Rul e Maker has no
control over who receives location information, and the Location
Reci pi ent has no assurance that the information is correct.

The Location Recipient establishes a connection to the LS, as
described in [ RFC2818].

The schenme of a location URI determ nes whether or not TLS is used on
a given dereference transaction. Location Servers MJST be configured
to issue only HITPS URIs and respond to only to HTTPS dereference
requests, unless confidentiality and integrity protection are

provi ded by sonme ot her nechanism For exanple, the server mght only
accept requests fromclients within a trusted network or via an

| Psec- protected channel. Wen TLS is used, the TLS ci phersuite
TLS_NULL_W TH_NULL_NULL MJST NOT be used, and the LS MJST be

aut henticated [ RFC6125] to ensure that the correct server is
cont act ed.

A Location Server MAY reject a request and ask that a Location
Reci pi ent provide authentication credentials if authorization is
dependent on the Location Recipient identity. Future specifications
coul d define an authentication mechani smand a means by which
Location Recipients are identified in authorization policies. This
docunent does not provide definitions for either item

1. HELD Usage Profile

Use of HELD as a location dereference protocol is largely the sanme as
its use as a location configuration protocol. Aside fromthe
restrictions noted in this docunent, HELD semantics do not differ
fromthose established in [ RFC5985].
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The HELD "l ocati onRequest" is the only request permitted by this
specification. Simlarly, request paraneters other than the
foll owi ng MUST NOT be accepted by the LS: "responseTi ne" and
"l ocationType" (including the associated "exact" attribute).

Par anet ers and requests that do not have known behavior for
dereference requests MJST NOT be used. The LS MJST ignore any
paraneters that it does not understand unless it knows the parameters
to be invalid. |If paranmeters are understood by the LS and known to
be invalid, the LS MAY generate a HELD error response. For instance,
those defined in [RFC6155] are always invalid and can be rejected.

The LS MUST NOT generate |ocation URI's or provide a "locationUi Set"
in response to a dereference request. |If the |ocation request
contains a "locationType" el enment that includes "locationURI", this
paraneter is either ignored or rejected as appropriate, based on the
associ ated "exact" attribute.

3. 2. HTTP GET Behavi or

CGET is the method assunmed by generic HTTP user agents; therefore,
unl ess context identifies an "https:" URl as a HELD URI, such a user
agent mght sinply send an HTTP GET. Rather than providing an HTTP
405 (Method Not All owed) response indicating that POST is the only
permitted nethod, a LIS MJST provide a HELD | ocation response if it
recei ves an HTTP GET request.

An HTTP GET request to a HELD URI produces a HELD response as if the
foll owi ng HELD request had been sent using HTTP POST

<l ocati onRequest xm ns="urn:ietf:parans:xm :ns:geopriv:hel d">
<l ocati onType exact="fal se">
geodetic civic
</l ocationType>
</l ocati onRequest >

Fi gure 1: GET Request Equival ent Location Request

HTTP GET requests MJST be safe and idenpotent [RFC2616] -- that is,
there are no side effects of nmking the request, and a repeated
request has no nore effect than a single request. Repeating a HELD
request might result in a different location, but only as a result of
a change in the state of the resource: the location of the Target.

Only the creation of a location URI as a result of receiving a
request causes a HELD request to have side effects. A request to a
| ocation URI can be both safe and i denpotent, since a location URI
cannot be produced in response to a request to a location URI. A
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Location Recipient MAY infer froma response containing the HELD
content type "application/held+xm" that a URl references a resource
that supports HELD.

Content negotiati on MAY be supported to produce a presence docunent
in place of a HELD | ocation response. Were the presence docunent
woul d otherwi se be included in a "locati onResponse” docunent, it can
be included in the body of the HITP response directly by including an
"Accept" header that includes "application/pidf+xmn".

4. Authorization Mdels

This section discusses two extrene types of authorization nodels for
dereferencing with HELD URI's, nanely "Authorization by Possession"
and "Aut horization by Access Control". In the subsequent
subsections, we discuss the properties of these two nodel s.

Figure 2, from[RFC5808], shows the nodel applicable to |ocation
configuration, conveyance, and dereference.

e Fo-em- - + Locati on A +
| | | Dereference | Location |
| LIs - LS +-------------- + Reci pi ent |
| | | Pr ot ocol |
R LT + (3) S R S R +
I i I
| Policy * |
Locati on | Exchange ‘. |
Configuration | (*) | |
Pr ot ocol | oot |
(1) | | Rule | Locati on |
| | Maker | Conveyance |
oo oo Fom - . + Pr ot ocol |
| (2) |
| Target 4--------ommmii oo +
e .

Fi gure 2: Comuni cati on Model

It is inportant to note that this docunent does not nandate a
specific authorization nodel. It is possible to conbine aspects of
both nodels. However, no authentication framework is provided, which
limts the policy options avail able when the "Authorization by Access
Control" model is used.
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For either authorization nodel, the overall process is simlar. The
followi ng steps are followed, with nminor alterations:

1. The Target acquires a location URI fromthe LIS. This uses a
| ocation configuration protocol (LCP), such as HELD or DHCP

2. The Target then conveys the location URI to a third party, the
Location Recipient (for exanple, using SIP as described in
[ RFC6442]). This step is shown in (2) of Figure 2

3. The Location Recipient then needs to dereference the | ocation URI
in order to obtain the Location Object (3). An "https:" or
"http:" URl is dereferenced as described in this document; other
URI schenes m ght be dereferenced using another method.

In this final step, the Location Server (LS) or LIS nakes an
aut hori zati on decision. How this decision is reached depends on the
aut hori zati on nodel .

4.1. Authorization by Possession

In this nodel, possession -- or know edge -- of the location URl is
used to control access to location information. A location UR m ght
be constructed such that it is hard to guess (see C8 of [RFC5808]),
and the set of entities that it is disclosed to can be limted. The
only authentication this would require by the LS is evidence of
possession of the URI. The LS could inmredi ately authorize any
request that indicates this UR

Aut hori zation by possession does not require direct interaction with
a Rule Maker; it is assunmed that the Rule Maker is able to exert
control over the distribution of the location URI. Therefore, the
LIS can operate with imted policy input froma Rule Mker

Limted disclosure is an inportant aspect of this authorization
nmodel . The location URI is a secret; therefore, ensuring that
adversaries are not able to acquire this information is paranount.
Encryption, such as mght be offered by TLS [ RFC5246] or S/M ME

[ RFC5751], protects the information from eavesdroppers.

Use of authorization by possession |location URIs in a hop-by-hop
protocol such as SIP [RFC3261] adds the possibility of on-path
adversaries. Depending on the usage of the location URl for certain
| ocati on-based applications (e.g., energency services and |ocation-
based routing), specific treatnment is inportant, as discussed in

[ RFC6442] .
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Usi ng possession as a basis for authorization nmeans that, once
granted, authorization cannot be easily revoked. Cancellation of a
| ocation URI ensures that legitimte users are al so affected;
application of additional policy is theoretically possible but could
be technically infeasible. Expiration of |location URIs linmits the
usable tine for a location URI, requiring that an attacker continue
to learn new location URIs to retain access to current |ocation

i nformati on.

A very sinple policy mght be established at the tine that a | ocation
URI is created. This policy specifies that the | ocation URl expires
after a certain tinme, which linits any inadvertent exposure of

|l ocation information to adversaries. The expiration time of the

| ocation URI mght be negotiated at the time of its creation, or it

m ght be unilaterally set by the LIS.

4.2. Authorization via Access Contro

Use of explicit access control provides a Rul e Maker greater contro
over the behavior of an LS. |In contrast to authorization by
possessi on, possession of this formof |ocation URI does not inply
authorization. Since an explicit policy is used to authorize access
to location information, the location URI can be distributed to nmany
potential Location Recipients.

Ei ther before creation or dissem nation of the location URI, the Rule
Maker establishes an authorization policy with the LS. 1In reference
to Figure 2, authorization policies mght be established at creation
(Step 1) and need to be established before the Iocation URl is
published (Step 2) to ensure that the policy grants access to the
desired Location Recipients. Depending on the nmechani smused, it

m ght al so be possible to change authorization policies at any tine.

A possible format for these authorization policies is available with
GEOPRI V Conmon Pol i cy [ RFC4745] and Geol ocation Policy

[ GEOPRI V- POLI CY]. Additional constraints mght be established by

ot her neans.

The LS enforces the authorization policy when a Location Reci pi ent
dereferences the URI. Explicit authorization policies allow a Rule
Maker to specify how location information is provided to Location
Reci pi ent s.
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4.3. Access Control with HELD Deref erence

Thi s docunent does not describe a specific authentication mechani sm
therefore, the authorization by access control npdel is not an
option. |Instead, this docunent assunmes the authorization by
possessi on nodel .

O her policy mechani sms, such as those described in [ GEOPRI V- POLI CY],
can be applied for different Location Recipients if each recipient is
given a different location URI. Each location URI can be assigned a
different authorization policy. Selective disclosure used in this
fashi on can be used in place of identity-based authorization

How policy is associated with a location URI is not defined by this
docunent. [ GEOPRIV-PCLI CY-URI] describes one possible mechani sm

Use of an identity-based authorization policy is not precluded. A
Locati on Server MAY support an authentication mechani smthat enabl es
i dentity-based authorization policies to be used. Future

speci fications mght define means of identifying recipients.

Note: Policy frameworks |ike [RFCA745] degrade in a way that
protects privacy if features are not supported. If a policy
specifies a rule that is conditional on the identity of a
reci pi ent and the protocol does not (or cannot) provide an
assertion identity of the recipient, the rule has no effect, and
the policy defaults to providing |less information
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5. Examples

An exanpl e scenari o envisioned by this document is shown in Figure 3.
Thi s di agram shows how a | ocation dereference protocol fits with

| ocation configuration and conveyance. [RFC5808] contains nore
information on this scenario and others like it.

R +
R + | Location | A +
| End Device | | I'nformation | | Location
| (Target) | | Server | | Recipient |
+--m o= Femmm o - + Femmm o - Femmm o - + +--m o= +--m o= +
I I
T e
| | ocati onRequest |
|----(for location URI)-->|
| | Locati on
| | ocati onResponse | Configuration
| <----- (location URI)----- |
- I
e
|
I

Locati on Conveyance
~~~~~~~~~~ (location URI)~ ~ ~ ~ ~ ~ ~ ~ ~>

<------ (for civic)------- |

+

| | ocati onRequest
.
Dereferencing : |
I

| ocati onResponse

Figure 3: Exanple of Dereference Protocol Exchange
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The exanmple in Figure 4 shows the sinplest form of dereferencing
request using HELD to the | ocation UR
"https://I|s.exanmpl e.com 49152/ uri /w3g61nf 5n66p0". The only way that
this differs fromthe exanple in Section 10.1 of [RFC5985] is in the
request URI and the source of the URI

POST /uri/w3g61nf5n66p0 HTTP/ 1.1
Host: |s.exanple.com 49152
Cont ent - Type: appli cati on/ hel d+xm
Content - Lengt h: 87

<?xm version="1.0"?>
<l ocati onRequest xm ns="urn:ietf:parans:xm :ns:geopriv: held"/>

Figure 4: M nimal Dereferencing Request
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Figure 5 shows the response to the previous request listing both
civic and geodetic location information of the Target’s |ocation
Again, this is identical to the response in Section 10.1 of [RFC5985]
-- unless policy specifies otherwi se, the Location Recipient receives
the same information as the Device

HTTP/ 1.1 200 K

Server: Exanple LIS

Date: Mon, 10 Jan 2011 03:42:29 GMI
Expires: Tue, 11 Jan 2011 03:42:29 GMI
Cache-control : private

Cont ent - Type: appli cation/ hel d+xm
Content - Length: 676

<?xm version="1.0"?>
<l ocati onResponse xm ns="urn:ietf:parans: xm :ns: geopriv: hel d'>
<presence xm ns="urn:ietf:parans: xm :ns: pi df"
entity="pres: 3650n87934c@s. exanpl e. coni >
<tupl e i d="b650sf 789nd" >
<st at us>
<geopriv xm ns="urn:ietf:paramnms: xm :ns: pidf:geopriv1i0"”
xm ns: gbp="urn:ietf:paranms: xm : ns: pi df : geopri v10: basi c-policy">
<l ocati on-i nf o>
<Poi nt xm ns="http://ww. opengi s. net/gm"
srsName="ur n: ogc: def : crs: EPSG : 4326" >
<pos>- 34. 407 150. 88001</ pos>
</ Poi nt >
</l ocation-info>
<usage-rul es>
<gbp: retransni ssi on-al | owed>
fal se</ gbp: retransni ssi on-al | owed>
<gbp: retention-expiry>
2011-01-11T03: 42: 29+00: 00</ gbp: ret enti on- expi ry>
</ usage-rul es>
<met hod>W r emap</ net hod>
</ geopriv>
</status>
<ti mest anp>2006- 01- 10T03: 42: 28+00: 00</ ti mest anp>
</tupl e>
</ presence>
</l ocati onResponse>

Fi gure 5: Response with Location Information

Wnterbottom et al. St andards Track [ Page 12]



RFC 6753 HELD Der ef er enci ng Cct ober 2012

The following GET request is treated in an equival ent fashion. The
LS treats this request as though it were a location request of the
formshown in Figure 1. The sanme response mght be provided.

GET /uri/w3g6lnf5n66p0 HTTP/ 1.1
Host: |s.exanple.com 49152
Accept: application/ hel d+xm

Figure 6: GET Request

The foll owi ng GET request uses content negotiation to indicate a
preference for a presence docunent.

GET /uri/w3g61lnf5n66p0 HTTP/ 1.1
Host: |s.exanple.com 49152
Accept: application/ pidf +xm , appli cati on/ hel d+xm ; q=0. 5

Figure 7: GET Request with Content Negotiation

The response only differs froma normal HELD | ocati on response to a
POST request in that the "l ocati onResponse” elenent is omtted and
the "Content-Type" header reflects the changed content.

HTTP/ 1.1 200 K

Server: Exanple LIS

Date: Mon, 10 Jan 2011 03:42:29 GMI
Expires: Tue, 11 Jan 2011 03:42:29 GMI
Cache-control : private

Cont ent - Type: appli cati on/ pi df +xm
Content - Lengt h: 591

<?xm version="1.0"?>
<presence xm ns="urn:ietf:parans: xm :ns: pidf"
entity="pres: 3650n87934c@s. exanpl e. coni >
<!-- PIDF contents are identical to the previous exanple -->
</ presence>

Figure 8: CGET Response with PIDF-LO
6. Security Considerations

Privacy of location information is the nobst inportant security
consideration for this docunent. Two neasures in particular are used
to protect privacy: TLS and authorization policies. TLS provides a
means of ensuring confidentiality of |ocation information through
encryption and nmutual authentication. An authorization policy allows
a Rule Maker to explicitly control how location information is
provided to Location Recipients.
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The process by which a Rul e Maker establishes an authorization policy
is not covered by this docurment; several nethods are possible, for
i nstance, [CGEOPRI V-POLICY-URI] and [ RFC4825].

TLS MUST be used for dereferencing |ocation URIs unless
confidentiality and integrity are provided by sone other mechani sm
as discussed in Section 3. Location Recipients MIST authenticate the
host identity using the domain name included in the |ocation URI,
usi ng the procedure described in Section 3.1 of [RFC2818]. Loca
policy determ nes what a Location Recipient does if authentication
fails or cannot be attenpted.

The aut horization by possessi on nodel (Section 4.1) further relies on
TLS when transmtting the location URI to protect the secrecy of the
URI. Possession of such a URI inmplies the same privacy

consi derati ons as possession of the PIDFLO docunent that the UR

ref erences.

Location URIs MJST only be disclosed to authorized Location
Reci pients. The CGEOPRIV architecture [ RFC6280] designates the Rule
Maker to authorize disclosure of the URI.

Protection of the |ocation URl is necessary, since the policy
attached to such a location URI permts anyone who has the URl to

vi ew t he associated location information. This aspect of security is
covered in nore detail in the specification of |ocation conveyance
protocol s, such as [ RFC6442].

According to the requirenents in [RFC5808] the LS MJUST NOT provide
any information about the Target except its location, unless policy
froma Rule Maker allows otherwi se. Thus, the Location Server MJST
only provide an unlinked pseudonymin the "entity" attribute of the
Pl DF- LO docunent unl ess the Rule Maker policy allows for identity
di scl osure.

Further security considerations and requirenents relating to the use
of location URIs are described in [ RFC5808].
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Appendi x A.  GEOPRIV Using Protocol Conpliance

Thi s section describes how use of HELD as a | ocati on dereference
protocol conplies with the GEOPRIV requirenents described in
[ RFC3693] .

Req. 1. (Location nject generalities):

This requirenent relates to the PIDF-LO [ RFC4119] docunent,
which is used by HELD. These requirenents are addressed by
[ RFC4119] and [ RFC5491].

Reg. 2. (Location Cbject fields):

This requirenent relates to the PIDF-LO [ RFC4119] docunent,
which is used by HELD. These requirenents are addressed by
[ RFC4119] and [ RFC5491].

Req. 3. (Location Data Types):

This requirenent relates to the PIDF-LO [ RFC4119] docunent,
which is used by HELD. These requirenents are addressed by
[ RFC4119] and [ RFC5491].

Section 7.2 of [RFC3693] details the requirenments of a "Using
Protocol". These requirenents are restated, foll owed by a statenent
of conpliance:

Req. 4. "The using protocol has to obey the privacy and security
instructions coded in the Location Cbject and in the
correspondi ng Rul es regarding the transmi ssion and storage
of the LO'.

Conpliant: This specification describes the use of HITP over
TLS for carrying the PIDF-LO fromthe LS to the Location
Reci pient. The sending and receiving parties are expected
to conply with the instructions carried inside the object.

Though di scouraged, using unsecured "http:" URIS is

permtted. Using unsecured HITP is likely to result in non-
conmpliance with this requirenent.
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"The using protocol will typically facilitate that the keys
associated with the credentials are transported to the
respective parties, that is, key establishment is the
responsibility of the using protocol™

Conpliant: This document specifies that authentication of
the LS uses the established public key infrastructure used
by HTTP over TLS [ RFC2818]. Authentication of Location
Reci pients is based on distribution of a secret (the

| ocation URI) using a conveyance protocol (for instance,

[ RFC6442]), allowances are nade for later work to define
al ternative nethods

"(Single Message Transfer) In particular, for tracking of
smal | target devices, the design should allow a single
message/ packet transm ssion of location as a conplete
transaction”.

Not Conpliant: The XM. encoding specified in [RFC4119] is
not suited to single packet transfers. Use of conpressed
content encodi ng [ RFC2616] m ght allow this condition to be
met .

Section 7.3 of [RFC3693] details the requirenments of a "Rule based
Location Data Transfer". These requirenents are restated where they
are applicable to this docunent:

Req. 7.
Req. 8.
Req. 9.

"(LS Rul es) The decision of a Location Server to provide a
Location Recipient access to Location Information MJST be
based on Rul e Maker-defined Privacy Rul es"

Conpliant: This docunent describes two alternative nethods
by which a Rule Maker is able to control access to |ocation
information. Rule Maker policy is enforced by the LS when
a location URI is dereferenced. However, this docunent
does not describe how a location URI is created or how a
Rul e Maker associates policy with a location URI. These
are covered by other specifications.

(LG Rul es) Not Applicable: This relationship between LS and
the source of its information (be that Location Generator
(LG or LIS) is out of the scope of this docunent.

"(Viewer Rules) A Viewer does not need to be aware of the
full Rules defined by the Rule Maker (because a Vi ewer
SHOULD NOT retransmt Location Information), and thus a
Vi ewer SHOULD receive only the subset of Privacy Rul es
necessary for the Viewer to handle the LOin conpliance
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with the full Privacy Rules (such as, instruction on the
time period for which the LO can be retained)".

Conpliant: The Rule Maker m ght define (via mechani sns
outside the scope of this docunent) which policy rules are
disclosed to other entities. For instance, if [RFC4A745] is
used to convey authorization policies fromRule Miker to
LS, this is possible using the paraneters specified in

[ GEOPRI V- POLI CY] .

In order to conply with these rules, a Location Recipient
MUST NOT redistribute a | ocation URI w thout express
perm ssion. Depending on the access control nodel, the

| ocation URI mght be secret (see Section 3.3 of

[ RFC5808]) .

Req. 10. (Full Rule I anguage) Not Applicable: Note, however, that
GEOPRI V has defined a rule | anguage capabl e of expressing a
wi de range of privacy rules (see [ RFC4745] and
[ GECGPRI V- PQLI CY] .

Req. 11. (Linmted Rule | anguage) Not Applicable: This requirenent
applies to (and is addressed by) PIDFLO [ RFC4119].

Section 7.4 of [RFC3693] details the requirenents of "Location hject
Privacy and Security". These requirenments are restated where they
are applicable to this docunent:

Req. 12. (ldentity Protection) Conpliant: ldentity protection of the
Target is provided as |ong as both of the follow ng
conditions are true:

(a) the location URI is not associated with the identity
of the Target in any context, and

(b) the PIDF-LO does not contain information about the
identity of the Target.

For instance, this requirenent is conplied with if the
protocol that conveys the |ocation URI does not link the
identity of the Target to the location URI and the LS
doesn’t include nmeaningful identification information in
the PIDF-LO docunent. Section 6 reconmends that an
unl i nked pseudonymis used by the LS
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Req. 13. (Credential Requirenents) Conpliant: The primary security
mechani sm specified in this document is Transport Layer
Security. TLS offers the ability to use different types of
credentials, including synmmetric, asymetric, or a
conbi nati on of them

Reqg. 14. (Security Features) Conpliant: GEOPRIV defines a few
security requirements for the protection of Location
hj ects such as nmutual endpoint authentication, data object
integrity, data object confidentiality, and replay
protection. The ability to use Transport Layer Security
fulfills nmost of these requirenments. Authentication of
Location Recipients in this docunent relies on proof of a
shared secret -- the location URI. This does not preclude
the addition of nore robust authentication procedures.

Req. 15. (Mnimal Crypto) Conpliant: The mandatory-to-i npl enent
ci phersuite is provided in the TLS | ayer security
speci fication [ RFC5246] .

Appendi x B. Conpliance to Location Reference Requirenents

Thi s section describes how HELD conplies to the |ocation reference
requirenents stipulated in [ RFC5808]. Conpliance of [RFC5985] to the
Locati on Configuration Protocol is included.

Note: Use of HELD as a | ocation dereference protocol does not
necessarily inmply that HELD is the corresponding LCP. This
docunent is still applicable to HTTP location URIs that are
acqui red by other neans.

B.1. Requirenents for a Location Configuration Protoco

Cl. "Location URI support: The location configuration protocol MJST
support a location reference in URl forni.

Conpliant: HELD only provides |ocation references in URI form

C2. "Location URI expiration: Wen a |location URI has a limted
validity interval, its lifetinme MJUST be indicated"

Conpliant: HELD indicates the expiry tine of |ocation URIs using
the "expires" attribute. [GECPRI V-PCOLICY-URI] provides a way to
control expiration of a location URI.

C3. "Location URI cancellation: The location configuration protoco

MUST support the ability to request a cancellation of a specific
| ocation URI".
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Conpliant with Extension: [GEOPRI V-POLI CY-URI] describes how a

| ocati on URI can be cancel ed through the application of policy.
Wt hout extensions, HELD does not provide a nmethod for canceling
| ocation URls.

"Location Informati on Masking: The |ocation URI MJST ensure, by
default, through random zation and uni queness, that the |ocation
URI does not contain location information specific components”

Conpliant: The HELD specification [ RFC5985] explicitly
references this requirenent in providing guidance on the format
of the | ocation URI.

"Target ldentity Protection: The location URI MJST NOT contain
information that identifies the Target (e.g., user or device)"

Conpliant: The HELD specification [ RFC5985] provides specific
gui dance on the anonynmity of the Target with regards to the
generation of location URIs. Section 6 expands on this

gui dance

"Reuse indicator: There SHOULD be a way to allow a Target to
control whether a location URI can be resolved once only, or
multiple tinmes".

Not Compliant: Specific extensions to the protocol or
aut hori zation policy formats are needed to alter the default
behavi or, which allows unlinmted resolution of the |ocation URI.

"Sel ective disclosure: The |ocation configuration protocol MJST
provi de a nechanismthat allows the Rule Maker to control what
information i s being disclosed about the Target".

Conpliant with Extension: Use of policy mechanisns and
[ GEOPRI V-POLI CY-URI] enable this capability. Note that this
docunment recomends that only location information be provided.

"Location URI Not guessable: As a default, the location
configuration protocol MJST return |ocation URIs that are random
and uni que throughout the indicated lifetine. A location URI
with 128-bits of randommess i s RECOMMVENDED'.

Conpliant: HELD specifies that location URIs conformto this
requirenent. The anmount of randommess is not specifically
identified since it depends on a nunber of factors that change
over time, such as the nunmber of valid location URI's, the
validity period of those URIs, and the rate that guesses can be
made.
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C9. "Location URI Options: In the case of user-provided
aut hori zation policies, where anonynpbus or non-guessabl e
|l ocation URIs are not warranted, the |location configuration
protocol MAY support a variety of optional |ocation UR
conventions, as requested by a Target to a |ocation
configuration server, (e.g., enbedded | ocation information
within the location URI)".

Not Compliant: HELD does not support Device-specified |ocation
URI forms.

B.2. Requirements for a Location Dereference Protoco

D1. "Location URI support: The | ocation dereference protocol MIST
support a location reference in URl forni.

Conpliant: HELD only provides |ocation references in URI form

D2. "Authentication: The |ocation dereference protocol MJST include
mechani sns to authenticate both the client and the server".

Partially Conpliant: TLS provides neans for nutua

aut hentication. This docunent only specifies the required
mechani sm for server authentication. Cdient authentication is
not precl uded.

D3. "Dereferenced Location Form The value returned by the
der ef erence protocol MJST contain a well-formed PIDF-LO
document ".

Conpliant: HELD requires that Location Objects are in the form
of a PIDF-LO that conmplies with [ RFC5491].

D4. "Location URI Repeated Use: The | ocation dereference protoco
MUST support the ability for the sane location URI to be
resol ved nore than once, based on dereference server
configuration".

Conpliant: A Location Recipient may access and use a |l ocation
URI as many tinmes as desired until URl expiration results in the
URI being invalidated. Authorization policies nmight include
rules that nodify this behavior
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D5. "The location dereference protocol MJST support confidentiality
protection of messages sent between the Location Recipient and
the | ocation server"”.

Conpliant: This docunent strongly recomends the use of TLS for
confidentiality, and HELD nandates its inplenmentation

Unsecured HTTP is pernitted: the associated risks are described
in Section 3.
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