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1. Introduction

QAuth enables clients to access protected resources by obtaining an
access token, which is defined in "The QAuth 2.0 Authorization
Framewor k" [ RFC6749] as "a string representing an access

aut horization issued to the client", rather than using the resource
owner’s credentials directly.

Tokens are issued to clients by an authorization server with the
approval of the resource owner. The client uses the access token to
access the protected resources hosted by the resource server. This
specification describes how to nake protected resource requests when
the QAuth access token is a bearer token

Thi s specification defines the use of bearer tokens over HITP/ 1.1
[ RFC2616] using Transport Layer Security (TLS) [ RFC5246] to access
protected resources. TLS is nmandatory to inplenment and use with this
specification; other specifications may extend this specification for
use with other protocols. While designed for use with access tokens
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resulting from QAuth 2.0 authorization [RFC6749] flows to access
QAuth protected resources, this specification actually defines a
general HTTP authorization nethod that can be used with bearer tokens
fromany source to access any resources protected by those bearer
tokens. The Bearer authentication schene is intended primarily for
server authentication using the WNWV Aut henticate and Authori zation
HTTP headers but does not preclude its use for proxy authentication

1.1. Not ati onal Conventi ons

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in "Key words for use in
RFCs to Indicate Requirement Levels" [RFC2119].

Thi s docunent uses the Augnented Backus- Naur Form (ABNF) notation of
[ RFC5234]. Additionally, the following rules are included from
HTTP/ 1.1 [ RFC2617]: aut h-param and aut h-schene; and from " Uni form
Resource ldentifier (URI): Generic Syntax" [RFC3986]: URI-reference.

Unl ess ot herwi se noted, all the protocol parameter names and val ues
are case sensitive

1.2. Term nol ogy

Bear er Token
A security token with the property that any party in possession of
the token (a "bearer") can use the token in any way that any other
party in possession of it can. Using a bearer token does not
require a bearer to prove possession of cryptographic key materia
(proof - of - possessi on).

All other terns are as defined in "The QAuth 2.0 Authorization
Framewor k" [ RFC6749] .

1.3. Overview

QAuth provides a nethod for clients to access a protected resource on
behal f of a resource owner. |In the general case, before a client can
access a protected resource, it nust first obtain an authorization
grant fromthe resource owner and then exchange the authorization
grant for an access token. The access token represents the grant’s
scope, duration, and other attributes granted by the authorization
grant. The client accesses the protected resource by presenting the
access token to the resource server. In sone cases, a client can
directly present its own credentials to an authorization server to
obtain an access token w thout having to first obtain an

aut hori zation grant froma resource owner.
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The access token provides an abstraction, replacing different

aut hori zation constructs (e.g., usernane and password, assertion) for
a single token understood by the resource server. This abstraction
enabl es issuing access tokens valid for a short tine period, as well
as renoving the resource server’s need to understand a wi de range of
aut henti cati on schenes.

B + Fom e e e oo - +
| | --(A)- Authorization Request ->| Resour ce

I I I Onner I
| | <-(B)-- Authorization Gant ---| |
| | . +
I I

| | Fom e e e oo - +
| |--(C-- Authorization Gant -->| Authorization |
| dient | | Server |
| | <-(D)----- Access Token ------- | |
| | . +
I I

| | Fom e e e oo - +
| |--(BE)----- Access Token ------ >| Resour ce

| | | Server |
| | <-(F)--- Protected Resource ---| |
T + o +

Figure 1: Abstract Protocol Flow

The abstract QAuth 2.0 flow illustrated in Figure 1 describes the
interaction between the client, resource owner, authorization server,
and resource server (described in [RFC6749]). The follow ng two
steps are specified within this docunent:

(E) The client requests the protected resource fromthe resource
server and authenticates by presenting the access token

(F) The resource server validates the access token, and if valid,
serves the request.

Thi s docunent al so i nposes semantic requirenents upon the access
token returned in step (D).

2. Authenticated Requests
This section defines three nethods of sending bearer access tokens in

resource requests to resource servers. Cients MIJST NOT use nore
than one nmethod to transmt the token in each request.
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2.1. Authorization Request Header Field

When sending the access token in the "Authorization" request header
field defined by HTTP/ 1.1 [ RFC2617], the client uses the "Bearer"
aut hentication scheme to transmt the access token

For exanpl e:

GET /resource HITP/ 1.1
Host: server. exanpl e.com
Aut hori zation: Bearer nF_9.B5f-4.1JgM

The syntax of the "Authorization" header field for this schene

foll ows the usage of the Basic schene defined in Section 2 of

[ RFC2617]. Note that, as with Basic, it does not conformto the
generic syntax defined in Section 1.2 of [RFC2617] but is conpatible
with the general authentication framework bei ng devel oped for

HTTP 1.1 [HTTP- AUTH], although it does not follow the preferred
practice outlined therein in order to reflect existing deploynments.
The syntax for Bearer credentials is as foll ows:

b64t oken = 1*( ALPHA/ DIGT /
A A B S B A B
credentials = "Bearer" 1*SP b64t oken

Clients SHOULD nake authenticated requests with a bearer token using
the "Aut horization" request header field with the "Bearer” HITP
aut hori zati on schene. Resource servers MJST support this nethod.

2.2. Form Encoded Body Paraneter
When sendi ng the access token in the HITP request entity-body, the
client adds the access token to the request-body using the
"access_token" paraneter. The client MJUST NOT use this nethod unless
all of the followi ng conditions are net:

o0 The HITP request entity-header includes the "Content-Type" header
field set to "application/x-wwformurl encoded".

o0 The entity-body foll ows the encoding requirenents of the
"application/x-ww-formurl encoded" content-type as defined by
HTML 4. 01 [WBC. REC-ht m 401-19991224] .

o The HITP request entity-body is single-part.

Jones & Hardt St andards Track [ Page 5]



RFC 6750 QAuth 2.0 Bearer Token Usage Cct ober 2012

o0 The content to be encoded in the entity-body MJST consist entirely
of ASCIl [USASCII] characters.

o The HITP request nmethod is one for which the request-body has
defined semantics. |In particular, this neans that the "GET"
met hod MUST NOT be used.

The entity-body MAY include other request-specific paranmeters, in
whi ch case the "access_token" paraneter MJST be properly separated
fromthe request-specific paranmeters using "&" character(s) (ASC I
code 38).

For exanple, the client nakes the following HITP request using
transport-layer security:

POST /resource HITP/ 1.1
Host: server.exanpl e. com
Cont ent - Type: application/ x-wwmwform url encoded

access_t oken=nF_9. B5f-4. 1JgM

The "application/ x-wwwformurl encoded" nethod SHOULD NOT be used

except in application contexts where participating browsers do not
have access to the "Authorization" request header field. Resource
servers MAY support this nethod.

2.3. URl Query Paraneter

When sending the access token in the HTTP request URI, the client
adds the access token to the request URI query conponent as defined
by "Uni form Resource ldentifier (URI): Generic Syntax" [RFC3986],
usi ng the "access_t oken" paramneter.

For exanple, the client nmakes the followi ng HTTP request using
transport-layer security:

GET /resource?access_t oken=nF_9. B5f-4. 1JgM HTTP/ 1. 1
Host: server. exanpl e. com

The HTTP request URI query can include other request-specific
paraneters, in which case the "access_token" paraneter MJST be
properly separated fromthe request-specific paraneters using "&"
character(s) (ASCI| code 38).
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For exanpl e:
https://server. exanpl e. com r esour ce?access_t oken=nt_9. B5f - 4. 1JqM&p=q

Clients using the URI Query Paraneter nethod SHOULD al so send a
Cache- Control header containing the "no-store" option. Server
success (2XX status) responses to these requests SHOULD contain a
Cache-Control header with the "private" option

Because of the security weaknesses associated with the UR nethod
(see Section 5), including the high |ikelihood that the URL
containing the access token will be | ogged, it SHOULD NOT be used
unless it is inmpossible to transport the access token in the

"Aut hori zati on" request header field or the HITP request entity-body.
Resource servers MAY support this nethod.

This method is included to docunment current use; its use is not
recomended, due to its security deficiencies (see Section 5) and
al so because it uses a reserved query paranmeter name, which is
counter to URI nanespace best practices, per "Architecture of the
World Wde Wb, Vol unme One" [WBC. REC- webar ch-20041215].

3. The WWV Aut henti cate Response Header Field

If the protected resource request does not include authentication
credentials or does not contain an access token that enabl es access
to the protected resource, the resource server MIST include the HITP
"WV Aut hent i cate" response header field; it MAY include it in
response to other conditions as well. The "WWMAut henticate" header
field uses the franework defined by HTTP/ 1.1 [ RFC2617].

Al'l chall enges defined by this specification MIST use the auth-scheme
val ue "Bearer”. This schene MJST be foll owed by one or nore

aut h- param val ues. The auth-param attri butes used or defined by this
specification are as follows. Qher auth-paramattributes MAY be
used as wel .

A "realnm attribute MAY be included to indicate the scope of
protection in the manner described in HITP/ 1.1 [RFC2617]. The
"realm attribute MJUST NOT appear nore than once.

The "scope" attribute is defined in Section 3.3 of [RFC6749]. The
"scope" attribute is a space-delinited list of case-sensitive scope
val ues indicating the required scope of the access token for
accessing the requested resource. "scope" values are inplenentation
defined; there is no centralized registry for them allowed val ues
are defined by the authorization server. The order of "scope" val ues
is not significant. |In some cases, the "scope" value will be used
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when requesting a new access token with sufficient scope of access to
utilize the protected resource. Use of the "scope" attribute is

OPTI ONAL. The "scope" attribute MJUST NOT appear nore than once. The
"scope" value is intended for progranmmatic use and is not neant to be
di spl ayed to end-users.

Two exanpl e scope values follow, these are taken fromthe OpenlD
Connect [ Openl D. Messages] and the Open Authenticati on Technol ogy
Conmittee (QATC) Online Miltimedi a Authorization Protocol [QOVAP]
QAuth 2.0 use cases, respectively:

scope="openid profile emil"
scope="ur n: exanpl e: channel =HBO&ur n: exanpl e: r ati ng=G, PG 13"

If the protected resource request included an access token and fail ed
aut henti cation, the resource server SHOULD include the "error"
attribute to provide the client with the reason why the access
request was declined. The paraneter value is described in

Section 3.1. In addition, the resource server MAY include the
"error_description" attribute to provide devel opers a hunman-readabl e
expl anation that is not nmeant to be displayed to end-users. It also

MAY include the "error_uri" attribute with an absolute URI

i dentifying a human-readabl e web page explaining the error. The
"error", "error_description", and "error_uri" attributes MJST NOT
appear nore than once.

Val ues for the "scope" attribute (specified in Appendix A 4 of

[ RFC6749]) MUJST NOT include characters outside the set %21 / %23-5B
| %5D-7E for representing scope values and %20 for delimters

bet ween scope values. Values for the "error" and "error_description"
attributes (specified in Appendi xes A 7 and A 8 of [RFC6749]) MJST
NOT include characters outside the set 9%20-21 / %23-5B / %5D-7E
Val ues for the "error_uri" attribute (specified in Appendix A 9 of

[ RFC6749]) MUJST conformto the URI-reference syntax and thus MJST NOT
i nclude characters outside the set %21 / %23-5B / %5D 7E

For exanple, in response to a protected resource request w thout
aut henti cati on:

HTTP/ 1.1 401 Unaut hori zed
WAV Aut hent i cat e: Bearer real m="exanpl e"
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And in response to a protected resource request with an
aut hentication attenpt using an expired access token:

HTTP/ 1.1 401 Unaut hori zed

WAV Aut henti cat e: Bearer real n="exanpl e",
error="invalid_token",
error_description="The access token expired"

3. 1. Error Codes

When a request fails, the resource server responds using the
appropriate HTTP status code (typically, 400, 401, 403, or 405) and
i ncludes one of the following error codes in the response:

i nval i d_r equest
The request is mssing a required paranmeter, includes an
unsupported parameter or paraneter value, repeats the same
paraneter, uses nore than one nethod for including an access
token, or is otherwi se malforned. The resource server SHOULD
respond with the HTTP 400 (Bad Request) status code.

i nval i d_t oken
The access token provided is expired, revoked, nalforned, or
invalid for other reasons. The resource SHOULD respond with
the HTTP 401 (Unaut horized) status code. The client MAY
request a new access token and retry the protected resource
request.

i nsufficient_scope
The request requires higher privileges than provided by the
access token. The resource server SHOULD respond with the HTTP
403 (Forbi dden) status code and MAY include the "scope"
attribute with the scope necessary to access the protected
resource.

If the request |acks any authentication information (e.g., the client
was unaware that authentication is necessary or attenpted using an
unsupported authentication method), the resource server SHOULD NOT
include an error code or other error information

For exanpl e:

HTTP/ 1.1 401 Unaut hori zed
WAV Aut hent i cat e: Bearer real n="exanpl e”
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4. Exanpl e Access Token Response

Typically, a bearer token is returned to the client as part of an
QAuth 2.0 [ RFC6749] access token response. An exanple of such a
response is:

HTTP/ 1.1 200 &K

Cont ent - Type: application/json;charset=UTF-8
Cache-Control : no-store

Pragma: no-cache

{
"access_token":"nF_9.B5f-4.1JgM',
"token_type":"Bearer",
"expires_in": 3600,
"refresh_token":"t Gzv3JOKFOXGQX2TI KW A"
}

5. Security Considerations

This section describes the relevant security threats regardi ng token
handl i ng when usi ng bearer tokens and describes howto nitigate these
t hreat s.

5.1. Security Threats

The following |list presents several common threats agai nst protocols
utilizing sonme formof tokens. This list of threats is based on NI ST
Speci al Publication 800-63 [ Nl ST800-63]. Since this docunent builds
on the QAuth 2.0 Authorization specification [RFC6749], we exclude a
di scussion of threats that are described there or in related
docunent s.

Token manufacture/nodification: An attacker may generate a bogus
token or nodify the token contents (such as the authentication or
attribute statements) of an existing token, causing the resource
server to grant inappropriate access to the client. For exanple,
an attacker may nodify the token to extend the validity period; a
malicious client may nmodify the assertion to gain access to
informati on that they should not be able to view.

Token di scl osure: Tokens nmay contain authentication and attribute
statenments that include sensitive information.
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Token redirect: An attacker uses a token generated for consunption
by one resource server to gain access to a different resource
server that mstakenly believes the token to be for it.

Token replay: An attacker attenpts to use a token that has al ready
been used with that resource server in the past.

5.2. Threat Mtigation

A large range of threats can be nmitigated by protecting the contents
of the token by using a digital signature or a Message Authentication
Code (MAC). Alternatively, a bearer token can contain a reference to
aut hori zation information, rather than encoding the infornmation
directly. Such references MIST be infeasible for an attacker to
guess; using a reference may require an extra interaction between a
server and the token issuer to resolve the reference to the

aut hori zation information. The mechanics of such an interaction are
not defined by this specification

Thi s docunent does not specify the encoding or the contents of the
token; hence, detailed recomendati ons about the neans of
guaranteeing token integrity protection are outside the scope of this
docunent. The token integrity protection MJST be sufficient to
prevent the token from being nodifi ed.

To deal with token redirect, it is inmportant for the authorization
server to include the identity of the intended recipients (the

audi ence), typically a single resource server (or a list of resource
servers), in the token. Restricting the use of the token to a
specific scope is al so RECOVWENDED

The aut horization server MJST inplenent TLS. Which version(s) ought
to be inplenented will vary over time and will depend on the

wi despread depl oynment and known security vulnerabilities at the tine
of inplenmentation. At the tinme of this witing, TLS version 1.2

[ RFC5246] is the nmost recent version, but it has very linited actua
depl oynent and mi ght not be readily available in inplenmentation
toolkits. TLS version 1.0 [RFC2246] is the nost wi dely depl oyed
version and will give the broadest interoperability.

To protect against token disclosure, confidentiality protection MJST
be applied using TLS [ RFC5246] with a ciphersuite that provides
confidentiality and integrity protection. This requires that the
comruni cation interaction between the client and the authorization
server, as well as the interaction between the client and the
resource server, utilize confidentiality and integrity protection
Since TLS is mandatory to inplenent and to use with this
specification, it is the preferred approach for preventing token
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di scl osure via the comuni cati on channel. For those cases where the
client is prevented fromobserving the contents of the token, token
encryption MIST be applied in addition to the usage of TLS
protection. As a further defense against token disclosure, the
client MJUST validate the TLS certificate chain when nmaki ng requests
to protected resources, including checking the Certificate Revocation
List (CRL) [RFC5280].

Cookies are typically transmtted in the clear. Thus, any
information contained in themis at risk of disclosure. Therefore,
bearer tokens MJUST NOT be stored in cookies that can be sent in the
clear. See "HTTP State Managenent Mechani sni' [ RFC6265] for security
consi der ati ons about cooki es.

In sone depl oynments, including those utilizing | oad bal ancers, the
TLS connection to the resource server termnates prior to the actua
server that provides the resource. This could |eave the token
unpr ot ected between the front-end server where the TLS connection
term nates and the back-end server that provides the resource. In
such depl oynents, sufficient measures MJST be enpl oyed to ensure
confidentiality of the token between the front-end and back-end
servers; encryption of the token is one such possible neasure.

To deal with token capture and replay, the foll owi ng recommendati ons
are made: First, the lifetime of the token MJUST be linited; one means
of achieving this is by putting a validity tine field inside the
protected part of the token. Note that using short-lived (one hour
or less) tokens reduces the inpact of them being | eaked. Second,
confidentiality protection of the exchanges between the client and
the aut hori zation server and between the client and the resource
server MJST be applied. As a consequence, no eavesdropper along the
communi cation path is able to observe the token exchange.
Consequently, such an on-path adversary cannot replay the token

Furt hernore, when presenting the token to a resource server, the
client MJUST verify the identity of that resource server, as per
Section 3.1 of "HTTP Over TLS" [RFC2818]. Note that the client MJST
validate the TLS certificate chain when maki ng these requests to
protected resources. Presenting the token to an unauthenticated and
unaut hori zed resource server or failing to validate the certificate
chain will allow adversaries to steal the token and gai n unauthorized
access to protected resources.
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5.3. Summary of Recommendati ons

Saf eguard bearer tokens: Cdient inplenentations MIST ensure that
bearer tokens are not |eaked to unintended parties, as they wll
be able to use themto gain access to protected resources. This
is the primary security considerati on when using bearer tokens and
underlies all the nore specific reconmendati ons that follow.

Validate TLS certificate chains: The client MJST validate the TLS
certificate chain when nmaking requests to protected resources
Failing to do so may enable DNS hijacking attacks to steal the
t oken and gai n uni nt ended access.

Al ways use TLS (https): dients MJIST al ways use TLS [ RFC5246]
(https) or equivalent transport security when naking requests wth
bearer tokens. Failing to do so exposes the token to nunerous
attacks that could give attackers unintended access.

Don't store bearer tokens in cookies: |Inplenentations MJUST NOT store
bearer tokens within cookies that can be sent in the clear (which
is the default transm ssion node for cookies). |Inplenentations

that do store bearer tokens in cookies MJIST take precautions
agai nst cross-site request forgery.

I ssue short-lived bearer tokens: Token servers SHOULD issue
short-lived (one hour or |ess) bearer tokens, particularly when
i ssuing tokens to clients that run within a web browser or other
environments where information | eakage may occur. Using
short-lived bearer tokens can reduce the inpact of them being
| eaked.

| ssue scoped bearer tokens: Token servers SHOULD i ssue bearer tokens
that contain an audience restriction, scoping their use to the
intended relying party or set of relying parties.

Don't pass bearer tokens in page URLs: Bearer tokens SHOULD NOT be
passed in page URLs (for exanple, as query string paraneters).
I nstead, bearer tokens SHOULD be passed in HITP message headers or
message bodies for which confidentiality neasures are taken
Browsers, web servers, and other software may not adequately
secure URLs in the browser history, web server |ogs, and ot her
data structures. |f bearer tokens are passed in page URLs,
attackers might be able to steal themfromthe history data, |ogs
or other unsecured | ocations.
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6. | ANA Consi derations
6.1. QAuth Access Token Type Regi stration

This specification registers the foll owing access token type in the
QAut h Access Token Types registry defined in [ RFC6749].

6.1.1. The "Bearer" QAuth Access Token Type

Type nane:
Bear er

Addi ti onal Token Endpoi nt Response Paraneters:
(none)

HTTP Aut henticati on Schene(s):
Bear er

Change controller
| ETF

Speci fication docunment(s)
RFC 6750

6.2. CQAuth Extensions Error Registration

This specification registers the following error values in the QAuth
Extensions Error registry defined in [ RFC6749].

6.2.1. The "invalid_request" Error Val ue

Error nane:
i nval i d_r equest

Error usage | ocation:
Resource access error response

Rel at ed protocol extension:
Bearer access token type

Change control |l er
| ETF

Speci fication document (s):
RFC 6750

Jones & Hardt St andards Track [ Page 14]



RFC 6750 QAuth 2.0 Bearer Token Usage

6.2.2. The "invalid_token" Error Value

Error nane:
i nval i d_t oken

Error usage | ocation:
Resource access error response

Rel at ed protocol extension:
Bearer access token type

Change controller:
| ETF

Speci fication document (s):
RFC 6750

6.2.3. The "insufficient_scope" Error Val ue

Error name:
i nsufficient_scope

Error usage | ocation:
Resource access error response

Rel at ed protocol extension:
Bearer access token type

Change control ler:
| ETF

Speci fication document (s):
RFC 6750
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