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Abst ract

This note defines an experinental |CMP nessage type for |Pv4 used
with the Identifier-Locator Network Protocol (ILNP). [ILNP is an
experinental, evolutionary enhancenent to IP. The | CVMP nessage
defined herein is used to dynanically update Identifier/Locator

bi ndi ngs for an existing ILNP session. This is a product of the |IRTF
Rout i ng Research G oup.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinental Protocol for the Internet
community. This docunment is a product of the Internet Research Task
Force (IRTF). The | RTF publishes the results of Internet-related
research and devel opnent activities. These results might not be
suitable for deploynent. This RFC represents the individua

opi nion(s) of one or nore nenbers of the Routing Research G oup of
the Internet Research Task Force (IRTF). Docunments approved for
publication by the |RSG are not a candidate for any |evel of Internet
St andard; see Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6745
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docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
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Thi s docunent nmay not be nodified, and derivative works of it may not
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1. Introduction

Thi s docunent is part of the |ILNP docunent set, which has had
extensive review within the IRTF Routing RG ILNP is one of the
recomrendat i ons made by the RG Chairs. Separately, various refereed
research papers on |ILNP have al so been published during this decade.
So the ideas contained herein have had nuch broader review than the

| RTF Routing RG The views in this docunent were consi dered
controversial by the Routing RG but the RG reached a consensus that
the docunment still should be published. The Routing RG has had
remarkably little consensus on anything, so virtually all Routing RG
out puts are considered controversi al
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At present, the Internet research and devel opnent comrunity is

expl oring various approaches to evolving the Internet Architecture to
solve a variety of issues including, but not limted to, scalability
of inter-domain routing [RFC4984]. A wide range of other issues
(e.g., site multihom ng, node nultihom ng, site/subnet nobility, node
mobility) are also active concerns at present. Several different

cl asses of evolution are being considered by the Internet research
and devel opnent community. One class is often called "Map and
Encapsul ate", where traffic would be mapped and then tunnelled
through the inter-donmain core of the Internet. Another class being
considered is sonetinmes known as "ldentifier/Locator Split". This
docunent relates to a proposal that is in the latter class of
evol uti onary approaches.

The ldentifier-Locator Network Protocol (ILNP) is a proposal for
evolving the Internet Architecture. It differs fromthe current
Internet Architecture primarily by deprecating the concept of an IP
Address and i nstead defining two new objects, each having crisp
syntax and semantics. The first new object is the Locator, a

t opol ogy- dependent nane for a subnetwork. The other new object is
the ldentifier, which provides a topol ogy-i ndependent name for a
node.

1.1. Docunent Roadmap

Thi s docunent describes a new | CMPv4 Locat or Update nmessage used by
an ILNP node to informits correspondent nodes of any changes to its
set of valid Locators.

The I LNP architecture can have nore than one engi neering
instantiation. For exanple, one can inmagine a "cl ean-slate"

engi neeri ng desi gn based on the ILNP architecture. |In separate
docunents, we describe two specific engineering instances of |LNP.
The term "I LNPv6" refers precisely to an instance of ILNP that is
based upon, and is backwards conpatible with, IPv6. The term

"I LNPv4" refers precisely to an instance of ILNP that is based upon,
and backwards conpatible with, |Pv4

Many engi neering aspects common to both |ILNPv4 and | LNPv6 are
described in [RFC6741]. A full engineering specification for either
I LNPv6 or |ILNPv4 is beyond the scope of this docunent.

Readers are referred to other related |ILNP docunments for details not
descri bed here:

a) [RFC6740] is the main architectural description of ILNP, including
the concept of operations.
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2

b) [RFC6741] describes engi neering and inpl enentati on considerations
that are common to both | LNPv4 and | LNPv6.

c) [RFC6742] defines additional DNS resource records that support
I LNP.

d) [RFC6743] defines a new | CMPv6 Locat or Update nessage used by an
ILNP node to informits correspondent nodes of any changes to its
set of valid Locators.

e) [RFC6744] defines a new | Pv6 Nonce Destination Option used by
I LNPv6 nodes (1) to indicate to ILNP correspondent nodes (by
inclusion within the initial packets of an |ILNP session) that the
node is operating in the ILNP node and (2) to prevent off-path
attacks against ILNP | CMP nessages. This Nonce is used, for
exanple, with all ILNP | CVMPv6 Locator Update nessages that are
exchanged anong | LNP correspondent nodes.

f) [RFC6746] defines a new | Pv4 Nonce Option used by |ILNPv4 nodes to
carry a security nonce to prevent off-path attacks agai nst |ILNP
| CMP nessages, and it also defines a new | Pv4 Identifier Option
used by | LNPv4 nodes.

g) [RFC6747] describes extensions to Address Resol ution Protoco
(ARP) for use with |ILNPv4.

h) [RFC6748] describes optional engineering and depl oynment functions
for ILNP. These are not required for the operation or use of |LNP
and are provided as additional options.

| CMPv4 Locat or Update

As described in [ RFC6740] and [RFC6741], an ILNP for |1Pv4 (1LNPv4)
node m ght need to informcorrespondent |LNPv4 nodes of changes to
the set of valid Locator values. The new | CMPv4 Locator Update
message described in this docunent enables an | LNP-capabl e node to
update its correspondents about the currently valid set of Locators
valid to use in reaching the node sending this nessage [ RFC2460]

[ RFC4443] .

This new | CMPv4 nessage MJUST ONLY be used for |LNPv4 sessions
Aut hentication is always required, as described in the Security
Consi derations section later in this docunent.

Sone m ght consider any and all use of ICWP to be undesirable.
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In that context, please note that while this specification uses |CW,
on grounds that this is a control message, there is no architectural
di fference between using I CVMP and using sone different framng, for
exanpl e UDP.

1.3. Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. |1 CW Locator Update Message for |LNPv4

The 1 CWP for | Pv4 nmessage described in this section has | CVMP Type 253
(as defined for experinmental use in Section 8 of [RFC4727]) and is
used ONLY with a current |ILNPv4 session. This nmessage enabl es an

I LNPv4 node to advertise changes to the active Locator set for the

I LNPv4 node that originates this nessage to its unicast |LNP
correspondent nodes. It also enables those correspondents to

acknow edge recei pt of the advertisenent.

This particular ICVWP for |Pv4 nessage MUST ONLY be used with | LNPv4
sessions. The Checksumfield for this nessage is cal cul ated
identically as for any other |Pv4 | CVMP nmessage.

| CMP Locat or Update nessage

0 1 2 3

01234567890123456789012345678901
I S i o T s S S S e s s T
| Type | Code | Checksum |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
|  Num of Locs | Operation | RESERVED |
B T S i T s i i e e SEI S
/ Locator [1] /
I S i o T s S S S e s s T
| Preference [1] | Lifetime [1] |
B i aT T e e o S o S S S I T et sl o ST S S S S S S
/ Locator [2] /
B T S i T s i i e e SEI S
| Preference [2] | Lifetinme [2] |
I S i o T s S S S e s s T
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| CMP Fi el ds:

Type

Code

Checksum

Num of Locs

chator[i],

1..Num of Locs

Preference[i],

i = 1..Num of Locs

Lifetime[i]
1.. Num of

Locs

Qper ation

RESERVED
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253

Novenmber 2012

This type value is taken from Section 8
of [RFC4727] and is allocated for

experinental use.

0

The 16-bit one’'s conpl enent of the
one’s conpl enent sum of the | CWP
message, starting with the | CW Type.

For computing the checksum the

Checksumfield is set to O.

The nunber of 32-bit Locator
that are advertised in this

val ues
message

The 32-bit Locator values currently
valid for the sending |ILNPv4 node.

The preferability of each Locator[i],
relative to other valid Locator[i]

val ues.

are identical
semanti cs,

The Preference nunbers here
both in syntax and
to the Preference val ues

for
[ RFC6742] .

L32 records that are specified by

The maxi mum nunber of seconds that this

particul ar
valid. Normally,
to the DNS lifetime of the
correspondi ng L32 record, if
exi sts.

Locator may be consi dered
this is identica

one

The value in this field indicates

whether this is a Locator

Updat e

Advertisement (0x01) or a Locator
Updat e Acknow edgenent (0x02).

A field reserved for possible future

use. At present, the sender

MUST

initialise this field to zero
Recei vers should ignore this field at

present.

sonme protocol

Experi ment al

The field mght be used for
function in future.
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NOTE WELL: The ICW Type value is allocated for shared
experinmental use in Section 8 of [RFCA727].
It is not uniquely assigned to | LNPv4. So,
i npl ementations need to code particularly
defensively as other |Pv4 experinents night be
using this same | CVP Type val ue for an
entirely different purpose with a different
| CMP packet format.

The Operation field has value 1 (hexadeci mal 0x0l1) for a Locator
Update Advertisenent. The Qperation field has value 2 (hexadeci nal
0x02) for a Locator Update Acknow edgenent. All other values of the
Qperation field are reserved for future use by future revisions of
this specification.

A node whose set of valid Locators has changed MJUST send Locat or
Updat e Advertisenment nessages to each correspondent node for each
active unicast |ILNP session. For unicast |LNP sessions, the receiver
of avalid (i.e., authentication checks all passed, advertisenent is
received froma current correspondent node) Locator Update
Advertisement addressed to the receiver MJST send a Locator Update
Acknowl edgenent back to the sender of the Locator Update
Advertisenment. The Acknow edgenent nessage body is identical to the
recei ved Advertisenment nessage body, except for the Operation val ue.

Al 1LNPv4 | CWP Locat or Update nmessages MJST contain a valid | LNPv4
Identifier Option and MJST contain an | LNPv4 Nonce Opti on.

I LNPv4 | CMP Locat or Update nessages al so MAY be protected using IP
Security for ILNP [ RFC6741] [RFC4301]. Deploynents in high-threat
envi ronnments SHOULD al so protect |ILNPv4 | CVMP Locat or Update nessages
using I Psec. While |IPsec Encapsul ating Security Payl oad (ESP) can
protect a payload, no formof IPsec ESP is able to protect an |Pv4
Option that appears prior to the ESP header. Note that even when IP
Security for ILNP is in use, the ILNPv4 Nonce Option still MJIST be
present. This sinplifies protocol processing, and it al so neans that
a receiver can performthe inexpensive check of the Nonce val ue
before perform ng any (potentially expensive) cryptographic

cal cul ati on.
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3.

Transport Protocol Effects

The | CVMP Locator Update nessage has no inpact on any transport
pr ot ocol

The | CVMP Locator Update nessage m ght affect where packets for a

gi ven transport-layer session are sent, but an |ILNP design objective
is to decouple transport protocols (e.g., TCP, UDP, SCTP) and
transport-layer sessions network-|ayer changes.

I mpl enent ati on Consi derati ons

| mpl enenters nay use any internal inplenentation they w sh, provided
that the external appearance is the same as this inplenmentation
appr oach.

To support ILNPv4, and to retain the increnental deployability and
backwards conpatibility needed, the network | ayer needs a node bit in
the Transport Control Block (or its equivalent) to track which IP
sessions are using the classic | Pv4 nmode and which | P sessions are
usi ng | LNPv4 node.

Further, when supporting |LNPv4, nodes will need to support a
Identifier Locator Conmunication Cache (ILCC) in the network |ayer as
described in [ RFC6741] .

A node sending an | CMP Locat or Update message MJST incl ude al
currently valid Locator values in that nessage. A node receiving a
valid | CVP Locator Update nessage MUST replace the previously current
set of Locator values for that correspondent node inits own |LCC
with the newy received set of Locator val ues.

Every inplementati on needs to support a |arge nunmber of Locator

val ues being sent or received in a single |CVP Locator Update
nmessage, because a multihomed node or nultihonmed site might have a
| arge number of upstreamlinks to different service providers, each
with its own Locator val ue.

It should be noted that as the | CMP Type uses an experinental val ue
from[RFC4727], care should be taken when using with other protocols
al so using experinental val ues.
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5. Backwards Conpatibility

This 1 Pv4 | CVP message uses the sanme checksum cal cul ati ons as any
other I Pv4 | CMP nessage.

When ILNPv4 is not in use, the receiving | Pv4 node MJST di scard the
| CMP Locat or Update packet w thout processing the packet.

6. Security Considerations

Security considerations for the overall ILNP Architecture are
described in [RFC6740]. Additional comon security considerations
are described in [ RFC6741]. This section describes security

consi derations specific to | LNPv4 topics discussed in this docunent.

The 1 CMPv4 Locat or Update nessage MJUST ONLY be used for |LNPv4
sessi ons.

The 1 LNPv4 Nonce Option [ RFC6746] MJUST be present in packets
containing an | CMPv4 Locat or Update nmessage. Further, the received
Nonce Destination Option nmust contain the correct nonce value for the
packet to be accepted by the recipient and then passed to the | CWPv4
protocol for processing. |If either of these requirenents are not

met, the received packet MUST be discarded as a forgery, and a
security event SHOULD be | ogged by the systemreceiving the non-

aut henti c packet.

I LNP sessions operating in higher risk environnents SHOULD use | P
Security for ILNP [ RFC6741] [RFC4301] *in addition* to the |ILNPv4
Nonce Option. Use of IP Security for ILNP to protect a packet does
NOT permit the packet to be sent without the Nonce Option

I mpl enent ati ons need to support the case where a single | CMP Locat or
Updat e nessage contains a | arge nunber of Locator and Preference

val ues and ought not develop a security fault (e.g., stack overflow)
due to a received nessage containing nore Locator val ues than

expect ed.

If the ILNP Nonce value is predictable, then an off-path attacker
m ght be able to forge data or control packets. This risk also is
mtigated by the existing conmon practice of | P Source Address
filtering [ RFC2827] [ RFC3704].
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7. 1 ANA Consi derations
Thi s docunent nakes no request of | ANA.

If in the future the | ETF decided to standardi se | LNPv4, then
al |l ocation of a unique |ICVW Type for the Locator Update as part of
the | ETF standardi sati on process woul d be sensi bl e.
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