I nternet Engi neering Task Force (IETF) G Zorn

Request for Comments: 6734 Net wor k Zen
Cat egory: Standards Track Q W
| SSN. 2070-1721 Huawei

V. Cakul ev

Al catel Lucent
Cct ober 2012

D ameter Attribute-Value Pairs for Cryptographic Key Transport
Abstract

Sone Aut hentication, Authorization, and Accounting (AAA) applications
require the transport of cryptographic keying material. This
docunment specifies a set of Attribute-Value Pairs (AVPs) providing
native D aneter support of cryptographic key delivery.
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This is an Internet Standards Track docunent.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,
and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6734
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
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1. Introduction

The Di anmeter Extensible Authentication Protocol (EAP) application

[ RFC4072] defines the EAP-Master- Session-Key and EAP-Key- Name AVPs
for the purpose of transporting cryptographic keying material derived
during the execution of certain Extensible Authentication Protoco
(EAP) [RFC3748] nethods (for exanple, EAP-TLS [ RFC5216]). At nost
one instance of either of these AVPs is allowed in any Di aneter
nmessage

However, recent work (see, for exanple, [RFC5295]) has specified

met hods to derive other keys fromthe keying material created during
EAP net hod execution that nay require transport in addition to the
Mast er Session Key (MsK). Also, the EAP Re-authentication Protoco
(ERP) [ RFC6696] specifies new keys that may need to be transported
bet ween Di anet er nodes

Thi s docunent specifies a set of AVPs allow ng the transport of
mul tiple cryptographic keys in a single D aneter nessage.
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2. Term nol ogy
2.1. Requirements Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY"', and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].

2.2. Technical Terms and Acronymns

DSRK
Donai n- Speci fi ¢ Root Key [ RFC5295].

MBK
Mast er Session Key [ RFC3748].

r VBK
re-aut hentication MSK [ RFC6696]. This is a per-authenticator key,
derived fromthe rRK (bel ow).

r RK
re-aut hentication Root Key, derived fromthe Extended Master
Session Key (EMBK) [ RFC3748] or DSRK [ RFC6696] .

3. Attribute-Value Pair Definitions

This section defines new AVPs for the transport of cryptographic keys
in the D ameter EAP application [RFC4072], as well as other D aneter
appl i cations.

3.1. Key AP

The Key AVP (AVP Code 581) is of type Gouped. It contains the type
and keying material and, optionally, an indication of the usable
lifetime of the key, the nanme of the key and a Security Paraneter
Index (SPI') with which the key is associ ated.

Key ::= < AVP Header: 581 >
< Key-Type >

Keyi ng-Material }

Key-Lifetine ]

Key- Name ]

Key- SPI ]

AVP ]

— e — A
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3.1.1. Key-Type AVP

The Key-Type AVP (AVP Code 582) is of type Enunmerated. This AVP
identifies the type of the key being sent. The follow ng deci nal
val ues are defined in this docunent:

DSRK ( 0)
A Domai n- Speci fic Root Key [ RFC5295].

rRK (1)
A re-aut hentication Root Key [ RFC6696].

rMsK (2)
A re-authentication Master Session Key [ RFC6696] .

If additional values are needed, they are to be assigned by | ANA
according to the policy stated in Section 5. 2.

3.1.2. Key-Nane AVP

The Key-Name AVP (AVP Code 586) is of type CctetString. It contains
an opaque key identifier. Exactly how this nanme is generated and
used depends on the key type and usage in question and is beyond the
scope of this docunent (see [RFC5247] and [ RFC5295] for discussions
of key nane generation in the context of EAP)

3.1.3. Keying-Mterial AVP

The Keyi ng-Material AVP (AVP Code 583) is of type CctetString. The
exact usage of this keying material depends upon several factors,
including the type of the key and the link layer in use and is beyond
the scope of this docunent.

3.1.4. Key-Lifetime AVP

The Key-Lifetine AVP (AVP Code 584) is of type Unsigned32 and
represents the period of time (in seconds) for which the contents of
the Keying-Material AVP (Section 3.1.3) is valid.

NOTE:
Applications using this value SHOULD consi der the begi nning of the
lifetime to be the point in tine when the nessage containing the
keying material is received. |In addition, client inplenentations
SHOULD check to ensure that the value is reasonable; for exanple,
the lifetime of a key should not generally be |Ionger than the
session lifetine (see Section 8.13 of [RFC6733]).
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5. Key- SPI
The Key-SPI AVP (AVP Code 585) is of type Unsigned32 and contains an
SPI val ue that can be used with other paranmeters for identifying
associ ated keying material .

Security Considerations
Transporting keys is a security-sensitive action. Sone forns of
keying material are already protected and can be sent safely over the
open Internet. However, if a Key AVP contains a Keying-Mterial AVP
that is not already protected, then the D aneter nessages containing
that Key AVP MUST only be sent protected via nutually authenticated
TLS or | Psec.
The security considerations applicable to the D anmeter base protoco
[ RFC6733] are also applicable to this docunent, as are those in
Section 8.4 of RFC 4072 [RFC4072].

I ANA Consi derations

I ANA has assigned val ues as described in the follow ng sections.
AVP Codes

Codes have been assigned for the foll owi ng AVPs using the policy
specified in [RFC6733], Section 11.1.1

0 Key (581, Section 3.1)

0 Key-Type (582, Section 3.1.1)

0 Keying-Material (583, Section 3.1.3)

0 Key-Lifetinme (584, Section 3.1.4)

0 Key-SPI (585, Section 3.1.5)

0 Key-Nane (586, Section 3.1.2)

AVP Val ues

| ANA has created a new registry for values assigned to the Key-Type
AVP and populated it with the decimal val ues defined in this docunent
(Section 3.1.1). New values may be assigned for the Key-Type AVP

usi ng the "Specification Required" policy [RFC5226]; once val ues have
been assi gned, they MUST NOT be del eted, replaced, or nodified.
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