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Definitions of Managed Objects for Packet Sanpling
Abst r act

This nmeno defines a portion of the Managenent |nformati on Base (M B)
for use with network nmanagenent protocols in the Internet comunity.
In particular, it describes extensions to the |PFI X- SELECTOR-M B
nmodul e.  For |IP Flow Information eXport (IPFIX) inplenmentations that
use Packet Sampling (PSAMP) techniques, this menmp defines the PSAMP-
M B nodul e cont ai ni ng managed obj ects for providing information on
appl i ed packet selection functions and their paraneters.

Status of This Meno
This is an Internet Standards Track document.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it nmay be obtained at
http://ww. rfc-editor.org/info/rfc6727.
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1.

The | nternet-Standard Managenment Framework

For a detail ed overview of the docunments that describe the current
I nt ernet - Standard Managenment Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenment Protocol (SNWVP).
ohjects in the MB are defined using the nechanisns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
modul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

I ntroduction

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in RFC
2119 [ RFC2119].

Thi s docunent is a product of the IP Flow Information eXport (IPFIX)
Wrking Goup (W5. Wirk on this document was started in the Packet
Sanmpl ing (PSAMP) WG and noved to the | PFI X W5 when t he PSAMP WG was
concl uded.

Its purpose is to define managed objects for nonitoring, PSAWP
Devi ces perfornmi ng packet selection by Sanpling and Filtering as
described in [ RFC5475].

It is assuned that packet Sanpling is perforned according to the
framework defined in [RFC5474]. In this docunent, the PSAVP terns
that appear capitalized are used as defined in [ RFC5475].

Managed objects in the PSAMP M B nodul e are defined as an extension
of the IPFIX-MB and | PFl X- SELECTOR-M B nodul es [ RFC6615]. Since the
IPFIX MB nodule is only for nonitoring the same holds true for the
PSAMP M B nodul e defined in this document. The definition of objects
isinline with the PSAVP informati on nodel [RFC5477].

Section 3 gives an overvi ew of the PSAMP docunents, while Section 4
refers to the related | PFlI X docunents. Section 5 describes the
structure of the PSAMP M B npbdul e, and Section 6 contains the form
definition. Security issues are discussed in Section 7
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3.

Overvi ew of PSAVMP Document s

[ RFC5474]: "A Framework for Packet Sel ection and Reporting"” describes
the PSAMP framework for network el ements to sel ect subsets of packets
by statistical and other nethods, and to export a stream of reports
on the sel ected packets to a Collector.

[ RFC5475]: "Sanpling and Filtering Techni ques for | P Packet
Sel ection” describes the set of packet selection techniques supported
by PSAMP.

[ RFC5476]: "Packet Sanpling (PSAMP) Protocol Specifications”
specifies the export of packet information froma PSAMP Exporting
Process to a PSAMP Col |l ecting Process.

[ RFC5477]: "Information Mddel for Packet Sanpling Exports" defines an
i nformati on and data nodel for PSAMP.

Thi s docunment: "Definitions of Managed Objects for Packet Sanpling"
descri bes the PSAMP Managenent | nformation Base.

Rel at ed | PFI X Docunent s

The | PFI X protocol provides network admi nistrators with access to IP
Fl ow i nf or mati on.

[ RFC5101]: "Specification of the IP Flow Information Export (I1PFIX)
Protocol for the Exchange of IP Traffic Flow Information" specifies
how | PFI X Data Records and Tenpl ates are carried via a congestion-
aware transport protocol from | PFI X Exporting Processes to | PFIX
Col l ecting Processes. It also specifies the data types used in the
PSAMP M B nodul e and their encoding.

[ RFC6615]: The IPFIX-M B "Definitions of Managed Objects for | P Flow
Informati on Export" is the basis for this docunent because it extends
the | PFI X SELECTOR M B nodul e defined there.

Structure of the PSAMP M B nodul e

The 1 PFI X-M B nodul e defined in [ RFC6615] has the concept of a packet
Sel ection Process containing a set of Selector function instances.
Sel ection Processes and functions are referenced in the

i pfixSel ecti onProcessTabl e of the IPFI X-M B nodule. The

i pfixSel ecti onProcessTable identifies an instance of a Sel ector
function by an OD. The OD points to an object that describes the
Sel ector function. For sinple Selector functions w thout paraneters,
the ODrefers to an object that contains only one additional object
indicating the current availability of the function. For functions
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that have one or nore paraneters, the object has a subtree that, in
addition to an availability object, contains a table with a
conceptual colum for each paraneter. Entries (conceptual rows) in
this table represent different conbinations of paraneter values for
i nstances of the Selector function.

The obj ect ipfixSelectorFunctions in the |IPFI X SELECTOR M B nodul e
serves as the root for objects that describe instances of packet

Sel ector functions. The IPFI X SELECTOR M B nodule is a very snall
nmodul e that is defined in [ RFC6615]. The top-level O Ds of the
paraneter trees |ocated beneath ipfixSel ectorFunctions are naintained
by 1ANA.  In the I PFI X SELECTOR M B nodul e as defined by [ RFC6615],
the object ipfixSelectorFunctions contains just a single trivial
packet Sel ector function called ipfixFuncSelectAll that selects every
packet and has no paraneter:

i pfixSel ectorM B
+- i pfixSel ectorjects(1)
+- i pfixSel ectorFunctions(1)
+- ipfixFuncSel ectAll (1)
+- i pfixFuncSel ect Al l Avail (1)

The PSAMP M B nodul e defined in this docunment registers additional
top-level O Ds for the parameter subtrees of its Selector functions
in the | PFl X- SELECTOR-M B Function sub-registry according to the
procedures defined in [RFC6615]. It introduces six new subtrees
beneat h i pfixSel ect or Functi ons. Each of them descri bes a packet

Sel ector function with one or nore paranmeters. Naming and ordering
of objects is fully inline with the guidelines given in Section 6.1
of [RFC6615]. Al functions and their parameters are already listed
in the overview of functions given by the table in Section 8.2.1 of

[ RFC5477] .

5.1. Textual Conventions

The PSAMP M B nodul e inports two textual conventions that define data
types used in this MB nodule fromother MB nodul es. The

Unsi gned64TC data type is inported fromthe APPLI CATION M B nodul e

[ RFC2564], and the Fl oat64TC data type is inported fromthe FLOAT-TC
M B nodul e [ RFC6340]. Those data types are defined according to

[ RFC5101]. Those data types are not an integral part of [RFC2578]
but are needed to define objects in this MB nodule that conformto
the Information El ements defined for those objects in [ RFC5477].

The Unsi gned64TC textual convention describes an unsigned integer of
64 bits. It is inported fromthe APPLI CATION M B nodule. The

FI oat 64TC textual convention describes the format that is used for
64-bit floating point nunbers.
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5.2. Packet Sel ection Functions

In general, different packet Sel ector functions have different
paraneters. The PSAMP M B nodul e contains six objects with subtrees
that provide information on paraneters of function instances of
different Selector functions. Al objects are naned and structured
according to Section 8.2.1 of [RFC5477]:

i pfixSel ect or Functi ons(1)
+- - psanpSanpCount Based( 2)
+-- psanpSanpTi neBased( 3)
+- - psanpSanpRandQut O N( 4)
+-- psanpSanpUni Prob(5)
+-- psanpFi | t PropMat ch(6)
+-- psanpFi |l t Hash(7)

I ndexi ng of these functions in the PSAMP M B nodul e starts with index
(2). The function ipfixFuncSelectAll with index (1) is already
defined in the | PFI X SELECTOR M B nodul e as shown above.

The object tree for each of these functions is described bel ow
Semantics of all functions and their paraneters are described in
detail in [RFC5475]. Mre information on the Sel ector Reports can
al so be found in Section 6.5.2 of [RFC5476].

5.2.1. Systemmtic Count-Based Sanpling

The first Selector function is systematic count-based Sanpling. |Its
availability is indicated by object psanpSanpCount BasedAvail. The
function has two paraneters: psanpSanpCount Basedl nterval and
psanpSanpCount BasedSpace. Different combinations of values of these
paraneters for different instances of the Selector function are
represented by different conceptual rows in the table
psanpSanpCount BasedPar anSet Tabl e:

psanpSanpCount Based( 2)
+- - psanpSanpCount BasedAvai | (1)
+- - psanpSanpCount BasedPar anfset Tabl e( 2)
+- - psanpSanpCount BasedPar anSet Entry(1) [ psanpSanpCount Basedl ndex]
+- - psanpSanpCount Basedl ndex( 1)
+- - psanpSanpCount Basedl nt erval (2)
+- - psanpSanpCount BasedSpace( 3)

5.2.2. Systematic Time-Based Sanpling
The second Sel ector function is systematic tinme-based Sanpling. The

structure of the subtree for this functionis simlar to the
psanpSanpCount Based subtree. Paraneters are
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psanpSanpTi neBasedl nt erval and psanpSanpTi neBasedSpace. They appear
to be the same as for count-based Sanpling, but their data types are
di fferent because they indicate tinme values instead of numbers of
packets:

psanpSanpTi neBased( 3)
+- - psanpSanpTi neBasedAvail (1)
+- - psanpSanpTi neBasedPar anSet Tabl e( 2)
+-- psanpSanpTi neBasedPar anSet Entry(1) [ psanpSanpTi neBasedl ndex]
+-- psanpSanpTi neBasedl ndex( 1)
+-- psanpSanpTi neBasedl nt erval (2)
+-- psanpSanpTi neBasedSpace( 3)

5.2.3. Random n-out-of -N Sanpl i ng

The third Selector function is random n-out-of-N Sanpli ng.
Par anet ers are psanpSanpRandCut OF NSi ze and
psanpSanpRandQut O NPopul ati on:

psanmpSanpRandQut O N( 4)
+- - psanpSanpRandCut O NAvai | (1)
+- - psanpSanpRandQut O NPar anfset Tabl e( 2)
+- - psanpSanpRandQut O NPar anet Entry (1) [ psanpSanpRandQut O NI ndex]
+- - psanpSanpRandCut OF NI ndex( 1)
+- - psanpSanpRandCQut OF NSi ze( 2)
+- - psanpSanpRandCQut O NPopul ati on(3)

5.2.4. Uniform Probabilistic Sanpling

The fourth Sel ector function is uniform probabilistic Sanpling. It
has just a single paraneter called psanpSanpUni ProbProbability:

psanmpSanpUni Pr ob(5)
+- - psanpSanpUni ProbAvai |l (1)
+- - psanpSanpUni ProbPar antSet Tabl e( 2)
+- - psanpSanpUni ProbPar antet Entry(1) [ psanpSanpUni Probl ndex]
+- - psanpSanpUni Probl ndex( 1)
+- - psanpSanpUni ProbPr obabi lity(2)

5.2.5. Property Match Filtering

The fifth Selector function is property match Filtering. For this
Sel ector function, there is a broad variety of possible paranmeters
that could be used. But, as stated in Section 8.2.1 of [RFC5477],
there are no agreed paraneters specified and the subtree for this
function only contains an object indicating the availability of this
function. Paraneters cannot be retrieved via the PSAMP M B nodul e:
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psanpFi | t PropMat ch( 6)
+-- psanpFi | t PropMat chAvail (1)

5.2.6. Hash-Based Filtering

The sixth Selector function is hash-based Filtering. The object
psanpFi | t HashFunction is an enuneration that specifies the kind of
hash function that is applied. These hash functions have quite a
nunber of paranmeters, and the actual number may vary with the choice
of the hash function applied. The common parameter set for all hash-
based Filtering functions contains 7 paraneters:

psanpFi | t Hashl niti ali zer Val ue, psanpFilt Hashl pPayl oadOf f set

psanpFi | t Hashl pPayl oadSi ze, psanpFi |t HashSel ect edRangeM n

psanpFi | t HashSel ect edRangeMax, psanpFi | t HashQut put RangeM n, and
psanpFi | t HashQut put RangeMax.

psanpFi | t Hash( 7)

+-- psanpFi |l t HashAvai | (1)

+-- psanpFil t HashCapabiliti es(2)

+- - psanpFi | t HashPar anSet Tabl e( 3)

+-- psanpFi | t HashPar anet Entry(1) [ psanpFi | t Hashl ndex]

+-- psanpFi | t Hashl ndex( 1)
+-- psanpFi | t HashFuncti on(2)
+-- psanpFiltHashlnitializerVal ue(3)
+- - psanpFi | t Hashl pPayl oadOf f set (4)
+- - psanpFi | t Hashl pPayl oadSi ze(5)
+-- psanpFi | t HashSel ect edRangeM n( 6)
+-- psanpFi | t HashSel ect edRangeMax( 7)
+-- psanpFi | t HashQut put RangeM n( 8)
+- - psanpFi | t HashQut put RangeMax( 9)

Furt her parameters depend on the applied hash function and are not
specified within the PSAMP M B nodul e
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6. Definitions

PSAMP-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, OBJECT-TYPE, |nteger32, Unsigned32, mb-2
FROM SNWPv2- SM -- RFC 2578
Tr ut hval ue
FROM SNMWPv2- TC -- RFC 2579
MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWVPv2- CONF -- RFC 2580
Unsi gned64TC
FROM APPLI CATI ON-M B -- RFC 2564
Fl oat 64TC
FROM FLOAT- TC-M B -- RFC 6340
i pfixSel ect or Functi ons
FROM | PFI X- SELECTOR- M B; -- RFC 6615

psanpM B MODULE- | DENTI TY
LAST- UPDATED "201209051200Z" -- 5 Septenber 2012
ORGANI ZATI ON "I ETF | PFI X Worki ng G oup”
CONTACT- | NFO
"WG charter:
http://datatracker.ietf.org/wg/ipfix/charter/

Mai | ing Lists:
General Discussion: ipfix@etf.org
To Subscribe: https://ww.ietf.org/mailman/listinfol/ipfix
Ar chi ve:
http://ww.ietf.org/ mail-archive/web/ipfix/current/millist.htm

Thomas Dietz (editor)

NEC Eur ope Ltd.

NEC Labor atori es Europe

Net wor k Research Division
Kur f uer st en- Anl age 36

69115 Hei del berg

Ger many

Phone: +49 6221 4342-128

EMai | : Thonas. Di et z@ecl ab. eu

Benoit C aise

Ci sco Systens, Inc.

De Kl eetlaan 6a bl

D egem 1831

Bel gi um

Phone: +32 2 704 5622
EMui | : bcl ai se@i sco. com
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Juergen Quittek
NEC Eur ope Ltd.
NEC Labor at ori es Eur ope
Net wor k Resear ch Division
Kur f uer st en- Anl age 36
69115 Hei del berg
Ger many
Phone: +49 6221 4342-115
EMai | : quittek@ecl ab. eu”
DESCRI PTI ON
"The PSAMP M B defi nes managed objects for packet sanpling
and filtering.

These objects provide information about nanaged nodes
supporting packet sanpling, including packet sanpling
capabilities, configuration, and statistics.

The PSAMP M B nodul e regi sters additional top-level O Ds for
the paraneter subtrees of its Selector functions in the

| PFI X- SELECTOR-M B Function sub-registry according to the
procedures defined in RFC 6615.

Copyright (c) 2012 | ETF Trust and the persons identified
as authors of the code. Al rights reserved.

Redi stribution and use in source and binary forms, with or

wi t hout nodification, is permtted pursuant to, and subject
to the license terms contained in, the Sinplified BSD License
set forth in Section 4.c of the | ETF Trust’s Legal Provisions
Rel ating to | ETF Docunents
(http://trustee.ietf.org/license-info).

This version of this MB nodule is part of RFC 6727; see the

RFC itself for full legal notices."
-- Revision history
REVI SI ON "2012090512002" -- 5 Septenber 2012
DESCRI PTI ON

"Initial version, published as RFC 6727."
:={ mb-2 212 }

-- Top-level structure of the MB

psanpbj ect s OBJECT | DENTI FI ER : :
psanmpConf or mance OBJECT | DENTI FI ER ::
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-- Reference: RFC 5475 (Section 5.1), RFC 5476 (Section 6.5.2.1),
-- and RFC 5477 (Section 8.2)
psanmpSanpCount Based OBJECT | DENTI FI ER

::={ ipfixSel ectorFunctions 2 }

psanpSanpCount BasedAvai | OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates the availability of systematic
count - based sanpling at the nmanaged node.

A Sel ector may be unavailable if it is inplemented but
currently disabled due to, e.g., adninistrative reasons, |ack
of resources, or simlar."

::={ psanpSanpCount Based 1 }

-- Paraneter Set Tabl e +++++++++++++++t+ttttttttttttttttttttttt bbbttt

psanpSanpCount BasedPar anSet Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF
PsanmpSanpCount BasedPar anfSet Ent ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This table lists configurations of systematic count-based
packet sanpling. A paraneter set describing a
configuration contains two paranmeters: the sanpling
interval length and space."

;.= { psanpSanpCount Based 2 }

psanmpSanpCount BasedPar anSet Entry OBJECT- TYPE

SYNTAX PsanmpSanpCount BasedPar anfSet Ent ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Defines an entry in the psanpSanpCount BasedPar anSet Tabl e. "
I NDEX { psanmpSanpCount Basedl| ndex }
::= { psanpSanpCount BasedPar anSet Table 1 }

PsanpSanpCount BasedPar anSet Entry :: =

SEQUENCE {
psanpSanpCount Basedl ndex I nt eger 32,
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psanpSanpCount Basedl nt erval Unsi gned32,
psanmpSanpCount BasedSpace Unsi gnhed32

}

psanpSanpCount Basedl ndex OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The index of this paraneter set in the
psanpSanpCount BasedPar anSet Table. It is used in the
obj ect ipfixSel ectionProcessSel ectorFunction entries of
the ipfixSelectionProcessTable in the IPFIX-MB as reference
to this parameter set."
::= { psanpSanpCount BasedParantSet Entry 1 }

psanpSanpCount Basedl nt erval OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "packet s"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Thi s object specifies the nunmber of packets that are
consecutively sanpled. A value of 100 neans that 100
consecutive packets are sanpled.”

REFERENCE
"RFC 5475 (Section 5.1) and RFC 5477 (Section 8.2)"

;.= { psanpSanpCount BasedParanSet Entry 2 }

psanpSanpCount BasedSpace OBJECT- TYPE

D et z,

SYNTAX Unsi gnhed32
UNI TS "packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Thi s object specifies the nunmber of packets between two
intervals specified by the object
psanpSanpCount Basedl nterval . A val ue of 100 neans that
the next interval starts 100 packets (which are not sanpl ed)
after the current psanpSanpCount Basedlnterval is over."
REFERENCE
"RFC 5475 (Section 5.1) and RFC 5477 (Section 8.2)"
::={ psanpSanpCount BasedPar anSet Entry 3 }
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Ref erence: RFC 5475 (Section 5.1), RFC 5476 (Section 6.5.2.2),

and RFC 5477 (Section 8.2)

psanmpSanpTi mneBased OBJECT | DENTI FI ER

.= { ipfixSelectorFunctions 3 }

psanpSanpTi neBasedAvai | OBJECT- TYPE

SYNTAX Tr ut hval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates the availability of systematic
ti me-based sanpling at the nmanaged node

A Sel ector may be unavailable if it is inplenmented but
currently disabled due to, e.g., admnistrative reasons, |ack
of resources, or simlar."

::={ psanmpSanpTi neBased 1 }

Par amet er Set Tabl e +++++++++++++++++++++++++++++++++++t++++++++++

psanpSanpTi neBasedPar anfset Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF
PsanmpSanpTi neBasedPar anset Ent ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This table lists configurations of systematic time-based
packet sanpling. A paraneter set describing a configuration
contains two paraneters: the sanpling interval |ength and
the space.”

::={ psanpSanpTi neBased 2 }

psanpSanpTi neBasedPar anfSet Ent ry OBJECT- TYPE

SYNTAX PsanmpSanpTi neBasedPar anSet Entry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"Defines an entry in the psanmpSanpTi meBasedPar antset Tabl e. "
I NDEX { psampSanpTi meBasedl ndex }
::= { psanpSanpTi neBasedPar anSet Table 1 }

PsampSanpTi neBasedPar anet Entry :: =

D et z,

SEQUENCE {
psanmpSanpTi meBasedl ndex I nt eger 32,
psanpSanpTi neBasedl nt erval Unsi gned32,
psanpSanpTi neBasedSpace Unsi gned32
}
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psanpSanpTi meBasedl ndex OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The index of this paranmeter set in the
psanpSanpTi neBasedPar anSet Table. It is used in the
obj ect ipfixSel ecti onProcessSel ectorFunction entries of
the ipfixSel ecti onProcessTable in the IPFIX-MB as reference
to this paraneter set."
::= { psanpSanpTi neBasedPar anSet Entry 1 }

psanpSanpTi neBasedl nt erval OBJECT- TYPE
SYNTAX Unsi gnhed32
UNI TS "m croseconds”
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Thi s object specifies the tinme interval in nicroseconds
during which all arriving packets are sanpled."
REFERENCE
"RFC 5475 (Section 5.1) and RFC 5477 (Section 8.2)"
::= { psanpSanpTi neBasedPar anSet Entry 2 }

psanpSanpTi meBasedSpace OBJECT- TYPE

SYNTAX Unsi gnhed32

UNI TS "m croseconds”

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Thi s object specifies the tinme interval in nicroseconds
between two intervals specified by the object
psanmpSanpTi neBasedl nterval . A value of 100 neans that the
next interval starts 100 m croseconds (during which no
packets are sanpled) after the current
psanpSanpTi neBasedl nterval is over."

REFERENCE
"RFC 5475 (Section 5.1) and RFC 5477 (Section 8.2)"

::={ psanpSanpTi neBasedPar anSet Entry 3 }

-- Reference: RFC 5475 (Section 5.2.1), RFC 5476 (Section 6.5.2.3),
-- and RFC 5477 (Section 8.2)
psanpSanpRandQut OF N OBJECT | DENTI FI ER

.= { ipfixSel ectorFunctions 4 }
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psanmpSanpRandQut Of NAvai | OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object indicates the availability of random n-out-of-N
sanmpling at the managed node.

A Sel ector may be unavailable if it is inplenmented but
currently disabled due to, e.g., adninistrative reasons, |ack
of resources, or simlar."

::={ psanpSanpRandQut OfN 1 }

-- Paranmeter Set Tabl e +++++++++++++++++++++++++++++++++++++++++H+++

psanpSanpRandQut Of NPar anSet Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF
PsanmpSanpRandQut Of NPar anSet Ent ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This table lists configurations of random n-out-of-N
sanpling. A paraneter set describing a configuration
contains two paraneters: the sanpling size and the
parent popul ation."

::={ psanpSanpRandQut O N 2 }

psanpSanpRandQut Of NPar anSet Entry OBJECT- TYPE
SYNTAX PsanmpSanpRandQut Of NPar anfSet Ent ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Defines an entry in the psampSanpRandQut Of NPar anSet Tabl e. "
I NDEX { psanpSanpRandQut O NIl ndex }
;.= { psanmpSanpRandQut Of NPar anSet Table 1 }

PsanmpSanpRandQut Of NPar anSet Entry :: =
SEQUENCE {
psanmpSanpRandQut O NI ndex I nt eger 32,
psanpSanpRandQut OfF NSi ze Unsi gned32,
psanpSanpRandQut O NPopul ati on Unsi gned32

psanpSanpRandQut Of Nl ndex OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
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"The index of this parameter set in the
psanpSanpRandQut Of NPar anSet Table. It is used in the
obj ect ipfixSel ecti onProcessSel ectorFunction entries of
the ipfixSelectionProcessTable in the IPFIX-MB as reference
to this paraneter set."
::= { psanmpSanpRandQut Of NParanSet Entry 1 }

psanmpSanpRandQut OfF NSi ze OBJECT- TYPE
SYNTAX Unsi gnhed32
UNI TS "packet s"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Thi s object specifies the nunmber of elenents taken fromthe
parent Popul ation specified in
psanpSanpRandQut Of NPopul ati on. "
REFERENCE
"RFC 5475 (Section 5.2.1) and RFC 5477 (Section 8.2)"
::={ psanmpSanpRandQut Of NPar anSet Entry 2 }

psanmpSanpRandQut Of NPopul ati on OBJECT- TYPE

SYNTAX Unsi gned32

UNI TS "packet s"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object specifies the nunber of elenents in the parent
Popul ation. "

REFERENCE
"RFC 5475 (Section 5.2.1) and RFC 5477 (Section 8.2)"

::={ psanmpSanpRandQut Of NPar anSet Entry 3 }

-- Reference: RFC 5475 (Section 5.2.2), RFC 5476 (Section 6.5.2.4),
-- and RFC 5477 (Section 8.2)
psanpSanpUni Prob OBJECT | DENTI FIER ::= { ipfixSel ectorFunctions 5 }

psanpSanpUni ProbAvai | OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object indicates the availability of random uniform
probabilistic sanpling at the managed node.
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A Sel ector may be unavailable if it is inplenmented but
currently disabled due to, e.g., adninistrative reasons, |ack
of resources, or simlar."

;.= { psanmpSanpUni Prob 1 }

-- Paraneter Set Tabl e ++++++++++++++++++ttttttttttttttttttt bttt

-- Reference: RFC 5475 (Section 5.2.2.1) and RFC 5477 (Section 8.2)
psanmpSanpUni Pr obPar anSet Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF
PsanpSanpUni ProbPar anset Ent ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table lists configurations of random probabilistic
sanpling. A paraneter set describing a configuration
contains a single paraneter only: the sanpling probability."
::={ psanmpSanpUuni Prob 2 }

psanmpSanpUni Pr obPar anSet Ent ry OBJECT- TYPE

SYNTAX PsanmpSanpUni Pr obPar anSet Ent ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Defines an entry in the psanmpSanpUni ProbPar anSet Tabl e. "
I NDEX { psanpSanpUni Probl ndex }
::= { psanpSanpUni ProbPar anSet Table 1 }

PsanpSanpUni ProbPar anSet Entry :: =
SEQUENCE {
psanmpSanpUni Pr obl ndex I nt eger 32,
psanmpSanpUni Pr obProbabil ity Fl oat 64TC

psanpSanpUni Pr obl ndex OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)
MAX- ACCESS not-accessible

STATUS current

DESCRI PTI ON

"The index of this paraneter set in the
psanpSanpUni Pr obPar anSet Table. It is used in the
obj ect ipfixSel ecti onProcessSel ectorFunction entries of
the ipfixSelectionProcessTable in the IPFIX-MB as reference
to this parameter set."
::={ psanpSanpUni ProbParanSet Entry 1 }

psanpSanpUni Pr obProbabi | ity OBJECT- TYPE
SYNTAX Fl oat 64TC
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object specifies the probability that a packet is
sanpl ed, expressed as a value between 0 and 1. The
probability is equal for every packet. A value of 0 neans
no packet is sanpled since the probability is 0. A value
of 1 means all packets are sanpled since the
probability is 1. NaN (not a nunber) and infinity MJST NOT
be used."

REFERENCE
"RFC 5475 (Section 5.2.2.1) and RFC 5477 (Section 8.2)"

::={ psanpSanpUni ProbParanSet Entry 2 }

-- Reserves Method 5; see RFC 5475 (Section 6.1), RFC 5476
-- (Section 6.5.2.5), and RFC 5477
psanpFi | t PropMat ch OBJECT | DENTI FI ER

::={ ipfixSel ectorFunctions 6 }

psanpFi | t PropMat chAvai | OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object indicates the availability of property match
filtering at the nmanaged node.

A Sel ector may be unavailable if it is inplemented but
currently disabled due to, e.g., adninistrative reasons, |ack
of resources, or simlar."

::={ psanpFiltPropMatch 1 }

-- Reference: RFC 5475 (Section 6.2), RFC 5476 (Section 6.5.2.6),
-- and RFC 5477 (Section 8.3)
psanpFi | t Hash OBJECT I DENTIFIER ::= { ipfixSel ectorFunctions 7 }
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psanpFi | t HashAvai | OBJECT- TYPE

SYNTAX Tr ut hVval ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates the availability of hash filtering

at the managed node.

A Sel ector may be unavailable if it is inplenmented but

currently disabled due to, e.g., adninistrative reasons,

of resources, or simlar."
c:={ psanmpFiltHash 1 }

psanpFi | t HashCapabi l i ti es OBJECT | DENTI Fl ER

::={ psanpFiltHash 2 }

Ref erence: RFC 5475, Sections 6.2, 3.8, and 7.1

psanpFi | t HashPar anfSet Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF
PsanpFi | t HashPar anSet Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This table lists configurations of hash filtering. A
paraneter set describing a configuration contains eight
par aneters describing the hash function."

::={ psanpFiltHash 3 }

psanpFi | t HashPar anfSet Ent ry OBJECT- TYPE

SYNTAX PsanpFi | t HashPar anset Ent ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Defines an entry in the psanpFiltHashParantet Tabl e. "
I NDEX { psanpFilt Hashl ndex }
::={ psanpFiltHashParantSet Table 1 }

PsanpFi | t HashPar anSet Entry :: =

D et z,

SEQUENCE {
psanpFi | t Hashl ndex I nt eger 32,
psanpFi | t HashFuncti on I NTEGER

psanpFi | t Hashl niti al i zer Val ue Unsi gned64TC,
psanpFi | t Hashl pPayl oadOf f set  Unsi gned64TC,
psanpFi | t Hashl pPayl oadSi ze Unsi gned64TC,
psanpFi | t HashSel ect edRangeM n Unsi gned64TC
psanpFi | t HashSel ect edRangeMax Unsi gned64TC,

| ack

Par anet er Set Tabl @ +++++++++++++++++++++++++++++++++++++H+HHHHH++
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psanpFi | t HashQut put RangeM n Unsi gned64TC,
psanpFi | t HashQut put RangeMax Unsi gned64TC

}
psanpFi | t Hashl ndex OBJECT- TYPE
SYNTAX Integer32 (1..2147483647)
MAX- ACCESS not-accessi ble
STATUS current
DESCRI PTI ON

"The index of this paraneter set in the
psanpFi | t HashPar anSet Table. It is used in the
obj ect ipfixSel ectionProcessSel ectorFunction entries of
the ipfixSelectionProcessTable in the IPFIX-MB as reference
to this parameter set."
::={ psanpFiltHashParanSet Entry 1 }

psanpFi | t HashFuncti on OBJECT- TYPE

SYNTAX | NTEGER {
crc32(1),
i psx(2),
bob( 3)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The hash function used by this filter. The PSAMP-M B
defines the foll owing hash functi ons:

crc32(1): The CRC-32 Hash Function as defined in RFC 1141.

i psx(2): The I PSX Hash Function as described in RFC 5475,
Appendi x A. 1.

bob(3): The BOB Hash Function as described in RFC 5475,
Appendi x A. 2.
REFERENCE
"RFC 5475 (Section 6.2 and Appendi xes A1 and A 2)
and RFC 1141"
::= { psanpFiltHashParanSet Entry 2 }

psanpFi | t HashlnitializerVal ue OBJECT- TYPE
SYNTAX Unsi gned64TC
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object specifies the initializer value to the hash
function."
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REFERENCE
"RFC 5475, Sections 6.2, 3.8, and 7.1"
::={ psanpFiltHashParanSet Entry 3 }

psanpFi | t Hashl pPayl oadCOf f set OBJECT- TYPE

SYNTAX Unsi gned64TC

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object specifies the | P payl oad offset used by a
Hash-based Sel ection Sel ector."

REFERENCE
"RFC 5475, Sections 6.2, 3.8, and 7.1"

::={ psanpFiltHashParanSet Entry 4 }

psanpFi | t Hashl pPayl oadSi ze OBJECT- TYPE

SYNTAX Unsi gned64TC

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object specifies the |IP payl oad size used by a
Hash-based Sel ection Selector."

REFERENCE
"RFC 5475, Sections 6.2, 3.8, and 7.1"

::={ psanpFiltHashParanSet Entry 5 }

psanpFi | t HashSel ect edRangeM n OBJECT- TYPE
SYNTAX Unsi gned64TC
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

2012

"This object specifies the value for the begi nning of a hash

function’s sel ected range.”
REFERENCE

"RFC 5475, Sections 6.2, 3.8, and 7.1"
::={ psanpFiltHashParanSet Entry 6 }

psanpFi | t HashSel ect edRangeMax OBJECT- TYPE

SYNTAX Unsi gned64TC

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Thi s object specifies the value for the end of a hash
function’s sel ected range.”

REFERENCE
"RFC 5475, Sections 6.2, 3.8, and 7.1"

::={ psanpFiltHashParanSet Entry 7 }
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psanpFi | t HashQut put RangeM n OBJECT- TYPE

SYNTAX Unsi gned64TC

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Thi s object specifies the value for the beginning of a hash
function’s potential output range."

REFERENCE
"RFC 5475, Sections 6.2, 3.8, and 7.1"

::= { psanpFiltHashParanSet Entry 8 }

psanpFi | t HashQut put RangeMax OBJECT- TYPE

SYNTAX Unsi gned64TC

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object specifies the value for the end of a hash
function’s potential output range."

REFERENCE
"RFC 5475, Sections 6.2, 3.8, and 7.1"

::={ psanpFiltHashParanSet Entry 9 }

psanmpConpl i ances OBJECT | DENTI FI ER ::
psanpG oups OBJECT | DENTI FI ER ::

{ psanmpConformance 1 }
{ psanpConformance 2 }

psanpConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The inplementation of all objects is optional and depends
on the inplenentation of the corresponding functionality in
the equi pment. "
MODULE -- this nodul e
GROUP psanpG oupSanpCount Based
DESCRI PTI ON
"These objects must be inplemented if systematic
count - based sanpling is inplenmented in the equipnent.”
GROUP psanpG oupSanpTi neBased
DESCRI PTI ON
"These objects nust be inplenmented if systenatic
ti me-based sanpling is inplenmented in the equipnent.”
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GROUP psanpG oupSanpRandCut OF N

DESCRI PTI ON
"These objects must be inplemented if random n-out-of-N
sanpling is inplenented in the equi pnrent."

GROUP psanpG oupSanpUni Prob

DESCRI PTI ON
"These objects must be inplenmented if uniform
probabilistic sanpling is inplemented in the equiprent."”

GROUP psanpG oupFi | t PropMat ch

DESCRI PTI ON
"These objects nmust be inplenmented if the property match
filtering is inplenmented in the equipnent."”

GROUP psanmpG oupFi | t Hash

DESCRI PTI ON
"These objects must be inplemented if hash filtering
is inplemented in the equipnent."”

::={ psampConpliances 1 }

psanpG oupSanpCount Based OBJECT- GROUP
OBJECTS {
psanpSanpCount BasedAvai | ,
psanpSanpCount Basedl nt er val ,
psanmpSanpCount BasedSpace

STATUS current

DESCRI PTI ON
"These objects are needed if count based sampling is
i mpl enent ed. "

:={ psampGoups 1}

psanpG oupSanpTi neBased OBJECT- GROUP
OBJECTS {
psanpSanpTi neBasedAvai | ,
psanpSanpTi meBasedl nt er val ,
psanpSanpTi neBasedSpace

STATUS current

DESCRI PTI ON
"These objects are needed if time based sanpling is
i mpl enent ed. "

1= { psampGoups 2 }

psanpG oupSanpRandOut Of N OBJECT- GROUP
OBJECTS {
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psanmpSanpRandQut O NAvai |,
psanmpSanpRandQut O NSi ze,
psanmpSanpRandQut Of NPopul ati on

STATUS current

DESCRI PTI ON
"These objects are needed if random n-out-of-N sanpling is
i mpl enent ed. "

1= { psampGoups 3}

psanpG oupSanpUni Prob OBJECT- GROUP
OBJECTS {
psanmpSanpUni Pr obAvai | ,
psanpSanpUni Pr obProbability

STATUS current

DESCRI PTI ON
"These objects are needed if uniform probabilistic sanpling
is inplemented. "

::={ psanmpGoups 4 }

psanpG oupFi | t PropMat ch OBJECT- GROUP
OBJECTS {
psanpFi | t PropMat chAvai |

}
STATUS current
DESCRI PTI ON
"These objects are needed if property match filtering is
i mpl enment ed. "
::={ psanmpGroups 5 }

psanmpG oupFi | t Hash OBJECT- GROUP
OBJECTS {

psanpFi | t HashAvai | ,
psanpFi | t HashFuncti on,
psanpFi | t Hashl nitial i zer Val ue,
psanpFi | t Hashl pPayl oadOf f set ,
psanpFi | t Hashl pPayl oadSi ze,
psanpFi | t HashSel ect edRangeM n,
psanpFi | t HashSel ect edRangeMax,
psanpFi | t HashQut put RangeM n,
psanpFi | t HashQut put RangeMax

}
STATUS current
DESCRI PTI ON
"These objects are needed if hash filtering is inplenented."
::={ psanpGroups 6 }
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END
7. Security Considerations

There are no nmanagenent objects defined in this MB nodul e that have
a MAX- ACCESS cl ause of read-wite and/or read-create. So, if this
M B nodule is inplenmented correctly, then there is no risk that an
intruder can alter or create any nanagenent objects of this MB
modul e via direct SNVMP SET operations.

Al tables in this MB nodul e may be considered sensitive or

vul nerabl e in sone network environnents because objects in the tables
may reveal information about the network infrastructure and device
configuration. It is thus important to control even GET and/or

NOTI FY access to these objects and possibly to even encrypt the

val ues of these objects when sending them over the network via SNWP

SNWVP versions prior to SNMPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using IPsec),
there is no control as to who on the secure network is allowed to
access and GET/ SET (read/change/create/delete) the objects in this
M B nodul e.

It is RECOWENDED that inplenenters consider the security features
provi ded by the SNMPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographic nechani sns (for
aut henti cation and privacy).

Further, deploynent of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) who have legitimte
rights to GET or SET (change/create/del ete) them

8. | ANA Consi derati ons

The M B nodule in this docunent uses the foll ow ng | ANA-assi gned
OBJECT | DENTI FI ER val ue recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue

psanpM B { mb-2 212 }
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Further, 1 ANA has registered the following top-level ODs in the
| PFI X- SELECTOR- M B Functi ons sub-registry at

http://wwv. i ana. or g/ assi gnnent s/ sm - nunbers according to the
procedures set forth in [ RFC6615]:

Deci mal Nane Descri ption Ref erence
2 psanpSanpCount Based Systematic Count-based Sanpling [RFC6727]
3 psanmpSanpTi neBased Systematic Ti ne-based Sanpling [ RFC6727]
4 psanpSanpRandQut O N Random n- out - of - N Sanpl i ng [ RFC6727]
5 psanpSanpUni Pr ob Uni versal Probabilistic Sanpling [ RFC6727]
6 psanpFi | t PropMatch Property Match Filtering [ RFC6727]
7 psanpFi | t Hash Hash- based Filtering [ RFC6727]

The prerequisites set forth for addition of these O Ds are to be
verified based on the content of this document.
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