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Abst ract

Thi s docunent describes a protocol, called kx509, for using Kerberos
tickets to acquire X 509 certificates. These certificates may be
used for many of the sanme purposes as X 509 certificates acquired by
other neans, but if a Kerberos infrastructure already exists, then
the overhead of using kx509 rmay be much | ess.

Wi |l e not standardi zed, this protocol is already in use at severa
| arge organi zations, and certificates issued with this protocol are
recogni zed by the International Gid Trust Federation

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

This is a contribution to the RFC Series, independently of any other
RFC stream The RFC Editor has chosen to publish this docunment at
its discretion and nakes no statenment about its value for

i mpl ement ati on or depl oynent. Docunments approved for publication by
the RFC Editor are not a candidate for any | evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it may be obtai ned at
http://ww. rfc-editor.org/info/rfc6717

Copyright Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent.
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1. Introduction

The two primary ways of providing cryptographically secure
identification on the Internet are Kerberos tickets [ RFC4120] and
X. 509 [ RFC5280] [ X.509] certificates.

In practical IT infrastructure where both are in use, it’'s highly
desirable to deploy their support in a way that guarantees they both
authoritatively refer to the same entities. There is already a

wi del y adopted standard for using X 509 certificates to acquire
correspondi ng Kerberos tickets called Public Key Cryptography for
Initial Authentication in Kerberos (PKINIT) [ RFC4556]. This docunent
descri bes the kx509 protocol for supporting the symretric operation
of acquiring X. 509 certificates using Kerberos tickets.

Preparing and review ng this docurment exposed a nunber of issues that
are discussed in the security considerations. Unfortunately, sone of
them can only be addressed with an inconpatible upgrade to this
protocol. The | ETF s Kerberos working group has an expected work
itemto address these issues.

The International Gid Trust Federation [IGIF] supports the use of
Short Lived Credential Services [SLCS] as a neans to authenticate for
resource usage based on other, native identity stores that an

organi zation maintains. X 509 certificates issued using the kx509
prot ocol based on a Kerberos identity is one of the recognized
credential services. The certificate profile for that use is outside
the scope of this RFC but is described in [GRI D prof].
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In normal operation, kx509 can be used after a Kerberos ticket-
granting-ticket (TGT) is acquired, which is nmost |ikely during user
login. First, the client generates an RSA public/private key pair.
Next, using the Kerberos ticket-granting-ticket, it acquires a

Ker beros service ticket for the KCA (Kerberized Certificate

Aut hority) and uses this to send the public half of its key pair.
The KCA will decrypt the service ticket, verify the integrity of the
i ncom ng packet, determine the identity of the user, and use the
session key to send back a corresponding X 509 certificate.

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Protocol Data
The protocol consists of a single request/reply exchange using UDP

Both the request and the reply packet begin with four bytes of
version ID information, followed by a DER-encoded ASN. 1 nessage. The
first two bytes of the version ID are reserved. They MJST be set to
zero when sent and SHOULD be ignored when received. The third and
fourth bytes are the major and ninor version nunbers, respectively.
The version of the protocol described in this docunent is designated
2.0, so the first four bytes of the packet are 0, 0, 2, and O.

I nconpatible variations of this protocol MJST use a different nmjor
versi on nunber.

2.1. Request Packet

The request consists of a version ID, foll owed by a DER encoded ASN. 1
nmessage containing a Kerberos AP-REQ, integrity check data on the
request, and public key generated by the client. The ASN. 1 encoding
is:

KX509Request ::= SEQUENCE {
AP- REQ OCTET STRI NG
pk- hash OCTET STRI NG
pk-key OCTET STRI NG

}
The AP-REQ is as described in [ RFC4120], Section 5.5.1

Hotz & All bery I nf or mat i onal [ Page 3]



RFC 6717 kx509 August 2012

The pk-hash is Hashed Message Authentication Code (HVAC) using SHA-1
as the underlying hash. All 160 bits are sent. The key used is the
Ker beros session key. The data to be hashed is the concatenation of
the foll ow ng:

0 4-byte version ID at the begi nning of the packet.
0o OCTET STRING of the AP-REQ
0 OCTET STRI NG of the pk-key.

The pk-key contains a public key. This key and its corresponding
private key are generated by the client before contacting the server

| mpl enent ati ons of this protocol MJIST support RSA keys, in which case
the key is a DER-encoded RSAPublicKey as defined in [ RFC3447],
Section A 1.1, and then it is stored in this octet string in the
request. Its encoding as an OCTET STRING starts with the 0x30 byte
sequence at the beginning of a DER encoded RSAPublicKey. Use of

ot her public-key types is not defined.

Appendi x C shows an exanpl e request packet.

2.2. Reply Packet
The reply consists of a version ID, followed by a DER encoded ASN. 1
message containing an error code, an optional authentication hash,

optional certificate, and optional error text. The service SHOULD
return replies of the sane version as the request where possible.

KX509Response ::= SEQUENCE {
error-code[ 0] | NTEGER DEFAULT O,
hash[ 1] OCTET STRI NG OPTI ONAL
certificate[2] OCTET STRI NG OPTI ONAL
e-text[ 3] Vi si bl eString OPTI ONAL
}

Al 't hough the format of the reply contains independently optiona
obj ects, the server MJST only generate replies with one of the
foll owi ng al |l owed conbi nati ons.

| | hash | certificate | |
| error-code | hash | | e-text |
| error-code | | | e-text |
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The first case is returned when the server successfully generates a
certificate for the user. The certificate is a DER-encoded
certificate as defined in [ RFC5280], Appendix A, page 116. Its
encodi ng as an OCTET STRING starts with the 0x30 byte sequence that
is at the beginning of a DER-encoded certificate.

The second case is returned when the server successfully
aut henticates the user and their key, but is unable for sone other
reason to generate a certificate.

The third case MAY be returned if the server is unable to
successfully authenticate the user and intends to return sone
unaut henticated information to the client.

The hash on a response is computed using SHA-1 HVAC as for the
request.

The data that is hashed is the concatenation of the follow ng things:
0 4-byte version ID at the beginning of the packet.

0 DER representation of the error-code exclusive of the tag and
length, if it is present.

0 OCTET STRING of the certificate, if it is present.

o VisibleString representation of the e-text exclusive of the tag
and length, if it is present.

In other words, the hash is conputed on the data in the fields that
are present, exclusive of the overall ASN. 1 w apping.

The e-text MAY be translated into other character sets for display
pur poses, but the hash is conputed on the e-text inits VisibleString
representation. |If the e-text contains NUL characters, the client
MAY ignore any part of the error nessage after the first NUL
character for display purposes.

As implied by the above table, if the reply does not contain a
certificate, it MJST contain an error nessage and a non-zero error
code. Conversely, if a certificate is returned, then the error-code
MJUST be zero. The server SHOULD use the DEFAULT encoding for a zero
error-code value by omitting any explicit error-code fromthe reply.
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The defined values for error-code are as foll ows:

Per manent problemwi th
client request

I nconpati bl e version

I I I I
I I I I
| 2 | Sol vable problemw th | Expired Kerberos |
| | client request | credentials |
| 3 | Tenporary problemwith | Packet | oss |
| | client request | |
| 4 | Permanent problemw th the | Internal |
| | server | misconfiguration |
| 5 | Tenporary problemwith the | Server overl oaded |
| | server | |
R oo e e e e e e e e oo - - o e e e e e e oo oo oo +

If aclient error is returned, the client SHOULD NOT retry the
request unless sone renmedial action is first taken, although if
error-code 3 is returned, the client MAY retry with other servers
bef ore giving up.

If a server error is returned, it is RECOWENDED that the client
retry the request with a different server if one is known.

Since all KCAs serving a Kerberos realmare intended to be
equi val ent, in accordance with Section 4.1.2.2 of [RFC5280], the
certificates returned fromdifferent KCAs serving the sane Kerberos
real m MUST NOT contain duplicate serial nunbers.

This protocol and docunent do not address certificate verification or
pat h construction. There are no provisions for returning any
additional certificates that m ght be needed. Any application using
a returned certificate nust be configured i ndependently to address
these issues. An inconpatible upgrade to this protocol wll provide
options to address this issue.

The returned certificate MIST identify the Kerberos client principa
fromthe AP-REQ in the original KX509Request in the subject of the
certificate or in a subjectAltNane extension. The identification
MUST be unique within the organization's deployed infrastructure. It
i s RECOVMENDED t hat a subj ect Al t Name ext ensi on be included of type

i d-pkinit-san as described in [ RFC4556], Section 3.2.2. Note that
the id-pkinit-san is sinply a standard representation of a Kerberos
princi pal and has no other inplications with respect to PKINIT.
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O her extensions MAY be added according to local policy.
Appendi x C shows an exanpl e reply packet.
3. Protocol Operation

Absent errors, the protocol consists of a single request, sent via
UDP, and a single reply, also sent via UDP

There is no special provision for requests or replies that exceed the
al | owabl e size of a UDP packet. Also, sone inplenentations have

i nposed hard size linmts that are snmaller than a typical UDP MIU and
will limt the use of extensions and the supportable key size. Even
without hard limts, if the request or reply exceeds the MIU size of
a UDP packet for the infrastructure in use, then the reliability of
the exchange will decrease significantly.

For "normal" Kerberos AP-REQ structures, and "normal" X 509
certificates, this is unlikely unless the Kerberos service ticket
contains | arge ambunts of authorization data. For this reason, it is
RECOMVENDED t hat service tickets for the KCA be issued w thout

aut horization data. |If the KCA perforns authorization, it should do
so by other neans.

Bef ore constructing the request, the client nust know the canonica
nane(s) and port(s) of the server(s) to contact. |t MAY determ ne
them by | ooking up the service’s SRV record as described in

[ RFC2782]. The entry to be used is _kca. udp. _realm, where realm
is the Kerberos realm used as part of the DNS nane.

The client has to acquire a service ticket in order to construct the
AP-REQ for the service. Conventionally, the Kerberos service
principal nane to use for this service has a first conponent of
"kca_service". Absent |ocal configuration or other externa

know edge of the correct principal to use, the second and fina
conmponent is conventionally the canonical nanme of the KCA server
bei ng contacted, and the real mof the principal is determ ned

foll owi ng normal Kerberos domai n-to-real m mappi ng conventions, as

di scussed in [ RFC4120], Section 1.3.

When the server receives a request, it MJST verify the follow ng
properties of the request before issuing a certificate:

o The AP-REQ can be decoded and is not expired.
o |If the request uses cross-real mauthentication, then it satisfies

the requirenents of |local policy and [ RFC4120], Sections 1.2 and
2.7.
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o0 The request’s hash is valid.

The server SHOULD nmeke ot her sanity checks, such as a m ni num public
key length, to the extent feasible.

The server MAY decline to respond to an erroneous request. If it
does not receive a response, a client MAY retry its request, but the
client SHOULD wait at |east one second before doing so.

The client MJUST verify any hash in the reply and MJUST NOT use any
certificate in a reply whose hash does not verify. The client NMAY
display the e-text if the hash is absent or does not verify but
SHOULD i ndi cate the nessage is not authenti cated.

4. Acknow edgement s

The original version of kx509 was inplenented using Kerberos 4 at the
University of M chigan and was nicely docunmented in [KX509]. Many
thanks to themfor their original work, as well as the subsequent
updat es.

Wi | e devel opi ng this docunent, inportant corrections and coments
were provided by Jeffrey Altman and Love Hornqui st Astrand. The

foll owi ng people al so provided many hel pful comments and corrections:
Doug Engert, Jeffrey Hutzel man, Sam Hartman, Tinothy J. MIller,

Chaski el Grundman, and Jim Schaad. Alan Sill provided the references
to the International Gid Trust Federation and its acceptable
credential services. Exanple network traffic was provided by Doug
Engert, Marcus Watts, Matt Crawford, and Chaskiel G undman fromtheir
depl oynents and was extrenely useful for verifying the reality of
this specification.

5. | ANA Consi derations
This service is conventionally run on UDP port 9878. |ANA has

registered that port in the Service Nane and Transport Port Nunber
Regi stry as foll ows:

Servi ce Name: kca-service

Transport Protocol: UDP

Assi ghee: | ESG <i esg@etf.org>

Cont act : | ETF Chair <chair@etf.org>

Descri pti on: The kx509 Kerberized Certificate |Issuance
Protocol in Use in 2012

Ref er ence: RFC 6717

Port Number: 9878

Assi gnnent Not es: Hi storically, this service has been referred to

as "kca_service", but this service nanme does
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not neet the registry requiremnents.

The Generic Security Service Application ProgramlInterface (GSS-API)
/| Kerberos / Sinple Authentication and Security Layer (SASL) service
nane currently in use for this protocol is "kca_service". This does
not neet the naming requirenments for | ANA's GSS- APl / Ker ber os/ SASL
service name registry, so no registration has been requested. The
conflict between the conventional service name and the registry rules
is expected to be addressed in a future version of this protocol
Appropriate registrations will be requested at that tine.

6. Security Considerations

The only encrypted information in the protocol is that used by
Kerberos itself. The considerations for any Kerberized service apply
here.

The public key in the request is sent in the clear and w thout any
guarantees that the requester actually possesses the correspondi ng
private key. Therefore, the only appropriate uses of the returned
certificate are those where the identity of the requester is

uni nportant or the subsequent use independently guarantees that the
user possesses the private key. This issue is expected to be
addressed in a future version of this protocol

For exanple, if the kx509-issued certificate is used for a digita
signature in a way that does not independently denonstrate proof-of-
possession of the private key, then an eavesdropper could request
their owm valid certificate via kx509 and claimto have origi nated
material signed by the legitimate, original requester. [RFC4211],
Appendi x C, contains a nore detail ed di scussion of why proof-of-
possession is inportant.

An exanpl e that should be safe is initial client authentication with
Transport Layer Security (TLS) [RFC5246] connections. |If a client
certificate is used, then a Certificate Verify message (Section 7.4.8
of [RFC5246]) is added to the handshake exchange. It includes a
signature of the handshake nessages to that point. Those nessages
depend on data known only to the client and server ends of the

speci fic connection, so conputing the signature proves possession of
the private key. This application was the original intended use case
for kx509.

Sone information, such as the public key and certificate, is
transmitted in the clear but (as the nane inplies) is generally
intended to be publicly available. However, its visibility could
still raise privacy concerns. The hash is used to protect the
integrity of this information.
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7.

7.

7.

The policies for issuing Kerberos tickets and X. 509 certificates are
usual |y expressed very differently. An inplenmentation of this
protocol shoul d not provide a nechani smfor bypassing ticket or
certificate policies.

In particular, if the issued certificate can be used with PKINT,
this authentication | oop SHOULD NOT bypass policy limts for either
X. 509 certificates or Kerberos tickets.

X. 509 certificates are usually issued with considerably |onger
validity tines than Kerberos tickets. Care should be taken that the
i ssued certificate is not valid for Ionger than the intended policy
should allow. Note that Section 3.2.3 of [RFC4556] REQUI RES that the
lifetime of an issued ticket not exceed the lifetime of the
predecessor certificate. By analogy, it is RECOWENDED that the
lifetime of an issued certificate not exceed the lifetinme of the
predecessor Kerberos ticket unless the inplications with respect to

| ocal policy and supporting infrastructure are clearly understood and
allowit.
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Appendi x A.  Certificate Caching and Depl oyment Consi derations

As noted in the Security Considerations section, the functiona
lifetime of the acquired X 509 certificate should usually match the
lifetime of its predecessor Kerberos ticket. Therefore, it is likely
that X 509 certificates issued with this protocol should be deleted
when the supporting Kerberos tickets are deleted. That nakes the
Kerberos ticket cache a reasonable location to store the certificate
(and its private key).

On the other hand, applications, such as web browsers, probably
expect certificates in different stores.

A widely used solution to this dichotomy is to inplenent a PKCS11
library that supports the kx509-acquired credentials. The
credentials remain stored in the Kerberos credentials cache, but ful
PKI functionality is still available via a standard interface for PK
credenti al s.

Appendi x B. Historic Extensions

Thi s appendi x docunents extensions to the kx509 protocol that are
either no longer in use or are expected to be dropped.

A subj ect Al t Name ot her nanme extension of type kcaAuthReal m (O D val ue
1.3.6.1.4.1.250.42.1) is frequently used to include the client’s
realmas an ASN. 1 octet string.

The M crosoft-defined userPrincipal Name has frequently been used for
the sane purpose as the id-pkinit-san

The historic inplementations of this protocol included provisions for
DSA keys in place of RSA. DSA does not appear to be in use. A
future version of this protocol will use a standard certificate
request structure that will provide algorithmagility.

The historic inplementations of this protocol allowed an optional
client-version field (at the end of the request) of type
VisibleString. |If present, the KCA copied it into the issued
certificate as an extension with the O D 1.3.6.1.4.1.250.42.2. This
feature does not appear to be in use.

Appendi x C. Exanpl e Exchange
The request and reply are fromthe same exchange. The Ethernet, IP,
and UDP headers, and the 4-byte version string at the begi nning of

the request and reply packets are all omtted. Only the ASN. 1-
encoded portions are shown.
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78 cons: SEQUENCE
09 prim OCTET STRI NG

[ HEX DUMP] : 6E8201F9308201F5A003. .. ( AP-REQ

20 prim OCTET STRI NG

[ HEX DUVP] : ECFF1C922300D0E9DD02. . . ( pk- hash)

539:d=1 hl=3 I= 140 prim OCTET STRI NG

Aut hors’ Addr esses

Henry B. Hotz

[ HEX DUMP] : 30818902818100B70F46. .. (pk-key)
Request Packet ASN. 1 Decode

cons: SEQUENCE

cons: cont [ 1]

prim OCTET STRI NG

[ HEX DUMP] : F3A844834C26D843B6FD. .. (hash)

cons: cont [ 2]

prim OCTET STRI NG

[ HEX DUMP] : 308203423082022AA003. .. (certificate)

Reply Packet ASN. 1 Decode
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