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1. Introduction

VWhen devel opi ng protocols, |IETF Wrking Goups (Wss) often include
mechani sns whereby these protocols can be extended in the future. It
is often a good principle to design extensibility into protocols; as
described in "What Makes for a Successful Protocol" [RFC5218], a
"wildl'y successful"” protocol is one that becones w dely used in ways
not originally anticipated. WelIl-designed extensibility nmechani sns
facilitate the evolution of protocols and help nake it easier to rol
out increnental changes in an interoperable fashion. However, at the
same time, experience has shown that extensions carry the risk of
uni nt ended consequences, such as interoperability issues, operationa
probl ems, or security vulnerabilities.

The proliferation of extensions, even well-designed ones, can be
costly. As noted in "Sinple Mail Transfer Protocol" [RFC5321]
Section 2.2.1:

Experience with many protocols has shown that protocols with few
options tend towards ubiquity, whereas protocols with many options
tend towards obscurity.

Each and every extension, regardl ess of its benefits, nust be
carefully scrutinized with respect to its inplenentation,
depl oynent, and interoperability costs.

This is hardly a recent concern. "TCP Extensions Considered Harnful"
[ RFC1263] was published in 1991. "Extend" or "extension" occurs in
the title of nore than 400 existing Request for Conments (RFC)
docunents. Yet, generic extension considerations have not been
docunent ed previously.

The purpose of this docunent is to describe the architectura
principles of sound extensibility design, in order to mnimze such
risks. Formal procedures for extending | ETF protocols are discussed
in "Procedures for Protocol Extensions and Variations" BCP 125

[ RFC4775] .

The rest of this docunment is organized as follows: Section 2

di scusses routine and nmaj or extensions. Section 3 describes
architectural principles for protocol extensibility. Section 4
expl ai ns how desi gners of base protocols can take steps to anticipate
and facilitate the creation of such subsequent extensions in a safe
and reliable manner. Section 5 discusses security considerations.
Appendi x A provides case studies.

Readers are advised to study the whol e docunent, since the
consi derations are closely |inked.
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1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in "Key words for use in
RFCs to Indicate Requirenent Levels" BCP 14 [ RFC2119].

2. Routine and Maj or Extensions

The risk of unintended consequences froman extension is especially
high if the extension is perforned by a different teamthan the
ori gi nal designers, who may stray outside inplicit design constraints
or assunmptions. As a result, it is highly desirable for the origina
designers to articulate the design constraints and assunptions, so as
to enabl e extensions to be done carefully and with a ful
under st andi ng of the base protocol, existing inplenentations, and
current operational practice.

To assi st extension designers and reviewers, protocol docunents
shoul d provi de guidelines explai ning how extensions shoul d be
performed, and gui dance on how protocol extension mechani snms shoul d
be used.

Prot ocol components that are designed with the specific intention of
allowi ng extensibility should be clearly identified, with specific
and conplete instructions on howto extend them This includes the
process for adequate review of extension proposals: do they need
community review, and if so, how much and by whon?

The level of reviewrequired for protocol extensions will typically
vary based on the nature of the extension. Routine extensions may
require minimal review, while major extensions may require w de
review. Cuidance on which extensions may be considered ’routine’ and
which ones are "major’ is provided in the sections that foll ow

2.1. \What Constitutes a Mjor Extension?

Maj or extensions may have characteristics leading to a risk of
interoperability failures, security vulnerabilities, or operationa
probl enms. Were these characteristics are present, it is necessary
to pay close attention to backward conpatibility with inplenentations
and depl oynents of the unextended protocol and to the potential for

i nadvertent introduction of security or operational exposures.
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Ext ensi on desi gners shoul d exanine their design for the follow ng
i ssues:

1.

Modi fications or extensions to the underlying protocol. An

ext ensi on docunent shoul d be considered to update the underlying
protocol specification if an inplenmentation of the underlying
protocol would need to be updated to acconmpdate the extension
Thi s should not be necessary if the underlying protocol was
designed with a nodul ar interface. Exanples of extensions

nmodi fyi ng the underlying protocol include specification of
additional transports (see Section 4.6), changing protocol
semantics, or defining new nessage types that may require

i mpl ement ati on changes in existing and depl oyed inpl enent ati ons
of the protocol, even if they do not want to make use of the new
functions. A base protocol that does not uniformy permt
"silent discard" of unknown extensions nmay autonatically enter
this category, even for apparently mnor extensions. Handling of
"unknown" extensions is discussed in nore detail in Section 4.7.

Changes to the basic architectural assunptions. This may include
architectural assunptions that are explicitly stated or those
that have been assuned by inplenenters. For exanple, this would
i nclude adding a requirenent for session state to a previously

st at el ess protocol

New usage scenarios not originally intended or investigated.
This can potentially lead to operational difficulties when

depl oyed, even in cases where the "on-the-wire" format has not
changed. For exanple, the level of traffic carried by the
protocol may increase substantially, packet sizes nay increase,
and i npl enentation algorithns that are w dely depl oyed may not
scale sufficiently or otherwi se be up to the new task at hand.
For exanple, a new DNS Resource Record (RR) type that is too big
to fit into a single UDP packet could cause interoperability
problenms with existing DNS clients and servers. Simlarly, the
additional traffic that results froman extension to a routing
protocol could have a detrinmental inpact on the perfornmance or
stability of inplenmentations that do not inplenent the extension

Changes to the extension nodel. Adverse inpacts are very likely
if the base protocol contains an extension nmechani smand the
proposed extension does not fit into the nodel used to create and
define that nmechanism Extensions that have the sane properties
as those that were anticipated when an extensi on mechani sm was
devi sed are nmuch less likely to be disruptive than extensions
that don't fit the nodel. Also, changes to the extension node
itself (including changes linmting further extensibility) can
create interoperability problens.
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5. Changes to protocol syntax. Changes to protocol syntax bring
with themthe potential for backward-conpatibility issues. |If at
al | possible, extensions should be designed for conpatibility
with existing syntax, so as to avoid interoperability failures.

6. Interrelated extensions to nmultiple protocols. A set of
interrelated extensions to nmultiple protocols typically carries a
greater danger of interoperability issues or incompatibilities
than a sinmple extension. Consequently, it is inportant that such
proposal s receive earlier and nore in-depth review than unitary
ext ensi ons.

7. Changes to the security nodel. Changes to the protocol security
model (or even addition of new security mechanisnms within an
exi sting framework) can introduce security vulnerabilities or
adversely inpact operations. Consequently, it is inportant that
such proposal s undergo security as well as operational review.
Security considerations are discussed in Section 5.

8. Performance inpact. An extension that imnpacts performance can
have adverse consequences, particularly if the performance of
exi sting deploynments is affected.

2.2. Wien is an Extension Routine?

An extension may be considered 'routine’ if it does not meet the
criteria for being considered a 'major’ extension and if its handling
is opaque to the protocol itself (e.g., does not substantially change
the pattern of nessages and responses). For this to apply, no
changes to the base protocol can be required, nor can changes be
required to existing and currently depl oyed inpl enentations, unless
they make use of the extension. Furthernore, existing

i mpl ement ati ons should not be inpacted. This typically requires that
i npl ementations be able to ignore "routine’ extensions wthout ill

ef fects.

Exanpl es of routine extensions include the Dynami c Host Configuration
Prot ocol (DHCP) vendor-specific option [ RFC2132], Renote

Aut hentication Dial In User Service (RAD US) Vendor- Specific
Attributes [ RFC2865], the enterprise bject IDentifier (OD) tree for
Managenent | nformati on Base (M B) nodul es, and vendor Milti purpose
Internet Mail Extension (M ME) types. Such extensions can safely be
made with mininmal discussion.
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Processes that allow routine extensions with nminiml or no review
(such as "First Come First Served" (FCFS) allocation [RFC5226])
shoul d be used sparingly. |In particular, they should be linmted to
cases that are unlikely to result in interoperability problens or in
security or operational exposures.

Experi ence has shown that even routine extensions may benefit from
review by experts. For exanple, even though DHCP carries opaque
data, defining a new option using conmpletely unstructured data may

|l ead to an option that is unnecessarily hard for clients and servers
to process.

3. Architectural Principles
Thi s section describes basic principles of protocol extensibility:

1. Extensibility features should be Iinited to what is reasonably
antici pated when the protocol is devel oped.

2. Protocol extensions should be designed for gl oba
interoperability.

3. Protocol extensions should be architecturally conpatible with the
base protocol

4. Protocol extension nechani sns should not be used to create
i nconpati bl e protocol variations.

5. Extension nechani sns need to be testable.

6. Protocol paraneter assignments need to be coordinated to avoid
potential conflicts.

7. Extensions to critical conponents require special care. A
critical conponent is one whose failure can lead to Internet-w de
reliability and security issues or perfornmance degradation

3.1. Limted Extensibility

Prot ocol s shoul d not be nmade nore extensible than clearly necessary
at inception, in order to enable optim zation along dinensions (e.g.,
bandwi dth, state, nmenory requirenents, deploynent tinme, |atency,
etc.) inportant to the npbst conmon use cases.

The process for defining new extensibility nechani sns shoul d ensure

that adequate revi ew of proposed extensions will take place before
wi despread adopti on
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As noted in "What Makes for a Successful Protocol" [RFC5218], "wildly
successful " protocols far exceed their original goals, in terns of
scal e, purpose (being used in scenarios far beyond the initia
design), or both. This inplies that all potential uses nmay not be
known at inception. As a result, extensibility nechanisns nay need
to be revisited as additional use cases reveal thenselves. However,
this does not inply that an initial design needs to take al

potential needs into account at inception.

3.2. Design for dobal Interoperability

Section 3.1 of "Procedures for Protocol Extensions and Vari ations"
BCP 125 [ RFC4A775] notes:

According to its Mssion Statement [RFC3935], the | ETF produces
high quality, relevant technical and engi neeri ng docunents,

i ncludi ng protocol standards. The mission statenent goes on to
say that the benefit of these standards to the Internet "is in
interoperability - that multiple products inplenenting a standard
are able to work together in order to deliver valuable functions
to the Internet’s users".

One consequence of this mission is that the | ETF designs protocols
for the single Internet. The |IETF expects its protocols to work
the same everywhere. Protocol extensions designed for limted
environments rmay be reasonabl e provided that products with these
extensions interoperate with products w thout the extensions.
Extensi ons that break interoperability are unacceptabl e when
products with and wi thout the extension are mxed. It is the

| ETF' s experience that this tends to happen on the Internet even
when the original designers of the extension did not expect this
to happen.

Anot her consequence of this definition of interoperability is that
the I ETF values the ability to exchange one product inplenenting a
protocol with another. The | ETF often specifies nandatory-to-

i mpl ement functionality as part of its protocols so that there is
a core set of functionality sufficient for interoperability that
all products inplement. The IETF tries to avoid situations where
protocols need to be profiled to specify which optional features
are required for a given environnent, because doing so harns
interoperability on the Internet as a whole.

Since the global Internet is nore than a collection of inconpatible
protocols (or "profiles") for use in separate private networks,

i mpl ement ers supporting extensions in shipping products or nulti-site
experinental usage nust assunme that systens will need to interoperate
on the gl obal Internet.
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A key requirenent for interoperable extension design is that the base
protocol nmust be well designed for interoperability and that

ext ensi ons nust have unanbi guous semantics. Ideally, the protoco
mechani sns for extension and versioning should be sufficiently wel
described that conpatibility can be assessed on paper. herwi se,
when two "private" or "experinental" extensions encounter each other
on a public network, unexpected interoperability problenms may occur
However, as noted in the Transport Layer Security (TLS) case study
(Appendix A 3), it is not sufficient to design extensibility
carefully; it also nust be inplenented carefully.

3.2.1. Private Extensions

Experi ence shows that separate private networks often end up having
portabl e equi prrent |ike |aptop conputers nove between them and
networks that were originally envisaged as being separate can end up
bei ng connected | ater

Consi der a "private" extension installed on a work conputer that,
bei ng portable, is sometines connected to networks other than the
work network, |ike a home network or a hotel network. |[If the
"private" extension is inconpatible with an unextended version of the
same protocol, problens will occur

Simlarly, problens can occur if "private" extensions conflict with
each other. For exanple, inmagine the situation where one site chose
to use DHCP [ RFC2132] option code 62 for one neaning and a different
site chose to use DHCP option code 62 for a conpletely different,

i nconpatible, nmeaning. It may be inpossible for a vendor of portable
conmputing devices to make a device that works correctly in both

envi ronment s.

One approach to solving this probl em has been to reserve parts of an
identifier namespace for "limted applicability" or "site-specific"
use, such as "X-" headers in email|l nessages [ RFC822] or "P-" headers
in SIP [RFC3427]. However, as noted in "Deprecating the "X-" Prefix
and Simlar Constructs in Application Protocol s" [RFC6648], Appendi x
B

The primary problemw th the "X-" convention is that

unst andar di zed paraneters have a tendency to leak into the
protected space of standardi zed paraneters, thus introducing the
need for mgration fromthe "X-" name to a standardi zed narne.

M gration, in turn, introduces interoperability issues (and
sometines security issues) because ol der inplementations wll
support only the "X-" nanme and newer inplenentations m ght support
only the standardi zed nane. To preserve interoperability, newer

i npl ementations sinply support the "X-" nanme forever, which nmeans
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that the unstandardi zed nane has becone a de facto standard (thus
obviating the need for segregation of the name space into
st andardi zed and unstandardi zed areas in the first place).

As a result, the notion of "X-" headers fromthe 1982 Internet
Message Format standard [ RFC822] was renpbved when the specification
was updated in 2001 [RFC2822]. Wthin SIP, the guidance published in
2002 regarding "P-" headers [RFC3427] was deprecated eight years
later in Section 4 of the 2010 update [ RFC5727]. More generally, as
noted in Section 1 of the "X-" prefix deprecation docunent [ RFC6648]:

Thi s docunment generalizes fromthe experience of the emnil and SIP
conmunities by doing the follow ng:

1. Deprecates the "X-" convention for newy defined paraneters in
application protocols, including new paraneters for
established protocols. This change applies even where the
"X-" convention was only inplicit, and not explicitly
provi ded, such as was done for email in [RFC822].

3.2.2. Local Use

Val ues designated as "experinental" or "local use" are only
appropriate in linmted circunstances such as in early inplenentations
of an extension restricted to a single site.

For exanple, "Experinmental Values in |IPv4, |Pv6, |ICWv4, |CWwWv6, UDP
and TCP Headers" [RFCA727] discusses experinental values for |IP and
transport headers, and "Definition of the Differentiated Services
Field (DS Field) in the IPv4 and | Pv6 Headers" [RFC2474] defines
experinental /1 ocal use ranges for differentiated services code
poi nt s.

Such val ues should be used with care and only for their stated

pur pose: experinents and |ocal use. They are unsuitable for

I nternet-w de use, since they may be used for conflicting purposes
and t hereby cause interoperability failures. Packets contai ning
experinmental or l|local use values must not be allowed out of the
domai n in which they are neani ngful

Section 1 of "Assigning Experinental and Testing Nunbers Consi dered
Useful " BCP 82 [ RFC3692] provi des guidance on the use of experinental
code points:

Nunbers in the experinentation range ... are not intended to be
used in general deploynents or be enabled by default in products
or other general releases. |In those cases where a product or

rel ease makes use of an experinental nunber, the end user nust be
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required to explicitly enable the experinmental feature and

i kewi se have the ability to chose and assi gn whi ch nunber from
the experinmental range will be used for a specific purpose (i.e.,
so the end user can ensure that use of a particular nunber doesn’t
conflict with other on-going uses). Shipping a product with a
speci fic val ue pre-enabl ed woul d be i nappropriate and can lead to
i nteroperability problens when the chosen value collides with a
different usage, as it soneday surely wll.

Fromthe above, it follows that it would be inappropriate for a
group of vendors, a consortia, or another Standards Devel opnent
Organi zation to agree anong thensel ves to use a particul ar val ue
for a specific purpose and then agree to depl oy devi ces using
those values. By definition, experinmental nunbers are not
guaranteed to be unique in any environnment other than one where
the | ocal system admi nistrator has chosen to use a particul ar
nunber for a particular purpose and can ensure that a particul ar
value is not already in use for sone other purpose.

Once an extension has been tested and shown to be useful, a
per manent nunber coul d be obtained through the normal assignnent
procedur es.

However, as noted in Appendix B of the "X-" prefix deprecation
docunent [ RFC6648], assigning a parameter block for experimental use
is only necessary when the parameter pool is limted:

"Assi gni ng Experinental and Testing Nunbers Consi dered Useful"
inplies that the "X-" prefix is also useful for experinental
paraneters. However, BCP 82 addresses the need for protoco
nunmbers when the pool of such numbers is strictly limted (e.g.,
DHCP options) or when a nunber is absolutely required even for
purely experimental purposes (e.g., the Protocol field of the IP
header). In alnost all application protocols that nake use of
protocol parameters (including enmail headers, nedia types, HITP
headers, vCard parameters and properties, URNs, and LDAP field
nanes), the name space is not limted or constrained in any way,
so there is no need to assign a block of nanes for private use or
experinental purposes...

Therefore, it appears that segregating the paraneter space into a
standardi zed area and a unstandardi zed area has few, if any,
benefits and has at |east one significant cost in terns of
interoperability.
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3.2.3. Milti-Site Experinents

VWhere an experinment is undertaken anmong a diverse set of experinental
sites connected via the global Internet, the use of "experinental" or
"l ocal use" code points is inadvisable. This mght include, for
exanple, sites that take a prototype inplenentation of some protoco
and use that both within their site but, inportantly, anong the ful
set of other sites interested in that protocol. |In such a situation,
it is inpractical and probably inpossible to coordinate the
de-confliction of "experinental" code points. Section 4.1 of the

| ANA Consi derations guidelines docunent [RFC5226] notes:

For private or local use ... No attenpt is nmade to prevent
multiple sites fromusing the same value in different (and

i nconpatible) ways.... assignnents are not generally useful for
broad interoperability. It is the responsibility of the sites

maki ng use of the Private Use range to ensure that no conflicts
occur (within the intended scope of use).

The Host ldentity Protocol (H P) [RFC5201] and the Locator/I1D
Separation Protocol [LISP] are examples where a set of experinmenta
sites are collaborating anong t hensel ves, but not necessarily in a
tightly coordinated way. Both H P and LISP have dealt with this by
havi ng uni que non-experinental code points allocated to H P and LI SP
respectively, at the tine of publication of their respective

Experi ment al RFCs.

3.3. Architectural Conpatibility

Si nce protocol extension nechanisns nmay inpact interoperability, it
is inportant that they be architecturally conpatible with the base
pr ot ocol

Thi s includes understandi ng what current inplenentations do and how a
proposed extension will interact with deployed systens. |Is it clear
when a proposed extension (or its proposed usage), if wdely

depl oyed, will operationally stress existing inplenmentations or the
underlying protocol itself? If this is not explained in the base
protocol specification, is this covered in an extension design

gui del i nes docunent ?

As part of the definition of a new extension, it is inportant to
address whet her the extension nakes use of features as envi saged by
the original protocol designers, or whether a new extension mechani sm
is being invented. If a new extension mechanismis being invented,
then architectural conpatibility issues need to be addressed.
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To assist in the assessment of architectural compatibility, protoco
docunents shoul d provi de guidelines explaining how extensions should
be perfornmed, and gui dance on how protocol extension nmechani snms
shoul d be used.

Prot ocol components that are designed with the specific intention of
allowi ng extensibility should be clearly identified, with specific
and conplete instructions on howto extend them This includes the
process for adequate review of extension proposals: do they need
community review, and if so, how much and by whon?

Docunents relying on extension mechani sns need to explicitly identify
t he mechani snms being relied upon. For exanple, a document defining
new data el enents should not inplicitly define new data types or
protocol operations wi thout explicitly describing those dependencies
and di scussing their inpact. Were extension guidelines are
avai | abl e, nechani sns need to indicate whether they are conpliant
with those guidelines and offer an explanation if they are not.

Exanpl es of docunents descri bi ng extensi on gui delines include:

1. "Quidelines for Extending the Extensible Provisioning Protoco
(EPP)" [ RFC3735], which provides guidelines for use of EPP' s
ext ensi on nmechani sns to define new features and object managenent
capabilities.

2. "Quidelines for Authors and Reviewers of MB Docunents"” BCP 111
[ RFC4181], which provides guidance to protocol designers creating
new M B nodul es.

3. "Q@iidelines for Authors of Extensions to the Session Initiation
Protocol (SIP)" [RFC4485], which outlines guidelines for authors
of SIP extensions.

4. "Considerations for Lightweight Directory Access Protocol (LDAP)
Ext ensi ons" BCP 118 [ RFC4521], which di scusses considerations for
desi gners of LDAP extensions.

5. "RADI US Design Cuidelines" BCP 158 [ RFC6158], which provides
gui delines for the design of attributes used by the Renote
Aut hentication Dial In User Service (RAD US) protocol

3.4. Protocol Variations

Protocol variations -- specifications that |ook very simlar to the
original but don't interoperate with each other or with the origina
-- are even nore harnful to interoperability than extensions. In

Carpenter, et al. I nf or mat i onal [ Page 13]



RFC 6709 Desi gn Consi derations for Extensions Sept enber 2012

general, such variations should be avoided. Causes of protoco
vari ations include inconpatible protocol extensions, uncoordi nated
prot ocol devel opment, and poorly designed "profiles”

Desi gning a protocol for extensibility nmay have the perverse side
effect of making it easy to construct inconpatible variations.

Prot ocol extension mechani sms shoul d not be used to create

i nconpatible forks in devel opment. An extension may lead to
interoperability failures unless the extended protocol correctly
supports all mandatory and optional features of the unextended base
protocol, and inplenentations of the base protocol operate correctly
in the presence of the extensions. |In addition, it is necessary for
an extension to interoperate with other extensions.

As noted in Section 1 of "Uncoordi nated Protocol Devel opnent

Consi dered Harnful " [ RFC5704], inconpatible forks in devel opnment can
result fromthe uncoordinated adaptation of a protocol, paraneter, or
code point:

In particular, the 1AB considers it an essential principle of the
prot ocol devel opment process that only one SDO mmintai ns design
authority for a given protocol, with that SDO having ultimte
authority over the allocation of protocol paraneter code-points
and over defining the intended semantics, interpretation, and
actions associated with those code-points.

Not e that problens can occur even when one Standards Devel opnent
Organi zation (SDO) nmmintains design authority, if protocol paraneter
code points are reused. As an exanpl e, EAP-FAST [ RFC5421][ RFC5422]
reused previously assigned Extensible Authentication Protocol (EAP)
type codes. As described in the IESG note in the EAP-FAST docunent
[ RFC5421] :

The reuse of previously assigned EAP Type Codes is inconpatible
wi th EAP nmet hod negotiation as defined in RFC 3748.

3.4.1. Profiles
Profiling is a common technique for inproving interoperability within
a target environment or set of scenarios. GCenerally speaking, there
are two approaches to profiling:

a) Renoval or downgradi ng of normative requirements (thereby
creating potential interoperability problens).

b) Elevation of normative requirenment |evels (such as froma

MAY/ SHOULD to a MJST). This can be done in order to inprove
interoperability by narrowi ng potential inplenmentation choices

Carpenter, et al. I nf or mat i onal [ Page 14]



RFC 6709 Desi gn Consi derations for Extensions Sept enber 2012

(such as when the underlying protocol is ill-defined enough to
permit non-interoperable yet conpliant inplementations) or to
meet specific operational requirenents (such as enabling use of
stronger cryptographic nmechani sns than those mandated in the
speci fication).

Wil e approach a) is potentially harnful, approach b) may be
benefi ci al

In order to avoid interoperability problenms when profiled

i npl ementations interact with others over the gl obal Internet,
profilers need to remain cognizant of the inplications of renobving
normati ve requirenments. As noted in Section 6 of "Key words for use
in RFCs to Indicate Requirement Levels" [RFC2119], inperatives are to
be used with care, and as a result, their renoval within a profile is
likely to result in serious consequences:

I mperatives of the type defined in this neno nmust be used with

care and sparingly. |In particular, they MJST only be used where
it is actually required for interoperation or to limt behavior
whi ch has potential for causing harm(e.g., limting

retransm ssions) For exanple, they nust not be used to try to
i npose a particular nethod on inplenentors where the nethod i s not
required for interoperability.

As noted in Sections 3 and 4 of the Key W rds docunent [ RFC2119],
reconmendat i ons cannot be renoved from profiles w thout serious
consi derati on:

[T]here may exist valid reasons in particular circunmstances to

ignore a particular item but the full inplications nmust be
under st ood and carefully wei ghed before choosing a different
course.

Even the renpval of optional features and requirenents can have
consequences. As noted in Section 5 of the Key Wrds docunent

[ RFC2119], inplenentations that do not support optional features
still retain the obligation to ensure interoperation with

i npl ement ati ons that do:

An i npl enent ati on which does not include a particular option MJST
be prepared to interoperate with another inplenentation which does
i nclude the option, though perhaps with reduced functionality. In
the sane vein an inplenmentation which does include a particul ar
option MJST be prepared to interoperate w th another

i mpl ement ati on whi ch does not include the option (except, of
course, for the feature the option provides.)
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3.5. Testability

Experi ence has shown that it is insufficient nmerely to specify
extensibility and backward conpatibility correctly in an RFC. It is
al so inportant that inplenmentations respect the conpatibility
mechani sns; if not, non-interoperable pairs of inplenmentations may
arise. The TLS case study (Appendix A 3) shows how inportant this
can be.

In order to determ ne whether protocol extension nechanisns have been
properly inplenented, testing is required. However, for this to be
possi bl e, test cases need to be developed. |f a base protoco
docunent specifies extension mechani sms but does not utilize them or
provi de exanples, it may not be possible to devel op effective test
cases based on the base protocol specification alone. As a result,
base protocol inplenentations my not be properly tested, and non-
conpl i ant extension behavior may not be detected until these

i mpl ementations are wi dely depl oyed.

To encourage correct inplenmentation of extension mechani sms, base
protocol specifications should clearly articulate the expected
behavi or of extension nmechani sns and shoul d i ncl ude exanpl es of
correct extension behavior.

3.6. Protocol Paraneter Registration

As noted in Section 3.2 of "Procedures for Protocol Extensions and
Vari ations" BCP 125 [ RFC4775]:

An extension is often likely to make use of additional val ues

added to an existing IANA registry.... It is essential that such
new val ues are properly registered by the applicabl e procedures,
i ncludi ng expert review where applicable.... Extensions nay even

need to create new | ANA registries in sone cases

Experi ence shows that the inportance of this is often

underesti mated during extension design; designers sonetimes assume
that a new codepoint is theirs for the asking, or even sinply for
t he taki ng.

Before creating a new protocol paraneter registry, existing
regi stries should be exanmined to determ ne whet her one of them can be
used instead (see http://ww.iana.org/protocols/).

To avoid conflicting usage of the same registry value, as well as to

prevent potential difficulties in determ ning and transferring
paraneter ownership, it is essential that all new val ues are
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registered. |If this is not done, there is nothing to prevent two
di fferent extensions picking the sane value. Wen these two
extensions "neet" each other on the Internet, failure is inevitable.

A surprisingly common case of this is msappropriation of assigned
Transm ssion Control Protocol (TCP) (or User Datagram Protocol (UDP))
regi stered port nunmbers. This can lead to a client for one service
attenpting to comunicate with a server for another service. Another
comon case is the use of unregistered URI schenmes. Numerous cases
could be cited, but not wi thout enbarrassing specific inplenmenters.
For general rules, see the | ANA Consi derations guidelines docunent

[ RFC5226], and for specific rules and registries, see the individua
protocol specification RFCs and the | ANA web site.

VWhile in theory a "Standards Track" or "IETF Consensus" paraneter

al l ocation policy may be instituted to encourage protocol paraneter
registration or to inprove interoperability, in practice, problens
can arise if the procedures result in so nmuch delay that requesters
give up and "self-allocate" by picking presumably unused code points.
Where self-allocation is prevalent, the information contained within
registries may becone inaccurate, particularly when third parties are
prohibited fromupdating entries so as to i nprove accuracy. In these
situations, it is inportant to consider whether registration
processes need to be changed to support the role of a registry as
"docunmentation of how the Internet is operating".

3. 7. Extensions to Critical Protocols

Sone protocols (such as the Domain Nane System (DNS), the Border

Gat eway Protocol (BGP), and the Hypertext Transfer Protocol (HTTP))
or algorithnms (such as congestion control) have becone critica
components of the Internet infrastructure. A critical conponent is
one whose failure can lead to Internet-wide reliability and security
i ssues or performance degradation. Wen such protocols or algorithns
are extended, the potential exists for negatively inpacting the
reliability and security of the global Internet.

As a result, special care needs to be taken with these extensions,
such as taking explicit steps to isolate existing uses from new ones.
For exanple, this can be acconplished by requiring the extension to
utilize a different port or nulticast address or by inplenmenting the
extension within a separate process, wi thout access to the data and
control structures of the base protocol

Experi ence has shown that even when a mechani sm has proven benign in

ot her uses, unforeseen issues nay result when adding it to a critica

protocol. For exanmple, both IS-1S and OSPF support opaque Link State
Advertisements (LSAs), which are propagated by internedi ate nodes
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that don’t understand the LSA. Wthin Interior Gateway Protocols
(1GPs), support for opaque LSAs has proven useful w thout introducing
instability.

However, within BGP, "attribute tunneling" has resulted in |arge-
scale routing instabilities, since renpte nodes may reset the LOCAL
session if the tunneled attributes are malformed or aren’t

understood. This has required nodification to BGP error handling, as
noted in "Revised Error Handling for BGP UPDATE Messages”

[ ERROR- HANDLI NG .

In general, when extending protocols with |local failure conditions,
tunneling of attributes that nmay trigger failures in non-adjacent
nodes should be avoided. This is particularly problemtic when the
originating node receives no indicators of renote failures it may
have triggered

4., Considerations for the Base Protoco

CGood extension design depends on a well-desi gned base protocol. To
pronote interoperability, designers shoul d:

1. Ensure a well-witten base protocol specification. Does the base
protocol specification nake clear what an inplenmenter needs to
support, and does it define the inpact that individual operations
(e.g., a nessage sent to a peer) will have when invoked?

2. Design for backward conpatibility. Does the base protoco
specification describe how to determine the capabilities of a
peer and negotiate the use of extensions? Does it indicate how
i mpl emrent ati ons handl e extensions that they do not understand?
Is it possible for an extended inplenentation to negotiate with
an unextended (or differently-extended) peer to find a common
subset of useful functions?

3. Respect underlying architectural or security assunptions. |Is
there a document describing the underlying architectura
assunptions, as well as considerations that have arisen in
operational experience? O are there undocumented considerations
that have arisen as the result of operational experience, after
the original protocol was published?

For exanple, will backward-conpatibility issues arise if
extensions reverse the flow of data, allow fornerly static
paraneters to be changed on the fly, or change assunptions
relating to the frequency of reads/wites?
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4. Mninize inpact on critical infrastructure. For a protocol that
represents a critical elenent of Internet infrastructure, it is
important to explain when it is appropriate to isol ate new uses
of the protocol from existing ones.

For exanple, is it explained when a proposed extension (or usage)
has the potential for negatively inpacting critica
infrastructure to the point where explicit steps would be
appropriate to isolate existing uses from new ones?

5. Provide guidance on data nodel extensions. |Is there a docunent
that expl ains when a protocol extension is routine and when it
represents a major change?

For exanple, is it clear when a data nodel extension represents a
maj or versus a routine change? Are there guidelines describing
when an extension (such as a new data type) is likely to require
a code change within existing inplementations?

4.1. Version Nunbers

Any nmechani sm for extension by versioning nust include provisions to
ensure interoperability, or at least clean failure nodes. |nagine
someone creating a protocol and using a "version" field and
populating it with a value (1, let’s say), but giving no infornmation
about what woul d happen when a new versi on nunber appears init.
This woul d be a bad protocol design and description; it should be

cl ear what the expectation is and how it can be tested. For exanple,
stating that 1.X nust be conpatible with any version 1 code, but
version 2 or greater is not expected to be conpatible, has different
implications than stating that version 1 nust be a proper subset of
version 2.

An exanpl e of an under-specified versioning mechanismis provided by
the M Me-Version header, originally defined in "M M (Ml tipurpose
Internet Mail Extensions)" [RFC1341]. As noted in Section 1 of the
M ME specification [ RFC1341]:

A M ME-Version header field ... uses a version nunber to declare a
nmessage to be confornmant with this specification and allows nail
processing agents to distingui sh between such nessages and those
generated by ol der or non-conformant software, which is presuned
to lack such a field.
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Beyond this, the 1992 M MeE specification [ RFC1341] provided little
gui dance on versioni ng behavior, or even the format of the M Me-

Ver si on header, which was specified to contain "text". The 1993
updat e [ RFC1521] better defined the format of the version field but
still did not clarify the versioning behavior

Thus, future format specifiers, which nmight replace or extend
"1.0", are constrained to be two integer fields, separated by a
period. |If a message is received with a M ME-version val ue ot her
than "1.0", it cannot be assuned to conformwth this
specification...

It is not possible to fully specify how a mail reader that
conforms with M ME as defined in this docunment should treat a
message that mght arrive in the future with some val ue of M M-
Version other than "1.0". However, conformant software is
encouraged to check the version nunber and at | east warn the user
i f an unrecogni zed M ME-version i s encountered.

Thus, even though the 1993 update [RFC1521] defined a M ME-Version
header with a syntax suggestive of a "Major/Mnor" versioning scheme,
in practice the M M- Version header was little nore than a
decorati on.

An exanpl e of a protocol with a better versioning schenme is ROHC
(Robust Header Conpression). ROHCvl [RFC3095] supports a certain set
of profiles for conpression algorithms. But experience had shown
that these profiles had limtations, so the ROHC WG devel oped ROHCv2
[ RFC5225]. A ROHCv1 inplenentation does not contain code for the
ROHCv2 profiles. As the ROHC WG charter said during the devel opnent
of ROHCv2:

It should be noted that the v2 profiles will thus not be
conpatible with the original (ROHCv1l) profiles, which neans |ess
conpl ex ROHC i npl enent ati ons can be realized by not providing
support for ROHCv1l (over |inks not yet supporting ROHC, or by
shifting out support for ROHCv1l in the long run). Profile support
i s agreed through the ROHC channel negotiation, which is part of
the ROHC framework and thus not changed by ROHCv2.

Thus, in this case, both backward-conpatible and backward-

i nconpati bl e depl oynents are possible. The inportant point is to
have a clearly thought out approach to the question of operationa
compatibility.
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In the past, protocols have utilized a variety of strategies for
versioning, each with its own benefits and drawbacks in ternms of
capability and conplexity of inplenmentation

1.

No versioning support. This approach is exenplified by the

Ext ensi bl e Aut henticati on Protocol (EAP) [RFC3748] as well as the
Renote Authentication Dial In User Service (RAD US) protoco

[ RFC2865], both of which provide no support for versioning.

VWil e I ack of versioning support protects against the
proliferation of inconpatible dialects, the need for
extensibility is likely to assert itself in other ways, so that

i gnoring versioning entirely may not be the nmost forward thinking
appr oach.

H ghest nutually supported version (HVSV). In this approach,

i npl ement ati ons exchange the version nunbers of the highest
versi on each supports, with the negotiation agreeing on the

hi ghest nutual ly supported protocol version. This approach
inmplicitly assunes that |ater versions provide inproved
functionality and that adverti senent of a particular version
nunber inplies support for all l[ower version nunbers. Were
these assunptions are invalid, this approach breaks down,
potentially resulting in interoperability problens. An exanple
of this issue occurs in the Protected Extensible Authentication
Prot ocol [PEAP] where inplenmentations of higher versions nay not
necessarily provide support for |ower versions.

Assuned backward conpatibility. |In this approach,

i npl ementati ons may send packets with higher version nunbers to

| egacy inplenentations supporting | ower versions, but with the
assunption that the I egacy inplenmentations will interpret packets
wi t h hi gher version nunbers using the semantics and syntax
defined for lower versions. This is the approach taken by "Port-
Based Network Access Control" [IEEE-802.1X]. For this approach
to work, |l egacy inplenentations need to be able to accept packets
of known types with higher protocol versions w thout discarding
them protocol enhancements need to pernit silent discard of
unsupported extensions; and inplenentations supporting higher
versions need to refrain from mandati ng new f eatures when
encountering | egacy inplenentations.

Maj or/ mi nor versioning. In this approach, inplenentations with
the same major version but a different minor version are assuned
to be backward compatible, but inplenmentations are required to
negotiate a nutually supported major version nunmber. This
approach assunes that inplenentations with a | ower mnor version
nunber but the sane nmjor version can safely ignore unsupported
prot ocol messages.
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5. Mn/max versioning. This approach is similar to HVSV, but
wi thout the inplied obligation for clients and servers to support
all versions back to version 1, in perpetuity. It allows clients
and servers to cleanly drop support for early versions when those
versi ons becone so old that they are no | onger relevant and no
| onger required. In this approach, the client initiating the
connection reports the highest and | owest protocol versions it
under stands. The server reports back the chosen protoco
versi on:

a. |f the server understands one or nore versions in the
client’s range, it reports back the highest nmutually
under st ood versi on

b. If there is no nmutual version, then the server reports back
sonme version that it does understand (sel ected as descri bed
bel ow). The connection is then typically dropped by client
or server, but reporting this version nunber first helps
facilitate useful error nessages at the client end:

* |If there is no nmutual version, and the server speaks any
versi on higher than client nmax, it reports the | owest
version it speaks that is greater than the client nax.
The client can then report to the user, "You need to
upgrade to at |east version <xx>"

* FElse, the server reports the highest version it speaks.
The client can then report to the user, "You need to
request the server operator to upgrade to at |east version
<m n>".

Protocol s generally do not need any version-negotiation mechani sm
nmore conplicated than the mechani snms descri bed here. The nature of
protocol version-negotiation nechanisns is that, by definition, they
don’t get wi despread real-world testing until *after* the base
protocol has been depl oyed for a while, and its deficiencies have
becone evident. This neans that, to be useful, a protocol version-
negoti ati on nechani sm shoul d be sinple enough that it can reasonably
be assuned that all the inplementers of the first protocol version at
| east managed to i nplenent the version-negotiati on nechani sm
correctly.

4.2. Reserved Fields
Prot ocol s comonly include one or nore "reserved" fields, clearly
intended for future extensions. It is good practice to specify the

value to be inserted in such a field by the sender (typically zero)
and the action to be taken by the receiver when seeing sonme other
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value (typically no action). |In packet format diagranms, such fields
are typically |l abeled "MBZ", to be read as, "Mist Be Zero on
transm ssi on, Must Be Ignored on reception”

A common m stake of inexperienced protocol inplenenters is to think
that "MBZ" nmeans that it’s their software’s job to verify that the
value of the field is zero on reception and reject the packet if not.
This is a mstake, and such software will fail when it encounters
future versions of the protocol where these previously reserved
fields are given new defined neanings. Simlarly, protocols should
carefully specify how receivers should react to unknown extensions
(headers, TLVs, etc.), such that failures occur only when that is
truly the intended outcone.

4.3. Encodi ng Formats

Usi ng wi dely supported encoding formats | eads to better
interoperability and easier extensibility.

As described in "1 AB Thoughts on Encodi ngs for Internationalized
Domai n Nanmes" [RFC6055], the nunber of encodings should be mnimnzed,
and conpl ex encodings are generally a bad idea. As soon as one nobves
outside the ASCI| repertoire, issues arise relating to collation,
valid code points, encoding, nornalization, and conparison, which
extensions must handle with care

[ 1 D- COVPARI SON] [ PRECI S- STATEMENT] [ PRECI S- FRAVEWWORK] .

An exanple is the Sinple Network Managenment Protocol (SNWP) Structure
of Managed Information (SM). (Quidelines exist for defining the
Managenent | nformati on Base (M B) objects that SNWP carries
[RFC4181]. Also, nmultiple textual conventions have been published,
so that M B designers do not have to "reinvent the wheel" when they
need a comonly encountered construct. For example, "Textua
Conventions for Internet Network Addresses" [RFC4001] can be used by
any M B designer needing to define objects containing |IP addresses,
thus ensuring consistency as the body of MBs is extended.

4.4. Parameter Space Design

In sone protocols, the paraneter space either has no specified imt
(e.g., Header field nanes) or is sufficiently large that it is
unlikely to be exhausted. |In other protocols, the paranmeter space is
limted and, in sonme cases, has proven inadequate to acconmnodat e
demand. Common ni stakes incl ude:

a. Aversion field that is too small (e.g., two bits or less). Wen

designing a version field, existing as well as potential versions
of a protocol need to be taken into account. For exanple, if a
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protocol is being standardi zed for which there are existing

i mpl ementations with known interoperability issues, nore than one
version for "pre-standard” inplenentations may be required. If
two "pre-standard” versions are required in addition to a version
for an | ETF Standard, then a two-bit version field would only

| eave one additional version code point for a future update,

whi ch could be insufficient. This problemwas encountered during
the devel opnent of the PEAPv2 protocol [PEAP].

b. A snmall paraneter space (e.g., 8 bhits or less) along with a First
Cone, First Served (FCFS) allocation policy [RFC5226]. In
general, an FCFS allocation policy is only appropriate in
situations where paranmeter exhaustion is highly unlikely. In
situations where substantial demand is anticipated within a
par anet er space, the space should either be designed to be
sufficient to handl e that demand, or vendor extensibility shoul d
be provided to enable vendors to self-allocate. The conbination
of a snall parameter space, an FCFS allocation policy, and no
support for vendor extensibility is particularly likely to prove
ill-advised. An exanple of such a conbination was the design of
the original 8-bit EAP Type space [ RFC2284].

Once the potential for paraneter exhaustion becones apparent, it is
inmportant that it be addressed as quickly as possible. Protoco
changes can take years to appear in inplenmentations and by then the
exhausti on probl em coul d becone acute.

Options for addressing a protocol paraneter exhaustion problem
i ncl ude:

Ret hi nki ng the all ocation regine
VWere it becones apparent that the size of a paraneter space is
insufficient to meet demand, it may be necessary to rethink the
al | ocati on nechanism in order to prevent or delay paraneter space
exhaustion. |In revising paraneter allocation nechanisns, it is
i mportant to consider both supply and demand aspects so as to
avoi d uni nt ended consequences such as self-allocation or the
devel opment of black markets for the resale of protoco
parameters

For exanple, a few years after publication of PPP EAP [ RFC2284] in
1998, it became clear that the combination of an FCFS all ocation
policy [ RFC5226] and |ack of support for vendor-extensions had
created the potential for exhaustion of the EAP Met hod Type space
within a few years. To address the issue, Section 6.2 of the 2004
updat e [ RFC3748] changed the allocation policy for EAP Met hod
Types from FCFS to Expert Review, with Specification Required.
Since this allocation policy revision did not change the denand
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for EAP Method Types, it would have been likely to result in self-
all ocation within the standards space had nmechani sns not been
provi ded to expand the Method Type space (including support for
vendor - speci fic nethod types).

Support for vendor-specific paraneters
If the demand that cannot be accomopdated is being generated by
vendors, merely naking allocation harder could nake things worse
if this encourages vendors to self-allocate, creating
interoperability problens. In such a situation, support for
vendor - speci fic paraneters should be considered, allow ng each
vendor to self-allocate within their own vendor-specific space
based on a vendor’s Private Enterprise Code (PEC). For exanple,
in the case of the EAP Method Type space, Section 6.2 of the 2004
EAP specification [ RFC3748] al so provided for an Expanded Type
space for "functions specific only to one vendor’s
i mpl ement ati on".

Extensi ons to the paraneter space
If the goal is to stave off exhaustion in the face of high demand,
a |l arger paraneter space may be helpful; this may require a new
version of the protocol (such as was required for IPv6). \Were
vendor -speci fic paraneter support is available, this may be
achi eved by allocating a PEC for | ETF use. QOherwise, it may be
necessary to try to extend the size of the parameter fields, which
could require a new protocol version or other substantial protocol
changes.

Paraneter reclanmation
In order to gain tinme, it nay be necessary to recl ai munused
paraneters. However, it may not be easy to determ ne whether a
paraneter that has been allocated is in use or not, particularly
if the entity that obtained the allocation no | onger exists or has
been acquired (possibly multiple tines).

Paraneter transfer
When all the above nechani sns have proved infeasible and paraneter
exhaustion loons in the near future, enabling the transfer of
owner shi p of protocol paraneters can be considered as a neans for
i mproving allocation efficiency. However, enabling transfer of
paraneter ownership can be far fromsinple if the paraneter
al | ocation process was not originally designed to enable title
searches and ownership transfers

A paraneter allocation process designed to uniquely allocate code
points is fundanentally different fromone designed to enable

title search and transfer. |If the only goal is to ensure that a
paraneter is not allocated nore than once, the paraneter registry
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will only need to record the initial allocation. On the other
hand, if the goal is to enable transfer of ownership of a protoco
paraneter, then it is inportant not only to record the initia

al l ocation, but also to track subsequent ownership changes, so as
to nake it possible to determine and transfer the title. Gven
the difficulty of converting froma unique allocation regine to
one requiring support for title search and ownership transfer, it
is best for the desired capabilities to be carefully thought
through at the time of registry establishnent.

4.5. Cryptographic Agility

Extensibility with respect to cryptographic algorithns is desirable
in order to provide resilience against the conpronise of any
particular algorithm Section 3 of "CQuidance for Authentication,

Aut hori zation, and Accounting (AAA) Key Managenent" BCP 132 [ RFC4962]
provi des sone basi c advi ce:

The ability to negotiate the use of a particular cryptographic

al gorithm provi des resilience agai nst conpronise of a particul ar
cryptographic algorithm... This is usually acconplished by
including an algorithmidentifier and paraneters in the protocol,
and by specifying the algorithmrequirenents in the protoco
specification. While highly desirable, the ability to negotiate
key derivation functions (KDFs) is not required. For
interoperability, at |east one suite of mandatory-to-inpl ement

al gorithms MUST be sel ected. ..

Thi s requirenent does not nean that a protocol nust support both
public-key and symretric-key cryptographic algorithns. It neans
that the protocol needs to be structured in such a way that

mul tiple public-key algorithns can be used whenever a public-key
algorithmis enployed. Likewi se, it neans that the protocol needs
to be structured in such a way that multiple symretric-key

al gorithms can be used whenever a symmetric-key algorithmis

enpl oyed.

In practice, the nost difficult challenge in providing cryptographic
agility is providing for a smooth transition in the event that a
mandat ory-to-i npl ement algorithmis conpronmised. Since it nay take
significant tine to provide for wi despread inplenentation of a

previ ously undepl oyed alternative, it is often advisable to recomend
i mpl ementation of alternative algorithns of distinct |lineage in
addition to those made mandatory-to-inplement, so that an alternative
algorithmis readily available. |If such a recommended alternative is
not in place, then it would be wise to issue such a recomendati on as
soon as indications of a potential weakness surface. This is
particularly inportant in the case of potential weakness in
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algorithms used to authenticate and integrity-protect the

crypt ographi c negotiation itself, such as KDFs or nessage integrity
checks (M Cs). Wthout secure alternatives to conmprom sed KDF or M C
algorithms, it may not be possible to secure the cryptographic

negoti ati on while retaining backward conpatibility.

4. 6. Transport

In the past, |ETF protocols have been specified to operate over
multiple transports. Often the protocol was originally specified to
utilize a single transport, but limtations were discovered in
subsequent depl oynent, so that additional transports were
subsequently specified.

In a nunber of cases, the protocol was originally specified to
operate over UDP, but subsequent operation disclosed one or nore of
the followi ng issues, leading to the specification of alternative
transports:

a. Payload fragmentation (often due to the introduction of
ext ensi ons or additional usage scenari 0s);

b. Problens with congestion control, transport reliability, or
efficiency; and

c. Lack of deployment in multicast scenarios, which had been a
mot i vator for UDP transport.

On the other hand, there are al so protocols that were originally
specified to operate over reliable transport that have subsequently
defined transport over UDP, due to one or nore of the follow ng

i ssues:

a. NAT traversal concerns that were nore easily addressed with UDP
transport;

b. Scalability problens, which could be inproved by UDP transport.

Since specification of a single transport offers the highest
potential for interoperability, protocol designers should carefully
consider not only initial but potential future requirements in the
sel ection of a transport protocol. Were UDP transport is selected,
t he gui dance provided in "Unicast UDP Usage Cuidelines for
Appl i cation Designers" [RFC5405] should be taken into account.
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After significant deployment has occurred, there are few satisfactory
options for addressing problenms with the originally sel ected
transport protocol. VWhile specification of additional transport
protocols is possible, renoval of a widely used transport protocol is
likely to result in interoperability problens and shoul d be avoi ded.

Mandati ng support for the initially selected transport protocol while
desi gnating additional transport protocols as optional may have
limtations. Since optional transport protocols are typically

i ntroduced due to the advantages they afford in certain scenarios, in
those situations, inplenentations not supporting optional transport
protocol s may exhi bit degraded performance or nay even fail.

Wi | e mandati ng support for multiple transport protocols may appear
attractive, designers need to realistically evaluate the likelihood
that inplenmenters will conformto the requirenents. For exanple,
where resources are limted (such as in enbedded systens),

i mpl ementers may choose to only support a subset of the mandated
transport protocols, resulting in non-interoperable protoco
variants.

4.7. Handling of Unknown Extensions

| ETF protocols have utilized several techniques for the handling of
unknown extensions. One technique (often used for vendor-specific
extensions) is to specify that unknown extensions be "silently

di scar ded".

Wil e this approach can deliver a high level of interoperability,
there are situations in which it is problematic. For exanple, where
security functionality is involved, "silent discard" nay not be
satisfactory, particularly if the recipient does not provide feedback
as to whether or not it supports the extension. This can lead to
operational security issues that are difficult to detect and correct,
as noted in Appendix A 2 and in Section 2.5 of "Combn Renote

Aut hentication Dial In User Service (RADI US) I|Inplenentation |ssues
and Suggested Fi xes" [RFC5080].

In order to ensure that a recipient supports an extension, a
reci pi ent encountering an unknown extension may be required to
explicitly reject it and to return an error, rather than ignoring the
unknown extension and proceeding with the remai nder of the nessage.
Thi s can be acconplished via a "Mandatory" bit in a TLV-based
protocol such as the Layer 2 Tunneling Protocol (L2TP) [RFC2661], or
a "Require" or "Proxy-Require" header in a text-based protocol such
as S|P [RFC3261] or HITP [ RFC2616] .
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Since a mandatory extension can result in an interoperability failure
when comunicating with a party that does not support the extension,
this designation may not be permitted for vendor-specific extensions
and may only be allowed for Standards Track extensions. To enable
fall back operation with degraded functionality, it is good practice
for the recipient to indicate the reason for the failure, including a
list of unsupported extensions. The initiator can then retry without
the of fendi ng ext ensions.

Typically, only the recipient will find itself in the position of
rejecting a mandatory extension, since the initiator can explicitly

i ndi cate which extensions are supported, with the recipient choosing
from anmong the supported extensions. This can be acconplished via an
exchange of TLVs, such as in the Internet Key Exchange Protoco
Version 2 (1 KEv2) [RFC5996] or Dianeter [RFC3588], or via use of
"Accept", "Accept-Encoding", "Accept-Language", "Allow', and
"Supported" headers in a text-based protocol such as SIP [ RFC3261] or
HTTP [ RFC2616] .

5. Security Considerations

An extension nust not introduce new security risks wthout also
provi di ng adequate counterneasures; in particular, it nust not

i nadvertently defeat security neasures in the unextended protocol
Thus, the security analysis for an extension needs to be as thorough
as for the original protocol -- effectively, it needs to be a
regression analysis to check that the extension doesn't inadvertently
invalidate the original security nodel

This analysis may be sinple (e.g., adding an extra opaque data
element is unlikely to create a new risk) or quite conplex (e.g.,
addi ng a handshake to a previously statel ess protocol may create a
compl etely new opportunity for an attacker).

When the extensibility of a design includes allow ng for new and
presumably nore powerful cryptographic algorithnms to be added,
particular care is needed to ensure that the result is, in fact,
increased security. For exanple, it may be undesirable froma
security viewpoint to allow negotiation down to an ol der, |ess secure
al gorithm
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Appendi x A.  Exanpl es
Thi s section discusses sone specific exanpl es as case studies.
A. 1. Already-Docunented Cases

There are certain docunents that specify a change process or describe
ext ensi on consi derations for specific | ETF protocols:

The SI P change process [ RFC3427], [RFC4485], [RFC5727]
The (G MPLS change process (mainly procedural) [RFC4929]
LDAP ext ensi ons [ RFC4521]

EPP ext ensi ons [ RFC3735]

DNS ext ensi ons [ RFC2671] [ RFC3597]

SMIP ext ensi ons [ RFC5321]

It is relatively common for MBs, which are all in effect extensions
of the SM data nodel, to be defined or extended outside the | ETF.
BCP 111 [ RFC4181] offers detail ed guidance for authors and reviewers.

A 2. RADI US Ext ensi ons

The RADI US [ RFC2865] protocol was designed to be extensible via
addition of Attributes. This extensibility nodel assumed that
Attributes would conformto a linited set of data types and that
vendor extensions would be Iinmted to use by vendors in situations in
whi ch interoperability was not required. Subsequent devel opnents
have stretched those assunptions.

From t he begi nning, uses of the RADI US protocol extended beyond the
scope of the original protocol definition (and beyond the scope of
the RADIUS Wrking G oup charter). |In addition to ranmpant self-

all ocation within the limted RAD US standard attri bute space,
vendors defined their own RADI US commands. This led to the rapid
proliferation of vendor-specific protocol variants. To this day,
many common i npl ementation practices have not been docunented. For
exanpl e, authentication server inplenmentations are often typically
based on a Data Dictionary, enabling addition of Attributes w thout
requiring code changes. Yet, the concept of a Data Dictionary is not
mentioned in the RADI US specification [ RFC2865].

As noted in "Extended RADI US Practices" [RFC2882], Section 1:

The RADI US Wirking G oup was forned in 1995 to docunent the
protocol of the same name, and was chartered to stay within a set
of bounds for dial-in termnal servers. Unfortunately the rea
wor |l d of Network Access Servers (NASes) hasn't stayed that snall
and sinple, and continues to evolve at an amazing rate.
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Thi s docunent shows sone of the current inplenentations on the
mar ket have al ready outstripped the capabilities of the RAD US
protocol. A quite a few features have been devel oped conpletely
outside the protocol. These features use the RADI US protoco
structure and fornmat, but enploy operations and semantics well
beyond t he RFC docunents.

The Iimted set of data types defined in the RADI US specification

[ RFC2865] | ed to subsequent documents defining new data types. Since
new data types are typically defined inplicitly as part of defining a
new attri bute and because RADI US client and server inplenentations
differ in their support of these additional specifications, there is
no definitive registry of RADIUS data types, and data type support
has been inconsistent. To catalog commonly inplenented data types as
wel|l as to provide guidance for inplenenters and attribute designers,
Section 2.1 of "RADIUS Design Quidelines" [RFC6158] includes advice
on basic and conplex data types. Unfortunately, these guidelines

[ RFC6158] were published in 2011, 14 years after the RADI US protoco
was first documented [ RFC2058] in 1997

Section 6.2 of the RADIUS specification [ RFC2865] defines a mechani sm
for Vendor-Specific extensions (Attribute 26) and states that use of
Vendor - Speci fi ¢ ext ensi ons:

shoul d be encouraged instead of allocation of global attribute
types, for functions specific only to one vendor’s inplementation
of RADIUS, where no interoperability is deened useful

However, in practice, usage of Vendor-Specific Attributes (VSAs) has

been consi derably broader than this. In particular, VSAs have been
used by Standards Devel opnent Organi zations (SDCs) to define their
own extensions to the RADI US protocol. This has caused a number of
pr obl ens.

One issue concerns the data nmodel for VSAs. Since it was not

envi saged that multi-vendor VSA inplenmentations woul d need to

i nteroperate, the RADH US specification [ RFC2865] does not define the
data nodel for VSAs and allows multiple sub-attributes to be included
within a single Attribute of type 26. Since this enables VSAs to be
defined that would not be supportable by current inplenentations if

pl aced within the standard RADI US attri bute space, this has caused
probl enms in standardi zing wi dely depl oyed VSAs, as discussed in
Section 2.4 of "RADI US Design Cuidelines" BCP 158 [ RFC6158]:

RADI US attributes can often be devel oped within the vendor space
wi thout | oss (and possibly even with gain) in functionality. As a
result, translation of RADIUS attributes devel oped within the
vendor space into the standard space nay provide only nodest
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benefits, while accelerating the exhaustion of the standard space.
We do not expect that all RADIUS attribute specifications
requiring interoperability will be devel oped within the | ETF, and
all ocated fromthe standard space. A nore scal abl e approach is to
recogni ze the flexibility of the vendor space, while working
toward inprovenents in the quality and availability of RAD US
attribute specifications, regardl ess of where they are devel oped.

It is therefore NOT RECOMVENDED t hat specifications intended
solely for use by a vendor or SDO be translated into the standard
space.

Anot her issue is how inplenentations should handl e unknown VSAs.
Section 5.26 of the RADI US specification [ RFC2865] states:

Servers not equipped to interpret the vendor-specific informtion
sent by a client MUST ignore it (although it nmay be reported).
Clients which do not receive desired vendor-specific infornmation
SHOULD nake an attenpt to operate without it, although they may do
so (and report they are doing so) in a degraded node.

However, since VSAs do not contain a "mandatory" bit, RADIUS clients
and servers may not know whether it is safe to ignore unknown VSAs.
For exanple, in the case where VSAs pertain to security (e.g.
Filters), it may not be safe to ignore them As a result, Section
2.5 of "Common Renote Authentication Dial In User Service (RADI US)

I mpl enent ati on | ssues and Suggested Fi xes" [RFC5080] includes the
fol |l owi ng cauti on:

To avoid misinterpretation of service requests encoded within
VSAs, RADI US servers SHOULD NOT send VSAs containing service
requests to RADIUS clients that are not known to understand them
For exanple, a RADIUS server should not send a VSA encoding a
filter without know edge that the RADI US client supports the VSA

In addition to extendi ng RADIUS by use of VSAs, SDGCs have al so
defined new val ues of the Service-Type attribute in order to create
new RADI US commands. Since the RADIUS specification [ RFC2865]
defined Service-Type values as being allocated First Cone, First
Served (FCFS) [RFC5226], this permtted new RAD US commands to be
al l ocated without I ETF review. This oversight has since been fixed
in "I ANA Consi derations for RAD US" [ RFC3575].
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A. 3. TLS Extensions

The Secure Sockets Layer (SSL) Version 2 Protocol was devel oped by
Net scape to be used to secure online transactions on the Internet.
It was later replaced by SSLv3, al so devel oped by Netscape. SSLv3
was then further devel oped by the | ETF as the Transport Layer
Security (TLS) 1.0 [RFC2246].

The SSLv3 protocol was not explicitly specified to be extended. Even
TLS 1.0 did not define an extension nmechanismexplicitly. However,
ext ensi on "l oophol es" were avail able. Extension nechani sns were
finally defined in "Transport Layer Security (TLS) Extensions"

[ RFC4366] :

New ver si ons

New ci pher suites

Conpr essi on

Expanded handshake nessages
New record types

New handshake messages

OO0OO0OO0OO0OO0o

The protocol al so defines how inpl enentations should handl e unknown
ext ensi ons.

O the above extension nethods, new versions and expanded handshake
messages have caused the nost interoperability problens.

I mpl enent ati ons are supposed to i gnore unknown record types but to
rej ect unknown handshake nessages.

The new version support in SSL/TLS includes a capability to define
new versi ons of the protocol, while allow ng newer inplenentations to
comruni cate with ol der inplementations. As part of this
functionality, some Key Exchange nethods include functionality to
prevent version rollback attacks.

The experience with this upgrade functionality in SSL and TLS is
deci dedl y mi xed:

0 SSLv2 and SSLv3/TLS are not conmpatible. It is possible to use
SSLv2 protocol nessages to initiate an SSLv3/TLS connecti on,
but it is not possible to conmunicate with an SSLv2
i mpl ementation using SSLv3/TLS protocol nessages.

o0 There are inplenmentations that refuse to accept handshakes
usi ng newer versions of the protocol than they support.

o0 There are other inplenentations that accept newer versions but
have i npl enented the version rollback protection clunsily.
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The SSLv2 problem has forced SSLv3 and TLS clients to continue to use
SSLv2 Cient Hellos for their initial handshake with al nost all
servers until 2006, much | onger than woul d have been desirable, in
order to interoperate with old servers

The problemw th incorrect handling of newer versions has also forced
many clients to actually disable the newer protocol versions, either
by default or by automatically disabling the functionality, to be
able to connect to such servers. Effectively, this means that the
version rol |l back protection in SSL and TLS is non-existent if talking
to a fatally conproni sed ol der version

SSLv3 and TLS also permitted extension of the Cient Hello and Server
Hel | o handshake nmessages. This functionality was fully defined by
the introduction of TLS extensions, which nake it possible to add new
functionality to the handshake, such as the nane of the server the
client is connecting to, request certificate status infornmation, and
indicate Certificate Authority support, maxi mumrecord |ength, etc.
Several of these extensions also introduce new handshake nessages.

It has turned out that many SSLv3 and TLS i npl enentati ons that do not
support TLS extensions did not ignore the unknown extensions, as
required by the protocol specifications, but instead failed to
establish connections. Since several of the inplenentations behaving
in this manner are used by high-profile Internet sites, such as
online banking sites, this has caused a significant delay in the

depl oynent of clients supporting TLS extensions, and several of the
clients that have enabl ed support are using heuristics that allow
themto disable the functionality when they detect a problem

Looki ng forward, the protocol version problem in particular, can
cause future security problems for the TLS protocol. The strength of
the digest algorithns (MD5 and SHA-1) used by SSL and TLS i s
weakening. |If MD5 and SHA-1 weaken to the point where it is feasible
to nount successful attacks against older SSL and TLS versions, the
current error recovery used by clients woul d becone a security

vul nerability (anmong nmany other serious problenms for the Internet).

To address this issue, TLS 1.2 [RFC5246] makes use of a newer

crypt ographi ¢ hash al gorithm (SHA-256) during the TLS handshake by
default. Legacy ciphersuites can still be used to protect
application data, but new ciphersuites are specified for data
protection as well as for authentication within the TLS handshake.
The hashi ng nmethod can al so be negotiated via a Hell o extension

I mpl enent ati ons are encouraged to inpl enent new ci phersuites and to
enabl e the negotiation of the ciphersuite used during a TLS session
to be governed by policy, thus enabling a nore rapid transition away
from weakened ci phersuites.
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The | esson to be drawn fromthis experience is that it isn't
sufficient to design extensibility carefully; it must also be

i npl emented carefully by every inplenenter, w thout exception. Test
suites and certification prograns can hel p provide incentives for

i npl ementers to pay attention to inplenenting extensibility
mechani sms correctly.

A 4. L2TP Ext ensi ons

The Layer Two Tunneling Protocol (L2TP) [ RFC2661] carries Attribute-
Val ue Pairs (AVPs), with nost AVPs having no senmantics to the L2TP
protocol itself. However, it should be noted that L2TP nessage types
are identified by a Message Type AVP (Attribute Type 0) with specific
AVP val ues indicating the actual nmessage type. Thus, extensions
relating to Message Type AVPs woul d |ikely be considered mgjor

ext ensi ons.

L2TP al so provi des for vendor-specific AVPs. Because everything in
L2TP i s encoded using AVPs, it would be easy to define vendor-
specific AVPs that woul d be consi dered maj or extensions.

L2TP al so provides for a "nandatory” bit in AVPs. Recipients of L2TP
nmessages containing AVPs that they do not understand but that have
the mandatory bit set, are expected to reject the nessage and

term nate the tunnel or session the nmessage refers to. This leads to
interesting interoperability issues, because a sender can include a
vendor-specific AVP with the Mbit set, which then causes the
recipient to not interoperate with the sender. This sort of behavior
is counter to the IETF ideals, as inplenmentations of the | ETF
standard should interoperate successfully with other inplenentations
and not require the inplenmentation of non-|1ETF extensions in order to
i nteroperate successfully. Section 4.2 of the L2TP specification

[ RFC2661] includes specific wording on this point, though there was
significant debate at the time as to whether such | anguage was by
itself sufficient.

Fortunately, it does not appear that the potential problens described
above have yet becone a problemin practice. At the time of this
witing, the authors are not aware of the existence of any vendor-
specific AVPs that also set the Mbit.
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