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Abst ract

Many Internet applications are used to access resources, such as

pi eces of information or server processes that are available in
several equivalent replicas on different hosts. This includes, but
is not limted to, peer-to-peer file sharing applications. The goa
of Application-Layer Traffic Optimzation (ALTO is to provide

gui dance to applications that have to sel ect one or several hosts
froma set of candi dates capabl e of providing a desired resource.
Thi s gui dance shall be based on parameters that affect perfornmance
and efficiency of the data transm ssion between the hosts, e.g., the
topol ogi cal distance. The ultimate goal is to inprove perfornance or
Quality of Experience in the application while reducing the
utilization of the underlying network infrastructure.

Thi s docunent enunerates requirenents for specifying, assessing, or
conparing protocols and inpl enentations.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for informational purposes.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Not all docunents
approved by the IESG are a candidate for any |evel of Internet

St andard; see Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6708
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I nt roducti on

The notivation for Application-Layer Traffic Optimzation (ALTO is
described in the ALTO probl em statenent [ RFC5693].

The goal of ALTO is to provide information that can hel p peer-to-peer
(P2P) applications nake better decisions with respect to peer

sel ection. However, ALTO rmay be useful for non-P2P applications as
well. For exanmple, clients of client-server applications may use
informati on provided by ALTO to sel ect one of several servers or
information replicas. As another exanple, ALTO information could be
used to select a nedia relay needed for NAT traversal. The goal of
these inforned decisions is to inprove perfornmance or Quality of
Experience in the application while reducing the utilization of the
under|ying network infrastructure.

Usual ly, it would be difficult or even inpossible for application
entities to acquire this informati on by other nechanisns, e.g., using
measur enent s between the peers of a P2P overlay, because of
complexity or because it is based on network topol ogy information,
networ k operational costs, or network policies, which the respective
net wor k provi der does not want to disclose in detail

The functional entities that provide the ALTO service do not take
part in the actual user-data transport, i.e., they do not inplenent
functions for relaying user data. These functional entities may be
pl aced on various kinds of physical nodes, e.g., on dedicated
servers, as auxiliary processes in routers, on "trackers" or "super
peers" of a P2P application, etc.

Term nol ogy and Architectural Franmework
1. Requirements Notation
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

2. ALTO Term nol ogy

Thi s docunent uses the following ALTOrel ated terns, which are
defined in [ RFC5693]:

Application, Peer, P2P, Resource, Resource ldentifier, Resource
Provi der, Resource Consuner, Transport Address, Overlay Network,
Resource Directory, ALTO Service, ALTO Server, ALTO dient, ALTO
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Query, ALTO Response, ALTO Transaction, Local Traffic, Peering
Traffic, Transit Traffic, Application Protocol, ALTO Cient Protocol,
and Provisioning Protocol.

Furthernore, the following additional terns will be used:

0 Host-Goup Descriptor: Information used to describe one or nore
Internet hosts (such as the resource consuner that seeks ALTO
gui dance, or one or nore candi date resource providers) and their
| ocation within the network topol ogy. There can be severa
different types of host-group descriptors, for exanple, a single
| P address, an address prefix or address range that contains the
host (s), or an Autononous System (AS) nunber. Different host-
group descriptor types may provide different |levels of detail.
Dependi ng on the systemarchitecture, this may have inplications
on the quality of the guidance ALTO is able to provide, on whether
recomendat i ons can be aggregated, and on how nuch privacy-
sensitive information about users m ght be disclosed to additiona
parties.

o Rating Criterion: The condition or relation that defines the
"better" in "better-than-random peer sel ection", which is the
ultimate goal of ALTO  Exanples may include "host's |nternet
access i s not subject to volune-based charging (flat rate)" or

"l ow topol ogi cal distance". Some rating criteria, such as "l ow
topol ogi cal distance", need to include a reference point, e.g.,
"l ow t opol ogi cal distance froma given resource consuner”. This
ref erence point can be described by neans of a host-group

descri ptor.

0 Host-Characteristics Attribute: Properties of a host, other than

the host-group descriptor. It may be eval uated according to one
or nore rating criteria. This information may be stored in an
ALTO server and transmtted via an ALTO protocol. One exanple for

a host-characteristics attribute would be a data field indicating
whet her a host’'s Internet access is subject to vol unme-based
charging or not (flat rate).

0 Target-Aware Query Mdde: In this node of operation, an ALTO client
performs the ALTO query when the desired resource and a set of
candi date resource providers are already known, i.e., after
Di stributed Hash Tabl e (DHT) | ookups, queries to the resource
directory, etc. To this end, the ALTO client transmits a list of
host - group descriptors and optionally one or nmore rating criteria
to the ALTO server. The ALTO server eval uates the host-group
descriptors according to the indicated criteria or a default
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criterion. It returns a list of these host-group descriptors to
the ALTO client, which is sorted according to the rating criteria
and/ or enriched with host-characteristics attributes.

0 Target-I1ndependent Query Mode: In this node of operation, ALTO
queries are perforned in advance or periodically, in order to
recei ve conprehensive gui dance. The ALTO client indicates the
desired host-characteristics attributes in the ALTO query. The
ALTO server answers with a list that indicates for all known host-
group descriptors (possibly subject to the server’'s policies) the
desired host-characteristics attributes. These lists will be
cached locally and evaluated |l ater, when a resource is to be
accessed.

2.3. Architectural Framework for ALTO

There are various architectural options for ALTO i npl enentati on.
Speci fying or mandating one specific architecture is out of the scope
of this docunent.

In addition to the term nol ogy (see Section 2 of [RFC5693] and
Section 2.2 of this docunent), [RFC5693] presents a figure that gives
a high-level overview of protocol interaction between these
component s.

Thi s docunent itenizes requirenents for the foll ow ng conponents
ALTO client protocols, ALTO server discovery nechani sns, host-group
descriptors, rating criteria, and host-characteristics attributes.
Furthernore, requirenents regarding the overall architecture,
especially with respect to security and privacy issues, are

pr esent ed.

Note that the detail ed specification of such protocols and nechani sns
is out of the scope of this docunent. |In fact, this docunment does
not even assune that there will be only one single specification for
each of these conponents, respectively. However, this docunent
enunerates requirenents for ALTO to be consi dered when specifying,
assessing, or conparing protocols and inpl enentations.

3. ALTO Requirenents
3.1. ALTO dient Protoco
3.1.1. Ceneral Requirements
Req. AR-1: The ALTO service is provided by one or nore ALTO servers.

It may be queried by ALTO clients seeking guidance for selecting
appropriate resource providers. ALTO clients and ALTO servers MJST
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i npl ement an ALTO client protocol. An ALTO client protocol MJST be
able to transmit ALTO queries froman ALTO client to an ALTO server,
and it MJST be able to transmt the corresponding ALTO replies from
the ALTO server to the ALTO client.

The detail ed specification of an ALTO client protocol is out of the
scope of this docunment. In fact, this docunent does not even assune
that there will be only one single protocol specification. However,
this document enumerates requirenents for ALTO to be considered when
speci fyi ng, assessing, or conparing protocols and inplenentations.

Reg. AR-2: An ALTO client protocol MJIST provide adequate mechani sns
for operations and nanagenment support, as outlined in RFC 5706
[ RFC5706] .

3.1.2. Host-Goup Descriptor Support

The ALTO gui dance is based on the evaluation of several resource
provi ders or groups of resource providers, considering one or nore
rating criteria. The resource providers or groups of resource
provi ders are characterized by neans of host-group descriptors.

Req. AR-3: An ALTO client protocol MJST support the usage of nultiple
host - group descri ptor types.

Req. AR-4: ALTO clients and ALTO servers MJUST clearly identify the
type of each host-group descriptor sent in ALTO queries or responses.
An ALTO protocol specification MJST provide appropriate protoco

el ement s.

Req. AR-5: An ALTO client protocol MJST support the host group
descriptor types "I Pv4 address prefix" and "I Pv6 address prefix".
They can be used to specify the |IP address of one host, or an IP
address range (in O assless Inter-Domain Routing (ClDR) notation)
containing all hosts in question

Reg. AR-6: An ALTO client protocol MJST be extensible to enable
future support of other host-group descriptor types. An ALTO client
prot ocol specification MJST define an appropriate procedure for
addi ng new host-group descriptor types, e.g., by establishing an | ANA
registry

Req. AR-7: For host-group descriptor types other than "I Pv4 address
prefix" and "1 Pv6 address prefix", the host-group descriptor type
identification MJST be supplemented by a reference to a facility that
can be used to translate host-group descriptors of this type to |Pv4/
| Pv6 address prefixes, e.g., by nmeans of a mapping table or an

al gorithm
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Req. AR-8: Protocol functions for nmapping other host-group descriptor
types to I Pv4/1Pv6 address prefixes SHOULD be designed and specified
as part of an ALTO client protocol, and the correspondi ng address
mappi ng i nformati on SHOULD be nade avail abl e by the sane entity that
wants to use these host-group descriptors within an ALTO client
protocol. However, an ALTO server or an ALTO client MAY al so send a
reference to an external nmapping facility, e.g., a translation table
to be obtained via an alternative nechani sm

Rationale for the previous two requirenments: The preferred type of
host - group descriptors are |Pv4 and | Pv6 prefixes. However, in
sonme situations, one party may prefer to use another type, e.g.,
AS nunmbers. Usually, applications seeking ALTO gui dance work with
| P addresses, e.g., when establishing connections. Understanding
guiding information that is based on other host-group descriptor
types, i.e., mapping fromthese other types to I P prefixes and
back, may be a non-trivial task. Therefore, before a party may
use ot her host-group descriptor types, they must provide a napping
mechanismto | P prefixes

Req. AR-9: An ALTO client protocol specification MIST define
mechani sns that can be used by the ALTO server to indicate that a
host - group descriptor used by the ALTO client is of an unsupported
type, or that the indicated mappi ng mechani smcoul d not be used.

Req. AR-10: An ALTO client protocol specification MJST define
mechani sms that can be used by the ALTO client to indicate that a
host - group descriptor used by the ALTO server is of an unsupported
type, or that the indicated mappi ng mechani smcoul d not be used.

3.1.3. Rating Criteria Support

Req. AR-11: An ALTO client protocol specification MIJST define a
rating criterion that can be used to express and eval uate the
"relative operator’s preference”. This is a relative neasure, i.e.,
it is not associated with any unit of neasurenent. A preferred
rating, according to this criterion, indicates that the application
shoul d prefer the respective candi date resource provider over others
with less preferred ratings (unless information from non-ALTO sources
suggests a different choice, such as transm ssion attenpts suggesting
that the path is currently congested). The operator of the ALTO
server does not have to disclose how and based on which data the
ratings are actually conputed. Exanples could be: cost for peering
or transit traffic, traffic engineering inside the network, and other
pol i ci es.
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Reg. AR-12: An ALTO client protocol MJST be extensible to enable
future support of other rating criteria types. An ALTO client
prot ocol specification MJST define an appropriate procedure for
adding newrating criteria types, e.g., by establishing an | ANA
registry

Reg. AR-13: ALTO client protocol specifications MJIST NOT define
rating criteria closely related to the instantaneous network
congestion state, i.e., rating criteria that have the primary aimto
serve as an alternative to established congestion control strategies,
such as using TCP-based transport.

Req. AR-14: Applications using ALTO gui dance MJUST NOT rely solely on
the ALTO gui dance to avoid causi ng network congestion. Instead, they
MJST use ot her appropriate means, such as TCP-based transport, to
avoi d causi ng excessive congestion

Rational e for the previous requirenment: One design assunption for
ALTO is that it is acceptable for the host-characteristics
attributes, which are stored and processed in the ALTO servers for
gi ving gui dance, to be updated rather infrequently. Typica
update intervals may be several orders of nmmgnitude | onger than
the typical network-layer packet round-trip tinme (RTT).

Therefore, ALTO cannot be a replacement for TCP-1ike congestion
control mechani sns.

Req. AR-15: In the target-independent query node, the ALTO query
message SHOULD all ow the ALTO client to express whi ch host -
characteristics attributes should be returned.

Req. AR-16: In the target-aware query node, the ALTO query nessage
SHOULD all ow the ALTO client to express which rating criteria should
be considered by the server, as well as their relative rel evance for
the specific application that will eventually nmake use of the

gui dance. The correspondi ng ALTO response nessage SHOULD al |l ow t he
ALTO server to express which rating criteria have been consi dered
when generating the response.

Req. AR-17: An ALTO client protocol specification MJST define
mechani sns that can be used by the ALTO client and the ALTO server to
indicate that a rating criteria used by the other party is of an
unsupported type.

Ki esel, et al. I nf or mat i onal [ Page 8]



RFC 6708 ALTO Requi renents Sept enber 2012

3.1.4. Placenment of Entities and Tim ng of Transactions

Wth respect to the placement of ALTO clients, several nodes of
operation exist:

0 One node of ALTO operation is that an ALTO client nay be enbedded
directly in the resource consuner, i.e., the application protoco
entity that will eventually initiate data transm ssion to/fromthe
sel ected resource provider(s) in order to access the desired
resource. For exanple, an ALTO client could be integrated into
the peer of a P2P application that uses a distributed algorithm
such as "query floodi ng" for resource discovery.

0 Another node of operation is to integrate the ALTO client into a
third party, such as a resource directory. This third party may
i ssue ALTO queries to solicit preference on potential resource
provi ders, considering the respective resource consuner. For
exanmpl e, an ALTO client could be integrated into the tracker of a
tracker-based P2P application, in order to request ALTO gui dance
on behalf of the peers contacting the tracker.

Req. AR-18: An ALTO client protocol MJST support the node of
operation in which the ALTOclient is directly enbedded in the
resource consuner.

Req. AR-19: An ALTO client protocol MJIST support the node of
operation in which the ALTO client is enbedded in a third party.
This third party perforns queries on behalf of resource consuners.

Req. AR-20: An ALTO client protocol MJST be designed in a way that
the ALTO service can be provided by an entity that is not the
operator of the underlying |IP network.

Req. AR-21: An ALTO client protocol MJST be designed in a way that
different instances of the ALTO service operated by different
provi ders can coexi st.

Req. AR-22: An ALTO client protocol specification MJST specify at
| east one query node, either the target-aware or the target-
i ndependent query node.

Note that this requirenments docunment does not assune that there wll
be only one single protocol specification

Req. AR-23: An ALTO client protocol specification SHOULD specify both
the target-aware and the target-independent query node. |f an ALTO
client protocol specification specifies nore than one query node, it
MUST define at |east one of these nbdes as REQUI RED to i npl enent by
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ALTO clients and ALTO servers. Furthernore, it MJST specify an
appropri ate protocol mechani smfor negotiating between the ALTO
client and ALTO server, which query node to use.

Req. AR-24: An ALTO client protocol SHOULD support version nunbering,
TTL (time-to-live) attributes, and/or sinilar nechanisns in ALTO
transactions, in order to enable tinme validity checking for caching,
and to enabl e conpari sons of multiple recomendati ons obt ai ned
through redistribution.

Req. AR-25: An ALTO client protocol SHOULD all ow the ALTO server to
add i nformati on about appropriate nodes of reuse to its ALTO
responses. Reuse may include redistributing an ALTO response to
other parties, as well as using the sane ALTO information in a
resource directory to inprove the responses to different resource
consuners within the specified lifetinme of the ALTO response. The
ALTO server SHOULD be able to express that

0 no reuse should occur

0 reuse is appropriate for a specific "target audience", i.e., a set
of resource consuners explicitly defined by a Iist of host-group
descriptors. The ALTO server MAY specify a "target audi ence" in
the ALTO response that is only a subset of the known actua
"target audience", e.g., if required by operator policies.

0 reuse is appropriate for any resource consuner that would send (or
cause a third party to send on behalf of it) the sane ALTO query
(i.e., with the same query paranmeters, except for the resource
consuner ID, if applicable) to this ALTO server

0 reuse is appropriate for any resource consuner that would send (or
cause a third party to send on behalf of it) the sane ALTO query
(i.e., with the same query paraneters, except for the resource
consuner ID, if applicable) to any other ALTO server that was
di scovered (using an ALTO di scovery mechani sm together with this
ALTO server.

O reuse is appropriate for any resource consuner that would send (or
cause a third party to send on behalf of it) the sane ALTO query
(i.e., with the same query paraneters, except for the resource
consuner ID, if applicable) to any ALTO server in the whole
net wor k.

Req. AR-26: An ALTO client protocol MUST support the transport of
ALTO transactions, even if the ALTO client is located in the private
address real m behind a network address translator (NAT). There are
different types of NAT, see [RFC4787] and [ RFC5382].
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3.1.5. Protocol Extensibility

Req. AR-27: An ALTO client protocol MUIST include support for adding
protocol extensions in a non-disruptive, backward-conpatible way.

Req. AR-28: An ALTO client protocol MUJST include protocol versioning
support, in order to clearly distinguish between inconpatible
versi ons of the protocol

3.1.6. FError Handling and Overl oad Protection

Req. AR-29: An ALTO client protocol MJST use congestion-aware
transport, e.g., by using TCP

Req. AR-30: An ALTO client protocol specification MJIST specify
mechani sns for an ALTO server to informclients about an inpending or
occurring overload situation, or howto | everage appropriate
mechani snms provi ded by underlying protocol |ayers. The nechanisns
MUST provide all of the follow ng options to the server

o termnate the conversation with the client,
o redirect the client to another ALTO server, and
0 request that the client throttle its query rate.

In particular, a sinple formof throttling is to let an ALTO
server answer a query with an error nmessage advising the client to
retry the query later (e.g., using a protocol function such as
HTTP' s Retry-After header ([RFC2616], Section 14.37)). Another
sinmple option is to actually answer the query with the desired

i nformati on, but adding an indication that the ALTO client shoul d
not send further queries to this ALTO server before an indicated
period of tine has el apsed.

Req. AR-31: An ALTO client protocol specification MJST specify
mechani sms for an ALTO server to informclients about its inability
to answer queries due to technical problens or system maintenance, or
how to | everage appropriate nechani sns provi ded by underlying
protocol layers. The nechanisns MJUST provide all of the follow ng
options to the server

o termnate the conversation with the client,

o redirect the client to another ALTO server, and

0 request that the client retry the query |ater
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Not e: The exi stence of the above-nmentioned protocol nechani sns does
not inply that an ALTO server nust use them when facing an overl oad,
techni cal problem or maintenance situation, respectively. Sone
servers may be unable to use themin that situation, or they may
prefer to sinply refuse the connection or not to send any answer at
all.

3.2. ALTO Server Discovery

An ALTO client protocol is supported by one or nore ALTO server

di scovery nechani sns, which may be used by ALTO clients to determ ne
one or nmore ALTO servers, to which ALTO requests can be sent. This
section enunerates requirenents for an ALTO client, as well as
general requirements to be fulfilled by the ALTO server discovery
mechani sns.

Req. AR-32: An ALTO server di scovery nmechani sm MUST support features
allowing ALTO clients that are enbedded in the resource consuner to
find one or several ALTO servers that can provi de ALTO gui dance
suitable for the resource consumer, using an ALTO protocol version
compatible with the ALTO client. This node of operation is called
"resource consuner initiated ALTO server discovery".

Req. AR-33: An ALTO server di scovery nechani sm MUST support features
allowing ALTO clients that are enbedded in a resource directory and
performthird-party ALTO queries on behalf of a renote resource
consunmer to find one or several ALTO servers that can provide ALTO
gui dance suitable for the respective resource consuner, using an ALTO
protocol version conpatible with the ALTO client. This node of
operation is called "third-party ALTO server discovery".

Req. AR-34: ALTO clients MJST be able to performresource consuner
initiated ALTO server discovery, even if they are |ocated behind a
NAT.

Req. AR-35: ALTO clients MJUST be able to performthird-party ALTO
server discovery, even if they are | ocated behind a NAT

Req. AR-36: ALTO clients MJIST be able to performthird-party ALTO
server discovery, even if the resource consuner, on behalf of which
the ALTO query will be sent, is |ocated behind a NAT.

Req. AR-37: ALTO server discovery nechani sns SHOULD | everage an

exi sting protocol or mechanism such as DNS-, DHCP-, or PPP-based
automatic configuration, etc. A single nechanismw th a broad
spectrum of applicability SHOULD be preferred over several different
mechani sns wi th narrower scopes.
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Req. AR-38: Every ALTO server discovery nechani sm SHOULD be able to
return the respective contact information for nultiple ALTO servers.

Req. AR-39: Every ALTO server discovery nechani sm SHOULD be able to
i ndi cate preferences for each returned ALTO server contact
i nformation.

3.3. Security and Privacy

Not e: The followi ng requirenents mandate the inclusion of certain
security nechani sns at a protocol specification |level. Wether it
makes sense to enabl e these nmechanisns in a given depl oynent scenario
depends on a threat analysis for this specific scenario. For a
classification of potential information disclosure risks, refer to
Section 5. 2.

Req. AR-40: An ALTO client protocol specification MIST specify
mechani sms for the authentication of ALTO servers or specify howto
| everage appropriate mechani snms provi ded by underlying protoco

| ayers.

Req. AR-41: An ALTO client protocol specification MIST specify
mechani sns for the authentication of ALTO clients or specify howto
| everage appropriate nmechani sns provi ded by underlying protoco

| ayers.

Req. AR-42: An ALTO client protocol specification MJIST specify
mechani sns for the encryption of nessages or specify how to | everage
appropri ate mechani sns provi ded by underlying protocol |ayers.

Req. AR-43: An ALTO client is not required to inplenment mechani snms or
to conply with rules that limt its ability to redistribute
information retrieved fromthe ALTO server to third parties.

Req. AR-44: An ALTO client protocol MJIST support different |evels of
detail in queries and responses in order to protect the privacy of
users, to ensure that the operators of ALTO servers and ot her users
of the sane application cannot derive sensitive informtion

Req. AR-45: An ALTO client protocol MAY include nechani sns that can
be used by the ALTO client when requesting gui dance to specify the
resource (e.g., content identifiers) it wants to access. An ALTO
server MJST provi de adequate gui dance, even if the ALTO client
prefers not to specify the desired resource (e.g., keeps the data
field enpty). The nechani sm MUST be designed in a way that the
operator of the ALTO server cannot easily deduce the resource
identifier (e.g., file nane in P2P file sharing) if the ALTO client
prefers not to specify it.
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Req. AR-46: An ALTO client protocol specification MJST specify
appropri ate nmechani snms for protecting the ALTO service agai nst
Deni al - of - Servi ce (DoS) attacks or specify how to | everage

appropri ate mechani sns provi ded by underlying protocol |ayers.

4. | ANA Consi derati ons

Thi s requirenents docunent does not mandate any imredi ate | ANA
actions. However, such | ANA considerations may arise fromfuture
ALTO specification docunents that try to neet the requirenents given
here.

5. Security Considerations
5.1. High-Level Security Considerations

Hi gh-1 evel security considerations for the ALTO service can be found
in the "Security Considerations" section of the ALTO probl em
statenment docunent [ RFC5693].

5.2. Informati on D scl osure Scenari os

The unwant ed di scl osure of information is one key concern related to
ALTO. Neither the ALTO server nor a third party using or m susing
the ALTO service should be able to infer the application behavior or
correlate data in such a way that would viol ate user privacy, e.g.,
who i s exchanging which files with whomusing a P2P file-sharing
application. Furthernore, many network operators are concerned about
the anount of information related to their network infrastructure
(e.g., topology information, nunber of "prem um custoners", or
utilization statistics) that might be released through ALTO. This
section presents a classification and di scussion of information

di scl osure scenarios and potential counternmeasures.

5.2.1. dassification of Information D sclosure Scenari os

The foll owi ng i ssues may be considered a risk for the operator of an
ALTO server, depending on the specific depl oynent scenari o:

(1) Excess disclosure of the ALTO server operator’s data to an
authorized ALTO client. The operator of an ALTO server has to
feed information, such as tabl es mappi ng host-group descriptors
to host-characteristics attributes, into the server, thereby
enabling it to give guidance to ALTO clients. Some operators
m ght consider the full set of this information confidenti al
(e.g., a detailed map of the operator’s network topol ogy) and
m ght want to disclose only a subset of it or disclose sonehow
obfuscated information to an ALTO client.
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(2) Disclosure of the ALTO server operator’s data (e.g., network
topol ogy information) to an unauthorized third party. There are
three subcases here:

(2a) An ALTO server receives and answers queries originating
froman unaut horized ALTO client.

(2b) An unauthorized party snoops on the data transmni ssion from
the ALTO server to an authorized ALTO client.

(2c) An authorized ALTO client know ngly forwards the
information it has received fromthe ALTO server to an
unaut hori zed party.

(3) Excess retrieval of the ALTO server operator’s data by
col laborating ALTO clients. Several authorized ALTO clients
could ask one or nore ALTO servers for gui dance, possibly
several tinmes during an extended period of tinme, and
redistribute the responses anbng each other (see also case 2c).
By aggregating and correlating the ALTO responses, they could
find out nore information than intended to be disclosed by the
ALTO server operator(s).

The foll owing issues may be considered a risk for the user of an ALTO
client, depending on the specific depl oynent scenario:

(4) Disclosure of the application behavior or other user private
data to the (authorized) ALTO server. The operator of an ALTO
server could infer the application behavior (e.g., content
identifiers in P2P file sharing applications, or |ists of
resource providers that are considered for establishing a
connection) fromthe ALTO queries sent by an ALTO client.

(5) Disclosure of the application behavior or other user private
data to an unauthorized third party. There are three subcases
her e:

(5a) An ALTO client willingly sends queries directly to an
untrusted or malicious ALTO server, possibly due to a
forged response of the ALTO server discovery nechani sm

(5b) An unauthorized party snoops on the data transni ssion from
the ALTO client to an authorized ALTO server

(5¢c) An authorized ALTO server know ngly forwards the

information it has received fromthe ALTO client to an
unaut hori zed party.
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5.

(6)

2

2

One or several collaborating (see case 5c¢) ALTO servers could
try to infer the application behavior or other user private data
by aggregating and correlating queries fromone or nore ALTO
clients, possibly over an extended period of tine.

Di scussion of Information Di scl osure Scenari os

An ALTO server operator should consider:

o]

I ssue (1) may be addressed by the ALTO server operator choosing
the Il evel of detail of the infornmation to be populated into the
ALTO server and returned in the responses. For exanple, by

speci fying a broader address range (i.e., a shorter prefix |ength)
than a group of hosts in question actually uses, an ALTO server
operator may control to some extent how nuch information about the
network topology is disclosed. Furthernore, access contro

mechani sns for filtering ALTO responses according to the

aut henticated ALTO client identity mght be installed in the ALTO
server, although this mght not be effective given the | ack of
efficient mechani snms for addressing (2c) and (3), see bel ow

(2a) and (2b) may be addressed by authentication, access control,
and encryption schenes for the ALTO client protocol. However,
depl oynent of encryption schemes mght not be effective given the
| ack of efficient mechanisnms for addressing (2c) and (3), see

bel ow.

Strai ghtforward aut hentication and encrypti on schenes will not
hel p solving (2c) and (3), and there is no other sinple and
efficient nechani sm known. The cost of conpl ex approaches, e.g.,
based on Digital R ghts Managerment (DRM, might easily outweigh
the benefits of the whole ALTO solution; therefore, they are not
considered as a viable solution. That is, ALTO server operators
must be aware that (2c) and (3) cannot be prevented from
happeni ng; therefore, they should feed only such data into an ALTO
server that they do not consider sensitive with respect to (2c)
and (3).

A user of an ALTO client shoul d consi der

(o]

I ssue (4) can and needs to be addressed in several ways: If the
ALTO client is enbedded in the resource consuner, the resource
consuner’s | P address (or the "public" I P address of the outernopst
NAT in front of the resource consuner) is disclosed to the ALTO
server as a matter of principle, because it is in the source
address fields of the I P headers. By using a proxy, the

di scl osure of source addresses to the ALTO server can be avoi ded
at the cost of disclosing themto said proxy. |If, in contrast,
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the ALTO client is enbedded in a third party (e.g., a resource
directory), which issues ALTO requests on behal f of resource
consuners, it is possible to hide the exact addresses of the
resource consunmers fromthe ALTO server, e.g., by zeroing out or
random zing the last few bits of |IP addresses. However, there is
the potential side effect of yielding inaccurate results.

The di scl osure of candidate resource providers’ addresses to the
ALTO server can be avoided by allowing ALTO clients to use the
target-i ndependent query node. In this node of operation, guiding
information (e.g., "maps") is retrieved fromthe ALTO server and
used entirely locally by the ALTO client, i.e., w thout sending
host-l ocation attributes of candidate resource providers to the
ALTO server. In the target-aware query node, this issue can be
addressed by ALTO clients through obfuscating the identity of
candi date resource consuners, e.g., by specifying a broader
address range (i.e., a shorter prefix length) than a group of
hosts in question actually uses, or by zeroing out or random zing
the last few bits of | P addresses. However, there is the
potential side effect of yielding inaccurate results.

0 (5a) may be addressed by nmandating that the ALTO server discovery
procedure, as a whole, nust be secure agai nst spoofing.

Note: G ven that this docunent does not nandate a specific system
architecture, it is difficult to specify nore details than that
the di scovery procedure, as a whol e, should be secure against
spoofing. There are many different architectural options, e.g.,
have an insecure discovery nechani smand use server certificates
to later verify its response (cf. the DNS + HTTPS security node
widely used in the World Wde Wb). Therefore, at this
requirenents stage, it is not mandatory for the discovery
mechanismitself to be secure against spoofing attacks

0 (5b) may be addressed by encryption schenes for the ALTO client
protocol. However, the effort vs. benefit should be eval uated for
any specific depl oynent scenario, while also considering the risks
and sol ution approaches for issues (4), (5c), and (6).

0 Straightforward authentication and encryption schenes will not
hel p solving (5c) and (6). However, potential risks can be
mtigated using the sane approaches as used for issue (4), see
above.

These insights are reflected in the requirenents in this docunent.
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5.3. ALTO Server Discovery
See di scussion of (5a) above.
5.4. Security Requirenents

For a set of specific security requirenments, please refer to
Section 3.3 of this docunent.
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