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Asymret ri ¢ Extended Route Optim zation (AERO
Abst r act

Nodes attached to comon multi-access link types (e.g., multicast-
capabl e, shared nmedi a, non-broadcast multiple access (NBVMA), etc.)
can exchange packets as neighbors on the Iink, but they nmay not

al ways be provisioned with sufficient routing information for optinal
nei ghbor selection. Such nodes should therefore be able to discover
a trusted intermediate router on the link that provides both
forwardi ng services to reach off-link destinations and redirection
services to informthe node of an on-link neighbor that is closer to
the final destination. This redirection can provide a useful route
optim zation, since the triangular path fromthe ingress |link

nei ghbor, to the internediate router, and finally to the egress |ink
nei ghbor may be considerably | onger than the direct path fromingress
to egress. However, ordinary redirection nmay | ead to operationa

i ssues on certain link types and/or in certain deployment scenari os.
Thi s docunent therefore introduces an Asymetric Extended Route
Optim zation (AERO) capability that addresses the issues.

Status of This Meno

Thi s docunent is not an Internet Standards Track specification; it is
publ i shed for exam nation, experinental inplenmentation, and
eval uati on.

Thi s docunent defines an Experinmental Protocol for the Internet
comunity. This docunment is a product of the Internet Engineering
Task Force (IETF). It represents the consensus of the | ETF
community. It has received public review and has been approved for
publication by the Internet Engineering Steering Goup (IESG. Not
al | docurents approved by the IESG are a candi date for any |evel of
Internet Standard; see Section 2 of RFC 5741

I nformation about the current status of this docunent, any errata,

and how to provide feedback on it may be obtained at
http://ww.rfc-editor.org/info/rfc6706
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1.

I nt roducti on

Nodes attached to common nulti-access link types (e.g., multicast-
capabl e, shared nedi a, non-broadcast multiple access (NBVMA), etc.)
can exchange packets as nei ghbors on the |ink, but they nay not

al ways be provisioned with sufficient routing information for optinal
nei ghbor selection. Such nodes should therefore be able to di scover
a trusted intermediate router on the link that provides both default
forwarding services to reach off-1ink destinations and redirection
services to informthe node of an on-link neighbor that is closer to
the final destination.
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I (D->Q I
o e oo - +
I
Xo------- S T +o--- - - X
I I
Fomm e e e oo +---+ B +
| Node B | | Router C |
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1_( _)_
-(_1Pv6 )-.
(__ EUN )
l_( ______ )_1
E [ +
| Node D |
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Figure 1: Traditional Milti-Access Link Redirection

Figure 1 shows a traditional nulti-access |ink redirection scenario.
In this figure, node ('"B) is provisioned with only a default route
with router ('A') as the next hop. Router ("A), in turn, has a nore
specific route that lists router ('C) as the next-hop nei ghbor on
the link for the End User Network (EUN) attached to node ('D).

If node ('"B) has a packet to send to node ("D ), node ('B) is
obliged to send its initial packets via router ("A"). Router ('A)
then forwards the packet to router ('C) and also returns a
redirection control nessage to inform('B) that ("C) is, in fact,
an on-link neighbor that is closer to the final destination ('D).
After receiving the redirection control nessage, node (’'B ) can place
a nore specific route inits forwarding table so that future packets
destined to node ("D ) can be sent directly via router ("C), as
shown in Figure 2.
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Figure 2: Mrre Specific Route Follow ng Redirection

This traditional redirection can provide a useful route optimzation,
since the triangular path fromthe ingress |ink neighbor, to the
intermediate router, and finally to the egress |ink neighbor may be
consi derably longer than the direct path fromingress to egress.
However, ordinary redirection may | ead to operational issues on
certain link types and/or in certain deploynent scenari os.

For exanple, when an ingress |ink neighbor accepts an ordinary
redirection control message, it has no way of know ng whether the
egress link neighbor is ready and willing to accept packets directly
wi t hout forwarding through an intermediate router. Likew se, the
egress has no way of knowi ng that the ingress is authorized to
forward packets fromthe cl ai ned network-|ayer source address. (This
is especially inportant for very large links, since any node on the
link can spoof the network-layer source address with | ow probability
of detection even if the link-layer source address cannot be
spoofed.) Additionally, the ingress would have no way of know ng
whet her the direct path to the egress has failed, nor whether the
final destination has noved away fromthe egress to sone other
networ k attachnent point.

Therefore, a new approach is required that can enable redirection
signaling fromthe egress to the ingress |ink node under the

medi ation of a trusted internediate router. The nechanismis
asymmetric (since only the forward direction fromthe ingress to the
egress is optim zed) and extended (since the redirection extends

Tenplin Experi ment al [ Page 5]



RFC 6706 AERO August 2012

forward to the egress before reaching back to the ingress). This
docunent therefore introduces an Asymmetri c Extended Route
Optim zation (AERO) capability that addresses the issues.

Wi | e the AERO nechanisnms were initially designed for the specific
pur pose of NBMA tunnel virtual interfaces (e.g., see [ RFC2529],

[ RFC5214], [RFC5569], and [VET]), they can also be applied to any
mul tiple access link types that support redirection. The AERO
techni ques are discussed herein with reference to | Pv6

[ RFC2460] [ RFC4861] [ RFC4862] [ RFC3315] ; however, they can al so be
applied to any ot her network-|ayer protocol (e.g., |Pv4

[ RFCO791] [ RFCO792] [ RFC2131], etc.) that provides a redirection
service (details of operation for other network-layer protocols are
out of scope).

Thi s docunent is an Experinental RFC, therefore, it does not seek to
define a new standard for the Internet. Experinmental status instead
of Standards Track has been used since the document proposes a new
and different dynam c routing nechanism Experinmentation will focus
on candidate multi-access link types that can connect |arge numbers
of nei ghboring nodes where the use of existing dynam c routing
protocols may be inpractical. Exanples include NBVMA tunnel virtua
links, l|arge bridged canpus LANs, etc.

2. Term nol ogy

The term nology in the normative references applies; the foll ow ng
terns are defined within the scope of this docunent:

AERO | i nk
any link (either physical or virtual) over which the AERO
mechani sms can be applied. (For exanple, a virtual overlay of
tunnel s can serve as an AERO |ink.)

AERO i nterface
a node’'s attachnent to an AERO | i nk.

AERO node
a router or host that is connected to an AERO | ink and that
participates in the AERO protocol on that |ink

intermedi ate AERO router ("internedi ate router")
a router that configures an advertising router interface on an
AERO | i nk over which it can provide default forwardi ng and
redirection services for other AERO nodes.
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edge AERO router ("edge router")
a router that configures a non-advertising router interface on an
AERO | i nk over which it can connect End User Networks (EUNs) to
the AERO | i nk.

AERO host
a sinple host on an AERO Iink

i ngress AERO node ("ingress node")
a node that injects packets into an AERO Ili nk.

egress AERO node ("egress node")
a node that receives packets froman AERO |i nk.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Motivation

AERO was designed to operate as an on-demand route optim zation
function for nodes attached to a single nulti-access link, i.e.,
simlar to the standard | Pv6 redirection nechani smbased on | CVPv6
messagi ng [ RFC4443] [ RFC4861] . However, AERO differs in that the
target of the redirection first receives a pre-authorization
notification, after which it returns route optim zation informtion
to the source of the original packet. This scenario calls into
questi on whet her a standard dynami ¢ routing protocol could be used
i nstead of AERO, but a nunber of considerations indicate that
standard routing protocols may be poorly suited for the use cases
AERO was designed to address.

First, AERO is designed to work on very large multiple access links
that may connect a m x of many thousands of routers and hosts.
Traditional proactive dynanmic routing protocols such as OSPF, |1S-1S,
RIP, OLSR (Optimzed Link State Routing), and TBRPF (Topol ogy

Di ssemi nati on Based on Reverse-Path Forwarding) nmay be inefficient in
such environnents due to the control message overhead scal i ng when

| arge nunbers of routers are present and/or when |ink capacity is

| ow.

Second, AERO is designed to work on-demand of data packet arrival
but it only seeks to di scover neighbors on the sane |Iink and not

di stant nodes that may be |ocated many |ink hops away. Reactive
dynami c routing protocols such as Ad hoc On-Demand Di stance Vector
(AODV) and Dynami ¢ Source Routing (DSR) al so operate on-denand;
however, they flood specialized route discovery nessages that reach
all nodes on the link and may further traverse nmultiple |ink hops
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before a route reply is received. This requires a nulticast-capable
networ k and does not ensure delivery of the original data packet,
whi ch may be dropped or del ayed during route discovery.

Additionally, AERO is designed to override an existing route to a
destination if the existing route directs traffic along a sub-optinal
path via an extraneous router on the shared |ink. AERO nodes send
data packets over a preexisting working route, and they nmay
subsequently receive notification of a better route based on route
optim zation feedback froma trusted on-link neighbor. This stands
in contrast to on-denand routing protocols that were designed to
operate when no preexisting working routes are present and that

mul ticast explicit route request nessages to receive a route reply
rat her than sinply unicast forwarding the data packet via a

preexi sting route.

Finally, AERO requires |ess control nessage and/or processing

over head than standard dynam c routing protocols on links for which
the nunber of routes that nust be naintained by each router is far
smal l er than the total nunber of routers on the link, and the routes
mai nt ai ned by each router may be changing over tine. For exanple, on
a link that connects N nodes, it will often be the case that each
node will only comrunicate with a small nunber of |ink neighbors, and
the set of neighbors may change dynamically over time. Therefore,

t he number of active neighbor pairs on the link is VWN (where Vis a
smal | variabl e nunber) instead of N**2. This is especially inportant
on very large links, e.g., for values of N such as 1,000 or nore.

4. Exanple Use Cases

AERO was designed to satisfy numerous operational use cases. As a
first example, a hypothetical major airline has depl oyed an overl ay
network on top of the global Internet to track the aircraft inits
fleet. The global Internet therefore acts as the "link" over which
the overlay network is configured. Each aircraft acts as a nobile
router that fronts for an internal network that includes various
devices controlled and nonitored by the airline. However, it would
be inpractical for each aircraft to track the changing | ocations of
all other aircraft in the fleet due to control nmessage overhead on
limted capacity comunication |inks.

In this exanple, an aircraft ("A') en route to its destination needs
to report its ETA and conmuni cate passenger itineraries to other en
route aircraft that will be servicing passenger connections. ('A)
knows the overlay network addresses of the other aircraft, but does
not know the current underlay address mappings. ('A) sends its
initial nmessages targeted to the other aircraft via an airline
central dispatch router ("D ), which may be located in a far away
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location. ('D) forwards the nessages, but also initiates the AERO
redirection procedure to step out of the triangular path and all ow
direct aircraft-to-aircraft conmunications.

In a second exanple, Mbile Ad hoc Networks (MANETs) are often

depl oyed in environnents with a high degree of nobility, attrition,
and very linmted wirel ess conmmuni cations |ink bandwi dth. Such
environments typically also require the use of network-layer security
mechani sms that view the MANET as a "link" over which encrypted
nmessages are forwarded in an overlay network. |n such environnents,
a dynam c routing protocol running in the overlay network may serve
to add unacceptabl e additi onal congestion to the already overtaxed
wireless links. 1In that case, the AERO route optim zati on mechani sm
can elimnate costly extraneous routing hops w thout imnparting

addi tional control nessage overhead.

In a further exanple, a | arge canpus LAN that is joined by Layer 2
(L2) bridges may connect many thousands of routers and hosts that
appear to share a single conmmon nulti-access link. |In that case, the
AERO nmechani sns can be applied to satisfy the necessary intra-1link
route optimnmzation functions w thout enploying an adjunct dynanic
routing protocol that may be inefficient for reasons nentioned above.

5. Requirements

The route optim zati on mechani sm nust satisfy the foll ow ng
requirenents:

Req 1: Of-load traffic from performance-critical gateways
The nmechani sm nust offl oad sustained transit though an
i ntermedi ate AERO router that woul d otherw se becone a
traffic concentrator.

Req 2: Support route optim zation
The i ngress AERO node should be able to send packets directly
to the egress node without forwarding through an internediate
router for route optimnzation purposes.

Req 3: Support scaling.
For scaling purposes, support interworking and contro
message forwarding between nmultiple internediate routers (see
Appendi x A).

Req 4: Do not circunvent ingress filtering.
The nmechani sm nust not open an attack vector where network-
| ayer source address spoofing is enabl ed even when |ink-1|ayer
source address spoofing is disabled.
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Req 5: Do not expose packets to loss due to filtering.
The i ngress AERO node nust have a way of know ng that the
egress AERO node will accept its forwarded packets.

Req 6: Do not expose packets to |loss due to path failure.
The i ngress AERO node nust have a way of di scovering whet her
t he AERO egress node has gone unreachable on the route
optini zed path.

Req 7: Do not introduce routing | oops.
Internediate routers nust not invoke a route optim zation
that would cause a routing loop to form

Req 8: Support mobility.
The nmechani sm nust continue to work even if the fina
destination node/ network noves froma first egress node and
re-associ ates with a second egress node.

Req 9: Support link |ayer address changes.
The nmechani sm nust continue to work even if the Layer 2
addresses of ingress and/or egress AERO nodes change.

Req 10: Support network renumnberi ng.
The nechani sm nust provi de graceful transition when an AERO
node’ s attached EUN i s renunbered.

6. Asymmetric Extended Route Optim zation (AERO

The foll owi ng sections specify an Asymmetric Extended Route
Optim zation (AERO) capability that fulfills the requirenents
specified in Section 5.

6.1. AERO Link Dynam c Routing

In many AERO | i nk use case scenarios (e.g., small enterprise
networks, small and stable MANETs, etc.), routers can engage in a
traditional dynam c routing protocol so that routing/forwarding
tabl es can be popul ated and standard forwardi ng between routers can
be used. 1In other scenarios (e.g., large enterprise/lSP networks,
cellular service provider networks, dynam c MANETs, etc.), this n ght
be inpractical due to routing protocol control nessage scaling

i ssues.

When a traditional dynam c routing protocol cannot be used, the

mechani sms specified in this section can provide a useful on-demand
route discovery capability. Wen both traditional dynamic routing
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protocol s and the AERO nechani sm are active on the sanme |link, routes
di scovered by the dynam c routing protocol should take precedence
over those discovered by AERO

6.2. AERO Node Behavi or

The foll owi ng sections discuss characteristics of nodes attached to
I i nks over whi ch AERO can be used.

6.2.1. AERO Node Types

I nternedi ate AERO routers configure their AERO link interfaces as
advertising router interfaces (see [ RFC4861], Section 6.2.2);
therefore, they nmay send Router Advertisenent (RA) messages that

i ncl ude non-zero Router Lifetines

Edge AERO routers configure their AERO |ink interfaces as non-
advertising router interfaces.

AERO hosts configure their AERO link interfaces as sinple host
i nterfaces.

6.2.2. AERO Host Behavi or

AERO hosts observe the | Pv6 host requirenents defined in [ RFC6434],
except that AERO hosts al so engage in the AERO route optim zation
procedure as specified in Section 6. 4.

6.2.3. Edge AERO Router Behavi or

Edge AERO routers observe the |Pv6 router requirenents defined in

[ RFC6434] except that they act as "hosts" on their non-advertising
AERO link router interfaces in the sane fashion as for |Pv6 Customer
Prem ses Equi pnent (CPE) routers [RFC6204]. Edge routers can then
acqui re managed prefix del egations aggregated by an internedi ate
router through the use of, e.g., DHCPv6 Prefix Del egation [ RFC3633],
adm ni strative configuration, etc.

After the edge router acquires prefixes, it can sub-delegate themto
nodes and links within its attached EUNs, then it can forward any

out bound packets coming fromits EUNs via the internediate router.
The edge router also engages in the AERO route optim zation procedure
as specified in Section 6.4.
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6.2.4. Internedi ate AERO Rout er Behavi or

I nternedi ate AERO routers observe the I Pv6 router requirenents
defined in [ RFC6434] and respond to Router Solicitation (RS) nessages
from AERO hosts and edge routers on their advertising AERO |ink
router interfaces by returning an RA nessage. Internediate routers
further configure a DHCP rel ay/server function on their AERO |inks
and/ or provide an adm nistrative interface for del egati on of network-
| ayer addresses and prefixes.

When the internediate router conpletes a stateful network-I|ayer
address or prefix delegation transaction (e.g., as a DHCPv6 rel ay/
server, etc.), it establishes forwarding table entries that list the
link-1ayer address of the client AERO node as the link-1ayer address
of the next hop toward the del egated network-| ayer addresses/

prefi xes.

When the internedi ate router forwards a packet out the sanme AERO
interface on which it arrived, it initiates an AERO route
optim zation procedure as specified in Section 6.4.

6.3. AERO Reference Qperational Scenario
Fi gure 3 depicts the AERO reference operational scenario. The figure
shows an internediate AERO router ('A'), two edge AERO routers ('B

"D), an AERO host ('F'), and three ordinary IPv6 hosts ('C, 'FE
"G):
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Fi gure 3: AERO Reference Operational Scenario

In Figure 3, the internediate AERO router ('A ) connects to the AERO
link and connects to the IPv6 Internet, either directly or via other
I Pv6 routers (not shown). Internediate router ('A) configures an
AERO link interface with a link-l1ocal network-layer address L3(A) and
with link-layer address L2(A). The internmediate router (' A ) next
arranges to add L2(A) to a published list of valid internediate
routers for the |ink.

AERO node ('B') is an AERO edge router that connects to the AERO |ink
via an interface with link-Iocal network-layer address L3(B) and with
link-1ayer address L2(B). Node ('B') configures a default route with
next - hop network-| ayer address L3(A) via the AERO interface, and it
assigns the network-layer prefix 2001:db8:0::/48 to its attached EUN
link. [1Pv6 host ('C) attaches to the EUN, and it configures the

net wor k-1 ayer address 2001: db8: 0:: 1.
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AERO node ('D) is an AERO edge router that connects to the AERO |ink
via an interface with link-Iocal network-layer address L3(D) and with
link-1ayer address L2(D). Node ("D ) configures a default route with
next - hop network-| ayer address L3(A) via the AERO interface, and it
assigns the network-layer prefix 2001:db8:1::/48 to its attached EUN
link. 1Pv6 host ('E') attaches to the EUN, and it configures the

net wor k-1 ayer address 2001:db8:1::1

AERO host ('F') connects to the AERO link via an interface with Iink-
| ocal network-layer address L3(F) and with link-layer address L2(F).
Host ("F') configures a default route with next-hop network-I|ayer
address L3(A) via the AERO interface, and it assigns the network-

| ayer address 2001:db8:2::1 to the AERO interface.

Finally, 1Pv6 host ("G ) connects to an | Pv6 network outside of the
AERO | i nk domain. Host ("G) configures its IPv6 interface in a
manner specific to its attached IPv6 link, and it assigns the

net wor k-1 ayer address 2001:db8:3::1 to its IPv6 link interface.

In these arrangenents, internediate router ('A) nust maintain state
that associ ates the del egated network-1ayer addresses/prefixes with
the link-1ocal network-layer addresses of the correct edge routers
and/ or hosts on the AERO |ink. The nodes nust, in turn, maintain at

| east a default route that points to internediate router ("A), and
they can di scover nore-specific routes either via a proactive dynanic
routing protocol or via the AERO nechani sns specified in Section 6. 4.

6.4. AERO Specification

Section 6.3 describes the AERO reference operational scenario. W
now di scuss the operation and protocol details of AERO with respect
to this reference scenario.

6.4.1. Traditional Redirection Approaches

Wth reference to Figure 3, when the I Pv6 source host ('C ) sends a
packet to an I Pv6 destination host ('E), the packet is first
forwarded via the EUN to i ngress AERO node ('B'). The ingress node
('"B) then forwards the packet over its AERO interface to
intermedi ate router ("A), which then forwards the packet to egress
AERO node (D), where the packet is finally forwarded to the |Pv6
destination host ("E'). Wen internediate router ('A') forwards the
packet back out on its advertising AERO interface, it nust arrange to
redirect ingress node ('B') toward egress node (D) as a better
next - hop node on the AERO link that is closer to the fina
destination. However, this redirection process should only occur if
there is assurance that both the ingress and egress nodes are willing
parti ci pants.
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Consider a first alternative in which internediate router ('A)

i nfornms ingress node ('B) only and does not informegress node ('D)
(i.e., "traditional redirection"). In that case, the egress node has
no way of knowing that the ingress is authorized to forward packets
fromtheir clainmed source network-|ayer addresses, and it may sinply
elect to drop the packets. Also, the ingress node has no way of
knowi ng whether the egress is performing sone form of source address
filtering that would reject packets arriving froma node other than a
trusted default router, nor whether the egress is even reachable via
a direct path that does not involve the internediate router.

Finally, the ingress node has no way of know ng whether the fina
destination has noved away fromthe egress node.

Consi der a second alternative in which internediate router ('A)
informs both ingress node ('B) and egress node ("D ) separately, via
i ndependent redirection control nessages (i.e., "augnented
redirection"). |In that case, several conditions can occur that could
result in comunication failures. First, if the ingress receives the
redirection control nessage but the egress does not, subsequent
packets sent by the ingress could be dropped due to filtering since
the egress would not have neighbor state to verify their source

net wor k-1 ayer addresses. Second, if the egress receives the
redirection control nessage but the ingress does not, subsequent
packets sent in the reverse direction by the egress would be | ost.
Finally, timng issues surrounding the establishment and garbage
col l ection of neighbor state at the ingress and egress nodes could
yi el d unpredi ctabl e behavior. For exanple, unless the timng were
carefully coordinated t hrough sone form of synchronization | oop,
there woul d invariably be instances in which one node has the correct
nei ghbor state and the other node does not resulting in non-

determni stic packet |o0ss.

Since neither of these alternatives can satisfy the requirenents
listed in Section 5 a new redirection technique (i.e., "AERO
redirection") is needed.

6.4.2. AERO Concept of Operations

AERO redirection is used on links for which the traditiona
redirection approaches described in Section 6.4.1 are insufficient to
satisfy all requirenents. W now discuss the concept of operations
for this new approach.

Again, with reference to Figure 3, when source host ('C ) sends a
packet to destination host ('E ), the packet is first forwarded over
the source host’s attached EUN to ingress node ('B ), which then
forwards the packet via its AERO interface to internedi ate router

("A).
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Using AERO redirection, internmediate router ("A) then forwards the
packet out the sane AERO interface toward egress node ('D ) and al so
sends an AERO "Predirect” nessage forward to the egress node as
specified in Section 6.4.6. The AERO Predirect nessage includes the
identity of ingress node ('B') as well as information that egress
node ('D) can use to determ ne the |ongest-match prefixes that cover
the source and destination network-1layer addresses of the packet that
triggered the predirection event. After egress node ('D ) receives
the AERO Predirect nessage, it process the message and returns an
AERO Redirect nmessage to the internediate router ('A) as specified
in Section 6.4.7. (During the process, it also creates or updates
nei ghbor state for ingress node ("B ), and retains this (src, dst)
"prefix pair" as ingress filtering information to accept future
packets using addresses matched by the prefixes fromingress node

("B).)

When the internediate router ('A) receives the AERO Redirect
message, it processes the nmessage and forwards it on to ingress node
("B') as specified in Section 6.4.8. The nessage includes the
identity of egress node ("D ) as well as information that ingress
node ('B') can use to determ ne the | ongest-match prefixes that cover
the source and destination network-|ayer addresses of the packet that
triggered the redirection event. After ingress node ('B) receives
the AERO Redirect nessage, it processes the nessage as specified in
Section 6.4.9. (During the process, it also creates or updates

nei ghbor state for egress node ("D ), and retains this prefix pair as
forwarding information to forward future packets using addresses

mat ched by the prefixes to the egress node ('D).)

Fol | owi ng the above AERO Predirect/Redirect nessage exchange,
forwardi ng of packets with source and destination network-I|ayer
addresses covered by the longest-match prefix pair is enabled in the
forward direction fromingress node ('B') to egress node ("D ). The
mechani sns that enable this exchange are specified in the foll ow ng
sections.

6.4.3. Conceptual Data Structures and Protocol Constants

Each AERO node maintains a per-AERO i nterface conceptual neighbor
cache that includes an entry for each neighbor it comunicates with
on the AERO Iink, the sane as for any IPv6 interface (see [ RFC4861]).

Each AERO interface nei ghbor cache entry further maintains two lists
of (src, dst) prefix pairs. The AERO node adds a prefix pair to the
ACCEPT list if it has been inforned by a trusted internedi ate router
that it is safe to accept packets fromthe nei ghbor using network-

| ayer source and destination addresses covered by the prefix pair.
The AERO node adds a prefix pair to the FORWARD list if it has been
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informed by a trusted internmediate router that it is permitted to
forward packets to the nei ghbor using network-|ayer addresses covered
by the prefix pair.

When the node adds a prefix pair to a neighbor cache entry ACCEPT
list, it also sets an expiration tiner for the prefix pair to
ACCEPT_TI ME seconds. When the node adds a prefix pair to a nei ghbor
cache entry FORMARD list, it also sets an expiration timer for the
prefix pair to FORMRD Tl ME seconds. The node further maintains a
keepal ive interval KEEPALIVE TIME used to limt the nunber of

keepal ive control messages. Finally, the node nmintains a constant
val ue MAX_RETRY to limt the nunber of keepalives sent when a

nei ghbor has gone unreachabl e.

It is RECOMVENDED t hat FORWARD TI ME be set to the default constant
val ue 30 seconds to match the default REACHABLE Tl ME val ue specified
for 1 Pv6 nei ghbor discovery [RFC4861].

It is RECOVWWENDED t hat ACCEPT_TI ME be set to the default constant
val ue 40 seconds to allow a 10 second wi ndow so that the AERO
redirection procedure can converge before the ACCEPT_TI ME ti mer
decrenents bel ow FORWARD Tl ME

It is RECOVWENDED t hat KEEPALIVE TIME be set to the default constant
value 5 seconds to providing tinmely reachability verification wthout
causi ng excessive control message over head.

It is RECOVWENDED t hat MAX RETRY be set to 3 the sane as descri bed
for 1 Pv6 nei ghbor discovery address resolution in Section 7.3.3 of
[ RFC4861] .

D fferent values for FORWARD TI ME, ACCEPT Tl ME, KEEPALIVE TI ME, and
MAX_RETRY MAY be administratively set, if necessary, to better match
the AERO I ink’s performance characteristics; however, if different
val ues are chosen, all nodes on the |link MJST consistently configure
the sane values. ACCEPT_TIME SHOULD further be set to a val ue that
is sufficiently longer than FORWARD tine to all ow the AERO
redirection procedure to converge.

6.4.4. Data Oigin Authentication
AERO nodes MUST enploy a data origin authentication check for the
packets they receive on an AERO interface. |In particular, the node

consi ders the network-|ayer source address correct for the |ink-Ilayer
source address if at |least one of the following is true:
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o the network-layer source address is an on-link address that enbeds
the link-1ayer source address, or

o the network-layer source address is explicitly linked to the Iink-
| ayer source address through per-nei ghbor state, or

o the link-layer source address is the address of a trusted
i nternedi ate AERO router.

When t he AERO node receives a packet on an AERO interface, it
processes the packet further if it satisfies one of these data origin
aut hentication conditions; otherwise, it drops the packet.

Note that on links in which link-layer address spoofing is possible,
AERO nodes may require additional securing nmechanisnms. To address
this, future work will define a strong data origin authentication
schene such as the use of digital signatures

6.4.5. AERO Redirection Message Format
AERO Redirect/Predirect nessages use the same format as for | CMPv6
Redi rect nessages depicted in Section 4.5 of [RFC4861]; however, the
nmessages are encapsulated in a UDP header [RFC0768] to distinguish
themfromordinary | CMPv6 Redirect nmessages. AERO Redirect nessages
therefore require a new UDP service port nunber ' AERO PORT' .

AERO Redirect/Predirect nessages are formatted as shown in Figure 4:
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0 1 2 3
01234567890123456789012345678901
B S S e i S S T A S S S S S S i S S
Type (=0) | Code (=0) | Checksum (=0) |
i T T e T i i s i i S S S S S e et s o i i S
P| Reserved |
R s i e R i e oI S e S e S R i Tk T S S R S R i S

Tar get Address

I
+
I
+
I
+
I
I T S T i S S e I A ST S A S S S S S
I
+
I
+
I
+
I
+

T T S

- +-
Options ...
-+

Desti nati on Address
- i e R

+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+
I
+

+
Figure 4: AERO Redirect/Predirect Message Format

The AERO Redirect/Predirect nessage sender sets the 'Type' field to O
(since this is not an actual |CVWPv6 nessage), and it also sets the

" Checksum field to O (since the UDP checksumwi Il provide protection
for the entire packet). The sender further sets the 'P bit to 1 if

this is a "Predirect’ message and sets the "P bit to O if this is a
"Redirect’ nessage (as described bel ow).

The sender then encapsul ates the AERO Redirect nessage in | P/ UDP
headers as shown in Figure 5:
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o e eeea oo +
~ | P header ~
o e e e +
~ UDP header ~

AERO Redi r ect
Message ~

Fi gure 5: AERO Message UDP Encapsul ati on For nat

The AERO Redirect/Predirect message sender sets the UDP destination
port nunber to ' AERO PORT' and sets the UDP source port nunber to a
(pseudo-)random val ue. The sender next sets the UDP length field to
the length of the UDP nmessage, then cal cul ates the checksum across
the nmessage and wites the value into the UDP checksumfield. Next,
the sender sets the IP TTL/Hop-limt field to a small integer val ue
chosen to provide a quick exit fromany tenporal routing |loops. It

i s RECOVWENDED t hat the sender set IP TTL/Hop-limt to the value 8
unless it has better know edge of the AERO |link characteristics.

6.4.6. Sending Predirects

When an internedi ate AERO router forwards a packet out the sanme AERO
interface that it arrived on, the router sends an AERO Predirect
message forward toward the egress AERO node instead of sending an

| CMPv6 Redirect nmessage back to the ingress AERO node.

In the reference operational scenario, when the internediate router
("A) forwards a packet sent by the ingress node ('B) toward the
egress node ("D ), it also sends an AERO Predirect nessage forward
toward the egress, subject to rate linmting (see Section 8.2 of

[ RFC4861]). The internediate router ('A) prepares the AERO
Predirect nessage as foll ows:

o the link-layer source address is set to 'L2(A)’ (i.e., the link-
| ayer address of the intermediate router).

o the link-layer destination address is set to 'L2(D)’ (i.e., the
I'ink-1ayer address of the egress node).

o the network-layer source address is set to 'L3(A)’ (i.e., the
i nk-1ocal network-|ayer address of the intermedi ate router).

o0 the network-1ayer destination address is set to 'L3(D)’ (i.e., the
i nk-1ocal network-layer address of the egress node).
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o the UDP destination port is set to ' AERO PORT .

o0 the Target and Destinati on Addresses are both set to 'L3(B)’
(i.e., the link-1ocal network-layer address of the ingress node).

0o on links that require stateful address mappi ng, the nessage
includes a Target Link Layer Address Option (TLLAO set to 'L2(B)
(i.e., the link-1ayer address of the ingress node).

0 the nmessage includes a Route Information Option (RO [RFC4191]
that encodes the ingress node’'s network-I|ayer address/prefix
del egation that covers the network-layer source address of the
originating packet.

o the message includes a Redirected Header Option (RHO that
contains the originating packet truncated to ensure that at |east
the network-1ayer header is included but the size of the nessage
does not exceed 1280 bytes.

o the "P bit is set to P=1

The internediate router ('A') then sends the nessage forward to the
egress node ('D).

6.4.7. Processing Predirects and Sending Redirects

When the egress node ('D ) receives an AERO Predirect nessage, it
accepts the message only if it satisfies the data origin

aut hentication requirenents specified in Section 6.4.4. The egress
further accepts the nessage only if it is willing to serve as a
redirection target.

Next, the egress node ('D ) validates the nmessage according to the

| CMPv6 Redirect message validation rules in Section 8.1 of [ RFC4861]
with the exception that the nessage includes a Type value of 0, a
Checksum value of 0 and a link-local address in the | CMP destination
field that differs fromthe destination address of the packet header
encapsul ated in the RHO

In the reference operational scenario, when the egress node ('D)
receives a valid AERO Predirect nessage, it either creates or updates
a nei ghbor cache entry that stores the Target address of the nessage
(i.e., the link-1ocal network-|ayer address of the ingress node
("B)). The egress node ('D ) then records the prefix found in the
RIO along with its own prefix that matches the network-I|ayer
destination address in the packet header found in the RHOwi th the
nei ghbor cache entry as an acceptable (src, dst) prefix pair. The
egress node ('D) then adds the prefix pair to the nei ghbor cache
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entry ACCEPT list, and sets/resets an expiration tinmer for the prefix
pair to ACCEPT TIME seconds. |If the timer later expires, the egress
node ("D ) deletes the prefix pair.

After processing the nessage, the egress node ('D ) prepares an AERO
Redi rect nessage response as foll ows:

o the link-layer source address is set to 'L2(D)’ (i.e., the link-
| ayer address of the egress node).

o the link-layer destination address is set to 'L2(A)’ (i.e., the
link-1ayer address of the intermediate router).

o the network-layer source address is set to 'L3(D)’ (i.e., the
i nk-1ocal network-|ayer address of the egress node).

o0 the network-layer destination address is set to 'L3(B)’ (i.e., the
i nk-1ocal network-1layer address of the ingress node).

o the UDP destination port is set to ' AERO PORT .

o0 the Target and the Destination Addresses are both set to 'L3(D)’
(i.e., the link-1ocal network-|ayer address of the egress node).

o on links that require stateful address mappi ng, the nessage
includes a Target Link Layer Address Option (TLLAO set to
"L2(D)’ .

o the nmessage includes an RI O that encodes the egress node’'s
net wor k-1 ayer address/prefix del egation that covers the network-
| ayer destination address of the originating packet.

o the message includes as nuch of the RHO copied fromthe
correspondi ng AERO Predirect nessage as possible such that at
| east the network-layer header is included but the size of the
message does not exceed 1280 bytes.

o the "P bit is set to P=0.

After the egress node ('D ) prepares the AERO Redirect nessage, it
sends the nessage to the internediate router ('A).

6.4.8. Forwarding Redirects
VWhen the internediate router (' A) receives an AERO Redirect nessage,
it accepts the nessage only if it satisfies the data origin

aut hentication requirenents specified in Section 6.4.4. Next, the
intermedi ate router ('A') validates the nessage the sane as descri bed
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in Section 6.4.7. Followi ng validation, the internediate router
("A) processes the Redirect, and then forwards a correspondi ng
Redirect on to the ingress node ('B) as foll ows.

In the reference operational scenario, the internediate router ('A)
recei ves the AERO Redirect nessage fromthe egress node ("D ) and
prepares to forward a correspondi ng AERO Redirect nmessage to the
ingress node ('B'). The internediate router ('A) then verifies that
the RI O encodes a network-|ayer address/prefix that the egress node
(D) is authorized to use, and it discards the nessage if
verification fails. QOherwise, the internediate router (A ) changes
the link-1ayer source address of the nessage to 'L2(A)’, changes the
net wor k-1 ayer source address of the nessage to the |ink-1loca

net wor k-1 ayer address 'L3(A)’, and changes the |link-Ilayer destination
address to 'L2(B)’ . The intermediate router ("A) finally
decrenents the IP TTL/Hop-limt and forwards the nessage to the

i ngress node ('B').

6.4.9. Processing Redirects

VWhen the ingress node ('B) receives an AERO Redirect message (i.e.,
one with P=0), it accepts the nessage only if it satisfies the data
origin authentication requirenents specified in Section 6.4.4. Next,
the ingress node ('B') validates the nessage the sane as described in
Section 6.4.6. Follow ng validation, the ingress node ('B) then
processes the nmessage as foll ows.

In the reference operational scenario, when the ingress node ('B')
recei ves the AERO Redirect nessage, it either creates or updates a
nei ghbor cache entry that stores the Target address of the nessage
(i.e., the link-1ocal network-layer address of the egress node
"L3(D)’). The ingress node ('B) then records the (src, dst) prefix
pair associated with the triggering packet in the neighbor cache
entry FORMARD |ist, i.e., it records its prefix that matches the
redirected packet’s network-|ayer source address and the prefix
listed in the RRO as the prefix pair. The ingress node ('B) then
sets/resets an expiration timer for the prefix pair to FORWARD Tl ME
seconds. If the tiner later expires, the ingress node ('B) deletes
the entry.

Now, the ingress node ('B') has a nei ghbor cache FORWARD |ist entry
for the prefix pair, and the egress node ('D ) has a nei ghbor cache
ACCEPT list entry for the prefix pair. Therefore, the ingress node
(’B) may forward ordi nary network-|ayer data packets w th network-
| ayer source and destination addresses that match the prefix pair
directly to the egress node ("D ) without forwardi ng through the
intermedi ate router ("A'). Note that the ingress node nust have a
way of informing the network |ayer of a route that associates the
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destination prefix with this nei ghbor cache entry. The nanner of
establishing such a route (and deleting it when it is no |onger
necessary) is left to the inplementation

To enabl e packet forwarding in the reverse direction, a separate AERO
redirection operation is required that is the mrror-inage of the
forward operation described above but the |link segnents traversed in
the forward and reverse directions may be different, i.e., the
operations are asymmetric.

6.4.10. Sending Periodic Predirect Keepalives

In order to prevent prefix pairs fromexpiring while data packets are
actively flowing, the ingress node ('B) can send AERO Predirect
messages directly to the egress node ('D) as a "keepalive" to
solicit AERO Redirect nessages. The node should send such keepalive
messages only when a data packet covered by the prefix pair has been
sent recently, and should wait for at |east KEEPALIVE TIME seconds
bef ore sendi ng each successi ve keepalive nessage in order to limt
control message over head.

In the reference operational scenario, when the ingress node ('B')
needs to refresh the FORWARD tinmer for a specific prefix pair, it can
send an AERO Predirect nessage directly to the egress node ('D)
prepared as foll ows:

o the link-layer source address is set to 'L2(B)’ (i.e., the link-
| ayer address of the ingress node).

o the link-layer destination address is set to 'L2(D)’ (i.e., the
I'ink-1ayer address of the egress node).

o the network-layer source address is set to 'L3(B)’ (i.e., the
i nk-1ocal network-|ayer address of the ingress node).

o the network-layer destination address is set to 'L3(D)’ (i.e., the
i nk-1ocal network-1layer address of the egress node).

o the UDP destination port is set to ' AERO PORT

o the Predirect Target and Destinati on Addresses are both set to
"L3(B)’ (i.e., the link-1ocal network-layer address of the ingress
node) .

o the message includes an RHO that contains the originating packet

truncated to ensure that at |east the network-1layer header is
i ncluded but the size of the nessage does not exceed 1280 byt es.
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o the "P bit is set to P=1

VWhen the egress node ('D ) receives the AERO Predirect nessage, it
val i dates the nessage the sane as described in Section 6.4.6.
Fol I owi ng validation, the egress node ("D ) then resets its ACCEPT
timer for the prefix pair that matches the originating packet’s
net wor k-1 ayer source and destinati on addresses to ACCEPT_TI ME
seconds, and it sends an AERO Redirect message directly to the
ingress node (’'B') prepared as foll ows:

o the link-layer source address is set to 'L2(D)’ (i.e., the link-
| ayer address of the egress node).

o the link-layer destination address is set to 'L2(B)’ (i.e., the
i nk-1ayer address of the ingress node).

o the network-layer source address is set to 'L3(D)’ (i.e., the
i nk-1ocal network-|ayer address of the egress node).

o the network-1ayer destination address is set to 'L3(B)’ (i.e., the
I'i nk-1 ocal network-|ayer address of the ingress node).

o the UDP destination port is set to ' AERO PORT .

o0 the Redirect Target and Destination Addresses are both set to
"L3(D)’ (i.e., the link-local network-I|ayer address of the egress
node) .

o the nmessage includes as nmuch of the RHO copied fromthe
correspondi ng AERO Predirect nessage as possible such that at
| east the network-layer header is included but the size of the
message does not exceed 1280 bytes.

o the "P bit is set to P=0.

When the ingress node ('B') receives the AERO Redirect nessage, it
val i dates the nessage the sanme as described in Section 6.4.6.
Fol I owi ng validation, the ingress node ('B) then resets its FORWARD
timer for the prefix pair that matches the originating packet’s

net wor k-1 ayer source and destination addresses to FORWARD TI ME
seconds.

In this process, if the ingress node sends MAX RETRY AERO Predirect
messages as keepalives w thout receiving an AERO Redirect nessage
reply, it can either declare the prefix pair unreachable i mediately
or allowthe pair to expire after FORWARD Tl ME seconds.
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6.4.11. Neighbor Reachability Considerations

VWhen the ingress node ("B ) receives an AERO Redirect nessage
informng it of a direct path to a new egress node ('D ), there is a
question in point as to whether the new egress node ('D ) can be
reached directly without forwarding through an internedi ate router
("A). On some AERO links, it may be reasonable for the ingress node
('B) to (optimstically) assune that reachability is transitive, and
to i medi ately begin forwardi ng data packets to the egress node ('D)
wi thout testing reachability.

On AERO links in which an optimstic assunption of transitive
reachability may be unreasonabl e, however, the ingress node ('B ) can

defer the redirection until it tests the direct path to the egress
node ("D ), e.g., by sending an I Pv6 Nei ghbor Solicitation to elicit
an | Pv6 Nei ghbor Advertisenment response. |If the ingress node ('B')

is unable to elicit a response after MAX RETRY attenpts, it should
consider the direct path to the egress node (D) to be unusable.

In either case, the ingress node ('B) can process any link errors
corresponding to the data packets sent directly to the egress node
(D) as a hint that the direct path has either failed or has becone
intermttent. Conversely, the ingress node ('B) can further process
any AERO Redirect nessages received as evi dence of nei ghbor
reachability.

6.4.12. Mbility Considerations

Again, with reference to Figure 3, egress node ('D ) can configure
both a non-advertising router interface on a provider AERO |ink and
advertising router interfaces on its connected EUN |inks. Wen an
EUN node ('E') in one of the egress node’'s connected EUNs noves to a
different network point of attachment, however, it can release its
net wor k-1 ayer address/prefix del egations that were registered with
egress node ("D ) and re-establish themvia a different router

When the EUN node ('E') releases its network-layer address/prefix

del egations, the egress node ('D) marks its forwarding table entries
corresponding to the network-1layer addresses/prefixes as "departed”
and no | onger responds to AERO Predirect messages for the departed
addresses/ prefixes. Wien egress node ('D ) receives packets from an
ingress node ('B') with network-Iayer source and destination
addresses that match a prefix pair on the ACCEPT list, it forwards
themto the | ast-known |ink-layer address of EUN node ('E) as a
means for avoiding nobility-related packet |oss during routing
changes. Egress node ("D ) also returns a NULL AERO Redirect nessage
to informthe ingress node ('B) of the departure. The nessage is
prepared as foll ows:
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o the link-layer source address is set to 'L2(D)’.
o the link-layer destination address is set to 'L2(B)’.

o0 the network-layer source address is set to the link-local address
"L3(D)’.

o the network-layer destination address is set to the |ink-1ocal
address 'L3(B)’.

o the UDP destination port is set to ' AERO PORT .

o0 the Redirect Target and Destination Addresses are both set to
NULL.

o the message includes an RHO that contains as much of the original
packet as possible such that at |east the network-layer header is
i ncluded but the size of the nmessage does not exceed 1280 byt es.

o the "P bit is set to P=0.

When ingress node ('B') receives the NULL AERO Redirect nessage, it
del etes the prefix pair associated with the packet in the RHO from
its list of forwarding entries corresponding to egress node ('D).
When egress node ("D )s ACCEPT_TIME timer for the prefix pair
corresponding to the departed prefix expires, it deletes the prefix
pairs fromits list of ingress filtering entries corresponding to

i ngress node ('B').

Eventual | y, any such correspondent AERO nodes will receive a NULL
AERO Redirect message and will cease to use the egress node ('D ) as
a next hop. They will then revert to sendi ng packets destined to the
EUN node ('E') via a trusted internediate router and may subsequently
recei ve new AERO Redi rect nessages to discover that the EUN node
("E') is now associated with a new AERO edge router.

Note that any packets forwarded by the egress node ('D) via a
departed forwarding table entry may be lost if the (nmobile) EUN node
("E') noves off-link with respect to its previous EUN poi nt of
attachnent. This should not be a problemfor large links (e.g.,

| arge cellular network depl oynents, large | SP networks, etc.) in
which all/nmost nobility events are intra-Ilink.

6.4.13. Link-Layer Address Change Consi derations
When an ingress node needs to change its link-layer address, it

del etes each FORWARD |ist entry that was established under the old
link |ayer address, changes the link |ayer address, then allows
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packets to again flow through an internediate router. Any egress
node that receives the packets will also receive new AERO Predirect
messages fromthe internediate router. The egress node then del etes
the ACCEPT entry that included the ingress node’s old |link-Iayer
address and installs a new ACCEPT entry that includes the ingress
node’s new link-1ayer address. The egress then returns a new AERO
Redi rect message to the ingress node via the internediate router,

whi ch the ingress node uses to establish a new FORWARD |ist entry.

When an egress node needs to change its |link-layer address, it

del etes each entry in the ACCEPT |Iist and SHOULD al so send NULL AERO
Redi rect nessages to the corresponding ingress node (i.e., the sane
as described for nobility operations in Section 6.4.12) before
changing the link-1ayer address. Any ingress node that receives the
NULL AERO Redi rect messages will delete any correspondi ng FORWARD
list entries and again allow packets to flow through an internediate
router. The egress then changes the link-1ayer address, and it sends
new AERO Redirect nessages in response to any AERO Predirect nessages
it receives fromthe intermediate router while using the new |ink-

| ayer address.

6.4.14. Prefix Re-provisioning Considerations

When an AERO node configures one or nore FORWARD/ ACCEPT |ist prefix
pair entries, and the prefixes associated with the pair are sonehow
reconfigured or renunbered, the stale FORWARD/ ACCEPT |ist information
must be del et ed.

When an ingress node ('B) reconfigures its network-|ayer source
prefix in such a way that the ACCEPT list entry in the egress node
("D) would no longer be valid (e.g., the prefix length of the source
prefix changes), the ingress node ("B ) sinply deletes the prefix
pair formits FORWARD |ist and all ows subsequent packets to again
flow through an internediate router ('A).

When the egress node ('D) reconfigures its network-layer destination
prefix in such a way that the FORWARD |ist entry in the ingress node
(’B) would no | onger be valid, the egress node ('D ) sends a NULL
AERO Redi rect message to the ingress node ('B) the sane as descri bed
for mobility and |ink-1ayer address change consi derations when it
receives either an AERO Predirect nessage or a data packet (subject
torate linmting) fromthe ingress node ('B).
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6.4.15. Backward Conpatibility

There are no backward conpatibility considerations since AERO

Redi rect/ Predirect nessages use a new UDP port nunber that

di stingui shes them from ot her kinds of control nessages. Therefore,

| egacy nodes will sinply discard any AERO Redirect/Predirect nessages
they may accidentally receive.

Not e however that AERO redirection requires that all three (the
ingress, internediate router, and egress) participate in the
protocol. Additionally, the internediate router SHOULD di sabl e
ordinary | CMPv6 Redirects when AERO redirection is enabl ed.

7. | ANA Consi der ati ons

| ANA has assigned UDP user port nunber 8060 for this protocol via the
expert review process [ RFC5226].

8. Security Considerations

AERO | ink security considerations are the same as for standard | Pv6
Nei ghbor Di scovery [ RFC4861] except that AERO i nproves on sone
aspects. |In particular, AERO is dependent on a trust basis between
AERO edge nodes and internedi ate routers, where the edge nodes nust
only engage in the AERO nmechanismwhen it is facilitated by a trusted
intermedi ate router.

AERO | i nks nust be protected against |ink-layer address spoofing
attacks in which an attacker on the link pretends to be a trusted
nei ghbor. Links that provide |ink-layer securing mechanisnms (e.g.,
W Fi networks) and |inks that provide physical security (e.g.,
enterprise network LANs) provide a first Iine of defense that is
often sufficient. In other instances, sufficient assurances agai nst
Iink-1ayer address spoofing attacks are possible if the source can
digitally sign its nessages through neans outside the scope of this
docunent .
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I nt ermedi at e Rout er
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I nt er wor ki ng
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Figure 3 depicts a reference AERO operational scenario with a single

internedi ate router on the AERO |i nk.
| arger nunbers of nodes,
internedi ate routers,

In order to support scaling to
the AERO Iink can deploy nultiple

e.g., as shown in Figure 6.

o e e e e o - + o e e e e o - +
| I'ntermediate | R T + | I'ntermediate |
| Router C | | Core Router D | Router E |
| (default->D) | | (A->C G>E) | | (default->D) |
| (A->B) | D LR + | (G >F) |
S S + S S +
X e
| AERO Li nk |
+--m o= T + T +--m o= +

| Edge Router Bj
| (default->C) |

o +
- )-
-(_1PV6 )-

( EUN )
l_(__l____)_!
Fommm e e +
| Host A |
Fommmm oo +

| Edge Router F
| (default->E) |

o +

- )-
-(_1PV6 )-
( EUN )
3 - (__l____) _!

Fommm e e +
| Host G |
Fommmm oo +

Figure 6: Miultiple Internediate Routers

In this example, the ingress AERO node ('B') (in this case an edge

router, but could also be a host) associates with internedi ate AERO
router ('C), while the egress AERO node ('F') (in this case an edge
router, but could also be a host) associates with internedi ate AERO

router ("E).

Fur t her nor e,

not associate with each other directly,
association with a "core” router (D) (i.e., a router that has full
topol ogy informati on concerning its associated internediate routers).
Core router ('D) may connect to either the AERO |ink or to other

physi cal or virtual

("C) and ('E) also connect.

intermediate routers ("C) and ('E) do

rat her have an

I'inks (not shown) to which internediate routers

VWhen host (' A') sends a packet toward destination host ("G), |Pv6
forwarding directs the packet through the EUN to edge router ('B),
whi ch forwards the packet to internediate router ('C) in absence of

nor e-specific forwardi ng i nfornation.
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forwards the packet, and it al so generates an AERO Predirect nessage
that is then forwarded through core router ("D ) to internediate
router ("E'). Wen internediate router ('E ) receives the nessage,
it forwards the nessage to egress router ('F).

After processing the AERO Predirect nessage, egress router ('F)
sends an AERO Redirect message to intermediate router ('E).

Internediate router ("E'), in turn, forwards the nessage through core
router (D) to internediate router ("C). Wen internediate router
("C) receives the nessage, it forwards the nmessage to ingress edge
router ("B") informng it that host 'G s EUN can be reached via
egress router ('F), thus conpleting the AERO redirection

The interworkings between intermedi ate and core routers (including
the conveyance of pseudo Predirects and Redirects) nust be carefully
coordinated in a nanner outside the scope of this docunment. |In
particular, the internmediate and core routers nust ensure that any
routing | oops that may be formed are tenporal in nature. See [|RON
for an architectural discussion of coordination between internediate
and core routers.
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