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1.

I nt roducti on

When desi gni ng neasurenments of | P networks and presenting a result,
know edge of the audience is a key consideration. To present a
useful and relevant portrait of network conditions, one nmust answer
the follow ng question:

"How wi Il the results be used?"
There are two main audi ence categories for the report of results:

1. Network Characterization - describes conditions in an | P network
for quality assurance, troubl eshooting, nodeling, Service Leve
Agreenents (SLAs), etc. This point of view (POV) |ooks inward
toward the network where the report consumer intends their
actions.

2. Application Performance Estimation - describes the network
conditions in a way that facilitates determ ning effects on user
applications, and ultimately the users thenselves. This POV
| ooks outward, toward the user(s), accepting the network as is.
This report consuner intends to estinmate a network-dependent
aspect of performance or design sone aspect of an application’s
accommodati on of the network. (These are *not* application
metrics; they are defined at the IP |ayer.)

This menmo consi ders how these different POvs affect both the
measur enent design (paraneters and options of the netrics) and
statistics reported when serving the report consuner’s needs.

The I P Performance Metrics (1 PPM Framework [RFC2330] and ot her RFCs
descri bi ng | PPM provi de a background for this neno.

Pur pose and Scope

The purpose of this menp is to clearly delineate two POvVs for using
measur enents and describe their effects on the test design, including
the selection of metric paraneters and reporting the results.

The scope of this nmeno primarily covers the test design and reporting
of the loss and delay netrics [ RFC2680] [ RFC2679]. It will also

di scuss the delay variation [ RFC3393] and reordering netrics

[ RFC4737] where applicable.
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Wth capacity metrics growing in relevance to the industry, the meno
al so covers POV and reporting considerations for metrics resulting
fromthe Bul k Transfer Capacity Framework [ RFC3148] and Networ k
Capacity Definitions [RFC5136]. These nenos effectively describe two
different categories of netrics:

0 Restricted [ RFC3148]: includes restrictions of congestion contro
and the notion of unique data bits delivered, and

0 Raw [RFC5136]: uses a definition of raw capacity w thout the
restrictions of data uniqueness or congesti on awareness.

It might seem at first glance, that each of these netrics has an
obvi ous audi ence (raw = network characterization, restricted =
application performance), but reality is nmore conpl ex and consi stent
with the overall topic of capacity measurenent and reporting. For
exanple, TCP is usually used in restricted capacity neasurenent

met hods, while UDP appears in raw capacity neasurenent. The raw and
restricted capacity netrics will be treated in separate sections,

al t hough they share one common reporting issue: representing
variability in capacity netric results as part of a long-termreport.

Sanpling, or the design of the active packet streamthat is the basis
for the neasurenents, is also discussed.

3. Reporting Results
This section gives an overvi ew of recommendations, foll owed by
addi tional considerations for reporting results in the "long terni,
based on the discussion and concl usions of the major sections that
fol | ow.

3.1. Overview of Metric Statistics

Thi s section gives an overview of reporting reconmendati ons for al
the nmetrics considered in this neno.

The nminimal report on neasurenents nust include both | oss and del ay
metrics.

For packet loss, the loss ratio defined in [RFC2680] is a sufficient

starting point -- especially the existing guidance for setting the
|l oss threshold waiting tinme. In Section 4.1.1, we have cal cul ated a
waiting time -- 51 seconds -- that should be sufficient to

differentiate between packets that are truly lost or have long finite
del ays under general neasurenent circunstances. Know edge of
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specific conditions can help to reduce this threshold, and a waiting
time of approximately 50 seconds is considered to be nanageable in
practi ce.

We note that a loss ratio cal culated according to [Y.1540] would
exclude errored packets fromthe nunerator. |In practice, the

di fference between these two loss netrics is small, if any, depending
on whether the last link prior to the Destination contributes errored
packets.

For packet delay, we recomend providing both the nmean delay and the
medi an delay with | ost packets designated as undefined (as pernitted
by [RFC2679]). Both statistics are based on a conditiona
distribution, and the condition is packet arrival prior to a waiting
time dT, where dT has been set to take maxi mum packet lifetinmes into
account, as discussed above for loss. Using a long dT helps to
ensure that delay distributions are not truncated.

For Packet Delay Variation (PDV), the mininumdelay of the
conditional distribution should be used as the reference delay for
computing PDV according to [Y.1540] or [RFC5481] and [ RFC3393]. A
useful value to report is a "pseudo" range of delay variation based
on calculating the difference between a high percentile of delay and
the mninmum delay. For exanple, the 99.9th percentile mnus the
mnimumw || give a value that can be conpared with objectives in
[Y.1541].

For both raw capacity and restricted capacity, reporting the
variability in a useful way is identified as the nmain challenge. The
m n, max, and range statistics are suggested along with a ratio of
max to mn and noving averages. |In the end, a sinple plot of the
singleton results over tine may succeed where summary netrics fail or
may serve to confirmthat the sumuaries are valid.

3.2. Long-Term Reporting Considerations

[1 PPM RPT] describes nethods to conduct measurenents and report the
results on a near-immediate tine scale (10 seconds, which we consi der
to be "short-ternt).

Measurenent intervals and reporting intervals need not be the sane
Il ength. Sonetines, the user is only concerned with the perfornmance
| evel s achieved over a relatively long interval of time (e.g., days,
weeks, or nonths, as opposed to 10 seconds). However, there can be
risks involved with running a neasurenent continuously over a |ong
period without recording internediate results:
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o Tenporary power failure may cause loss of all results to date.

0 Measurement systemtimng synchronization signals may experience a
tenporary outage, causing subsets of neasurenents to be in error
or invalid.

o Maintenance on the neasurenment systemor on its connectivity to
the network under test may be necessary.

For these and ot her reasons, such as

o the constraint to collect neasurenents on intervals simlar to
user session |ength,

o the dual use of neasurenents in nonitoring activities where
results are needed on a period of a few mnutes, or

o the ability to inspect results of a single nmeasurenent interva
for deeper analysis,

there is value in conducting neasurenents on intervals that are nuch
shorter than the reporting interval

There are several approaches for aggregating a series of measurenent
results over tine in order to nake a statenment about the | onger
reporting interval. One approach requires the storage of all netric
singl etons col | ected throughout the reporting interval, even though
the nmeasurenent interval stops and starts nmany tines.

Anot her approach is described in [RFC5835] as "tenporal aggregation"
Thi s approach would estimate the results for the reporting interva
based on conbi ni ng many indi vi dual short-term neasurenment interva
statistics to yield a long-termresult. The result would ideally
appear in the sanme formas though a continuous nmeasurenent had been
conducted. A nenp addressing the details of tenporal aggregation is
yet to be prepared.

Yet anot her approach requires a nunerical objective for the netric,
and the results of each nmeasurement interval are conpared with the
obj ective. Every neasurenent interval where the results neet the
obj ective contribute to the fraction of tinme with perfornmance as
specified. Wen the reporting interval contains many neasurenent
intervals, it is possible to present the results as "nmetric A was

| ess than or equal to objective X during Y% of tine".

NOTE t hat nurnerical threshol ds of acceptability are not set in

| ETF performance work and are therefore excluded fromthe scope of
this neno.
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In all measurenments, it is inportant to avoi d uni ntended

synchroni zation with network events. This topic is treated in

[ RFC2330] for Poisson-distributed inter-packet tine streans and in

[ RFC3432] for Periodic streans. Both avoid synchronization by using
random start tines.

There are network conditions where it is sinply nore useful to report
the connectivity status of the Source-Destination path, and to

di stinguish tine intervals where connectivity can be denonstrated
fromother tine intervals (where connectivity does not appear to
exist). [RFC2678] specifies a nunber of one-way and two-way
connectivity nmetrics of increasing conplexity. In this neno, we
recomrend that long-termreporting of |oss, delay, and other netrics
be limted to time intervals where connectivity can be denonstrated,
and that other intervals be sunmarized as the percent of tine where
connectivity does not appear to exist. W note that this sane
approach has been adopted in | TU-T Recommendati on [Y.1540] where
performance paraneters are only valid during periods of service
"availability" (evaluated according to a function based on packet

| oss, and sustained periods of loss ratio greater than a threshold
are decl ared "unavail abl e").

4. Effect of POV on the Loss Metric

This section describes the ways in which the loss netric can be tuned
to reflect the preferences of the two audi ence categories, or
different POVs. The waiting time before declaring that a packet is
lost -- the loss threshold -- is one area where there woul d appear to
be a difference, but the ability to post-process the results may
resolve it.

4. 1. Loss Threshol d

RFC 2680 [ RFC2680] defines the concept of a waiting tinme for packets
to arrive, beyond which they are declared |lost. The text of the RFC
declines to reconmend a val ue, instead saying that "good engineering,
i ncl udi ng an understandi ng of packet lifetimes, will be needed in
practice". Later, in the methodol ogy, they give reasons for waiting
"a reasonabl e period of tinme" and | eave the definition of
"reasonabl e" intentionally vague. Below, we estimate a practica
bound on waiting tine.

4.1.1. Network Characterization
Practi cal neasurenent experience has shown that unusual network
circunstances can cause |ong delays. One such circunstance i s when

routing | oops formduring |IGP re-convergence following a failure or
drastic link cost change. Packets will |oop between two routers
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until new routes are installed or until the IPv4 Tine-to-Live (TTL)
field (or the I1Pv6 Hop Linmit) decrements to zero. Very |ong del ays
on the order of several seconds have been nmeasured [Casner] [Ci a03].

Therefore, network characterization activities prefer a long waiting
time in order to distinguish these events from other causes of |oss
(such as packet discard at a full queue, or tail drop). This way,
the metric design helps to distinguish nore reliably between packets
that mght yet arrive and those that are no |onger traversing the
net wor k.

It is possible to calculate a worst-case waiting tinme, assum ng that
a routing loop is the cause. W nodel the path between Source and
Destination as a series of delays in links (t) and queues (q), as
these are the dom nant contributors to delay (in active neasurenent,
the Source and Destination hosts contribute mnimal delay). The
nornmal path delay, D, across n queues (where TTL is decrenented at a
node with a queue) and n+l1 |inks w thout encountering a loop, is

Path nmodel with n=5
Source --- gl --- 92 --- g3 --- g4 --- g5 --- Destination
to tl t2 t3 t4 t5

Figure 1: Normal Path Del ay
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and the time spent in the loop with L queues is

Pat h nodel with n=5 and L=3
Time in one loop = (gx+tx + qy+ty + qz+tz)

qaqy -- Qqz
|  ?/exit?
gx--/\
Src --- ql --- q2 ---/ q3 --- g4 --- g5 --- Dst
to tl t2 t3 t4 t5
j + L-1
\ (TTL - n)
R=C > (t + q) where C = ---------
/ i i max L

i 5
Figure 2: Delay Due to Rotations in a Loop

where n is the total nunmber of queues in the non-loop path (with n+l
links), j is the queue nunber where the | oop begins, Cis the nunber
of times a packet circles the loop, and TTL is the packet’'s initial
Ti me-to-Live value at the Source (or Hop Count in |Pv6).

If we take the delays of all |inks and queues as 100 ns each, the
TTL=255, the nunber of queues n=5, and the queues in the | oop L=4,
then using C _nax:

D= 1.1 seconds and R ~= 50 seconds, and D + R ~= 51.1 seconds

We note that the link delays of 100 nms woul d span npbst continents,
and a constant queue length of 100 ns is al so very generous. Wen a
| oop occurs, it is alnpbst certain to be resolved in 10 seconds or

| ess. The value cal cul ated above is an upper limt for al nost any
real -worl d circunstance

A waiting time threshold paraneter, dT, set consistent with this

cal culation, would not truncate the delay distribution (possibly
causing a change in its mathemati cal properties), because the packets
that m ght arrive have been given sufficient time to traverse the

net wor k.

It is worth noting that packets that are stored and deliberately

forwarded at a rmuch later tinme constitute a replay attack on the

measur enent system and are beyond the scope of nornal performance
reporting.
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4. 1.

4. 2.

4. 3.

Mor

2. Application Performance

Fortunately, application perfornmance estimtion activities are not
adversely affected by the long estinated limt on waiting tineg,
because nost applications will use shorter tinme thresholds. Although
the designer’s tendency mght be to set the loss threshold at a val ue
equi valent to a particular application’s threshold, this specific
threshol d can be applied when post-processing the neasurenments. A
shorter waiting time can be enforced by |ocating packets wth del ays
| onger than the application’s threshold and re-designating such
packets as lost. Thus, the neasurenent systemcan use a single |oss
waiting time and support both application and network perfornmance
POVs simul t aneously.

Errored Packet Designation

RFC 2680 desi gnates packets that arrive containing errors as |ost
packets. Many packets that are corrupted by bit errors are di scarded
within the network and do not reach their intended destination.

This is consistent with applications that woul d check the payl oad
integrity at higher |ayers and discard the packet. However, sone
applications prefer to deal with errored payl oads on their own, and
even a corrupted payload is better than no packet at all

To address this possibility, and to make network characterization
nmore conpl ete, distinguishing between packets that do not arrive
(lost) and errored packets that arrive (conditionally lost) is
recomended.

Causes of Lost Packets

Al t hough many neasurenent systens use a waiting tine to determ ne
whet her or not a packet is lost, nost of the waiting is in vain. The
packets are no |onger traversing the network and have not reached
their destination.

There are many causes of packet |oss, including the follow ng:

1. Queue drop, or discard

2. Corruption of the IP header, or other essential header
i nformation

3. TTL expiration (or use of a TTL value that is too small)
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4. Link or router failure

5. Layers bel ow the Source-to-Destination IP | ayer can discard
packets that fail error checking, and link-layer checksums often
cover the entire packet

It is reasonable to consider a packet that has not arrived after a

| arge anobunt of time to be lost (due to one of the causes above)
because packets do not "live forever" in the network or have infinite
del ay.

4.4. Summary for Loss

G ven that measurenment post-processing is possible (even encouraged
in the definitions of IPPM, measurenents of |oss can easily serve
bot h POVs:

0 Use along waiting tine to serve network characterizati on and
revise results for specific application delay thresholds as
needed.

o Distinguish between errored packets and | ost packets when possible
to aid network characterization, and conbine the results for
application performance if appropriate.

5. FEffect of POV on the Delay Metric

This section describes the ways in which the delay netric can be
tuned to reflect the preferences of the two consuner categories, or
di fferent POvs.

5.1. Treatment of Lost Packets

The delay netric [ RFC2679] specifies the treatnment of packets that do
not successfully traverse the network: their delay is undefined.

>>The *Type- P- One-way-Del ay* from Src to Dst at T is undefined
(informally, infinite)<< neans that Src sent the first bit of a
Type-P packet to Dst at wire-time T and that Dst did not receive
t hat packet.

It is an accepted but informal practice to assign infinite delay to

| ost packets. W next |ook at how these two different treatments
align with the needs of neasurenent consumers who wish to
characterize networks or estimate application performance. Al so, we
| ook at the way that | ost packets have been treated in other netrics:
del ay variation and reordering.

Morton, et al. I nf or mat i onal [ Page 12]



RFC 6703 Reporting Metrics August 2012

5.1.1. Application Performance

Applications need to performdifferent functions, dependent on

whet her or not each packet arrives within sonme finite tolerance. In
other words, a receiver’'s packet processing takes only one of two
alternative directions (a "fork" in the road):

o Packets that arrive within expected tol erance are handl ed by
renovi ng headers, restoring snooth delivery timng (as in a
de-jitter buffer), restoring sending order, checking for errors in
payl oads, and many ot her operati ons.

o0 Packets that do not arrive when expected lead to attenpted
recovery fromthe apparent |oss, such as retransm ssion requests,
| oss conceal nent, or forward error correction to replace the
m ssi ng packet.

So, it is inportant to maintain a distinction between packets that
actually arrive and those that do not. Therefore, it is preferable
to | eave the delay of |ost packets undefined and to characterize the
delay distribution as a conditional distribution (conditioned on
arrival).

5.1.2. Network Characterization

In this discussion, we assume that both | oss and delay netrics wll
be reported for network characterization (at |east).

Assune that packets that do not arrive are reported as |ost, usually
as a fraction of all sent packets. |If these |ost packets are

assi gned an undefined delay, then the network’s inability to deliver
them (in atinely way) is relegated only in the loss netric when we
report statistics on the delay distribution conditioned on the event
of packet arrival (within the loss waiting tine threshold). W can
say that the delay and | oss netrics are orthogonal in that they
convey non-overl appi ng i nformati on about the network under test.
This is a valuabl e property whose absence is discussed bel ow.

However, if we assign infinite delay to all |ost packets, then

0 The delay netric results are influenced both by packets that
arrive and those that do not.

o The delay singleton and the | oss singleton do not appear to be

orthogonal (delay is finite when | 0oss=0; delay is infinite when
| oss=1).
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0 The network is penalized in both the | oss and delay netrics,
ef fectively doubl e-counting the | ost packets.

As further evidence of overlap, consider the Cunulative Distribution
Function (CDF) of delay when the value "positive infinity" is
assigned to all lost packets. Figure 3 shows a CDF where a snal |
fraction of packets are |ost.

i I T T
I
| _ ____llllllllllllllllllll
| 1_))
| 1!
| / Mass at
|/ +infinity
| / = fraction
| | ost
|/

0|
0 Del ay +00

Figure 3: Curulative Distribution Function for Del ay
When Loss = +Infinity

We note that a delay CDF that is conditioned on packet arrival would
not exhibit this apparent overlap with |oss.

Al though infinity is a famliar mathenmatical concept, it is sonewhat
di sconcerting to see any tinme-related netric reported as infinity.
Questions are bound to arise and tend to detract fromthe goal of
inform ng the consumer with a perfornmance report.

5.1.3. Delay Variation

[ RFC3393] excludes | ost packets from sanples, effectively assigning
an undefined delay to packets that do not arrive in a reasonable
time. Section 4.1 of [RFC3393] describes this specification and its
rationale (ipdv = inter-packet delay variation in the quote bel ow).

The treatnent of |ost packets as having "infinite" or "undefined"
del ay conplicates the derivation of statistics for ipdv.

Speci fically, when packets in the measurenent sequence are | ost,
simple statistics such as sanpl e mean cannot be conputed. One
possi bl e approach to handling this problemis to reduce the event
space by conditioning. That is, we consider conditiona
statistics; nanely we estinmate the nean ipdv (or other derivative
statistic) conditioned on the event that sel ected packet pairs
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arrive at the Destination (within the given tineout). Wile this
itself is not without problens (what happens, for exanple, when
every other packet is lost), it offers a way to nake sonme (valid)
statenents about ipdv, at the sane tinme avoiding events with
undef i ned out cones.

We note that the argunent above applies to all forns of packet delay
variation that can be constructed using the "selection function”

concept of [RFC3393]. In recent work, the two main forns of delay
variation nmetrics have been conpared, and the results are sumari zed
in [ RFC5481] .

5.1.4. Reordering

[ RFC4737] defines netrics that are based on eval uati on of packet
arrival order and that include a waiting tine before declaring that a
packet is lost (to exclude the packet fromfurther processing).

I f packets are assigned a delay value, then the reordering nmetric
woul d decl are any packets with infinite delay to be reordered,
because their sequence nunbers will surely be |ess than the "Next
Expect ed" threshold when (or if) they arrive. But this practice
would fail to maintain orthogonality between the reordering netric
and the loss nmetric. Confusion can be avoi ded by designating the
del ay of non-arriving packets as undefined and reserving del ay val ues
only for packets that arrive within a sufficiently long waiting tine.

5.2. Preferred Statistics

Today in network characterization, the sanple nmean is one statistic
that is alnost ubiquitously reported. It is easily conmputed and
understood by virtually everyone in this audience category. Al so,
the sanple is usually filtered on packet arrival, so that the nmean is
based on a conditional distribution

The nedian is another statistic that sumarizes a distribution,
havi ng somewhat different properties fromthe sanple nmean. The
median is stable in distributions with a few outliers or wthout

them However, the nmedian’s stability prevents it fromindicating
when a large fraction of the distribution changes value. 50% or nore
val ues woul d need to change for the nmedian to capture the change.

Both the medi an and sanple nean have difficulty w th bi nodal
distributions. The median will reside in only one of the nodes, and
the mean may not lie in either node range. For this and other
reasons, additional statistics such as the mninmum maxi mum and 95th
percentil e have val ue when sumari zing a distribution
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When both the sanpl e nean and median are available, a conparison wll
sometines be informative, because these two statistics are equal only
under unusual circunstances, such as when the delay distribution is
perfectly symretri cal

Al so, these statistics are generally useful fromthe application
performance POV, so there is a comon set that should satisfy
audi ences.

Plots of the delay distribution may al so be useful when single-val ue
statistics indicate that new conditions are present. An enpirically
derived probability distribution function will usually describe

mul tiple nodes nore efficiently than any other formof result.

5.3. Summary for Del ay
From t he perspectives of

1. application/receiver analysis, where subsequent processing
depends on whether the packet arrives or tines out,

2. straightforward network characterization without doubl e-counting
defects, and

3. consistency with delay variation and reordering netric
definitions,

the nost efficient practice is to distinguish between packets that
are truly lost and those that are del ayed packets with a sufficiently
long waiting tine, and to designate the delay of non-arriving packets
as undefi ned.

6. Reporting Raw Capacity Metrics

Raw capacity refers to the netrics defined in [ RFC5136], which do not
include restrictions such as data uni queness or flow control response
to congesti on.

The netrics considered are | P-layer capacity, utilization (or used
capacity), and avail able capacity, for individual |inks and conplete
paths. These three netrics forma triad: knowi ng one netric
constrains the other two (within their allowed range), and know ng
two determines the third. The link nmetrics have anot her key aspect
in common: they are single-measurement-point nmetrics at the egress of
a link. The path capacity and avail abl e capacity are derived by
exam ning the set of single-point |link neasurenents and taking the

m ni mum val ue.

Morton, et al. I nf or mat i onal [ Page 16]



RFC 6703 Reporting Metrics August 2012

6.1. Type-P Paraneter

The concept of "packets of Type-P" is defined in [RFC2330]. The
Type-P categorization has critical relevance in all fornms of capacity
measur enent and reporting. The ability to categorize packets based
on header fields for assignnent to different queues and scheduling
mechani sms i s now commonpl ace. Wen unused resources are shared
across queues, the conditions in all packet categories will affect
capacity and rel ated nmeasurements. This is one source of variability
inthe results that all audiences would prefer to see reported in a
useful and easily understood way.

Conmruni cati on of Type-P within the One-Way Active Measurenent
Protocol (OMMP) and the Two-\Way Active Measurenent Protocol (TWAMP)
is essentially confined to the Diffserv Code Point (DSCP) [RFC4656].
DSCP is the nost common qualifier for Type-P

Each audience will have a set of Type-P qualifications and val ue
conbi nations that are of interest. Measurements and reports shoul d
have the flexibility to report per-type and aggregate perfornmance.

6.2. A priori Factors

The audi ence for network characterization may have detail ed

i nformati on about each link that conprises a conplete path (due to
owner shi p, for exanple), or sone of the links in the path but not
ot hers, or none of the links.

There are cases where the neasurenent audi ence only has infornation
on one of the links (the local access link) and wi shes to neasure one
or nmore of the raw capacity metrics. This scenario is quite comon
and has spawned a substantial nunber of experinental neasurenent

met hods (e.g., http://ww. caida.org/tool s/taxonony/). Mny of these
met hods respect that their users want a result fairly quickly and in
one trial. Thus, the neasurenment interval is kept short (a few
seconds to a minute). For long-termreporting, a sanple of
short-termresults needs to be summari zed.

6.3. | P-Layer Capacity

For links, this netric’ s theoretical maximum value can be determ ned
fromthe physical-layer bit rate and the bit rate reduction due to
the | ayers between the physical layer and IP. When nmeasured, this
metric takes additional factors into account, such as the ability of
the sending device to process and forward traffic under various
conditions. For exanple, the arrival of routing updates may spawn
hi gh-priority processes that reduce the sending rate tenporarily.
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Thus, the nmeasured capacity of a link will be variable, and the
maxi mum capacity observed applies to a specific time, tine interval,
and ot her relevant circunstances.

For paths conposed of a series of links, it is easy to see how the
sources of variability for the results growwith each Iink in the
path. Variability of results will be discussed in nore detail bel ow

6.4. |P-Layer Uilization

The ideal netric definition of link utilization [RFC5136] is based on
the actual usage (bits successfully received during a tinme interval)
and t he maxi mum capacity for the sane interval

In practice, link utilization can be cal cul ated by counting the

I P-layer (or other |layer) octets received over a tinme interval and
dividing by the theoretical maxi mum nunber of octets that could have
been delivered in the same interval. A comonly used time interva
is 5 mnutes, and this interval has been sufficient to support
networ k operations and design for sone tine. 5 minutes is somewhat

| ong conpared with the expected download tinme for web pages but short
with respect to large file transfers and TV programviewing. It is
fair to say that considerable variability is conceal ed by reporting a
single (average) utilization value for each 5-mnute interval. Sone
perf ormance nmanagenent systens have begun to make 1-mi nute averages
avail abl e.

There is also a limt on the smallest useful neasurenent interval
Intervals on the order of the serialization tinme for a single Maxinmm
Transm ssion Unit (MIU) packet will observe on/off behavior and
report 100% or 0% The snallest interval needs to be some nultiple
of MIU serialization time for averaging to be effective.

6.5. |P-Layer Available Capacity

The avail abl e capacity of a |link can be cal cul ated using the capacity
and utilization metrics.

VWhen avail abl e capacity of a link or path is estimted through sone
measur enent techni que, the follow ng paraneters shoul d be reported:

o Nane and reference to the exact nethod of neasurenent
o | P packet length, octets (including |IP header)

o Maxi mum capacity that can be assessed in the neasurenent
configuration
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o Time duration of the nmeasurenent
o0 Al other paraneters specific to the neasurenent method

Many net hods of avail abl e capacity neasurenent have a maxi num
capacity that they can neasure, and this maxi mum nmay be | ess than the
actual avail able capacity of the Iink or path. Therefore, it is

i mportant to know the capacity val ue beyond which there will be no
measur ed i nprovenent .

The application performance estimation audi ence nmay have a desired
target capacity value and sinply wish to assess whether there is
sufficient avail able capacity. This case sinplifies the nmeasurenent
of link and path capacity to some degree, as |long as the measurable
maxi mum exceeds the target capacity.

6.6. Variability in Wilization and Avail abl e Capacity
As with nost netrics and measurenents, assessing the consistency or
variability in the results gives the user an intuitive feel for the
degree (or confidence) that any one value is representative of other
results, or the spread of the underlying distribution of the
si ngl et on neasurenents.

How can utilization be nmeasured and sumrari zed to describe the
potential variability in a useful way?

How can the variability in avail able capacity estimtes be reported,
so that the confidence in the results is also conveyed?

We suggest sone net hods bel ow.

6.6.1. General Sunmmary of Variability
Wth a set of singleton utilization or avail abl e capacity esti nates,
each representing a tine interval needed to ascertain the estimate,
we seek to describe the variation over the set of singletons as
though reporting sunmary statistics of a distribution. Three usefu
summary statistics are
o0 M nimm
0 Maxi mum and

o Range
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An alternate way to represent the range is as a ratio of maximumto
m ni mum val ue. This enables an easily understandable statistic to
descri be the range observed. For exanple, when maxi mum = 3*m ni num
then the max/mn ratio is 3, and users may see variability of this
order. On the other hand, capacity estimates with a max/mn ratio
near 1 are quite consistent and near the central measure or statistic
report ed.

For an ongoi ng series of singleton estinmates, a noving average of n
estimates nmay provide a single value estimate to nore easily

di stinguish substantial changes in performance over tine. For
exanmple, in a wi ndow of n singletons observed in time interval t, a
percent age change of x%is declared to be a substantial change and
reported as an exception

Oten, the nost informative summary of the results is a tws-axis plot
rather than a table of statistics, where tine is plotted on the
x-axis and the singleton value on the y-axis. The tine-series plot
can illustrate sudden changes in an otherw se stable range, identify
bi -nodality easily, and help quickly assess correlation with other
time-series. Plots of frequency of the singleton values are |ikew se
useful tools to visualize the variation

7. Reporting Restricted Capacity Metrics

Restricted capacity refers to the netrics defined in [RFC3148], which
include criteria of data uni queness or flow control response to
congesti on.

One primary netric considered is Bulk Transfer Capacity (BTC) for
compl ete paths. [RFC3148] defines BTC as

BTC = data_sent / el apsed_tine

for a connection with congestion-aware fl ow control, where data_sent
is the total nunber of unique payload bits (no headers).

We note that this definition *differs* fromthe raw capacity
definition in Section 2.3.1 of [RFC5136], where |P-layer capacity
*includes* all bits in the |IP header and payl oad. This neans that
restricted capacity BTC is already operating at a di sadvantage when
conpared to the raw capacity at |ayers below TCP. Further, there are
cases where one |P layer is encapsulated in another |IP |layer or other
form of tunneling protocol, designating nore and nore of the
fundanmental transport capacity as header bits that are pure overhead
to the BTC neasurenent.
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We also note that raw and restricted capacity metrics are not
orthogonal in the sense defined in Section 5.1.2 above. The

i nformati on they convey about the network under test is certainly
overl apping, but they reveal two different and inportant aspects of
per f or mance.

When t hi nki ng about the triad of raw capacity nmetrics, BTC is nost
akin to the "I P-Type-P Avail abl e Path Capacity", at least in the eyes
of a network user who seeks to know what transm ssion performance a
pat h m ght support.

7.1. Type-P Paraneter and Type-C Paraneter

The concept of "packets of Type-P" is defined in [RFC2330]. The
considerations for restricted capacity are identical to the raw
capacity section on this topic, with the addition that the various
fields and options in the TCP header nust be included in the
descri ption.

The vast array of TCP flow control options are not well captured by
Type-P, because they do not exist in the TCP header bits. Therefore,
we introduce a new notion here: TCP Configuration of "Type-C'. The
el ements of Type-C describe all of the settings for TCP options and
congestion control algorithmvariables, including the nmain form of
congestion control in use. Readers should consider the paraneters
and vari abl es of [RFC3148] and [ RFC6349] when constructing Type-C

7.2. A Priori Factors

The audi ence for network characterization may have detail ed

i nformati on about each link that conprises a conplete path (due to
owner shi p, for exanple), or sone of the links in the path but not
ot hers, or none of the links.

There are cases where the neasurenent audi ence only has infornation
on one of the links (the local access link) and wi shes to neasure one
or nmore BTC netrics. The discussion in Section 6.2 applies here

as wel | .
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7. 3. Measurenent | nterva

There are limts on a useful nmeasurenent interval for BTC. Three
factors that influence the interval duration are |isted bel ow

1. Measurenents may choose to include or exclude the 3-way handshake
of TCP connection establishment, which requires at least 1.5 *
RTT (round-trip tine) and contains both the delay of the path and
the host processing time for responses. However, user experience
i ncludes the 3-way handshake for all new TCP connecti ons

2. Measurenents nmay choose to include or exclude Slow Start,
preferring instead to focus on a portion of the transfer that
represents "equilibrium (which needs to be defined for
particul ar circunmstances if used). However, user experience
includes the SlowStart for all new TCP connections.

3. Measurenents nmay choose to use a fixed block of data to transfer,
where the size of the block has a relationship to the file size
of the application of interest. This approach yields variable
size measurenment intervals, where a path with faster BTCis
nmeasured for less tine than a path with slower BTC, and this has
i nplications when path inpairnents are tine-varying, or
transient. Users are likely to turn their immedi ate attention
el sewhere when a very large file nmust be transferred; thus, they

do not directly experience such a long transfer -- they see the
result (success or failure) and possibly an objective neasurenent
of the transfer tinme (which will likely include the 3-way

handshake, Slow Start, and application file nanagenment processing
time as well as the BTC).

I ndi vi dual measurenent intervals may be short or long, but there is a
need to report the results on a long-termbasis that captures the BTC
variability experienced between each interval. Consistent BTCis a
val uabl e conmodity along with the val ue attai ned.

7.4. Bulk Transfer Capacity Reporting

VWhen BTC of a link or path is estimated through sone neasurenent
techni que, the follow ng paraneters shoul d be reported:

o Nane and reference to the exact nethod of neasurenent
0 Maxi mum Transm ssion Unit (MIU)
0 Maxi mum BTC that can be assessed in the neasurenent configuration

o Tine and duration of the neasurenent
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7.5.

8.

1.

o0 Nunber of BTC connections used simultaneously

o *All* other paraneters specific to the measurenment nethod,
especially the congestion control algorithmin use

See al so [ RFC6349].

Many net hods of BTC nmeasurement have a maxi mum capacity that they can
measure, and this maxi mum may be | ess than the avail abl e capacity of
the link or path. Therefore, it is inportant to specify the nmeasured
BTC val ue beyond which there will be no neasured inprovenent.

The application perfornmance estimation audi ence may have a desired
target capacity value and sinply wish to assess whether there is
sufficient BTC. This case sinplifies the nmeasurement of |ink and
path capacity to sone degree, as |long as the neasurabl e maxi mum
exceeds the target capacity.

Variability in Bulk Transfer Capacity

As with nost netrics and measurenents, assessing the consistency or
variability in the results gives the user an intuitive feel for the
degree (or confidence) that any one value is representative of other
results, or the underlying distribution fromwhich these singleton
neasur enents have cone.

Wth tw questions |ooning --

1. Wiat ways can BTC be neasured and summari zed to describe the
potential variability in a useful way?

2. How can the variability in BTC estimates be reported, so that the
confidence in the results is also conveyed?

-- we suggest the nethods listed in Section 6.6.1 above, and the
additional results presentations given in [ RFC6349].

Reporting on Test Streans and Sample Size
This section discusses two key aspects of neasurenent that are
sonetines omtted fromthe report: the description of the test stream
on which the neasurenments are based, and the sanple size
Test Stream Characteristics
Net wor k characterization has traditionally used Poi sson-distributed

i nter-packet spacing, as this provides an unbi ased sanple. The
average inter-packet spacing may be selected to all ow observation of
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speci fic network phenonena. Qher test streans are designed to
sampl e sone property of the network, such as the presence of
congestion, |ink bandw dth, or packet reordering.

If measuring a network in order to nmake inferences about applications
or receiver performance, then there are usually efficiencies derived
froma test streamthat has simlar characteristics to the sender

In sone cases, it is essential to synthesize the sender stream as
with BTC estimates. In other cases, it may be sufficient to sanple
with a "known bias", e.g., a Periodic streamto estimate real -tine
appl i cation perfornmance.

8.2. Sanple Size

Sanple size is directly related to the accuracy of the results and
plays a critical role in the report. Even if only the sanple size
(in terns of nunber of packets) is given for each value or summary
statistic, it inmparts a notion of the confidence in the result.

In practice, the sample size will be selected taking both statistica
and practical factors into account. Anmpbng these factors are the
fol | owi ng:

1. The estimated variability of the quantity bei ng neasured.

2. The desired confidence in the result (although this may be
dependent on assunption of the underlying distribution of the
measured quantity)

3. The effects of active neasurenent traffic on user traffic.

A sampl e size may sonetines be referred to as "large". This is a
relative and qualitative term It is preferable to describe what one
is attenpting to achieve with his sanple. For exanple, stating an
inmplication may be hel pful: this sanple is |arge enough that a single
outlying value at ten tines the "typical" sanple nean (the nean

wi t hout the outlying value) would influence the mean by no nore

than X

The Appendi x of [RFC2330] indicates that a sanple size of 128

singl etons worked well for goodness-of-fit testing, while a nmuch
| arger size (8192 singletons) al nost always fail ed.
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9. Security Considerations

The security considerations that apply to any active neasurenent of
live networks are relevant here as well. See the Security

Consi derations section of [RFC4656] for mandatory-to-inpl enent
security features that intend to mtigate attacks.

Measur ement systens conducting | ong-term neasurenents are nore
exposed to threats as a by-product of ports open |longer to perform
their task, and nore easily detected neasurenent activity on those
ports. Further, use of |long packet waiting tines affords an attacker
a better opportunity to prepare and | aunch a replay attack.
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