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Abst r act

The Extensible Authentication Protocol (EAP) is a generic franmework
supporting multiple types of authentication methods. In systens
where EAP is used for authentication, it is desirable to avoid
repeating the entire EAP exchange with another authenticator. This
docunent specifies extensions to EAP and the EAP keying hierarchy to
support an EAP met hod-i ndependent protocol for efficient re-

aut henti cati on between the peer and an EAP re-authentication server
through any authenticator. The re-authentication server may be in
the honme network or in the I ocal network to which the peer is
connecti ng.

This meno obsol etes RFC 5296.

Status of This Meno
This is an Internet Standards Track docunent.
Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF conmmunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741
I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6696
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1.

I nt roducti on

The Extensible Authentication Protocol (EAP) is an authentication
framework that supports nultiple authentication nmethods. The primary
purpose is network access authentication, and a key-generating nethod
is used when the |lower |ayer wants to enforce access control. The
EAP keyi ng hierarchy defines two keys to be derived by al
key-generati ng EAP nmethods: the Master Session Key (MSK) and the

Ext ended MSK (EMBK). In the npbst conmmon depl oynent scenario, an EAP
peer and an EAP server authenticate each other through a third party
known as the EAP authenticator. The EAP authenticator or an entity
controlled by the EAP authenticator enforces access control. After
successful authentication, the EAP server transports the MSK to the
EAP aut henticator; the EAP authenticator and the EAP peer establish
Transi ent Session Keys (TSKs) using the MSK as the authentication
key, key derivation key, or a key transport key, and use the TSK for
per - packet access enforcenent.

When a peer noves fromone authenticator to another, it is desirable
to avoid a full EAP authentication to support fast handovers. The
full EAP exchange with another run of the EAP nmethod can take severa
round trips and significant tine to conplete, causing increased
handover times. Sonme EAP nethods specify the use of state fromthe
initial authentication to optim ze re-authentications by reducing the
comput ati onal overhead (e.g., EAP Authentication and Key Agreenent
(EAP- AKA) [ RFC4187]), but method-specific re-authentication takes at
least 2 round trips with the original EAP server in npost cases. It
is also inportant to note that several nethods do not offer support
for re-authentication.

Key sharing across authenticators is sonetinmes used as a practica
solution to | ower handover tines. |In that case, however, the
comprom se of one authenticator results in the conprom se of key
material established via other authenticators. Oher solutions for
fast re-authentication exist in the literature: for exanple, see
Lopez, et al. [MSKH erarchy]; Cancy, et al. have described the EAP
re-authentication problemstatenent in detail [RFC5169].

In conclusion, to achieve |ow | atency handovers, there is a need for
a net hod-i ndependent re-authentication protocol that conpletes in
less than 2 round trips, preferably with a | ocal server

Thi s docunent specifies EAP Re-authentication Extensions (ERXs) for
efficient re-authentication using EAP. The protocol that uses these
extensions is itself referred to as the EAP Re-authentication
Protocol (ERP). It supports EAP net hod-i ndependent re-authentication
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for a peer that has valid, unexpired key material froma previously
performed EAP authentication. The protocol and the key hierarchy
required for EAP re-authentication are described in this docunent.

Note that to support ERP, |ower-layer specifications may need to be
revised to all ow carryi ng EAP nessages that have a code val ue hi gher
than 4 and to accomodate the peer-initiated nature of ERP.
Specifically, the Internet Key Exchange (I KE) protocol [RFC5996] nust
be updated to carry ERP nessages; work is in progress on this project
[ 1 KE- EXT-f or- ERP] .

1.1. Changes from RFC 5296

Thi s docunent obsol etes RFC 5296 but is fully backward comnpati bl e
with that document. The changes introduced in this document focus on
fixing issues that have surfaced since the publication of the
original ERP specification [ RFC5296]. An overview of sone of the
maj or changes is given bel ow.

0 Co-location of the home EAP Re-authentication (ER) and EAP servers
is no longer required (see the "ER Server"” entry in Section 2).

0 The behavior of the authenticator and | ocal ER server during the
boot st rappi ng process has been clarified (Section 5.1); in
particul ar, the authenticator and/or |ocal ER server is now
required to check for current possession of the root keys.

o0 The authenticator is now recomended, rather than just allowed, to
initiate the ERP conversati on by neans of the EAP-Initiate/
Re-aut h-Start nmessage (Section 5.3.1.1).

In addition, many editorial changes have been made to inprove the
clarity of the docunent and to elimnate perceived anbiguities. A
conprehensive |ist of changes is not given here for practica
reasons.

2. Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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Thi s docunent uses the basic EAP termi nol ogy [ RFC3748] and EMBK
keyi ng hi erarchy term nol ogy [ RFC5295]. In addition, this docunent
uses the follow ng terns:

ER Peer - An EAP peer that supports the EAP Re-authentication
Protocol. Al references to "peer"” in this docunent inply an ER
peer, unless specifically noted otherw se.

ER Aut henticator - An entity that supports the authenticator
functionality for EAP re-authentication described in this
docunment. All references to "authenticator" in this docunent
imply an ER authenticator, unless specifically noted otherw se.

ER Server - An entity that perforns the server portion of ERP
described here. This entity may or may not be an EAP server. Al
references to "server"” in this docunent inply an ER server, unless
specifically noted otherwise. An ER server is a logical entity;
it may not necessarily be co-located with, or physically part of,
a full EAP server.

ERX - EAP re-authenticati on extensions.

ERP - EAP Re-authentication Protocol. Uses the re-authentication
ext ensi ons.

rRK - re-authentication Root Key, derived fromthe EMSK or the
Domai n- Speci fi ¢ Root Key (DSRK).

rilK - re-authentication Integrity Key, derived fromthe rRK

rvBK - re-authentication MSK. This is a per-authenticator key,
derived fromthe rRK

keyName- NAI - ERP nessages are integrity protected with the rIK or
the DS-rI K.  The use of rIK or DS-rIK for integrity protection of
ERP nessages is indicated by the EMSKnane [ RFC5295]; the protocol,
which is ERP; and the realm which indicates the domain name of
the ER server. The EMSKnane is copied into the usernane part of
the Network Access ldentifier (NAl)

Domain - Refers to a "key nmanagenent donmmi n" as defined in Sal owey,
et al. [RFC5295]. For sinplicity, it is referred to as "domain"
in this docunment. The terms "home domain" and "l ocal domain" are
used to differentiate between the originating key managenent
domai n that perforns the full EAP exchange with the peer and the
| ocal dommin to which a peer may be attached at a given tine.
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3.

ERP Descri ption

ERP all ows a peer and server to mutually verify proof of possession
of key material froman earlier EAP nethod run and to establish a
security association between the peer and the authenticator. The

aut henticator acts as a pass-through entity for the re-authentication
protocol in a manner sinilar to that of an EAP authenticator as
described in Aboba, et al. [RFC3748]. ERP is a single round-trip
exchange between the peer and the server; it is independent of the

| ower |ayer and the EAP nethod used during the full EAP exchange.

The ER server nmay be in the hone domain or in the sane (visited)
domai n as the peer and the authenticator (i.e., the |l ocal domain).

Figure 1 shows the protocol exchange. The first time the peer
attaches to any network, it perfornms a full EAP exchange (shown in
Figure 2) with the EAP server; as a result, an MSK is distributed to
the EAP authenticator. The MSK is then used by the authenticator and
the peer to establish TSKs as needed. At the tine of the initial EAP
exchange, the peer and the server also derive an EMSK, which is used
to derive an rRK. Myre precisely, an rRK is derived fromthe EMSK or
froma DSRK, which is itself derived fromthe EMSK. The rRK is only
available to the peer and the ER server and is never handed out to
any other entity. Further, an rIKis derived fromthe rRK; the peer
and the ER server use the rIK to provide proof of possession while
perform ng an ERP exchange. The rIK is also never handed out to any
entity and is only available to the peer and server.

Peer ER Aut henti cat or ER Server

<-- EAP-Initiate/ -----
Re- aut h- St art
[ <-- EAP-Request/ ------

ldentity]
---- EAP-Initiate/ ----> ----AAA(EAP-Initiate/ ---------- >
Re- aut h/ Re- aut h/
[ Boot st r ap] [ Boot strap])
<--- EAP-Finish/ ------ > <---AAA(r MSK, EAP- Fi nish/---------
Re- aut h/ Re- aut h/
[ Boot st rap] [ Boot strap])

Note: [] brackets indicate optionality.

Figure 1. ERP Exchange
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EAP Peer EAP Aut henti cat or EAP Server

<--- EAP-Request/ ------

ldentity
----- EAP Response/ --->
ldentity --- AAA( EAP Response/ldentity)-->
<--- EAP Method ------- > <o AAA( EAP Method -------- >
exchange exchange)

<----AAA(MSK, EAP-Success)------
<---EAP-Success---------
Figure 2: EAP Authentication

Two EAP codes -- EAP-Initiate and EAP-Finish -- are specified in this
docunent for the purpose of EAP re-authentication. Wen the peer
identifies a target authenticator that supports EAP
re-authentication, it perforns an ERP exchange, as shown in Figure 1
the exchange itself may happen when the peer attaches to a new

aut henti cator supporting EAP re-authentication, or prior to
attachnent. The peer initiates ERP by itself; it may also do so in
response to an EAP-Initiate/ Re-auth-Start message fromthe new
authenticator. The EAP-Initiate/Re-auth-Start nmessage all ows the
authenticator to trigger the ERP exchange. The EAP-Fi ni sh nessage
al so can be used by the authenticator to announce the | ocal domain
nane.

It is plausible that the authenticator does not know whether the peer
supports ERP and whet her the peer has performed a full EAP

aut hentication through another authenticator. The authenticator MAY
initiate the ERP exchange by sending the EAP-Initiate/ Re-auth-Start
message and if there is no response MAY send the EAP-Request/ldentity
message. Note that this avoids having two EAP nmessages in flight at
the sane tine [ RFC3748]. The authenticator may send the
EAP-Initiate/ Re-auth-Start nmessage and wait for a short, locally
configured anmount of tinme. This nmessage indicates to the peer that

the aut henticator supports ERP. |n response to this trigger fromthe
aut henticator, the peer can initiate the ERP exchange by sending an
EAP-Initiate/ Re-auth nessage. |If there is no response fromthe peer

after the necessary nunber of retransm ssions (see Section 6), the
aut henticator MJIST initiate EAP by sending an EAP- Request nessage,
typically the EAP-Request/Ildentity nmessage. Note that the

aut henticator nmay receive an EAP-Initiate/ Re-auth nessage after it
has sent an EAP-Request/ldentity nmessage. |f the authenticator
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supports ERP, it MJST proceed with the ERP exchange. Wen the

EAP- Request/ldentity tines out, the authenticator MJST NOT cl ose the
connection if an ERP exchange is in progress or has al ready succeeded
in establishing a re-authentication MK

If the authenticator does not support ERP, it will silently discard
EAP-Initiate/ Re-auth nessages (Section 5.3.2), since the EAP code of
those packets is greater than 4 ([RFC3748], Section 4). An ERP-
capabl e peer will exhaust the EAP-Initiate/ Re-auth nessage

retransm ssions and fall back to EAP authentication by responding to
EAP- Request/ I dentity nessages fromthe authenticator. |If the peer
does not support ERP or if it does not have unexpired key materia
froma previous EAP authentication, it drops EAP-Initiate/
Re-auth-Start messages. |If there is no response to the EAP-Initiate/
Re-aut h-Start message, the authenticator SHALL send an EAP- Request
message (typically EAP-Request/ldentity) to start EAP authentication
Fromthis point onward, RFC 3748 rules apply. Note that this may

i ntroduce sone delay in starting EAP. 1In sone |ower |ayers, the
del ay can be mininized or even avoided by the peer initiating EAP by
sendi ng messages such as EAPolL-Start [|EEE 802. 1X]

The peer sends an EAP-Initiate/ Re-auth nessage that contains the
keyName-NAI to identify the ER server’s domain and the rIK used to
protect the nessage, and a sequence nunber for replay protection

The EAP-Initiate/ Re-auth nessage is integrity protected with the rlIK
The authenticator uses the realmin the keyNane-NAl field to send the
message to the appropriate ER server. The server uses the keyNane to
| ook up the rI K The server, after verifying proof of possession of
the rIK and freshness of the nessage, derives an rMsK fromthe rRK
usi ng the sequence nunber as an input to the key derivation. The
server then updates the expected sequence number to the received
sequence number plus one.

In response to the EAP-Initiate/ Re-auth nessage, the server sends an
EAP- Fi ni sh/ Re-auth nessage; this nmessage is integrity protected with
the rIK. The server transports the rMsK along with this nmessage to
the authenticator. The rMSK is transported in a manner sinilar to
that of the MSK al ong with the EAP-Success message in a full EAP
exchange. Hoeper, et al. [RFC5749] discuss an additional key
distribution protocol that can be used to transport the rRK froman
EAP server to one of many different ER servers that share a trust
relati onship with the EAP server.

The peer MAY request the rMSK |ifetime fromthe server. |If so, the
ER server sends the rMsK lifetine in the EAP-Fini sh/ Re-auth nessage.
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In an ERP bootstrap exchange, the peer MAY ask the server for the rRK
lifetime. 1f so, the ER server sends the rRK lifetime in the
EAP- Fi ni sh/ Re- aut h message.

The peer verifies the sequence nunber and the integrity of the
message. It then uses the sequence nunber in the EAP-Fini sh/ Re-auth
message to compute the rMSK.  The | ower-layer security association
protocol is ready to be triggered after this point.

The ER server is located either in the hone domain or in the visited
domain. When the ER server is in the home domain and there is no

|l ocal ER server in the visited donain, the peer and the server use
the rIK and rRK derived fromthe EMSK; and when the ER server is in
the | ocal domain, they use the DS-rlK and DS-rRK corresponding to the
| ocal domain. The domain of the ER server is identified by the realm
portion of the keyName-NAlI in ERP nessages.

3. 1. ERP with the Honme ER Server

If the peer is in the home domain or there is no |ocal server in the
same domain as the peer, it SHOULD initiate an ERP bootstrap exchange
with the hone ER server to obtain the domain nane.

The defined ER extensions allow executing ERP with an ER server in
the hone donmain. The hone ER server nay be co-located with a home
Aut henti cation, Authorization, and Accounting (AAA) server. ERP with
the home ER server is simlar to the ERP exchange described in

Fi gure 1.

Peer ER Aut henti cat or Hone ER Server

<-- EAP-Initiate/ -----
Re-auth-Start
[<-- EAP-Request/ ------

I dentity]
---- EAP-Initiate/ ----> ----AAA(EAP-Initiate/ ---------- >
Re- aut h/ Re- aut h/
Boot strap Boot st r ap)
<--- EAP-Finish/ ------ > <---AAA(r MsK, EAP-Fi nish/---------
Re- aut h/ Re- aut h/
Boot strap Boot st r ap)

Figure 3: ER Explicit Bootstrappi ng Exchange/ ERP
with the Hone ER Server
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3. 2. ERP with a Local ER Server

The defined ER extensions allow the execution of ERP with an ER
server in the |ocal donmain (access network) if the peer nobves out of
the hone donmain and a | ocal ER server is present in the visited

domai n. The local ER server may be co-located with a | ocal AAA
server. The peer may |earn about the presence of a |local ER server
in the network and the | ocal domain nane (or ER server nane) either
via a |l ower-1layer advertisenent or by means of an ERP exchange. The
peer uses the donmain nane and the EMBK to conpute the DSRK and, from
that key, the DS-rRK; the peer also uses the domain nane in the realm
portion of the keyNane-NAl for using ERP in the |ocal donain.

Figure 4 shows the ER inplicit bootstrappi ng exchange through a | ocal
ER server; Figure 5 shows ERP with a | ocal ER server.

EAP Aut henti cat or Local AAA Agent
Peer / ER Aut henti cat or / Local ER Server Home EAP Server

<-- EAP-Request/ --

ldentity
-- EAP Response/-->

ldentity - - AAA(EAP Response/ -->

ldentity, - - AAA(EAP Response/ -->
[ domai n nane]) ldentity,
[ DSRK Request,
domai n nane])

R R R T EAP Met hod exchange------------------ >

<---AAA(MBK, DSRK, ----
EMBKnarnme,
EAP- Success)

<---  AAA(MSK, -----
EAP- Success)

<---EAP-Success-----

Figure 4: Inmplicit Bootstrappi ng ERP Exchange, Initial EAP Exchange
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Peer ER Aut henti cat or Local ER Server

<-- EAP-Initiate/ --------
Re- aut h- Start
[<-- EAP-Request/ ---------

ldentity]
---- EAP-Initiate/ ------- > ----AAA(EAP-Initiate/ -------- >
Re- aut h Re- aut h)
<--- EAP-Finish/ ---------- <--- AAA(r MBK, EAP- Fi ni sh/-------
Re- aut h Re- aut h)

Figure 5: Local ERP Exchange

As shown in Figure 4, the local ER server may be present in the path
of the full EAP exchange (e.g., this may be one of the AAA entities,
such as AAA proxies, in the path between the EAP authenticator and

the hone EAP server of the peer). 1In that case, the local ER server
requests the DSRK by sending the domain name to the hone EAP server
by nmeans of a AAA nessage. In response, the home EAP server conputes

the DSRK by follow ng the procedure specified in RFC 5295 and sends
the DSRK and the key name, EMSKname, to the ER server in the clainmed
domain (i.e., the local ER server). The local domain is responsible
for announcing that same domain nane to the peer via a | ower |ayer
(for exanple, through DHCP-based | ocal donain nane di scovery

[ RFC6440] or through the EAP-Initiate/ Re-auth-Start nessage with the
| ocal ER server).

After receiving the DSRK and the EMSKnanme, the |ocal ER server
conputes the DS-rRK and the DS-rI K fromthe DSRK as defined in
Sections 4.1 and 4.3 below. After receiving the domain nane, the
peer al so derives the DSRK, the DS-rRK, and the DS-rl K. These keys
are referred to by a keyNanme-NAl formed as foll ows: the username part
of the NAI is the EMSKnanme, and the real mportion of the NAl is the
domai n nane. Both parties also nmaintain a sequence nunber
(initialized to zero) corresponding to the specific keyNane- NAI

If the peer subsequently attaches to an authenticator within the

| ocal domain, it may performan ERP exchange with the |ocal ER server
to obtain an rMsK for the new authenticator. ERP with the |ocal ER
server is simlar to the ERP exchange illustrated in Figure 1.
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4.

4.

ER Key Hi erarchy

Each tinme the peer re-authenticates to the network, the peer and the
aut henticator establish an rMSK. The rMSK serves the sane purposes
that an MSK, which is the result of full EAP authentication, serves.
To prove possession of the rRK, we specify the derivation of another
key, the rI K. These keys are derived fromthe rRK.  Together they
constitute the ER key hierarchy.

The rRK is derived fromeither the EMSK or a DSRK as specified in
Section 4.1. For the purpose of rRK derivation, this docunent
specifies derivation of a Usage-Specific Root Key (USRK) or a Domai n-
Speci fic USRK (DSUSRK) [ RFC5295] for re-authentication. The USRK
designated for re-authentication is the rRK. A DSUSRK designated for
re-authentication is the DS-rRK available to a | ocal ER server in a
particular domain. For sinplicity, the keys are referred to without
the DS label in the rest of the docunent. However, the scope of the
various keys is limted to just the respective domains for which they
are derived, in the case of the domain-specific keys. Based on the
ER server with which the peer perforns the ERP exchange, it knows the
correspondi ng keys that nust be used.

The rRK is used to derive an rlI K and rVMSKs for one or nore
aut henticators. The figure bel ow shows the key hierarchy with the
rRK, rlK, and rMBKs.

r RK
I
. Fommmm oo +
I I I
ri K rVBK1 ... r MsSKn

Figure 6: Re-authentication Key Hi erarchy

The derivations in this docunment are from RFC 5295. Key derivations
and field encodi ngs, where unspecified, default to that document.

1. rRK Derivation

The rRK may be derived fromthe EMSK or DSRK. This section provides
the relevant key derivations for that purpose.

The rRK is derived as specified in RFC 5295.
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rRK = KDF (K, S), where

K EMSK or K = DSRK and

S = rRK Label | "\0" | length

The rRK Label is an | ANA-assigned 8-bit ASCI| string:
EAP Re-aut hentication Root Key@etf.org

assigned fromthe "USRK Key Label s" name space in accordance with the
policy stated in RFC 5295.

The Key Derivation Function (KDF) and algorithmagility for the KDF
are as defined in RFC 5295.

An rRK derived fromthe DSRK is referred to as a DS-rRK in the rest
of the docunent. Al of the key derivation and properties specified
in this section remain the sane.

4.2. rRK Properties

The rRK has the follow ng properties. These properties apply to the
rRK regardl ess of the parent key used to derive it.

o The length of the rRK MUST be equal to the I ength of the parent
key used to derive it.

o The rRKis to be used only as a root key for re-authentication and
never used to directly protect any data.

o The rRKis only used for the derivation of the rIK and rMsK as
specified in this docunent.

0 The rRK MUST renain on the peer and the server that derived it and
MUST NOT be transported to any other entity.

o The lifetime of the rRK is never greater than that of its parent
key. The rRK is expired when the parent key expires and MJST be
removed fromuse at that tinme.

4.3. rlIK Derivation
The rIKis used for integrity protecting the ERP exchange. This

serves as the proof of possession of valid key material froma
previous full EAP exchange by the peer to the server
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The rIKis derived as foll ows:
riK = KDF (K, S), where

K r RK and

S

riK Label | "\0" | cryptosuite | length
The r1 K Label is the 8-bit ASCI| string:
Re-aut hentication Integrity Key@etf.org

The length field refers to the length of the rIKin octets and is
encoded as specified in RFC 5295

The cryptosuite and I ength of the rIK are part of the input to the
KDF to ensure cryptographic separation of keys if different rlKs of
different lengths (for exanple, for use with different Message

Aut henti cation Code (MAC) algorithns) are derived fromthe sane rRK
The cryptosuite is encoded as an 8-bit nunber; see Section 5.3.2 for
the cryptosuite specification

The rIKis referred to by the EMSKnanme-NAI within the context of ERP
messages. The usernane part of the EMSKnanme-NAl is the EMSKnane; the
realmis the domain name of the ER server. 1In the case of ERP with
the hone ER server, the peer uses the realmfromits original NAl; in
the case of a local ER server, the peer uses the domain nane received
at the | ower layer or through an ERP boot strappi ng exchange.
An rlK derived froma DS-rRK is referred to as a DS-rIK in the rest
of the docunent. Al of the key derivation and properties specified
in this section remain the sane.

4.4. rlIK Properties
The rI K has the foll owi ng properties:
o The length of the rI K MUST be equal to the Iength of the rRK

o The rIKis only used for authentication of the ERP exchange as
specified in this docunent.

0 The rI K MUST NOT be used to derive any other keys.

o The rIK nust remain on the peer and the server and MJST NOT be
transported to any other entity.
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6

o The rIK is cryptographically separate from any ot her keys derived
fromthe rRK

o The lifetime of the rIKis never greater than that of its parent
key. The rl K MJUST be expired when the EMSK expires and MJST be
renoved fromuse at that tine.

ri K Usage

The rIK is the key the possession of which is denbnstrated by the
peer and the ERP server to the other party. The peer denobnstrates
possession of the rlIK by conputing the integrity checksum over the
EAP-Initiate/ Re-auth nessage. When the peer uses the rIK for the
first tine, it can choose the integrity algorithmto use with the
riK. The peer and the server MJUST use the sanme integrity algorithm
with a given rIK for all ERP nessages protected with that key. The
peer and the server store the algorithminformation after the first
use, and they enploy the sanme algorithmfor all subsequent uses of
that rIK

If the server’s policy does not allow the use of the cryptosuite

sel ected by the peer, the server SHALL reject the EAP-Initiate/

Re- aut h nessage and SHOULD send a |ist of acceptable cryptosuites in
t he EAP-Fi ni sh/ Re-aut h nessage.

The rIK length may be different fromthe key length required by an
integrity algorithm In the case of hash-based MAC al gorithns, the
key is first hashed to the required key |length using the HVAC

al gorithm [RFC2104]. In the case of cipher-based MAC al gorithns, if
the required key length is less than 32 octets, the rIK is hashed
usi ng HVAC- SHA256 and the first k octets of the output are used,
where k is the key length required by the algorithm |If the required
key length is nmore than 32 octets, the first k octets of the rIK are
used by the cipher-based MAC al gorithm

r MBK Deri vati on

The rM5K is derived at the peer and server and delivered to the
authenticator. The rMSK is derived follow ng an ERP exchange.

The rMSK is derived as foll ows:
rvBK = KDF (K, S), where
K = rRK and

S = rMsK Label | "\0" | SEQ| length
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The rMSK Label is the 8-bit ASCI| string:
Re- aut henti cati on Master Session Key@etf.org

The length field refers to the length of the rMSK in octets and is
encoded as specified in RFC 5295.

SEQ i s the sequence number sent by the peer in the EAP-Initiate/
Re-auth nessage. This field is encoded as a 16-bit nunmber in network
byte order (see Section 5.3.2).

An rMBK derived froma DS-rRK is referred to as a DS-rIK in the rest
of the document. The key derivation and properties specified in this
section remain the sane.

4.7. rMSK Properties
The rMSK has the followi ng properties:
o The length of the rMSK MJUST be equal to the length of the rRK

o The rMSK is delivered to the authenticator and is used for the
same purposes that an MSK serves when the MSK is used at an
aut henti cat or.

o The rMSK is cryptographically separate from any other keys derived
fromthe rRK

o The lifetime of the rMBK is |l ess than or equal to that of the rRK
It MJUST NOT be greater than the lifetinme of the rRK

o If anewrRKis derived, subsequent rMSKs MUST be derived fromthe
new rRK.  Previously delivered rMSKs MAY still be used until the
expiry of the lifetine.

0 A given rMsK MUST NOT be shared by nultiple authenticators.
5. Protocol Details
5.1. ERP Boot strapping

We identify two types of bootstrapping for ERP. explicit and
inmplicit. In inplicit bootstrapping, the ER-capabl e authenticator or
| ocal ER server MJST verify whether it has a valid rMsK or rRK
corresponding to the peer. |If the ER-capable authenticator or the

| ocal ER server has the key material corresponding to the peer, it
MUST be able to respond directly in the sanme way as the home AAA
server does without forwarding the DSRK Request to the home domain;
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if not, the ER-capabl e authenticator or |ocal ER server SHOULD
include its domain name in the AAA nessage encapsul ating the first
EAP Response nessage sent by the peer and request the DSRK fromthe
honme EAP server during the initial EAP exchange. |If such an EAP
exchange is successful, the hone EAP server sends the DSRK for the
specified |l ocal AAA client or agent (derived using the EMSK and the
domain name as specified in RFC 5295), EMSKnane, and DSRK lifetine

al ong with the EAP-Success nessage. The local AAA client or agent
MJST extract the DSRK, EMSKnane, and DSRK lifetime (if present)
before forwardi ng the EAP-Success nessage to the peer. Note that the
MBK (al so present with the EAP-Success nessage) is extracted by the
EAP authenticator as usual. The peer |earns the domai n nanme through
the EAP-Initiate/ Re-auth-Start nmessage or by neans of a | ower-|ayer
announcenent (for exanple, DHCP [ RFC6440]). When the domain nanme is
available to the peer during or after the full EAP authentication, it
attenpts to use ERP when it associates with a new authenticator.

If the peer knows there is no local ER server present in the visited
domain, it SHOULD initiate ERP explicit bootstrapping (ERP exchange
with the bootstrap flag turned on) with the home ER server to obtain
the rRK.  The peer MAY also initiate bootstrapping to fetch
information such as the rRK lifetime fromthe AAA server

The foll owi ng steps describe the ERP explicit bootstrapping process:

0 The peer sends the EAP-Initiate/ Re-auth nessage with the
boot strapping flag set (1). The bootstrap nessage is always sent
to the home ER server, and the keyName-NAl attribute in the
bootstrap nessage is constructed as follows: the username portion
of the NAlI contains the EMSKnane, and the real mportion contains
the home domai n nane.

o In addition, the message MJST contain a sequence nunber for replay
protection, a cryptosuite, and an integrity checksum The
cryptosuite indicates the authentication algorithm The integrity
checksum i ndi cates that the nessage originated at the clained
entity, the peer indicated by the Peer-1D, or the rlKnane.

o The peer MAY additionally set the lifetine flag to request the key
l'ifetines.

o0 Upon receipt of the EAP-Initiate/ Re-auth nmessage froma peer, the
ERP- capabl e authenticator verifies whether it has the |ocal donmain
nane and valid key material corresponding to the peer. If it
knows the | ocal domain nane and has valid key materi al
corresponding to the peer, it MJST be able to respond directly in
the sane way as the home ER does, with the | ocal dommi n nane
included. |If not, it copies the contents of the keyNane-NAl into
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the appropriate AAA attribute and may include its domain nanme in
the AAA nessage encapsul ating the EAP-1nitiate/ Re-auth nessage
sent by the peer.

o0 Upon receipt of an EAP-Initiate/ Re-auth nessage, the honme ER
server verifies whether the nessage is fresh or is a replay by
eval uati ng whether the received sequence nunber is equal to or
greater than the expected sequence nunber for that rl K. The hone
ER server then verifies that the cryptosuite used by the peer is
acceptable. Next, it verifies the integrity of the nessage by
| ooking up the rlK and checking the integrity checksum contai ned
in the Authentication Tag field. |If any of the checks fail, the
hone ER server sends an EAP-Fi ni sh/ Re-auth nmessage with the Result
flag set to 1. Please refer to Section 5.2.2 for details on
failure handling. This error MJUST NOT have any correlation to any
EAP- Success nessage that may have been received by the EAP
authenticator and the peer earlier. |If the EAP-Initiate/Re-auth
message is well forned and valid, the server prepares the
EAP- Fi ni sh/ Re-aut h message. The bootstrap flag MJST be set to
indicate that this is a bootstrappi ng exchange. The nessage
contains the follow ng fields:

* A sequence nunber for replay protection
* The sane keyNane-NAl as in the EAP-lnitiate/ Re-auth nessage.

* |If the lifetime flag was set in the EAP-Initiate/ Re-auth
message, the ER server SHOULD include the rRK |ifetime and the
rvBK Iifetime in the EAP-Fini sh/ Re-auth nessage. The server
may have a local policy for the network to nmaintain and enforce
lifetime unilaterally. 1In such cases, the server need not
respond to the peer’s request for the lifetine.

* |f the bootstrap flag is set, the ER server MJST include the
domai n nane to which the DSRK is being sent along with the
EAP- Fi ni sh/ Re- aut h nessage.

* |f the ER server verifies the authorization of a |local ER
server, it MAY include the Authorization Indication TLV to
indicate to the peer that the server that received the DSRK and
that is advertising the domain included in the Dormai n name TLV
is authorized.

* An authentication tag MJST be included to prove that the

EAP- Fi ni sh/ Re-aut h message originates at a server that
possesses the rl K corresponding to the EMSKnane- NAI
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o If the home ER server is involved in the ERP exchange and the ERP
exchange is successful, the hone ER server SHOULD request the DSRK
fromthe hone EAP server; the hone EAP server MJST provide the
DSRK for the hone ER server (derived using the EMSK and the domain
nane as specified in RFC 5295), EMSKnane, and DSRK |ifetime for
inclusion in the AAA nessage. The honme ER server SHOULD obtain
t hem bef ore sendi ng the EAP-Fini sh/ Re-auth nessage.

0o In addition, the rMSK is sent along with the EAP-Fi ni sh/ Re-auth
message in a AAA attribute (for an exanple, see Bournelle,
et al. [DI AMETER-ERP]).

o The authenticator receives the rMsK

o0 \When the peer receives an EAP-Fini sh/ Re-auth nessage with the
bootstrap flag set, if a local domain nane is present, it MJST use
that nane to derive the appropriate DSRK, DS-rRK, DS-rlK, and
keyNanme-NAI, and initialize the replay counter for the DS-rlIK  I|f
not, the peer SHOULD derive the domain-specific keys using the
domain nane it learned via the | ower layer or fromthe

EAP-Initiate/ Re-auth-Start nmessage. |f the peer does not know the
domai n nane, it nust assune that there is no |ocal ER server
avai |l abl e.

0 The peer MAY also verify the Authorization Indication TLVW.

0 The procedures for encapsul ati ng ERP and obt ai ni ng rel evant keys
using Dianeter are specified in Bournelle, et al. [D AVETER- ERP].

Si nce the ER bootstrapping exchange is typically done imediately
followi ng the full EAP exchange, it is feasible that the process is
compl eted through the sane entity that served as the EAP

aut henticator for the full EAP exchange. |In this case, the | ower

| ayer may already have established TSKs based on the MSK received
earlier. The |lower |ayer nmay then choose to ignore the rMSK that was
received with the ER bootstrappi ng exchange. Alternatively, the

| ower |ayer may choose to establish a new TSK using the rMsK. In
either case, the authenticator and the peer know which key is used
based on whether or not a TSK establishment exchange is initiated.
The boot strappi ng exchange may al so be carried out via a new

aut henticator, in which case, the rMsK received SHOULD trigger a

| oner -1 ayer TSK establishment exchange.

5.2. Steps in ERP
When a peer that has an active rRK and rl K associates with a new

aut henticator that supports ERP, it nmay perform an ERP exchange with
that authenticator. ERP is typically a peer-initiated exchange,
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consi sting of an EAP-Initiate/ Re-auth and an EAP-Fi ni sh/ Re-auth
message. The ERP exchange may be performed with a | ocal ER server
(when one is present) or with the original EAP server

It is plausible for the network to trigger the EAP re-authentication
process, however. An ERP-capabl e aut henticator SHOULD send an
EAP-Initiate/ Re-auth-Start message to indicate support for ERP. The
peer may or may not wait for these nessages to arrive to initiate the
EAP-1 ni ti at e/ Re-aut h nessage.

The EAP-Initiate/ Re-auth-Start nessage SHOULD be sent by an ERP-
capabl e authenticator. The authenticator may retransmt it a few
times until it receives an EAP-Initiate/ Re-auth nessage in response
fromthe peer. The EAP-Initiate/Re-auth nmessage fromthe peer nmay
have origi nated before the peer receives either an EAP-Request/
Identity or an EAP-Initiate/ Re-auth-Start nessage fromthe

aut henticator. Hence, the ldentifier value in the EAP-Initiate/
Re- aut h nessage i s i ndependent of the Identifier value in the
EAP-Initiate/ Re-auth-Start or EAP-Request/ldentity messages.

Oper ational Considerations at the Peer

ERP requires that the peer nmaintain retransm ssion tinmers for
reliable transport of EAP re-authentication nmessages. The
reliability considerations of Section 4.3 of RFC 3748 apply with the
peer as the retransmitting entity.

ERP has the follow ng steps:

0 The ERP-capabl e authenticator sends the EAP-lnitiate/ Re-auth-Start
message to trigger the ERP exchange.

0 The peer sends an EAP-Initiate/ Re-auth nessage. At a mininum the
message SHALL include the followi ng fields:

* a 16-bit sequence nunber for replay protection

* keyNane-NAl as a TLV attribute to identify the rIK used to
integrity protect the message.

* cryptosuite to indicate the authentication algorithmused to
conpute the integrity checksum

* authentication tag conputed over the nessage.
0 Wen the peer is performng ERP with a |local ER server, it MJST

use the corresponding DS-rIK it shares with the |local ER server.
The peer SHOULD set the lifetine flag to request the key lifetines
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fromthe server. The peer can use the rRK lifetime to know when
to trigger an EAP method exchange and the rMSK lifetine to know
when to trigger another ERP exchange.

0 The authenticator copies the contents of the value field of the
keyName- NAI TLV into an appropriate attribute (e.g., User-Name
[ RFC2865]) in the AAA nessage to the ER server.

0 The ER server uses the keyName-NAl to ook up the rIK. It MJST
first verify whether the sequence nunber is equal to or greater
than the expected sequence nunber. |f the ER server supports a
sequence nunber wi ndow size greater than 1, it MJST verify whether
the sequence nunber falls within the wi ndow and has not been
recei ved before. The ER server MJST then verify that the
cryptosuite used by the peer is acceptable. The ER server then
proceeds to verify the integrity of the nessage using the rlIK
t hereby verifying proof of possession of that key by the peer. |If
any of these verifications fail, the ER server MJUST send an
EAP- Fi ni sh/ Re-auth nmessage with the Result flag set to '1’
(Failure). Please refer to Section 5.2.2 for details on failure
handling. Oherwise, it MJST compute an r MSK fromthe rRK using
the sequence nunber as the additional input to the key derivation

0 In response to a well-formed EAP-Initiate/Re-auth nessage, the ER
server MJST send an EAP-Fi ni sh/ Re-auth nmessage with the foll ow ng
contents:

* a 16-bit sequence nunber for replay protection, which MJST be
the sane as the received sequence nunber. The |ocal copy of
t he sequence nunber MJST be increnented by 1. |f the ER server
supports nultiple simultaneous ERP exchanges, it MJST instead
updat e the sequence number w ndow.

* KkeyName-NAl as a TLV attribute to identify the rIK used to
integrity protect the nessage.

* cryptosuite to indicate the authentication algorithmused to
compute the integrity checksum

* authentication tag conputed over the nessage.
* |If the lifetime flag was set in the EAP-Initiate/ Re-auth

message, the ER server SHOULD include the rRK lifetime and the
rveK lifetinme.
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0 The ER server causes the rMsK along with this nessage to be
transported to the authenticator. The rMSK is transported in a
manner simlar to the MSK and the EAP-Success nessage in a regul ar
EAP exchange.

o0 The peer | ooks up the sequence nunber to verify whether it is
expecting an EAP-Fini sh/ Re-auth nmessage with that sequence nunber
protected by the keyName-NAlI. It then verifies the integrity of
the message. |If the verifications fail, the peer |ogs an error
and stops the process; otherwise, it proceeds to the next step.

0 The peer uses the sequence nunber to conpute the rMsK

o The lower-layer security association protocol can be triggered at
this point.

2.1. Miltiple Sinmultaneous Runs of ERP

When a peer is within the range of nmultiple authenticators, it nmay
choose to run ERP via all of them simultaneously to the sane ER
server. In that case, it is plausible that the ERP nessages nmay
arrive out of order, resulting in the ER server rejecting legitimte
EAP-I niti at e/ Re-aut h nmessages.

To facilitate such operation, an ER server MAY allow multiple

si mul t aneous ERP exchanges by accepting all EAP-Initiate/Re-auth
messages with sequence nunber values within a w ndow of allowed
val ues. Recall that the sequence nunber allows replay protection
Repl ay wi ndow nai nt enance nechani sns are a | ocal matter.

2.2. ERP Failure Handling

If the processing of the EAP-Initiate/ Re-auth nmessage results in a
failure, the ER server MJST send an EAP-Fi ni sh/ Re-auth nessage with

the Result flag set to "1'. |If the server has a valid rIK for the
peer, it MJST integrity protect the EAP-Finish/Re-auth failure
message. If the failure is due to an unacceptable cryptosuite, the

server SHOULD send a list of acceptable cryptosuites (in a TLV of
Type 5) along with the EAP-Finish/Re-auth nessage. |In this case, the
server MJST indicate the cryptosuite used to protect the EAP-Fi nish/
Re-auth nessage in the Cryptosuite field of that nessage. The rlK
used with the EAP-Fini sh/Re-auth nessage in this case MJST be
conputed as specified in Section 4.3 using the new cryptosuite. |If
the server does not have a valid rIK for the peer, the EAP-Fi nish/
Re-auth nessage indicating a failure will be unauthenticated; the
server MAY include a list of acceptable cryptosuites in the nmessage.
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The peer, upon receiving an EAP-Fi ni sh/ Re-auth nmessage with the
Result flag set to '1', MJST verify the sequence nunber and, if

possi ble, the authentication tag to determne the validity of the
message. |f the peer supports the cryptosuite, it MJIST verify the
integrity of the received EAP-Finish/ Re-auth nessage. |f the
EAP- Fi ni sh message contains a TLV of Type 5, the peer SHOULD retry
the ERP exchange with a cryptosuite picked fromthe list included by
the server. The peer MJST use the appropriate rIK for the subsequent
ERP exchange by conputing it with the corresponding cryptosuite, as
specified in Section 4.3. |If the Pseudo-Random Function (PRF) in the
chosen cryptosuite is different fromthe PRF originally used by the
peer, it MJST derive a new DSRK (if required), rRK, and rlK before
proceedi ng with the subsequent ERP exchange.

If the peer cannot verify the integrity of the received nessage, it
MAY choose to retry the ERP exchange with one of the cryptosuites in
the list of acceptable cryptosuites (in a TLV of Type 5), after a
failure has been clearly determined follow ng the procedure in the
next paragraph.

If the replay or integrity checks fail, the failure nessage may have
been sent by an attacker. It may al so nean that the server and peer
do not support the same cryptosuites; however, the peer cannot
determine if that is the case. Hence, the peer SHOULD continue the
ERP exchange per the retransm ssion tinmers before declaring a
failure.

When the peer runs explicit bootstrapping (ERP with the bootstrapping
flag on), there nmay not be a |ocal ER server available to send a DSRK
Request and the domain name. |n that case, the server cannot send
the DSRK and MUST NOT include the Domain name TLV. When the peer
receives a response in the bootstrappi ng exchange w thout a Domain
nanme TLV, it assunes that there is no | ocal ER server. The hone ER
server sends an rMSK to the ER authenticator, however, and the peer
SHALL run the TSK establishnment protocol as usual
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5.3. EAP Codes

Two EAP codes are defined for the purpose of ERP: EAP-Initiate and
EAP- Fi ni sh. The packet format for these nessages follows the EAP
packet format defined in Aboba, et al. [RFC3748].

0 1 2 3
01234567890123456789012345678901
i S S T i S S e e i S S S S

| Code | Identifier | Lengt h |
i i i T i I S i e s o o i i
| Type | Type-Data ..

e e R e i s i S R S S
Figure 7: EAP Packet
Code
Two code val ues are defined for the purpose of ERP
5 Initiate
6 Finish
I dentifier

The ldentifier field is one octet. The Identifier field MJST
be the sane if an EAP-Initiate packet is retransmtted due to a
timeout while waiting for an EAP-Fini sh nessage. Any new
(non-retransm ssion) EAP-Initiate nmessage MJST use a new
Identifier field.

The ldentifier field of the EAP-Fi nish message MJUST mat ch that
of the currently outstanding EAP-Initiate nmessage. A peer or
aut henti cator receiving an EAP-Fi ni sh nessage whose ldentifier
val ue does not match that of the currently outstandi ng
EAP-Initiate nessage MIST silently discard the packet.

In order to avoid confusion between new EAP-Initiate nmessages
and retransm ssions, the peer nust choose an Identifier val ue
that is different fromthe previous EAP-Initiate nessage,
especially if that exchange has not finished. It is
RECOMVENDED t hat the authenticator clear EAP Re-auth state
after 300 seconds.
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Type

This field indicates that this is an ERP exchange. Two type
val ues are defined in this docunment for this purpose --
Re-auth-Start (Type 1) and Re-auth (Type 2).

Type- Dat a

The Type-Data field varies according to the value of the Type
field in the re-authentication packet.

5.3.1. EAP-Initiate/ Re-auth-Start Packet

The EAP-Initiate/ Re-auth-Start packet contains the fields shown in
Fi gure 8.

0 1 2 3
01234567890123456789012345678901
e T S S S e i i S DU S S S S R S T S S

| Code | ldentifier | Lengt h |
B i s T T i i o S o T Ji I
| Type | Reserved | 1 or nmore TVs or TLVs ~

R e s T o T S R El ok i R e e S S e o o s
Figure 8 EAP-Initiate/Re-auth-Start Packet
Type = 1.

Reserved: MJST be zero. Set to zero on transm ssion and ignored
on reception.

One or nore Type/Values (TVs) or TLVs are used to convey
information to the peer; for instance, the authenticator may send
the domain nane to the peer

TVs or TLVs: In the TV payloads, there is a 1-octet type payl oad
and a value with type-specific length. |In the TLV payl oads,
there is a 1-octet type payload and a 1l-octet |ength payl oad.
The length field indicates the length of the value expressed in
nunmber of octets.

Domai n name: This is a TLV payload. The Type is 4. The
domain name is to be used as the realmin an NAl [RFC4282].
The Domai n name TLV SHOULD be present in an EAP-Initiate/
Re-aut h-Start message.
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In addition, channel binding information MAY be incl uded; see
Section 5.5 for discussion. See Figure 12 for paraneter
speci fication.

5.3.1.1. Authenticator Operation

In order to mnimze ERP failure tines, the authenticator SHOULD send
the EAP-Initiate/ Re-auth-Start message to indicate support for ERP to
the peer and to initiate ERP if the peer has already performed full
EAP aut hentication and has unexpired key material. The authenticator
SHOULD i ncl ude the Domain nane TLV to allow the peer to learn it

wi thout requiring either |ower-layer support or the ERP bootstrapping
exchange.

The aut henti cator MAY include channel binding information so that the
server can verify whether the authenticator is claimng the sane
identity to both parties.

The authenticator MAY retransmt the EAP-Initiate/Re-auth-Start
message a few times for reliable transport.

5.3.1.2. Peer Qperation

The peer SHOULD send the EAP-Initiate/ Re-auth nessage in response to
the EAP-Initiate/ Re-auth-Start message fromthe authenticator. |If
the peer does not recognize the EAP-Initiate code value or if the
peer has already sent the EAP-Initiate/ Re-auth nmessage to begin the
ERP exchange, it MJST silently discard the EAP-Initiate/ Re-auth-Start
nmessage.

If the EAP-Initiate/ Re-auth-Start nessage contains the donai n nane,
and if the peer does not already have the domain information, the
peer SHOULD use the domain name contained in the nmessage to conpute
the DSRK and use the corresponding DS-rIK to send an EAP-Initiate/
Re-auth nessage to start an ERP exchange with the | ocal ER server.

If there is a local ER server between the peer and the hone ER server
and the peer has already initiated an ERP exchange with the |l ocal ER
server, it SHOULD NOT start an ERP exchange with the home ER server.
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5.3.2. EAP-Initiate/ Re-auth Packet

The EAP-Initiate/ Re-auth packet contains the parameters shown in
Fi gure 9.

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Code | ldentifier | Length |
el i I e i it T e e e e i i T o S e e S e T R R
Type | Rl Bl L] Reserved| SEQ |

|+- i T S e e e i i e e e s
| 1 or nore TVs or TLVs ~
B T I e R i i i T S S e e I e ik oI I S S e S S
| Cryptosuite | Aut henti cation Tag ~
el i I e i it T e e e e i i T o S e e S e T R R

Figure 9: EAP-Initiate/ Re-auth Packet

Type = 2.
Fl ags
"R - The Rflag is set to 0 and i gnored upon reception.
"B - The B flag is used as the bootstrapping flag. |If the
flag is turned on, the nmessage is a bootstrap message.
"L’ - The L flag is used to request the key lifetines fromthe

server.

The remaining 5 bits are set to 0 on transm ssion and i gnored
on reception.

SEQ An unsigned 16-bit sequence nunber is used for replay
protection. The SEQfield is initialized to O every tine a new
rRK is derived. The field is encoded in network byte order.

TVs or TLVs: In the TV payloads, there is a 1-octet type payl oad
and a value with type-specific length. In the TLV payl oads,
there is a 1l-octet type payload and a 1-octet |ength payl oad.
The length field indicates the length of the value expressed in
nunmber of octets.

keyName-NAI: This is carried in a TLV payl oad. The Type is 1.
The NAI is variable in length, not exceeding 253 octets.
The EMSKnane is in the usernane part of the NAl and is
encoded in hexadeci mal values. The EMBKnane is 64 bits in
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I ength, and so the usernane portion takes up 16 octets. |If
the rIK is derived fromthe EMSK, the realmpart of the NAI
is the hone domain name, and if the rlIKis derived froma
DSRK, the real mpart of the NAl is the domain nane used in
the derivation of the DSRK. The NAlI syntax is specified in
Aboba, et al. [RFC4282]. Exactly one keyName-NAl attribute
SHALL be present in an EAP-Initiate/ Re-auth packet.

In addi tion, channel binding informati on MAY be included; see
Section 5.5 for discussion. See Figure 12 for paraneter
speci fication.

Cryptosuite: This field indicates the integrity algorithm used
for ERP. Key lengths and output |engths are either indicated
or are obvious fromthe cryptosuite nane. W specify sone
cryptosui tes bel ow
* 0 RESERVED
* 1 HVAC SHA256- 64
* 2 HVAC- SHA256- 128
* 3 HVAC- SHA256- 256

HVAC- SHA256- 128 is mandatory to inplement and SHOULD be enabled in
the default configuration.

Aut hentication Tag: This field contains the integrity checksum
over the ERP packet, excluding the Authentication Tag field
itself. The length of the field is indicated by the
cryptosuite.
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5.3.3. EAP-Fini sh/ Re-aut h Packet

The EAP-Fi ni sh/ Re-aut h packet contains the paranmeters shown in
Fi gure 10.

0 1 2 3
01234567890123456789012345678901
T T T o T i S S i oI S SEp S S S

| Code | ldentifier | Length |
el i I e i it T e e e e i i T o S e e S e T R R
| Type | Rl B| L] Reserved | SEQ ~

i e R s e i i i S e i T T SN S
| 1 or nore TVs or TLVs ~
B T I e R i i i T S S e e I e ik oI I S S e S S
| Cryptosuite | Aut henti cation Tag ~
el i I e i it T e e e e i i T o S e e S e T R R

Fi gure 10: EAP-Fi ni sh/ Re-auth Packet

Type = 2.
Fl ags
"R - The Rflag is used as the Result flag. Wen set to O,
it indicates success, and when set to '1', it indicates
a failure.
"B - The B flag is used as the bootstrapping flag. |If the
flag is turned on, the nessage is a bootstrap nessage.
"L - The L flag is used to indicate the presence of the rRK

lifetime TLV.

The remaining 5 bits are set to 0 on transm ssion and i gnored
on reception.

SEQ An unsigned 16-bit sequence nunber is used for replay
protection. The SEQ field is initialized to O every tinme a new
rRK is derived. The field is encoded in network byte order.
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TVs or TLVs: In the TV payloads, there is a 1-octet type payl oad
and a value with type-specific length. In the TLV payl oads,
there is a 1l-octet type payload and a 1l-octet |ength payl oad.
The length field indicates the length of the value expressed in
nunmber of octets.

keyNanme-NAl: This is carried in a TLV payl oad. The Type is 1.
The NAI is variable in length, not exceeding 253 octets.
EMSKname is in the username part of the NAI and is encoded
i n hexadeci mal values. The EMSKnanme is 64 bits in |length,
and so the usernane portion takes up 16 octets. |If the rlK
is derived fromthe EMSK, the realmpart of the NAl is the
home domain nanme, and if the rIKis derived froma DSRK, the
real mpart of the NAl is the domain nane used in the
derivation of the DSRK. The NAl syntax is specified in
[ RFC4282]. Exactly one instance of the keyNane- NA
attribute SHALL be present in an EAP-Fi ni sh/ Re-auth nessage.

rRK Lifetime: This is a TV payload. The Type is 2. The value
field contains an unsigned 32-bit integer in network byte

order representing the lifetime of the rRK in seconds. |If
the "L’ flag is set, the rRK Lifetime attribute SHOULD be
present.

rvsK Lifetine: This is a TV payload. The Type is 3. The
value field contains an unsigned 32-bit integer in network
byte order representing the lifetime of the rMSK in seconds.
If the 'L’ flag is set, the rMSK Lifetine attribute SHOULD
be present.

Domai n name: This is a TLV payload. The Type is 4. The
domain nane is to be used as the realmin an NAl [RFC4282].
The Domain nanme attribute MIJST be present in an EAP-Fi ni sh/
Re-auth nmessage if the bootstrapping flag is set and if the
| ocal ER server sent a DSRK Request.

Li st of cryptosuites: This is a TLV payload. The Type is 5
The value field contains a list of cryptosuites, each of
size 1 octet. The cryptosuite values are as specified in
Figure 9. The server SHOULD include this attribute if the
cryptosuite used in the EAP-1nitiate/ Re-auth nessage was not
acceptabl e and the nessage is being rejected. The server
MAY include this attribute in other cases. The server MAY
use this attribute to signal its cryptographic algorithm
capabilities to the peer
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Aut hori zation Indication: This is a TLV payload. The Type
is 6. This attribute MAY be included in the EAP-Fi nish/
Re- auth nessage when a DSRK is delivered to a |local ER
server and if the home EAP server can verify the
aut hori zation of the |local ER server to advertise the domain
nane included in the domain TLV in the sane nessage. The
value field in the TLV contains an authentication tag
comput ed over the entire packet, starting fromthe first bit
of the code field to the last bit of the Cryptosuite field,
with the value field of the Authorization Indication TLV
filled with all Os for the conputation. The key used for
the computati on MJST be derived fromthe EMSK with key | abe
"DSRK Delivery Authorized Key@etf.org" and optional data
containing an ASCI1 string representing the key nmanagenent
domai n for which the DSRK i s being derived

In addition, channel binding informati on MAY be included: see
Section 5.5 for discussion. See Figure 12 for paraneter
specification. The server sends this information so that the
peer can verify the information seen at the | ower |ayer, if
channel binding is to be supported.

Cryptosuite: This field indicates the integrity algorithmand the
PRF used for ERP. Key |lengths and output |engths are either
i ndi cated or are obvious fromthe cryptosuite nane.

Aut hentication Tag: This field contains the integrity checksum
over the ERP packet, excluding the Authentication Tag field
itself. The length of the field is indicated by the
cryptosuite.

5.3.4. TV and TLV Attri butes

The TV attributes that may be present in the EAP-Initiate or
EAP- Fi ni sh messages are of the follow ng fornmat:

0 1 2 3
01234567890123456789012345678901
B i s T T i i o S o T Ji I

| Type | Val ue ..
R e s T o T S R El ok i R e e S S e o o s

Figure 11: TV Attribute Fornat
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The TLV attributes that may be present in the EAP-Initiate or
EAP- Fi ni sh messages are of the followi ng format:

0 1 2 3
01234567890123456789012345678901
i R L s e T e R h th s i S SR N S

| Type | Lengt h | Val ue ..
B i aT T e e o S o S S S I T et sl o ST S S S S S S
Figure 12: TLV Attribute Format
The foll owing Types are defined in this docunent:
1" - keyNanme-NAl: This is a TLV payl oad.
2" - rRK Lifetine: This is a TV payl oad.
"3 - rMsK Lifetinme: This is a TV payl oad.
"4’ - Domain nane: This is a TLV payl oad.
"5’ - Cryptosuite list: This is a TLV payl oad.
"6’ - Authorization Indication: This is a TLV payl oad.
The TLV type range of 128-191 is reserved to carry channel binding
information in the EAP-Initiate/Re-auth and EAP-Fi ni sh/ Re-auth
messages. Below are the current assignnments (all of themare
TLVs) :
'128" - Called-Station-1d [ RFC2865]
"129° - Calling-Station-1d [ RFC2865]
130" - NAS-Identifier [RFC2865]
"131" - NAS-I| P- Address [ RFC2865]
'132’ - NAS-| Pv6- Address [ RFC3162]

The length field indicates the length of the value part of the
attribute in octets.

5.4. Replay Protection
For replay protection, ERP uses sequence nunbers. The sequence

nunber is maintained on a per rlIK basis and is initialized to zero in
both directions. 1In the first EAP-Initiate/ Re-auth nmessage, the peer
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uses a sequence nunber value of zero or higher. Note that when the
sequence nunber w aps back to zero, the r1 K MJST be changed by
running a full EAP authentication. The server expects a sequence
nunber of zero or higher. Wen the server receives an EAP-Initiate/
Re-auth nessage, it uses the sane sequence nunber in the EAP-Fi nish/
Re-auth nessage. The server then sets the expected sequence nunber
to the received sequence nunber plus 1. The server MJST accept
sequence nunbers greater than or equal to the expected sequence
nunber .

If the peer sends an EAP-Initiate/ Re-auth nessage but does not
receive a response, it retransmts the request (with no changes to
the message itself) a preconfigured nunmber of tinmes before giving up
However, it is plausible that the server itself may have responded to
the message and the response was lost in transit. Thus, the peer
MUST i ncrenent the sequence nunber and use the new sequence nunber to
send subsequent EAP re-authentication nessages. The peer SHOULD

i ncrement the sequence nunber by 1; however, it may choose to
increment by a larger number. |If the sequence nunber waps back to
zero, the peer MJST run full EAP authentication

5.5. Channel Binding

ERP provides a protected facility to carry channel binding (CB)

i nformati on, according to the guidelines provided by Aboba,

et al. (see Section 7.15 of [RFC3748]). The TLV type range of
128-191 is reserved to carry CB information in the EAP-Initiate/

Re- aut h and EAP-Fi ni sh/ Re-auth nessages. Called-Station-Id,
Calling-Station-1d, NAS-ldentifier, NAS-I|P-Address, and

NAS- | Pv6- Address are sone exanpl es of channel binding infornmation
listed in RFC 3748, and they are assigned val ues 128-132. Additiona
val ues are nmanaged by | ANA, based on | ETF Review (fornerly called

"1 ETF Consensus") [RFC5226].

The aut henticator MAY provide CB information to the peer via the
EAP-Initiate/ Re-auth-Start nmessage. The peer sends the information
to the server in the EAP-Initiate/ Re-auth message; the server
verifies whether the authenticator identity avail able via AAA
attributes is the same as the identity provided to the peer.

If the peer does not include the CB information in the EAP-Initiate/
Re-auth nessage, and if the local ER server’s policy requires channe
bi ndi ng support, it SHALL send the CB attributes for the peer’s
verification. The peer attenpts to verify the CB information if the
aut henti cator has sent the CB paraneters, and it proceeds with the

| ower -1l ayer security association establishnent if the attributes

mat ch. QO herwi se, the peer SHALL NOT proceed with the | ower-|ayer
security association establishnent.
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6

Lower - Layer Consi derations

The authenticator is responsible for retransm ssion of EAP-Initiate/
Re-aut h-Start nessages. The authenticator MAY retransmit the nessage
a fewtimes or until it receives an EAP-Initiate/ Re-auth nessage from
the peer. The authenticator m ght not know if the peer supports ERP
in those cases, the peer could be silently discarding the
EAP-Initiate/ Re-auth-Start packets. Thus, retransm ssion of these
packets should be kept to a minimum The exact nunber is up to each

| ower | ayer.

The ldentifier value in the EAP-Initiate/ Re-auth packet is
i ndependent of the Identifier value in the EAP-Initiate/Re-auth-Start
packet .

The peer is responsible for retransm ssion of EAP-Initiate/Re-auth
nessages.

Retransmitted packets MJST be sent with the same Identifier value in
order to distinguish themfrom new packets. By default, where the
EAP-Initiate nessage is sent over an unreliable | ower |ayer, the
retransm ssion tinmer SHOULD be dynamically estimated. A nmaxi mum of
3-5 retransmi ssions is suggested [ RFC3748]. \Where the EAP-Initiate
message is sent over a reliable |ower |ayer, the retransm ssion timer
SHOULD be set to an infinite value so that retransmi ssions do not
occur at the EAP layer. Please refer to RFC 3748 for additiona

gui dance on setting tiners

The ldentifier value in the EAP-Fini sh/ Re-auth packet is the sane as
the Identifier value in the EAP-Initiate/Re-auth packet.

If an authenticator receives a valid duplicate EAP-Initiate/ Re-auth
message for which it has already sent an EAP-Fi ni sh/ Re-aut h message,
it MJUST resend t he EAP-Fi ni sh/ Re-auth nessage wi thout reprocessing
the EAP-Initiate/ Re-auth nessage. To facilitate this, the

aut henticator SHALL store a copy of the EAP-Fi nish/Re-auth nessage
for a finite amount of tine. The actual value of tine is a |oca
matter; this specification recomrends a value of 100 mlli seconds.

The lower layer may provide facilities for exchanging infornmation

bet ween the peer and the authenticator about support for ERP, for the
aut henticator to send the domain name information and channel binding
information to the peer
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Note that to support ERP, |ower-layer specifications may need to be
revised. Specifically, RFC 5996 nust be updated to include EAP code
val ues higher than 4 in order to use ERP with Internet Key Exchange
Protocol version 2 (IKEv2). |KEv2 nmay al so be updated to support
peer-initiated ERP for optim zed operation. Oher |ower |ayers nmay
need simlar revisions.

Qur analysis indicates that sone EAP inplenmentations are not RFC 3748
compliant in that instead of silently dropping EAP packets with code
val ues higher than 4, they may consider it an error. To acconmopdate
such non-conpliant EAP inplenentations, additional guidance has been
provi ded below. Furthernore, it nay not be easy to upgrade all the
peers in some cases. |In such cases, authenticators may be configured
to not send EAP-Initiate/ Re-auth-Start nessages; peers nmay |learn

whet her an aut henticator supports ERP via configuration or from
advertisenents at the | ower |ayer.

In order to acconmodat e inpl enentati ons that are not conpliant to
RFC 3748, such |lower |ayers SHOULD ensure that both parties support
ERP; this is trivial, for instance, when using a |lower |ayer that is
known to al ways support ERP. For |ower |ayers where ERP support is
not guaranteed, ERP support nay be indicated through signaling (e.g.,
pi ggybacked on a beacon) or through negotiation. Alternatively,
clients may recognize environments where ERP is avail abl e based on
preconfiguration. Qher simlar nechanisns may al so be used. Wen
ERP support cannot be verified, |ower |layers may mandate falling back
to full EAP authentication to accombdate EAP inplementations that
are not conpliant to RFC 3748.

7. AAA Transport of ERP Messages

AAA transport of ERP nessages is specified by Hoeper,
et al. [RFC5749] and Bournelle, et al. [D AVETER- ERP].

8. Security Considerations

This section provides an analysis of the protocol in accordance with
the AAA key managenent gui delines described by Housl ey & Aboba
[ RFC4962] .

Cryptographi c al gorithm independence

ERP satisfies this requirenent. The algorithmchosen by the
peer for the MAC generation is indicated in the EAP-Initiate/
Re-auth nessage. |If the chosen algorithmis unacceptable, the
EAP server returns an EAP-Fi ni sh/ Re-auth nessage indicating a
failure. Algorithmagility for the KDF is specified in

Sal owey, et al. [RFC5295]. Only when the algorithms used are
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deened acceptabl e does the server proceed with the derivation
of keys and verification of the proof of possession of rel evant
key material presented by the peer. A full-blown negotiation
of algorithns cannot be provided in a single round-trip
protocol. Hence, while the protocol provides al gorithm
agility, it does not provide true negotiation.

Strong, fresh session keys

ERP results in the derivation of strong, fresh keys that are
uni que for the given session. An rMsK is al ways derived on
demand when the peer requires a key with a new authenti cator.
The derivation ensures that the conproni se of one rMSK does not
result in the conprom se of another rMSK at any time.

Limted key scope

The scope of all the keys derived by ERP is well defined. The
rRK and rlI K are never shared with any entity and al ways remnain
on the peer and the server. The rMSK is provided only to the
aut henti cator through which the peer perforns the ERP exchange.
No other authenticator is authorized to use that rMK

Repl ay detection nmechani sm

For replay protection of ERP nessages, a sequence nunber
associated with the rlIKis used. The sequence number is

mai ntai ned by the peer and the server and is initialized to
zero when the rIK is generated. The peer increnments the
sequence nunber by one after it sends an ERP nessage. The
server sets the expected sequence nunmber to the received
sequence nunber plus one after verifying the validity of the
recei ved nessage and responds to the nessage.

Aut henticating all parties

ERP provi des mutual authentication of the peer and the server
Both parties need to possess the key material that resulted
froma previous EAP exchange in order to successfully derive
the required keys. Also, both the EAP re-authentication
Response and the EAP re-authentication Information nessages are
integrity protected so that the peer and the server can verify
each other. When the ERP exchange is executed with a | ocal ER
server, the peer and the local server nutually authenticate
each other via that exchange in the same manner. The peer and
the authenticator authenticate each other in the secure

associ ation protocol executed by the lower |ayer, just as in
the case of a regul ar EAP exchange.
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Peer and aut henticator authorization

The peer and authenticator denonstrate possession of the sane
key material without disclosing it, as part of the |ower-I|ayer
secure associ ation protocol. Channel binding with ERP nmay be
used to verify consistency of the identities exchanged, when
the identities used in the lower layer differ fromthose
exchanged wi t hin the AAA protocol

Key material confidentiality

The peer and the server derive the keys independently using
paraneters known to each entity. The AAA server sends the DSRK
of a domain to the corresponding | ocal ER server via the AAA
protocol. Likew se, the ER server sends the rMsK to the

aut henticator via the AAA protocol

Note that conprom se of the DSRK results in conpromni se of all
keys derived fromit. Mreover, there is no forward secrecy
within ERP. Thus, conpromi se of a DSRK retroactively
comprom ses all ERP keys

It is RECOVENDED t hat the AAA protocol be protected using

| Psec or Transport Layer Security (TLS) so that the keys are
protected in transit. Note, however, that keys may be exposed
to AAA proxies along the way, and conproni se of any of those
proxies may result in conprom se of keys being transported

t hrough t hem

The hone EAP server MJST NOT hand out a given DSRK to a |oca
domain server nore than once, unless it can verify that the
entity receiving the DSRK after the first time is the sane
entity that received the DSRK originally. If the home EAP
server verifies authorization of a |ocal domain server, it MAY
hand out the DSRK to that domain nore than once. |In this case,
the home EAP server includes the Authorization Indication TLV
to assure the peer that DSRK delivery is secure.

Confirmng cryptosuite selection

Cryptographic algorithns for integrity and key derivation in
the context of ERP MAY be the sane as that used by the EAP
method. In that case, the EAP nethod is responsible for
confirmng the cryptosuite selection. Furthernore, the
cryptosuite is included in the ERP exchange by the peer and
confirmed by the server. The protocol allows the server to
reject the cryptosuite selected by the peer and provide
alternatives. Wen a suitable rIKis not available for the
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peer, the alternatives nmay be sent in an unprotected fashion
The peer is allowed to retry the exchange using one of the

all owed cryptosuites. However, in this case, any en route
nodi fications to the list sent by the server will go
undetected. |f the server does have an rl K available for the
peer, the list will be provided in a protected manner and this
i ssue does not apply.

quel y named keys
Al'l keys produced within the context of ERP can be referred to

uni quely as specified in this docunent. Al so, the key nanmes do
not reveal any part of the key materi al

Preventing the dom no effect

The conproni se of one peer does not result in the conpronm se of
key material held by any other peer in the system Al so, the
rvBK i s meant for a single authenticator and is not shared with
any other authenticator. Hence, the conprom se of one

aut henti cator does not |lead to the conprom se of sessions or
keys held by any other authenticator in the system and ERP
thereby allows prevention of the dom no effect by appropriately
defini ng key scope.

However, if keys are transported using hop-by-hop protection,
conmprom se of a proxy may result in conprom se of key material,
e.g., the DSRK being sent to a |local ER server

Bi nding a key to its context

Al the keys derived for ERP are bound to the appropriate
context using appropriate key labels. The lifetime of a child
key is less than or equal to that of its parent key as
specified in RFC 4962 [ RFC4962]. The key usage, lifetinme, and
the parties that have access to the keys are specified.

Confidentiality of identity

Depl oynents where privacy is a concern may find that the use of
the rlKname-NAlI to route ERP nessages serves their privacy
requirenents. Note that it is plausible to associate nultiple
runs of ERP nessages, since the rlKnanme is not changed as part
of ERP. There was no consensus for that requirenent at the
time of devel opment of this specification. |If the rlKname is
not used and the Peer-ID is used instead, the ERP exchange will
reveal the Peer-1D over the wre.
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Aut hori zation restriction

Al the derived keys are limted in lifetine by that of the
parent key or by server policy. Any dommin-specific keys are
further restricted for use only in the domain for which the
keys are derived. All the keys specified in this docunent are
meant for use in ERP only. Oher restrictions on the use of
session keys may be inmposed by the specific |lower |ayer but are
out of scope for this specification

Preventing a DoS attack

A deni al -of -service (DoS) attack on the peer nay be possible
when using the EAP-Initiate/ Re-auth nmessage. An attacker may
send a bogus EAP-Initiate/Re-auth nmessage, which may be carried
by the authenticator in a AAA-Request to the server; in
response, the server may send in a AAA reply an EAP-Fi ni sh/
Re-auth nessage indicating failure. Note that such attacks nmay
be possible with the EAPoL-Start capability of |EEE 802.11 and
other simlar facilities in other link |layers and where the
peer can initiate EAP authentication. An attacker may use such
messages to start an EAP nethod run, which fails and may result
in the server sending a rejection nessage, thus resulting in
the link-layer connections being term nated.

To prevent such DoS attacks, an ERP failure should not result
in deletion of any authorization state established by a ful
EAP exchange. Alternatively, the |ower |ayers and AAA
protocols may define nechanisns to allow two |ink-Iayer
Security Associations (SAs) derived fromdifferent EAP key
material for the sane peer to exist so that snooth migration
fromthe current link-layer SA to the new one is possible
during rekey. These nmechani snms prevent the |ink-Iayer
connections from being term nated when a re-authentication
procedure fails due to a bogus EAP-Initi ate/ Re-auth nmessage.

Key material transport

VWhen a DSRK is sent fromthe hone EAP server to a | ocal domain
server or when an rMSK is sent froman ER server to an
authenticator, in the absence of end-to-end security between
the entity that is sending the key and the entity receiving the
key, it is plausible for other entities to get access to keys
being sent to an ER server in another domain. This node of key
transport is simlar to that of MSK transport in the context of
EAP authentication. W further observe that ERP is for access
aut henti cation and does not support end-to-end data security.
In typical inplenentations, the traffic is in the clear beyond
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10.

the access control enforcenment point (the authenticator or an
entity del egated by the authenticator for access contro
enforcement). The nodel works as long as entities in the

m ddl e of the network do not use keys intended for other
parties to steal service froman access network. |If that is
not achi evabl e, key delivery nust be protected in an end-to-end
nmanner .

| ANA Consi der ations

The previous version of this docunent -- [RFC5296] -- perforned the
followi ng | ANA [I ANA] actions:

1.

It registered Packet Codes "Initiate" and "Finish" in the EAP
Regi stry. Those codes are referred to as "EAP-Initiate" and
"EAP- Fi ni sh" throughout this docunent.

It created a Message Types table in the EAP Registry and
regi stered several items in that table. Those itens are referred
to as "Re-auth-start" and "Re-auth" throughout this docunent.

It created an EAP-Initiate and Finish Attributes table in the EAP
registry and registered several itens in that table. Those itens
are recorded in this docunent in Section 5.3.4.

It created a Re-authentication Cryptosuites table in the EAP
registry and registered several itens in that table. Those itens
are recorded in this document at the end of Section 5.3.2.

It registered two itens in the USRK Key Label s registry:

* Re-auth usage | abel "EAP Re-authentication Root Key@etf.org",
recorded in this docunent in Section 4.1

*  DSRK-aut hori zed delivery key "DSRK Delivery Authorized
Key@etf.org", recorded in this docunent in the description of
"Aut hori zation Indication" in Section 5.3.3.

Contri butors

Barry Leiba contributed all of the text in Section 9 and, as
Applications Area Director, insisted upon its inclusion as a
condi tion of publication.
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Appendi x B. Sanple ERP Exchange

0. Authenticator --> Peer:
EAP-Initiate/ Re-auth-Start [ Optional]

1. Peer --> Authenticator:
EAP-1 niti ate/ Re-aut h(SEQ keyNane- NAl, cryptosuite,
Aut h-t ag*)

la. Authenticator --> Re-auth-Server:
AAA- Request

Aut henticator-1d,
EAP- 1 ni ti at e/ Re-aut h(SEQ keyNane- NAl, cryptosuite,
Aut h- t ag*)
}

2. ER-Server --> Authenticator:
AAA- Response
{
r MBK,
EAP- Fi ni sh/ Re- aut h( SEQ keyName- NAl, cryptosuite, [CB-Info],
Aut h-t ag*)
}

2b. Aut henticator --> Peer:
EAP- Fi ni sh/ Re- aut h( SEQ keyName- NAlI, cryptosuite, [CB-Info],
Aut h-t ag*)

* Auth-tag conputation is over the entire EAP-Initiate/Finish

message; the code values for Initiate and Finish are different,
and thus reflection attacks are mtigated.
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