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Abstract

Thi s docunent specifies an RTP payload format for the Forward Error
Correction (FEC) repair data produced by the Raptor FEC Schenes.
Rapt or FEC Schenes are specified for use with the | ETF FEC Franewor k
that supports the transport of repair data over both UDP and RTP
Thi s docunent specifies the payload format that is required for the
use of RTP to carry Raptor repair flows.

Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by

the Internet Engineering Steering Goup (IESG. Further
informati on on Internet Standards is available in Section 2 of

RFC 5741.

I nformati on about the current status of this docunent, any

errata, and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6682
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Copyri ght Notice

Copyright (c) 2012 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these documents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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1. Introduction

The FEC Franmewor k [ RFC6363] defines a general framework for the use
of Forward Error Correction in association with arbitrary packet
flows, including flows over UDP and RTP [ RFC3550]. Forward Error
Correction operates by generating redundant data packets ("repair
data") that can be sent independently fromthe original flow At a
receiver, the original flow can be reconstructed provided a
sufficient set of redundant data packets and possibly original data
packets are received

The FEC Framewor k provides for independence between application
protocol s and FEC codes. The use of a particular FEC code within the
framework is defined by neans of a FEC Scheme, which may then be used
with any application protocol conpliant to the franeworKk.

Repair data flows nmay be sent directly over a transport protocol,
such as UDP, or they may be encapsul ated within specialized
transports for multinmedia, such as RTP

Thi s docunent defines the RTP payload format for the Raptor FEC
Schenes defined in [ RFC6681].

2. Conventions, Definitions, and Acronymns

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

3. Media Format Background

The Raptor and RaptorQ codes are efficient bl ock-based fountain
codes, meaning that from any group of source packets (or ’'source

bl ock’), one can generate an arbitrary nunber of repair packets. The
Rapt or and RaptorQ codes have the property that the original group of
source synmbols can be recovered with a very high probability from any
set of synbols (source and repair) only slightly greater in numnber
than the original nunber of source synbols. The RaptorQ code
additionally has the property that the probability that the origina
group of source synbols can be recovered froma set of synbols
(source and repair) equal in nunber to the original nunber of source
synbols is in nany cases al so very high

[ RFC6681] defines six FEC Schenmes for the use of the Raptor and

Rapt orQ codes with arbitrary packet flows. The first two schenes are
fully applicable to arbitrary packet flows (using Raptor and RaptorQ
respectively). The third and fourth schenes are slightly optinized
versions of the first two schemes, which are applicable in
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4.

4.

applications with relatively small block sizes. The fifth and sixth
schenes are variants of the third and fourth schemes, which are
applicable to a single source flow that already has some ki nd of

i dentifiable sequence nunber. The presence of a sequence nunber in
the source flow allows for backwards-conpatible operation (the source
flows do not need to be nodified in order to apply FEC). In this
case, in the | anguage of the FEC Framework, there is no need for an
explicit FEC Source Payload ID; therefore, it is not included in the
packets.

Thi s docunent specifies the payload format for RTP repair fl ows and
can be used with any of the FEC Schenes defined in [ RFC6681].

Payl oad Format for FEC Repair Packets
1. RTP Header Usage
Header fields SHALL be set according to the rules of [RFC3550]. In
addition, the following rules and definitions apply for the RTP
headers used with FEC repair packets:
o Marker bit: The marker bit SHALL be set to 1 for the |ast
protection RTP packet sent for each source bl ock, and otherw se
set to O.

o Payload Type (PT): The payload type codes SHALL be assigned

dynani cal | y t hrough non-RTP means. |f the Session Description
Protocol (SDP) is used for signaling, the rules in Section 7
apply.

o Timestanp: This field contains the tinme at which the packet is
transmtted. The time SHOULD be as close as possible to the
packet’s actual time of transm ssion. The tinmestanp val ue has no
use in the actual FEC protection process. However,

i mpl ement ati ons SHOULD supply a value that can be used for packet-
arrival timng or jitter calculations. The tinmestanp rate is
specified using the "rate" nedia type paraneter defined in Section
6. The operator SHALL select a "rate" larger than 1000 Hz to
provi de sufficient resolution to the Real -Time Transport Control
Prot ocol (RTCP) operations, and the operator SHOULD sel ect the
rate that matches the rate of the protected source RTP stream

0 Synchronization Source (SSRC): The SSRC val ues MUST be set
according to [ RFC3550]. The SSRC val ue of the RTP repair flow
MJST be different fromthe SSRC val ue of the protected source
flow.
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4.2. Payl oad Header
There is no payl oad header in this payload format.

4.3. Payload Data
Procedures and data formats for the use of Raptor Forward Error
Correction in a FECFRAME context are fully defined in [ RFC6363] and
[ RFC6681] and are not duplicated here. The procedures of those
docunents apply in order to generate repair data streans to be
carried by the payload formats defined in this docunent.

The RTP Payl oad SHALL contain a Repair FEC Payl oad ID as defined in
[ RFC6363] and [ RFC6681] .

5. Congestion Control Considerations
See [ RFC6363].

6. Media Types

6.1. Registration of the "application/raptorfec’ Media Type
This RTP payload format is identified using the
"application/raptorfec’ media type that is registered in accordance
wi th [ RFC4855] and uses the tenplate of [RFC4288].

6.1.1. Media Type Definition
Type name: application
Subt ype nane: raptorfec

Requi red paraneters

o rate: The RTP timestanp (clock) rate. The RTP tinmestanp (cl ock)
rate is specified in Hz and the format is unsigned integer

o0 raptor-schene-id: The value of this paraneter is the FEC Schene ID
for the specific Raptor FEC Schene that will be used as defined in
[ RFC6681] .

0 Kmax: The value of this paranmeter is the FEC Franework
Configuration Information el ement, Maxi mum Source Bl ock Length
(MSBL), as defined in [ RFC6681], encoded as a unsi gned integer
For specific requirenents for this value, refer to [ RFC6681].
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o T: The value of this paraneter is the FEC Framework Configuration
I nformation el enent, encoding synbol size, as defined in
[ RFC6681], encoded as a unsigned integer. For specific
requirenents for this value, refer to [ RFC6681].

0 repair-window. The naximumtine that spans the source packets and
the correspondi ng repair packets. The size of the repair w ndow
is specified in mcroseconds and the format is unsigned integer.

Opti onal paraneters:

o0 P: The value of this paraneter is the FEC Framework Configuration
Information el enent, Payload ID Format, as defined in [ RFC6681].
The default value of this paraneter (when it does not appear
explicitly) is "A.

Encodi ng considerations: This nedia type is framed and binary; see
Section 4.8 in [ RFC4288]

Security considerations: Please see the security considerations in
[ RFC6363] .

I nteroperability considerations:

Publ i shed specification: [RFC6681]

Applications that use this nedia type: Real-time nmultinmedia
applications |like video stream ng, audio streaning, and video
conf erenci ng.

Addi tional infornmation:

Magi ¢ nunber(s): <none defined>

File extension(s): <none defined>

Maci ntosh file type code(s): <none defined>

Person & email address to contact for further information:
Thomas St ockhanmer, stockhamrer @onor. de

I nt ended usage: COVMON

Restrictions on usage: This nedia type depends on RTP fram ng, and
hence is only defined for transfer via RTP [ RFC3550]. Transport
within other fram ng protocols is not defined at this tine.

Aut hor: Thomas St ockhammer, Nonor Research
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Change controller: | ETF PAYLOAD wor ki ng group del egated fromthe
| ESG.

6.2. Registration of the 'video/raptorfec’ Media Type

This RTP payload format is identified using the ’'video/raptorfec
media type that is registered in accordance with [ RFC4855] and uses
the tenpl ate of [ RFC4288].

6.2.1. Media Type Definition
Type name: vi deo
Subt ype nane: raptorfec
Requi red paraneters

o rate: The RTP timestanp (clock) rate. The RTP tinmestanp (cl ock)
rate is specified in Hz and the format is unsigned integer

0 raptor-schene-id: The value of this paraneter is the FEC Schene ID
for the specific Raptor FEC Schene that will be used as defined in
[ RFC6681] .

0 Kmax: The value of this paranmeter is the FEC Franework
Configuration Information el ement, MSBL, as defined in [ RFC6681],
encoded as a unsigned integer. For specific requirenments for this
val ue, refer to [ RFC6681].

o0 T: The value of this paraneter is the FEC Framework Configuration
I nformation el enent, encoding synbol size, as defined in
[ RFC6681], encoded as a unsigned integer. For specific
requirenents for this value, refer to [ RFC6681].

0 repair-window. The naximumtine that spans the source packets and
the correspondi ng repair packets. The size of the repair w ndow
is specified in mcroseconds, and the format is unsigned integer

Optional parameters

o P: The value of this paraneter is the FEC Franework Configuration
Information el enent, Payload ID Format, as defined in [ RFC6681].
The default value of this paraneter (when it does not appear
explicitly) is "A.

Encodi ng considerations: This nmedia type is framed and binary; see
Section 4.8 in [ RFC4288].
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Security considerations: Please see the security considerations in
[ RFC6363] .

Interoperability considerations:

Publ i shed specification: [RFC6681]

Applications that use this nedia type: Real-time multimedia
applications |ike video stream ng, audio streanm ng, and video
conf erenci ng.

Addi tional infornmation:

Magi ¢ nunber (s): <none defined>

File extension(s): <none defined>

Maci ntosh file type code(s): <none defined>

Person & email address to contact for further information:
Thomas St ockhamrer, stockhanmer @onor. de

I nt ended usage: COVMON

Restrictions on usage: This nedia type depends on RTP fram ng, and
hence is only defined for transfer via RTP [ RFC3550]. Transport
within other fram ng protocols is not defined at this tine.

Aut hor: Thomms Stockhamrer, Nonor Research

Change controller: | ETF PAYLOAD wor ki ng group del egated fromthe
| ESG.

6.3. Registration of the "audio/raptorfec’ Media Type
This RTP payload format is identified using the 'audio/raptorfec
media type that is registered in accordance with [ RFC4855] and uses
the tenpl ate of [ RFC4288].

6.3.1. Media Type Definition

Type name: audio

Subt ype nane: raptorfec
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Requi red paraneters

(o]

rate: The RTP timestamp (clock) rate. The RTP tinestanp (cl ock)
rate is specified in Hz and the format is unsigned integer

raptor-schene-id: The value of this paraneter is the FEC Schene ID
for the specific Raptor FEC Schene that will be used as defined in
[ RFC6681] .

Kmax: The value of this paraneter is the FEC Franmework
Configuration Information el enent, MSBL, as defined in [ RFC6681],
encoded as a unsigned integer. For specific requirenents for this
val ue, refer to [ RFC6681].

T: The value of this paraneter is the FEC Framework Confi guration
I nformation el enent, encoding synbol size, as defined in

[ RFC6681], encoded as a unsigned integer. For specific
requirenents for this value, refer to [ RFC6681].

repair-wi ndow. The maxi numtime that spans the source packets and
the correspondi ng repair packets. The size of the repair w ndow
is specified in mcroseconds and the format is unsigned integer

Optional paraneters

0

P: The value of this parameter is the FEC Framework Configuration
Information el enent, Payload ID Format, as defined in [ RFC6681].
The default value of this paraneter (when it does not appear
explicitly) is "A.

Encodi ng considerations: This nmedia type is franed and bi nary; see
Section 4.8 in [ RFC4288].

Security considerations: Please see the security considerations in
[ RFC6363] .

Interoperability considerations:

Publ i shed specification: [RFC6681]

Applications that use this nedia type: Real-tinme nmultinedia
applications like video stream ng, audio streaning, and video
conf er enci ng.

Addi tional information:

Magi ¢ nunber(s): <none defined>
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File extension(s): <none defined>
Maci ntosh file type code(s): <none defined>

Person & email address to contact for further information:
Thomas St ockhanmer, stockhamrer @onor. de

I nt ended usage: COVMON

Restrictions on usage: This nedia type depends on RTP fram ng, and
hence is only defined for transfer via RTP [ RFC3550]. Transport
within other framing protocols is not defined at this tine.

Aut hor: Thonmms St ockhanmer, Nonmor Resear ch.

Change controller: | ETF PAYLOAD wor ki ng group del egated fromthe
| ESG.

6.4. Registration of the "text/raptorfec’ Media Type
This RTP payload format is identified using the "text/raptorfec
media type that is registered in accordance with [ RFC4855] and uses
the tenpl ate of [ RFC4288].

6.4.1. Media Type Definition
Type name: text
Subt ype nane: raptorfec

Requi red paraneters

0 rate: The RTP tinestanp (clock) rate. The RTP tinmestanp (clock)
rate is specified in Hz and the format is unsigned integer

o raptor-schene-id: The value of this paraneter is the FEC Schene |ID
for the specific Raptor FEC Schene that will be used as defined in
[ RFC6681] .

o0 Kmax: The value of this paraneter is the FEC Franework
Configuration Information elenment, MSBL, as defined in [ RFC6681],
encoded as a unsigned integer. For specific requirenents for this
val ue, refer to [ RFC6681].

o T: The value of this parameter is the FEC Franmework Configuration
I nformation el enent, encoding synbol size, as defined in
[ RFC6681], encoded as a unsigned integer. For specific
requirenents for this value, refer to [ RFC6681].
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0 repair-window. The nmaximumtine that spans the source packets and
the correspondi ng repair packets. The size of the repair w ndow
is specified in mcroseconds and the format is unsigned integer

Opti onal paraneters:

o P: The value of this paraneter is the FEC Framework Configuration
Information el enent, Payload ID Format, as defined in [ RFC6681].
The default value of this paraneter (when it does not appear
explicitly) is "A.

Encodi ng considerations: This nedia type is franmed and bi nary; see
Section 4.8 in [ RFC4288].

Security considerations: Please see the security considerations in
[ RFC6363] .

Interoperability considerations:

Publ i shed specification: [ RFC6681]

Applications that use this nedia type: Real-tinme nmultinedia
applications like video stream ng, audio streaning, and video
conf erenci ng.

Addi tional information

Magi ¢ nunber(s): <none defined>

File extension(s): <none defined>

Maci ntosh file type code(s): <none defined>

Person & email address to contact for further information:
Thomas St ockhanmer, stockhamrer @onor. de

I nt ended usage: COVMON

Restrictions on usage: This nedia type depends on RTP fram ng, and
hence is only defined for transfer via RTP [ RFC3550]. Transport
within other fram ng protocols is not defined at this tine.

Aut hor: Thomas St ockhammer, Nonor Research

Change controller: | ETF PAYLOAD wor ki ng group del egated fromthe
| ESG
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7

Mappi hg to the Session Description Protocol (SDP)

Applications that are using RTP transport comonly use the Session
Description Protocol (SDP) [RFC4566] to describe their RTP sessions.
The information that is used to specify the nedia types in an RTP
session has specific mappings to the fields in an SDP description
Note that if an application does not use SDP to describe the RTP
sessions, an appropriate mappi ng nmust be defined and used to specify
the media types and their parameters for the control/description
protocol enployed by the application

The mappi ng of the above defined payload format nedia type and its
paraneters SHALL be done according to Section 3 of [RFC4855],

foll owi ng the suggestion therein regardi ng the mappi ng of payl oad-
format-specific paranmeters into the "a=fntp" field.

When the RTP payload fornmats defined in this docunent are used, the
medi a type paraneters defined above MJUST use the nedia types in this
docunment and MJUST NOT use those specified in [ RFC6364].

O fer/ Answer Consi derations

When of fering Raptor FEC over RTP using SDP in an O fer/Answer nodel
[ RFC3264], the follow ng considerations apply:

o Each combination of the Kmax and T paraneters produces different
FEC data and is not conpatible with any other combination. A
sender application MAY desire to provide nultiple offers with
different sets of Kmax and T val ues, which is possible as |ong as
the paranmeter values are valid. The receiver SHOULD normal |y
choose the offer with the | argest value of the product of Kmax and
T that it supports.

0 The size of the repair windowis related to the naxi mum del ay
bet ween the transm ssion of a source packet and the associ ated
repair packet. This directly inpacts the buffering requirenent on
the receiver side and the receiver must consider this when
choosing an offer.

0 Wen the P paraneter is not present, the receiver MJST use FEC
Payload ID Format A. I n an answer that selects an offer in which
the P paraneter was omtted, the P paraneter MJST either be
omtted, or included with value "A"
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9. Declarative SDP Consi derations

In declarative usage, like SDP in the Real -Tinme Stream ng Protoco
(RTSP) [ RFC2326] or the Session Announcenent Protocol (SAP)
[ RFC2974], the follow ng considerations apply:

o The payl oad format configuration paraneters are all declarative
and a participant MJST use the configuration that is provided for
the session.

o0 Mre than one configuration MAY be provided (if desired) by
declaring multiple RTP payload types. |In this case, the receivers
shoul d choose the repair session that is best for them

10. Repair Flow Ceneration and Recovery Procedures
10.1. Overview

Thi s docunent only specifies repair flow construction when the repair
packets are delivered with RTP. Source packet construction is
covered in [RFC6681]. This section provides an overview on how to
generate a repair flow, including the repair packets and how to
reconstruct m ssing source packets froma set of available source and
repair packets. Detailed algorithnms for the generation of Raptor and
Rapt or Q synbol s are provided in [ RFC5053] and [ RFC6330],

respectively.

As per the FEC Franewor k docunent [ RFC6363], the FEC Franework
Configuration Information includes, anong others, the identification
of the repair flow(s) and the source flow(s). Methods to convey FEC
Framewor k Configuration Information are provided in [ FEC- SI G .
Specifically, the reader is referred to the SDP el enents docunent

[ RFC6364], which describes the usage of the ' SDP’ encoding format as
an exanpl e encoding format for FEC Franework Configuration

I nf ormati on.

For the generation of a repair flow

0 repair packets SHALL be constructed according to Section 10.2, and
0 RTCP SHALL be used according to Section 10. 3.

For the reconstruction of a source packet of a source RTP session at

the receiver, based on the availability of a source RTP session and a
repair RTP session, the procedures in Section 10.4 may be used.
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10. 2. Repair Packet Construction

The construction of the repair packet is fully specified in Section
4. A repair packet is constructed by the concatenation of

0 an RTP header as specified in Section 4.1, and
o payload data as defined in Section 4.3.

Repair Packet Construction nmay nake use of the Sender Operation for
RTP repair flows as specified in see [ RFC6363], Section 4. 2.

10.3. Usage of RTCP

RTCP SHALL be used according to [RFC3550]. |If the repair RTP session
is sent in a separate RTP session, the two sessions MJST be
associ ated using RTCP CNAVE (Canoni cal Nane).

10.4. Source Packet Reconstruction

Sour ce Packet Reconstruction may nake use of the receiver operation
for the case of RTP repair flows as specified in [ RFC6363], Section
4.3. Depending on the FEC Schene using the ones defined in

[ RFC6681], the appropriate source blocks are fornmed. |f enough data
for decoding any or all of the m ssing source payloads in the source
bl ock has been received, the respective FEC decodi ng procedures are
appl i ed.

In case the FEC Schene uses Raptor codes as defined in [ RFC5053],
then the Exanpl e FEC Decoder, as specified in [ RFC5053], Section 5.5,
may be used.

In case the FEC Schene uses RaptorQ codes as defined in [ RFC6330],
then the Exanple FEC Decoder, as specified in [RFC6330], Section 5.4,
may be used.

11. Session Description Protocol (SDP) Exanple

This section provides an SDP [ RFCA566] exanple. Assune we have one
source video stream (md: S1) and one FEC repair stream (md:Rl). The
"group’ attribute and the FEC groupi ng senantics defined in [ RFC5888]
and [ RFC5956], respectively, are used to associate source and repair
flows. We formone FEC group with the "a=group: FEC S1 R1" line. The
source and repair streams are sent to the same port on different

mul ticast groups. The repair windowis set to 200 ns.
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i 1122334455 1122334466 I N | P4 fec. exanpl e. com
ptor RTP FEC Exanpl e
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group: FEC-FR S1 R1

mevi deo 30000 RTP/ AVP 100

c=I N 1 P4 233.252.0.1/127

a=rtpmap: 100 MP2T/ 90000

a=f ec-source-flow id=0

a=m d: S1

mFappl i cati on 30000 RTP/ AVP 110

c=I N I P4 233.252.0.2/127

a=rtpmap: 110 raptorfec/ 90000

a=fm p: 110 raptor-schene-id=1; Kmax=8192; T=128;
P=A; repair-w ndow=200000

a=m d: R1

12. | ANA Consi derations

I ANA has registered 'application/raptorfec’ as specified in Section
6.1.1, 'video/raptorfec’ as specified in Section 6.2.1,
"audio/raptorfec’ as specified in Section 6.3.1, and "text/raptorfec
as specified in Section 6.4.1. The nedia type has al so been added to
the 1ANA registry for "RTP Payl oad Format nedia types"
(http://ww.iana. org/assi gnments/rtp-paraneters).

13. Security Considerations

Security Considerations related to the use of the FEC Framework are
addressed in [RFC6363]. These considerations apply in full to users
of the RTP payload formats defined in this docunent, since these are
defined in terns of the FEC Framework.

No further security considerations related specifically to the Raptor
FEC Schenes defined in [ RFC6681] have been identified.

RTP packets using the payload format defined in this specification
are subject to the security considerations discussed in the RTP
specification [ RFC3550] and in any applicable RTP profile. The main
security considerations for the RTP packet carrying the RTP payl oad
format defined within this neno are confidentiality, integrity, and
source authenticity. Confidentiality is achieved by encrypting the
RTP payl oad. Integrity of the RTP packets is achieved through a

sui tabl e cryptographic integrity protection mechanism Such a
cryptographi c systemcan also allow the authentication of the source
of the payload. A suitable security nechanismfor this RTP payl oad
format shoul d provide confidentiality, integrity protection, and at

| east source authentication capable of deternmining if an RTP packet
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is froma nenber of the RTP session. Note that the appropriate
mechanismto provide security to RTP and payl oads follow ng this meno
MAY vary. It is dependent on the application, transport, and
signaling protocol enployed. Therefore, a single mechanismis not
sufficient; although, if suitable, using the Secure Real -Ti ne
Transport Protocol (SRTP) [RFC3711] is RECOWENDED. O her nechani sns
that may be used are | Psec [ RFC4301] and Transport Layer Security
(TLS) [RFC5246] (RTP over TCP); other alternatives exist.
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