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Round-Tri p Packet Loss Metrics
Abst r act

Many user applications (and the transport protocols that nake them
possi bl e) require two-way conmuni cations. To assess this capability,
and to achieve test systemsinplicity, round-trip | oss measurements
are frequently conducted in practice. The Two-Way Active Measurenent
Prot ocol specified in RFC 5357 establishes a round-trip |oss

measur enent capability for the Internet. However, there is currently
no round-trip packet loss metric specified according to the RFC 2330
f r amewor k.

This nmeno adds round-trip loss to the set of IP Performance Metrics

(I PPV .
Status of This Meno
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the |IETF comunity. It has
recei ved public review and has been approved for publication by the
Internet Engineering Steering Goup (IESG. Further information on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this docunent, any errata,

and how to provide feedback on it nay be obtained at
http://ww. rfc-editor.org/info/rfc6673.
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1. Introduction

This menmo defines a nmetric to quantify an IP network’s ability to
transfer packets in both directions fromone host to another host.
Two-way conmuni cation is al nbst al ways needed; thus, failure to
transfer a packet in either direction constitutes a round-trip packet
| oss.

This meno defines a nmetric for round-trip packet | oss on Internet
paths. It builds on the notions and conventions introduced in the IP
Performance Metrics (1 PPM franmework [ RFC2330]. Also, the
specifications of the one-way packet loss netric for | PPM[RFC2680]
and the round-trip delay metric for | PPM[RFC2681] are frequently

Mort on St andards Track [ Page 3]



RFC 6673 Round-Tri p Loss August 2012

referenced and nodified to match the round-trip circunstances
addressed here. However, this meno assunes that the reader is
famliar with the references; thus, it does not repeat material as
was done in [ RFC2681].

This meno uses the terns "two-way" and "round-trip" synonynously.
1.1. Motivation

Many user applications and the transport protocols that make them
possi bl e require two-way comuni cations. For exanple, the TCP SYN >,
<- SYN- ACK, ACK-> three-way handshake attenpted billions of tinmes each
day cannot be conpleted without two-way connectivity in a near-

simul taneous time interval. Thus, neasurenents of Internet round-
trip packet |oss performance provide a basis to infer application
performance nore easily.

Measur ement system desi gners have al so recogni zed advant ages of
system sinplicity when one host sinply echoes or reflects test
packets to the sender. Round-trip packet |oss measurenents are
frequently conducted and reported in practice. The ubiquitous "ping"
tools allow the neasurenent of round-trip packet |oss and del ay but
usual Iy require | CMP Echo- Request/ Reply support, and | CMP packets may
encount er exceptional treatnent on the neasurenent path (see

Section 2.6 of [RFC2681]). The Two-Way Active Measurenent Protoco
(TWAMP) specified in [ RFC5357] establishes a round-trip packet |oss
measur enent capability for the Internet. However, there is currently
no round-trip packet loss nmetric specified according to the [ RFC2330]
f ramewor k.

[ RFC2681] indicates that round-trip nmeasurenments may sonetines
encounter "asymmetric" paths. Wen |loss is observed using a round-
trip measurement, there is often a desire to ascertain which of the
two directional paths "lost" the packet. Under sone circunstances,
it is possible to make this inference. The round-trip neasurenent
met hod rai ses a few conplications when interpreting the enbedded one-
way results, and the user should be aware of them

[ RFC2681] al so points out that |oss nmeasurement conducted
sequentially in both directions of a path and reported as a round-
trip result may be exactly the desired netric. On the other hand, it
may be difficult to derive the state of round-trip packet |oss from
one-way measurenents conducted in each direction unless a nmethod to
mat ch the appropriate one-way nmeasurements has been pre-arranged.

Finally, many neasurenent systens report statistics on a conditiona

del ay distribution, where the condition is packet arrival at the
destination. This condition is encouraged in [ RFC3393], [RFC5481],
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and [ RFC6703]. As a result, lost packets need to be reported
separately, according to a standardized netric. This meno defines
such a netric.

See Section 1.1 of [RFC2680] for additional notivation of the packet
| oss netric.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [ RFC2119].
Scope

This nmeno defines a round-trip packet loss netric using the
conventions of the | PPM franmework [RFC2330].

The neno defines a singleton netric, a sanple nmetric, and a
statistic, as per [RFC2330]. The [RFC2330] framework is for active
measur enent net hods. Although this netric MAY be applicable in
passi ve neasurenent as well, discussion of additional considerations
for the passive scenario are beyond the normative scope of this neno.

The neno al so investigates the topic of one-way |oss inference froma
two-way neasurenent and |ists sone key considerations.

Conmon Specifications for Round-Trip Metrics
To reduce the redundant information presented in the detailed nmetrics
sections that follow, this section presents the specifications that
are conmmon to two or nore netrics. The section is organized using
the sane subsections as the individual nmetrics, to sinplify
conpari sons.
Nanme: Type-P-*

Al metrics use the Type-P convention as described in [RFC2330]. The
rest of the name is unique to each netric.

Metric Paraneters
0 Src, the | P address of a host
o Dst, the | P address of a host

o T, atinme (start of test interval)
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o Tf, atime (end of test interval)
o lanbda, a rate in reciprocal seconds (for Poisson Streans)

0 incT, the nom nal duration of inter-packet interval, first bit to
first bit (for Periodic Streans)

o TO, atinme that MIST be selected at randomfromthe interva
[T, T+dT] to start generating packets and taking nmeasurements (for
Peri odi ¢ Streans)

0 TstampSrc, the wire tinme of the packet as neasured at MP(Src) as
it leaves for Dst.

o TstampDst, the wire tinme of the packet as neasured at MP(Dst),
assigned to packets that arrive within a "reasonable" tine (less
than Tnax).

o Tmax, a maximumwaiting time for packets to arrive at Src, set
sufficiently long to disanbi guate packets with |ong del ays from
packets that are discarded (lost).

o0 M the total nunber of packets sent between TO and Tf

o N, the total nunber of packets received at Dst (sent between TO
and Tf)

0 Type-P, as defined in [ RFC2330], which includes any field that may
af fect a packet’'s treatnent as it traverses the network

3. 3. Metric Definition

Thi

s section is specific to each netric.

3.4. Metric Units
The netric units are logical (1 or 0) when describing a single
packet’ s | oss performance, where a 0 indicates successful packet
transm ssion and a 1 indicates packet |oss.
Units of time are as specified in [ RFC2330].
O her units used are defined in the associ ated section where

needed (e.g., Section 6.1 in the case of
Type- P- Round-tri p-Loss- <Sanpl e>- Rati 0) .
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4. A Singleton Round-Trip Loss Metric
4.1. Nane: Type-P-Round-trip-Loss
4.2. Metric Paraneters

See Section 3.2.
4.3. Definition and Metric Units

Type- P- Round-trip-Loss SHALL be represented by the binary | ogica
val ues (or their equival ents) when the followi ng conditions are net:

Type- P- Round-trip-Loss = O:

0o Src sent the first bit of a Type-P packet to Dst at wire-tine
TstanpSrc,

o that Dst received that packet,

o the Dst sent a Type-P packet back to the Src as quickly as
possible (certainly | ess than Tnax, and fast enough for the
i nt ended purpose), and

o that Src received the last bit of the reflected packet prior to
wire-time TstanpSrc + Trax.

Type- P- Round-tri p-Loss = 1:

0 Src sent the first bit of a Type-P packet to Dst at wire-tine
Tst anpSrc,

o that Src did not receive the last bit of the reflected packet
before the waiting tinme | apsed at TstanpSrc + Tnax.

Possi bl e causes for the Loss = 1 outcone are as follows:
o the Dst did not receive that packet,
o the Dst did not send a Type-P packet back to the Src, or

o the Src did not receive a reflected Type-P packet sent from
the Dst.
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4. 4.

Mor

Fol l owi ng the precedent of Section 2.4 of [RFC2681], we nake the
simplifying assertion that round-trip | oss neasured between two hosts
is equal regardless of the host that originates the test:

Type- P- Round-trip-Loss(Src->Dst->Src) =
Type- P- Round-tri p-Loss(Dst->Src->Dst)

(and agree with the rationale presented there -- that the anbiguity
introduced is a small price to pay for nmeasurenent efficiency).

Therefore, each singleton can be represented by pairs of elenents as
fol | ows:

o0 TstampSrc, the wire tine of the packet at the Src (beginning the
round-trip journey).

o L, either zero or one (or sone |ogical equivalent), where L=1
i ndi cates | oss and L=0 indicates successful round-trip arriva
prior to TstampSrc + Tnax.

Di scussion and OGher Details

See [ RFC2680] and [ RFC2681] for extensive discussion, nethods of
measurenent, errors and uncertainties, and other fundanental
consi derations that need not be repeated here.

We add the foll owi ng gui dance regardi ng the responder process to
"send a Type-P packet back to the Src as quickly as possible".

A response that was not generated within Tmax is inadequate for any
realistic test, and the Src will discard such responses. A responder
that serves typical round-trip packet |loss testing (which is rel evant
to higher-layer application performance) SHOULD produce a response in
1 second or less. A responder that is unable to satisfy this

requi renent SHOULD | og the fact so that an operator can adjust the

|l oad and priorities as necessary. Analysis of responder tinestanps

[ RFC5357] that finds responses are not generated in a tinmely fashion
SHOULD result in operator notification, and the operator SHOULD
suspend tests to the responder, since it may be overl oaded.

Addi tional neasurement considerations are described in Section 8

bel ow.
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A Sanpl e Round-Trip Loss Metric

G ven the singleton netric Type-P-Round-trip-Loss, we now define one
particul ar sanple of such singletons. The idea of the sanple is to
sel ect a particular binding of the paraneters Src, Dst, and Type-P,
then define a sanple of values of paranmeter TstanmpSrc. This can be
done in several ways, including the follow ng:

1. Poisson: a pseudo-random Poi sson process of rate |anbda, whose
values fall between T and Tf. The tine interval between
successi ve val ues of TstanmpSrc will then average 1/1anbda, as per
Section 11.1.1 of [RFC2330].

2. Periodic: a periodic stream process with pseudo-random start tine
TO between T and dT, and nom nal inter-packet interval incT, as
per [ RFC3432].

In the netric name, the variable <Sanpl e> SHALL be replaced with the
process used to define the sanple, using one of the above processes
(or another sanple process nmeeting the criteria in Section 11.1 of

[ RFC2330], the details of which MJIST be reported with the results if
used).

1. Name: Type-P-Round-trip-Loss-<Sanpl e>- Stream
2. Metric Paraneters

See Section 3. 2.

5.3. Definition and Metric Units

G ven one of the nethods for defining the test interval -- the sample
of times (TstanpSrc) and other metric paraneters -- we obtain a
sequence of Type-P-Round-trip-Loss singletons as defined in

Section 4. 3.

Type- P- Round-tri p-Loss-<Sanpl e>- Stream SHALL be a sequence of pairs
with elenents as foll ows:

o0 TstanmpSrc, as above

o L, either zero or one (or sone |ogical equivalent), where L=1
i ndicates | oss and L=0 indicates successful round-trip arriva
prior to TstanmpSrc + Tmax

and where <Sanpl e> SHALL be replaced with "Poi sson", "Periodic", or
an appropriate termto designate another sanple nethod as descri bed
in Section 5 above.

Mort on St andards Track [ Page 9]



RFC 6673 Round-Tri p Loss August 2012

5.4. Discussion and O her Details

See [ RFC2680] and [ RFC2681] for extensive discussion, nethods of
measurenent, errors and uncertainties, and other fundanental

consi derations that need not be repeated here. However, when these
references were approved, the packet reordering metrics in [ RFC4737]
had not yet been defined, nor had reordering been addressed in | PPM
met hodol ogi es.

[ RFC4737] defines packets that arrive "late" with respect to their
sendi ng order as reordered -- for exanple, when packets arrive with
sequence nunbers 4, 7, 5, 6, then packets 5 and 6 are reordered, and
they are obviously not |ost because they have arrived within sone
reasonabl e waiting time threshold. The presence of reordering on a
round-trip path has several likely effects on the measurenent.

1. Methods of neasurenent should continue to wait the specified tine
for packets and avoid prematurely declaring round-trip packet
| o0ss when a sequence gap or error is observed.

2. The time distribution of the singletons in the sanple has been
significantly changed.

3. Either the original packet streamor the reflected packet stream
experienced path instability, and the original conditions may no
| onger be present.

Measur enent inplenmentations MJUST address the possibility of packet
reordering and avoid related errors in their processes.

6. Round-Trip Loss Statistic
This section gives the primary and overall statistic for |oss
performance. Additional statistics and nmetrics originally prepared
for one-way | oss MAY al so be applicable
6.1. Type-P-Round-trip-Loss-<Sanmpl e>-Ratio
G ven a Type-P-Round-trip-Loss-<Sanpl e>-Stream the average of
all the logical values, L, in the streamis the
Type- P- Round-tri p-Loss-<Sanpl e>-Ratio. This ratio is in units of
| ost packets per round-trip transm ssions actually attenpted.

In addition, the Type-P-Round-trip-Loss-<Sanpl e>-Ratio is undefined
if the sanple is enpty.

Mort on St andards Track [ Page 10]



RFC 6673 Round-Tri p Loss August 2012

7

Round-Trip Testing and One-Way Reporting

This section raises considerations for results collected using a
round-trip neasurenment architecture, such as in TWAMP [ RFC5357] .

The sanpling process for the reverse path (Dst->Src) is a conditiona
process that depends on successful packet arrival at the Dst and
correct operation at the Dst to generate the refl ected packet.
Therefore, the sanpling process for the reverse path will be
significantly affected when appreciable | oss occurs on the Src->Dst
path, making an attenpt to assess the reverse path performance
invalid (for | oss or possibly any nmetric).

Further, the sanpling times for the reverse path (Dst->Src) are a
random process that depends on the original sanple times (TstanpSrc),
the one-way del ay for successful packet arrival at the Dst, and tine
taken at the Dst to generate the reflected packet. Therefore, the
sanmpling process for the reverse path will be significantly affected
when appreci abl e del ay variation occurs on the Src->Dst path, making
an attenpt to assess the reverse path performance invalid (for |oss
or possibly any netric).

As di scussed above in Section 5.4, packet reordering is always a
possibility. |In addition to the severe delay variation that usually
acconpanies it, reordering on the Src->Dst path will cause a

m sal i gnment of sequence nunbers applied at the Dst when conpared to
the sender nunbers. Measurenent inplementations MJST address this
possi bl e out cone.

Measur ement Consi derations and Cali bration

Prior to conducting this measurement, the participating hosts MIST be
configured to send and receive test packets of the chosen Type-P

St andard neasurenent protocols are capable of this task [ RFC5357],

but any reliable nethod is sufficient (e.g., if the issues with ICW
di scussed in Section 2.6 of [RFC2681] can be alleviated, and the
requirenents of Sections 4.3 and 4.4 above are nmet, then | CWP coul d
be used).

Two key features of the host that receives test packets and returns
themto the originating host are described in Section 4.2 of

[ RFC5357]. Every received test packet MJST result in a responding
packet, and the response MJUST be generated as quickly as possible.
This inplies that interface buffers will be serviced pronptly and
that buffer discards will be extrenely rare. These features of the
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measur enent equi pnent MUST be calibrated according to Section 3.7.3
of [RFC2679] when operating under a representative neasurenent | oad
(as defined by the user). Both unexpected test packet discards, and
the systematic and random errors and uncertainties, MJST be recorded.

We note that Section 4.2.1 of [RFC5357] specifies a nethod to collect
all four significant tinmestanps needed to describe a packet’s round-
trip delay [ RFC2681] and renove the processing time incurred at the
respondi ng host. This information supports the nmeasurement of the
correspondi ng one-way del ays encountered on the round-trip path,
which can identify path asynmmetry or unexpected processing tine at

t he respondi ng host.

9. Security Considerations
9.1. Denial-of-Service Attacks

This nmetric requires a stream of packets sent from one host (source)
to anot her host (destination) through intervening networks, and back
This method coul d be abused for denial-of-service attacks directed at
the destination and/or the intervening network(s).

Adm ni strators of source, destination, and interveni ng network(s)
shoul d establish bilateral or nultilateral agreenments regarding the
timng, size, and frequency of collection of sanple netrics. Use of
this method in excess of the terns agreed upon by the participants
may be cause for imrediate rejection or discard of packets, or other
escal ati on procedures as defined between the affected parti es.

9.2. User Data Confidentiality

Active use of this nethod generates packets for a sanple, rather than
taki ng sanpl es based on user data, and does not threaten user data
confidentiality. Passive neasurenent nust restrict attention to the
headers of interest. Since user payloads nmay be tenporarily stored
for length anal ysis, suitable precautions MJST be taken to keep this

i nformati on safe and confidential. |In nost cases, a hashing function
wi Il produce a value suitable for payl oad conpari sons.
9.3. Interference with the Metrics

It may be possible to identify that a certain packet or stream of
packets is part of a sanple. Wth that know edge at the destination
and/ or the intervening networks, it is possible to change the
processing of the packets (e.g., increasing or decreasing delay) in a
way that may distort the neasured perfornance. It may al so be
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11.

12.

12.

possi ble to generate additional packets that appear to be part of the
sample metric. These additional packets are likely to perturb the
results of the sanple neasurenent.

Aut hentication or encryption techniques, such as digital signatures,
MAY be used where appropriate to guard against injected traffic
attacks. [RFC5357] includes both authentication and encryption
features.

| ANA Consi der ati ons

Metrics previously defined in the | ETF were registered in the | ANA

| PPM Metrics Registry; however, this process was discontinued when

the registry structure was found to be inadequate, and the registry
was decl ared obsol ete [ RFC6248].

Al though the netrics in this docunent nmay be considered for sonme form
of registration in the future, no | ANA action is requested at this
time.
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