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Abst ract

The "Typed W dcard Forwardi ng Equi val ence C ass (FEC) El enent"”
defines an extension to the Label Distribution Protocol (LDP) that
can be used when requesting, withdrawing, or releasing all |abe

bi ndings for a given FEC El enent type is desired. However, a Typed
W dcard FEC El enent nust be individually defined for each FEC

El ement type. This specification defines the Typed Wl dcard FEC

El ements for the Pseudowire Identifier (PWd) (0x80) and Generalized
PWd (0x81) FEC El enent types.

Status of This Meno
This is an Internet Standards Track document.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by

the Internet Engineering Steering Goup (IESG. Further
information on Internet Standards is available in Section 2 of

RFC 5741.

I nformati on about the current status of this docunent, any
errata, and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6667
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1. Introduction

An extension to the Label Distribution Protocol (LDP) [RFC5036]
defines the general notion of a "Typed WIdcard Forwardi ng

Equi val ence O ass (FEC) Elenent" [RFC5918]. This can be used when
requesting, releasing, or withdrawing all |abel bindings for a given
type of FEC Elenment is desired. However, a Typed Wl dcard FEC

El ement nust be individually defined for each type of FEC El enment.

[ RFC4447] defines the "PWd FEC El enent" and "Ceneralized PWd FEC
El ement”, but does not specify the Typed Wldcard format for these
el ements. This docunment specifies the format of the Typed W/ dcard
FEC El enment for the "PWd FEC El enent"” and "Generalized PWd FEC

El ement”. The procedures for Typed Wl dcard processing for PWd and
Generalized PWd FEC El enents are the same as described in [ RFC5918]
for any Typed W/ dcard FEC El enent type.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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2. Typed Wldcard for PWFEC El enents

The format of the Typed Wl dcard FEC El enent for PWd and CGeneralized
PWd is specified as:

0 1 2 3

01234567890123456789012345678901
B I i st ST S I S S S S S S S S e S S S S ik o S N S S S
| Typed War d=0x5| Type=PW FEC | Len = 2 | R PWtype |
el i I e i it T e e e e i i T o S e e S e T R R

e

Figure 1: Format of Typed W/l dcard FEC El enent for
PW FEC El enent Types

Wher e:

Typed Ward (one octet): Typed WIdcard FEC El erent type (0x05)
as specified in [ RFC5918].

[ FEC El enent] Type (one octet): PWFEC El enent type:

PWd: (type 0x80 [RFC4447])
General i zed PWd: (type Ox81 [ RFC4447])

Len [ FEC Type Info] (one octet): Two. (There is additional
FEC info to scope the Typed Wl dcard.)

R bit (Reserved bit): MJST be set to ZERO on transmt and i gnored
on receipt.

PWtype (15-bits): PWtype as specified in [RFC4447]. This field
is used to scope the wildcard FEC operation to limt all PW
of a given type. This MJST be set to "WIdcard" type
(Ox7FFF), as defined in [| ANA-PWE3], when referring PW of
all types (see Section 4 for its usage).

[ RFC4447] defines the "PWG ouping ID TLV' that can be used for

wi | dcard withdrawal or status nmessages related to Generalized PWd
FECs. When the Typed Wl dcard FEC for Generalized PWd FEC el enent
is in use, the "PWG ouping ID TLV' MJUST NOT be present in the sane
message. |f present, the receiving Label Switching Router (LSR) MJST
ignore this TLV silently and process the rest of the message.
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3.

Applicability Statenent

The Typed Wl dcard FEC El enents defined in this docunment for the PWd
and Generalized PWd FEC El enments provide a finer degree of

granul arity when conpared to the wldcard FEC nechanics defined in

[ RFC5036] .

The PWd FEC El ement as defined in [ RFC4447] contains a Group ID
field. This field is defined as an arbitrary 32-bit val ue that
represents a group of PW and is used to create groups in the PW
space, including potentially a single group of all PW for a given
FEC El ement type. This grouping enables an LSR to send "wi | dcard"
| abel withdrawal s and/ or status notification nmessages correspondi ng
to a PWgroup upon physical port failures. Simlarly, [RFC4447]
defines the "PWGouping ID TLV' used in the sanme fashion for the
General i zed PWd FEC El enent.

The PWd Typed W/ dcard FEC El ements defined in this docunent help us
achieve simlar functionality as the "Goup ID" field or "PW G ouping
I D TLV" for label wthdrawal and status notification nmessages.
Additionally, the Typed Wl dcard procedures [ RFC5918] provide a nore
general i zed and conprehensive sol ution by all ow ng:

1. Typed W/l dcard Label Request nessages

2. Label TLVs in | abel nessages to further constrain the wildcard to
all FECs of the specified FEC type [and its specific filter] that
are al so bound to the specified | abel.

Thi s docunent allows use of the Typed WI!dcard PWFEC El enent in any
LDP nmessage that specifies a FEC TLV as a nmandatory or opti onal
paraneter of the nessage. |In addition to LDP | abel messages, this

al so applies to notification nmessages (containing PWStatus) and
Address Wthdraw (for MAC address withdrawal [RFC4762]) nmessages in
the context of LDP PWsignaling. Wen a Typed WIldcard PWFEC

El ement is used in an Address Wthdraw nessage for Virtual Private
LAN Service (VPLS) Media Access Control (MAC) address withdrawal, the
MAC List TLV MJST contain an enpty list.

Qperation

The use of Typed W/l dcard FEC El ements for PWcan be useful under
several scenarios. This section describes some use cases to
illustrate their application. The follow ng use cases consider two
LSR nodes, A and B, with an LDP session between themto exchange
Layer 2 Virtual Private Network (L2VPN) PW bi ndi ngs.
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4.1. PW Consistency Check

A user may request a control-plane consistency check at LSR A for the
Generalized PWd FEC bindings that it |earned fromLSR B over the LDP
session. To performthis consistency check, LSR A narks all its

| earned Generalized PWd FEC bindings fromLSR B as stale, and then
sends a Label Request nessage towards LSR B for the Typed W dcard
FEC El ement for Generalized PWd FEC El ement type with the PWtype
set to "Wldcard" (Ox7FFF). Upon receipt of such a request, LSR B
replays its database related to the Generalized PWd FEC El enent

usi ng one or nore Label Mapping nessages. As a PWhbinding is
received at LSR A, the associated binding state is narked as
refreshed (not stale). Wen replay conpletes for the Generalized
PWd FEC type, LSR B marks the end of its replay by sending an

End-of -LIB notification [ RFC5919] corresponding to the Generalized
PWd FEC El ement type. Upon receipt of this notification at LSR A,
any renmai ning stale PWhbinding of the Generalized PWd FEC type

| earned fromthe peer LSR B is cleaned up and renoved fromthe

dat abase. This conpletes the consistency check with LSR B at LSR A
for Generalized PWd FEC type.

4.2. PWGaceful Shutdown

It may be desirable to perform shutdown/renoval of existing PW

bi ndi ngs advertised towards a peer in a graceful nmanner -- i.e., all
adverti sed PWbindings are to be renoved froma peer w thout session
flap. For exanple, to request a graceful delete of the PWd FEC and
Generalized PWd FEC bindings at LSR A learned fromLSR B, LSR A

woul d send a Label Wthdraw nessage towards LSR B with Typed W/ dcard
FEC El enents pertaining to the PWd FEC El erent (with PWtype set to
Ox7FFF) and Generalized PWd FEC Element (with PWtype set to
OX7FFF). Upon receipt of such a message, LSR B would delete all PWd
and Generalized PWd bindings |earned fromLSR A. Afterwards, LSR B
woul d send Label Rel ease nessages corresponding to received Label

Wt hdraw nmessages with the Typed FEC El enent.

4.3. WIldcard PW St atus

The Typed Wl dcard FEC El ements for PWFECs can be very useful to
convey PWstatus anongst LSRs. The Provider Edge (PE) devices can
send the "PWStatus TLV' in an LDP Notification nessage to indicate
PWstatus (i.e., a Pseudowi re Status Code denoting, for exanple, a
particular fault) to their renote peers [RFC4447]. |In case of a
global failure affecting all PW, an LSR typically sends one PW
Status LDP Notification nmessage per PW This per-PWStatus nmessage
has scalability inplications in a large-scale network with a |arge
nunber of PWs.

Raza, et al. St andards Track [ Page 5]



RFC 6667 PWd and Gen. PWd Typed WIldcard FEC July 2012

Usi ng Typed Wl dcard FEC El enent for a given type of PWFEC El ement,
the LSRwill need to send only one PW Status Notification nessage

with the Typed Wl dcard PWFEC specified to notify about the conmon
status applicable to all PW as scoped by the PW Typed Wl dcard FEC

4.4. Typed WIldcard MAC Wthdrawal in VPLS

[ RFC4762] defines a pseudow re-based solution to inplenment Virtual
Private LAN Service (VPLS). Section 6.2 of RFC 4762 descri bes MAC
Wt hdrawal procedures and extensions in a VPLS environnent. These
procedures use the LDP Address Wt hdraw nessage containing the FEC
TLV (with the PWFEC el enent corresponding to the VPLS instance) and
MAC List TLV (to specify addresses to be withdrawn). The procedures
described in RFC 4762 al so all ow MAC address wi t hdrawal w | dcarding
for a given VPLS instance.

Usi ng RFC 4762 procedures, a PE LSR can withdraw all MAC addresses
for a given VPLS instance by sending an Address Wt hdraw nessage with
a VPLS instance corresponding to the PWFEC elenent in a FEC TLV, and
a MAC List TLV with an enpty list of addresses. |If there is nore
than one VPLS instance on a given PE LSR node, separate Address

W t hdraw messages need to be sent by the PELSRif it wi shes to

wi t hdraw MAC addresses for all or a subset of VPLS instances upon
some global failure or configuration. Per-PW(VPLS instance) MAC

Wt hdraw nmessage may have sone scalability inplications in a |arge-
scal e net work.

As stated in Section 3, this docunent allows use of the Typed

Wl dcard PWFEC in Address Wt hdraw nmessages corresponding to VPLS
MAC Wthdrawal. The use of PW Typed W dcard FEC enhances the scope
of MAC wit hdrawal beyond just a single VPLS instance and allows a PE
node to wildcard withdraw all MAC addresses for:

o all VPLS instances; or
o all VPLS instances corresponding to a given PWtype.

5. Security Considerations
No new security considerations beyond those that apply to
speci fications [ RFC5036], [RFC4447], [RFC4762], [RFC5918], and

[ RFC5920] apply to the use of the PWTyped Wl dcard FEC El enent types
described in this docunent.
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